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Foreword

Alessandro Carretta1 and Paola Schwizer2 
Culture matters. It is an essential force in shaping individual and group 
behavior. But can it really be measured?

It is a general belief that a strong and sound corporate culture leads 
to strong performance, since it supports company strategy, norms and 
procedures. Culture “holds together” the organization: it is the result of 
shared values, basic underlying assumptions and business experiences, 
driving behaviors and strategy itself. Thus, assessing culture can help 
understand how organizations act. Managing culture can influence the 
likelihood of success in strategy implementation. 

Risk culture plays a central role in financial institutions, because of 
its influence on risk-taking behaviors that could lead to the failure of 
individual institutions and systemic problems. For this reason, prudential 
supervision aims at monitoring risk culture as a fundamental driver of risk-
taking process complementing capital requirements and other substantive 
measures. 

The risk culture “depends” primarily on the national culture and on the 
legal and regulatory framework. The interaction between governance, 
culture and performance is increasingly a main issue in the banking 
arena. Board and Senior Management must understand the risk culture 
of their organization in conjunction with their business model and not 
take it for granted. They have also the responsibility for defining and 
analyzing culture by promoting values and consequent behaviors across 
their organizations. In fact, organization’s behavior is part and expression 
of the risk culture. Cultural values are hard to measure. Although the 
knowledge of organizational culture has received considerable attention in 
the academic literature, the proposed indicators still show a low reliability. 
Likewise, developing indicators of risk culture suitable to be used in 
internal auditing is a complex task. 

Internal auditors need to be comfortable in their understanding of risk 
culture, establish a common risk language but, at the same time, keep in 
mind that there is no one-size-fits-all solution to audit culture. 

1 Professor in Financial Markets and Institutions at University of Rome Tor Vergata and Professor SDA 
Bocconi School of Management.

2 Professor in Financial Markets and Institutions at University of Parma and Professor SDA Bocconi School 
of Management.



5

Regulation has an impact on culture and different supervisor’s approaches 
influence in different ways risk-taking behavior in banks. Nevertheless, 
regulators and supervisors seem to agree on the need to deal with 
culture. They underline that banks will only succeed if they take the 
position that culture, and particularly risk culture, is core to their business 
models and if they also decide that fixing and managing culture is key to 
their economic sustainability. 

Risk and behavioral issues are thus expected to be “front and centre”, 
citing a recent Julie Dickson’s speech, in the supervisory toolbox.

In this perspective, the cooperation between supervisors and auditors 
in the field of understanding and assessing risk culture of financial 
institutions can be considered a milestone to consolidate a stable Banking 
Union.

The following paper presents a first and unique attempt to define and 
illustrate a complete set of risk-culture indicators and measures to be 
applied by internal auditors, from which each institution can extract a 
customized mix of items based on its nature and characteristics. The 
general framework for assessing risk culture represents the output of a 
team effort involving academies, consultants and business experts from 
the internal auditing community. The paper considers both the managerial 
and the regulatory perspective on risk culture, thereby representing a 
useful guide for the implementation of a common view, among financial 
institutions and supervisors, on how to develop and enforce risk self-
awareness of policies and practices in the banking industry.
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1. Introduction
The continuing scandals involving organizations from different industries 
(the media, food, retail, health and banking) and the financial crises of 
recent years3 have outlined the limits of the current corporate governance 
and regulatory systems, based primarily on capital and financial criteria. 

Furthermore, the several events of misconduct4 in the financial and/or 
business world5 in recent years have led us progressively to identify a 
causal link between individual behavior and the occurrence of financial 
crises. Therefore, risk culture has acquired a key role in the analysis of the 
causes underpinning the exposure of financial institutions to significant 
risks, or even default, damaging customer trust and causing significant 
losses for the various stakeholders. 

The financial crisis has also clearly highlighted that a compensation 
and incentive system based on a rational which fails to consider/relate 
performances to the risks taken, or grounds only on short-term goals, 
threatens the stability of financial institutions, affecting the entire financial 
system. In fact, the compensation and incentive system is a key element in 
the organization and governance of a company and can significantly drive 
behavior and thus, where used effectively, it can ensure a more effective 
attainment of the company’s strategic goals.

As regards the importance of risk culture (in the following RC), we 
should mention, among the many surveys and analyses carried out at 
European level (especially in UK), the survey commissioned by Barclays 
following the bank’s involvement in the LIBOR rate-rigging scandal (Salz 
Review- April 2013), the Parliamentary Commission report on Banking 
Standards-UK (June 2013) on the same scandal, and the report issued in 
June 2014 by the Chartered Institute of Internal Auditors (UK), in which it 
is clearly said that poor corporate culture has been identified as the root 
cause of scandals in various sectors. The same report underlines that 
the role of Internal Audit is crucial in assessing risk culture and control 
culture, providing assurance to the Board that the company’s values 
are adequately widespread and that behaviors are in line with company 
ethical values. 

3 The losses caused by the crises generated by European banks between 2007 and 2010 were 1,000 bn, 
state aid between October 2008 and October 2010 was 4,600 bn, amounting to 8% and 39% of the 
European gross product (IMF), respectively.

4 According to the Report on misconduct risk in the banking sector - European Systemic Risk Board 
(June 2015), the prevention of misconduct should address the behavior of individuals/groups which 
is not aligned with the interests of customers, market participants and society at large. The causes of 
misconduct mentioned in the report include: moral hazard; information asymmetries and conflicts of  
interest; herding behaviour (misconduct at one bank spreads across the sector); lack of competition. 

5 Cases of misconduct have resulted in corporate crises (including Northern Rock, Lehman Brothers, Fannie 
Mae and Freddie Mac), financial scandals (e.g. the LIBOR rate-rigging scandal) and in several sanctions 
against multiple financial institutions (including RBS, JP Morgan, Credit Suisse, HSBC, Bank of America).  
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Turning to control activities, the system based on the three lines of 
defense, pursued so far by most financial institutions with the active 
encouragement of Regulators, can be a fortiori further strengthened by 
the clear accountability of each corporate function in the achievement of 
RC, consistently with the company’s values. 

In response to the considerations mentioned above (becoming 
increasingly popular and shared across financial markets), the international 
organizations engaged also in the issuance of best practices, have 
underlined the opportunity to invest in RC, providing also for the 
publication of guidelines designed to foster its wider distribution within 
organizations. In this respect, we should mention, above all, the FSB 
document “Guidance on Supervisory Interaction with Financial Institutions 
on Risk Culture - A Framework for Assessing Risk Culture”, published on 7 
April 2014.

All above has helped developing an increasing interest on this matter. 
“RC” thus appears as a natural link between a kind of corporate 
governance that pursues the ethical values of organizations and the 
achievement of business strategic objectives which necessarily require, 
inter alia, valuable performances. 

In the preparation of the paper, the members of the Working Group6 
wish that this document may also be considered an useful reference to 
assess the regulatory requirements (currently being defined at national 
and international level), as regards the Audit approach on RC. The 
proposals discussed below are the results of an active debate between 
the representatives of the working group and the scientific committee 
with the aim of looking into principles and techniques that can effectively 
support the Internal Audit function in the RC evaluation.

6 Banca Intesa Sanpaolo, Banca Montepaschi di Siena, Deutsche Bank, Unicredit, Protiviti, scientific 
committee consisting of representatives of the Italian academic and managerial world.
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2. The importance of culture for 
organizations

2.1 The importance of culture in the creation of value 
Culture, a set of behaviors and of tangible and intangible elements, is a 
highly significant variable for the development of corporate value.

Corporate culture is often considered as the missing link in the broader 
overview of how organizations work7. Culture “holds together” a 
company: it reflects, through evidences, declared or underlying values, 
the company’s history and experiences; at the same time, it drives current 
behavior and the strategy itself of the company. Indeed, corporate 
culture is much more than a company management style: it is a set of 
experiences, beliefs and behavioral patterns, made up, found out or 
developed by a group of individuals in the learning process aimed to deal 
with problems due to change management and integration of cultures. 
Culture can be defined as the entire set of reactions and of intellectual 
and physical activities that characterize the behavior of individuals within 
their environment; it includes what people own, how they act and what 
they think. In the corporate environment, we talk about “historical values”.

According to Schein8 there are also different levels of cultural evidence 
perceived by the observer, and they range from the most tangible (which 
includes what the observer can hear and see) to the deepest levels, which 
include the basic assumptions defined by Schein as “the essence” of 
culture.

More specifically, Schein divides culture into three levels: artifacts9, 
espoused values10/ rules11 and basic assumptions12 . You could thus 
argue that a significant power assumed by culture expresses itself in the 
assumptions, namely elements of an organization that are not written and 
not easily discernible. 

7 Deal and Kennedy - 1982

8 “Organizational Culture and Leadership”, San Francisco 2004

9 Artifacts are the visible and superficial aspects of a culture and can be divided into three categories: 
physical objects (clothing, furniture, physical layout of offices and facilities; constructions and 
decorations, objects that acquire a strong symbolic value); verbal expressions (anecdotes, jargon and 
technical language, stories, mythologies, metaphors); behavioral expressions (traditions and customs, 
ceremonies and rituals, forms of punishment and reward, communication schemes). 

10 Values are the social principles, objectives and standards which a culture attaches an intrinsic value 
to; they define what is important for the members of the organization. Values emerge when they are 
threatened or questioned.

11 Rules are mostly unwritten rules that enable the members of a culture to know what is expected of them 
in a variety of situations.

12 Lastly, basic assumptions are the deeply-embedded part of culture, the unconscious one, what the 
members of the organization take for granted and what shapes their perceptions, thoughts, feelings. 
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Organizational culture can be analyzed from different perspectives, 
starting from its visible expressions and characteristics: the environment 
of the organization, its architecture, the technology, the layout of its 
offices, the clothing, the visible or audible behavioral aspects, the official 
documents (by-laws, regulations, internal communications, etc.), and 
unique symbols. This approach is the necessary basis to identify the 
principles, knowledge and experiences which drive the evaluation of 
people’s behavior and attitudes. They mirror the fundamental values 
that the organization’s members have made their own and that justify 
their behavior. The ultimate and deeply-embedded causes (the basic 
assumptions) remain hidden or even unconscious, yet they determine how 
the members of the group perceive, think, feel and thereby act (Carretta 
2001). 

In broader terms, it might be argued that culture is an abstraction that 
includes the values, opinions and knowledge shared by the members of 
an organization representing behavioral guidelines in a series of both daily 
and exceptional circumstances.

In general terms, it can also be stated that corporate culture plays two 
primary functions within an organization: 

• internal integration (how members relate each other) 

• adaptation in answer to external environment. 

Culture gives rise to an environment in which the members of the 
organization understand how to work together efficiently and establishes 
how people shall communicate, solve problems, collaborate as well as 
define behavior to adopt.

Organizational culture, meant as the set of behavioral rules that are 
designed to shape individual thinking according to a sound organizational 
method, thus acquires a central role, as the foundation of corporate 
governance.

According to Peters and Waterman, the authors of the McKinsey 
7S Framework13, successful organizations are those in which culture 
(consisting of rules, beliefs and shared values) is at the basis of their 
strategies and provides the company with techniques supporting the 
adaptation to change management. 

All the components of organizations are part of cultural dynamics; yet, 
culture is often not considered in its full potential by the managers of 
organizations. The impact of RC can often be recognized when companies 
try to pursue new strategies or when they establish objectives which do 

13 “In Search of Excellence”, by Tom Peters and Robert Waterman, published in 1982.
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not match rules and values of their corporate culture. Besides, within 
companies, there are usually minor cultures along with a prevailing culture. 
This implies the occurrence and development of sub-cultures, within the 
more general corporate culture, which, albeit having their own system 
of values and, very often their own specific language, usually coexist in a 
continuous interchanging balance.

Evidently, the need to deal with different cultural subgroups arises (and is 
frequently complex) in multinational companies. In such environment the 
aforesaid aspects (typical of any organization) add to the need to combine 
(and accept) different social-cultural environment as well as the need to 
communicate corporate values into the local culture, trying to maintain a 
common international corporate culture.

Only recently culture has been seen as a dependent variable, which is 
the subject of planning, governance and measurement; although this 
principle is still being questioned in managerial literature, its impact on 
organizational behavior has always been recognized. In the main, a culture 
which is in line with the entrepreneurial formula chosen by a company can 
significantly contribute to improve corporate performances. This requires 
people “to make use” of such culture, behaving in accordance with the 
company’s values and conveying the corporate identity value to the 
market. Within the company, attention must be constantly paid (especially 
by managers at different levels) to behaviors in line with the corporate 
culture and to the positive impact of personal examples and effective 
communications on the individual and organizational performance - to 
adhere to such culture is “worth it” -.

To sum up, it can be stated that there is no right or wrong culture, no best 
or worst culture, other than in relation to the strategic goals and corporate 
values pursued by the organization.

2.2 From control culture to risk culture 
Control is the foundation of all the components of the internal control 
system and its effectiveness requires a certain awareness of risks, at the 
same time an essential paradigm for an effective risk culture. Therefore, 
“risk culture” should be understood as a “development of control culture”.

The Control Environment is one of the key elements of the culture of an 
organization.

It can be reasonably said that the Control Environment represents the 
awareness/culture of control within an organization.

• Control leads to a better definition of the roles and responsibilities 
of the various business and control functions. It calls for a further 
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standardization of rules and language of the entire corporate structure, 
also for the purpose of sharing information and reporting, in order to 
facilitate the integration into the company extended to the communication 
flow as well. 

The Control Environment, which is the foundation of all the components of 
the Internal Control System14, is influenced by and incorporates a number of 
specific factors related to the history and corporate culture of an organization.

Specifically: 

• integrity and ethical values 

• competence 

• management’s philosophy and operating style 

• assignment and delegation of responsibility

• organizational policy; 

• staff motivation

are the cultural factors which set the tone/characterize a company’s control 
environment. Based on these components, each company establishes its own 
control “need” and how such need fits the overall internal control system, 
consistently with the inner corporate culture.

Where integrity is considered as a prerequisite of ethical behavior to pursue 
throughout all the aspects of the company’s business, integrity and ethical 
values affect preferences and value judgments, turning out in behavioral 
standards. In these circumstances, organizations will consider these crucial 
factors/values also in their approach to the identification and management of 
risks, and in the design, management and monitoring of the internal control 
system.

Starting from the assumption that an effective internal control system 
does not require the avoidance of risks, rather the awareness of the risks 
associated with the company’s strategic choices and with the (internal 
and external) environment it works in, organizations with an effective 
risk culture are those in which such awareness is widespread at all levels 
thereof and in which the risks taken are consistent with the company’s 
strategic decisions.

The organizations which reflect both the principles of integrity and the fulfilment 
of ethical values and conscious risk management, are those which have a true 
risk culture, which can be seen as a “development” of the control culture.

14 See also the “COSO Framework” published in May 2013. In 2013, the Committee of Sponsoring 
Organizations of the Treadway Commission (COSO) updated the relevant framework by aligning it with 
the current needs of organizations in terms of business complexity, contribution of technology and 
globalization.
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In recent years, following the recent corporate and financial crises, the 
cultural dimension of organizations has received new attention by the 
economic environment and emphasis by the regulators and professional 
bodies issuing best practices.

As mentioned in the Introduction above, the recent financial crises and 
scandals have been identified as the expression of the failure of that 
culture which, although has (theoretically) defined effective and efficient 
control systems, has perceived them, in practice, as a mere compliance-
driven exercise, mistakenly believing that the existence of written 
procedures, setting roles and responsibilities, could ensure per se the 
actual operation of such framework15.

Indeed, although it is true that the cultural question can be an issue 
for each economic sector, having a positive or negative impact on risk 
assumption/control decisions, it is probably only in the financial sector that 
the culture of organizations can affect also the national financial stability. 
As a consequence, it follows the importance of the risk culture, which has 
a deep impact on the daily conduct of business and which can be defined 
as “the set of common values, behaviors and approaches of single 
individuals, subgroups and groups within an organization, which establish 
how the members of the organization itself identify, assess, discuss and 
manage risks16.”

2.3 Relationship between corporate behavior and 
performances 
Risk culture, which is intrinsically linked, as component, to corporate 
culture, represents a potential, effective lever to pursue an ideal 
performance/risk relationship.

Risk culture can be considered as part of corporate culture17 which, 
according to some authors, can be traced to one of the subcultures which 
often occur within companies, and certainly within financial institutions 
(due to the increasing complexity of the activities pursued and ensuing 
functional and organizational components). From this perspective, risk 
culture liaises with the other subcultures (even with “counter-cultures” 
at times) to ensure that a continuous balance between integration 
and diversity opportunities underpins the adaptation in answer to 

15 From the report ”Changing banking for good-June 2013 - Report of the Parliamentary Commission on 
Banking Standards “…what the trader built was perfectly legal. It would have made money for the bank—
or it seemed to make money for the bank. It stayed within all the rules. He probably went to all his 
compliance people and ticked all the boxes. Most traders talk about compliance as box ticking, or hurdles. 
They have externalized ethics: once you have got past the priest, you are fine.

16 The discussion and the management of risks refer to corporate conditions that expressly provide for the 
possibility of disagreeing with managerial choices and starting escalation paths, where appropriate, if the 
principles of integrity/ethical values and conscious Risk Management are hindered. 

17 Ashby et al. 2013.
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environmental and business changes. Although the general models that 
interpret risk culture, with reference also to financial institutions, often 
propose different points of view and purposes, they share the focus 
of analysis in three areas: the company; the individual and the related 
environment.

Risk culture “depends”, first of all, on national culture and on the 
external environment of a given company. Empirical evidence show that 
companies operating in countries with a lower aversion to uncertainty, 
higher individualism and working in sectors where the occurrence 
of grey information areas is higher (e.g., financial sector), embed a 
more aggressive risk culture18. “Even in a highly globalized world with 
sophisticated managers, culture matters”19. We need also to consider 
the impact of culture expressed by the regulation20 on the corporate risk 
culture and its pervasiveness. According to the Financial Stability Board 
(2014), supervisors are in a unique position to gain insights on risk culture 
at financial institutions given their privileged access to the entire financial 
system. There can thus be collaboration21 to improve risk culture, with 
the awareness that culture is a sensitive matter, which requires extended 
and lasting analyses, resources22 and attention to the characteristics of 
risk culture, which does not have a linear relationship with the actions of 
management23.

Risk culture influences the role of risk management within the 
organization24: even where risk governance is highly sophisticated and 
formalized, RC sets which rules and behaviors are truly important25. In 
principle, risk culture does not reduce the tension of the organization 
towards performances; rather, it induces the optimal risk/return balance. 
Even the Financial Stability Board (2014) cancelled from the final version 
of its document on risk culture, the reference to “prudent risk taking” 
which was present in its preliminary documents. In any case, it is frequent 
in literature to find references to the fact that, in practice, an adequate 
risk culture reduces the company’s risk exposure26. Being a mechanism 
to control behavior, risk culture can have consequences also on results, 

18 Mihet 2012.

19 Li et al. 2013.

20 Carretta et al. 2015.

21 Quite recently, Barclays, HSBC, Lloyds Banking Group, Nationwide Building Society, RBS, Santander UK 
and Standard Chartered have created an independent body, the Banking Standards Board, to ensure 
a “measurable and continuous improvement in the conduct and culture of banks doing business in the 
UK”, by identifying professional standards and best practices in the UK banking industry (Lambert, 2014).

22 SSG 2009, Group of Thirty 2013.

23 Paradigm Risk 2014.

24 Ashby 2012.

25 Roeschmann 2014 Stulz 2014.

26 Ashby et al. 2014.
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increasing their persistence over time, provided such culture is robust and 
the environment is stable27. Turning to the impact on the company’s risk-
return balance, it is frequent in literature to find references to a “sound/
optimal/successful” risk culture. However it is necessary to perform such 
assessment cautiously, due to the strong relativism of the very concept 
of culture and of the occurrence of basic (often unconscious) assumptions 
which can be hardly assessed and governed28.

The organization might be “the elementary unit” of the culture analysis29, 
also in case of risks; yet, the point of view of individuals ultimately counts, 
assessed in terms of both individual ethics and propensity to risk. For 
instance, performances are better within companies whose staff perceives 
positive, ethically shareable values30 in the conduct of their managers, 
even though, to confirm the central role of the organization, individual 
conduct appears influenced by the environment and by professional 
identity31. 

2.4 Measuring risk culture 
Measuring risk culture leverages upon quantitative and qualitative 
methodologies. Choosing the method of analysis comes only after 
considering the trade-off between the availability of granular analysis of 
behaviors and comparable information.

The traditional split up of culture, and thus also of risk culture, into 
artifacts, values, and basic assumptions leads to different levels of analysis 
and measurement of the phenomenon. The purpose of the analysis 
determines the proper level and the most appropriate methodology. In 
general, however, it shall be noticed that the analysis of the mere visible 
signs of culture is likely to describe the “how” and not the “why”.

The main qualitative methods are ethnographic analyses and case-
studying, which allow for an in-depth identification of values and basic 
assumptions, though limit the comparability of results. According to 
Schein, the only way to capture culture is direct observation, since many 
aspects of the problem are tacit and individuals within organization 
are the first ones not to be aware of this. Standardized questionnaires 
and analysis models are far too affected by the cognitive categories 
of those who worked on them. Quantitative methods, which often use 
general analysis approaches (including statistical ones), do not allow for 

27 Sorensen 2002.

28 Carretta 2001.

29 Carretta 2001.

30 Guiso et al. 2013.

31 Villeval 2014.
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an in-depth study, though they are more objective and allow for the 
comparison among different companies.

However, a shared method of analysis (within a sector or among 
comparable groups of institutions) can lead to a common approach which 
matches both the evolvement objectives of comparable companies and 
the compliance with environmental and regulatory requirements.

Consultancy firms have developed several methodologies aimed to 
measure risk culture (see table 1). These are essentially qualitative 
methodologies that use ethnographic studies, interviews with managers 
and employees, questionnaires to classify the existing RC and roll out 
actions of improvement, as part of a collaboration with the companies 
under analysis32. Quantitative methods have been used primarily to assess 
risk culture indirectly, by observing the evolvement of risk governance and 
its relationship with the company’s risk/return balance33. 

32 Schneider 2000.

33 Ellul and Yerramilli, 2013, Lingel 2012 and Aebi et al. 2012.
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Table 1. Risk culture (RC) according to consulting firms

McKinsey 
(Levy et al. 
2010)

Deloitte (2013)

Reference to the 
definition given 
by the Institute of 
International Finance 
(IIF, 2009)

«Risk culture encom-
passes the general 
awareness, attitudes, 
and behaviors of 
an organization’s 
employees toward 
risk and how risk is 
managed within the 
organization»

It identifies different factors that determine the RC of an 
organization. 

• Transparency of Risk: it is obtained with good communi-
cations, tolerance, and introspection (self-knowledge and 
market knowledge).

• Acknowledgement of Risk: it results from non-overconfi-
dence in existing processes, from constructive competition 
and open communications.

• Responsiveness to Risk: it is influenced by the attention 
paid to risk and the rapidity of the response.

• Respect for Risk: coordination in the management and a 
“game according to the rules”

Sixteen Indicators, divided into four groups, of a good RC:

• Risk Competence: the competence to manage the risk 
of the organization. The indicators: Knowledge, Skills, 
Trainings, Recruitment.

• Motivation: what drives people in risk management. The 
indicators: Performance management, Risk Orientation, 
Incentives and Accountability.

• Relationships: how individuals interact with each other. 
The indicators: Challenge, Management, Leadership and 
Communication.

• Organization: how the organization’s environment is 
structured and what is positively evaluated. The indica-
tors: Strategy and Objectives, Values and Ethics, Policies, 
Process and Procedures and Risk Governance.

The methodology, 
discussed in a work-
ing paper, includes:

Diagnostic survey 
of the entire organ-
ization, Interviews 
to relevant persons 
and Root causes 
analysis.

Survey designed to 
assess the sixteen 
indicators proposed 
in the framework.

Metrics and Indica-
tors to monitor RC 

Road Map that plans 
the actions for con-
tinuous RC learning 
and improvement, 
according to the 
characteristics of the 
organization.

Tower Watson 
(2011)

Reference to the 
definition given by the 
Institute of Internation-
al Finance (IIF, 2009)

• The main areas of interest:

• Organizational Culture
• Risk Appetite Strategy and Polices
• Leadership Commitment
• Roles and Organizational Structure
• Process and Controls
• Reporting and Management Infrastructure

Questionnaires to 
assess the areas of 
interest at all levels of 
the organization.

Ernst and 
Young (2014)

Reference to the 
definition given by 
the Financial Stability 
Board (FSB, 2014)

Four elements of a good RC and their components:

• Leadership: an appropriate Tone-from-the-top and a clear 
identification of behavior commensurate to the level of risk 
(Risk Behavior Standards). 

• Organization: governance and business models encour-
age appropriate behavior, consider the risks taken and 
foster active participation, through Roles and Responsibili-
ties and Risk Governance.

• Risk Framework: it verifies whether the business lines man-
age the risk in a transparent manner and encourages active 
participation (Risk Transparency and Risk Appetite).

• Incentives: it includes the Employee life cycle and Rewards 
that encourage behavior in line with the desired risk.

Structured interviews 
with the board, top and 
Middle Management 
to assess the critical 
and strong points 
among those outlined 
in the framework. 

Questionnaire to a 
sample of employees 
from the business lines 
to assess the signifi-
cance of the results of 
the interviews.

FIRM DEFINITION MODEL METHODOLOGIES
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Data Analysis: 
Selection of suitable 
metrics to check the 
conclusions of the first 
two stages.

PwC (2014)

Protiviti (2014) Reference to the 
definition given by 
the Financial Stability 
Board (FSB, 2014)

It identifies six key areas of risk culture:

• Leadership: everyone is required to understand and assimilate 
RC.

• Governance and Organization: alignment of the risk manage-
ment strategy with the business lines.

• Communication: clear communication of the strategy and high 
level of transparency.

• Talent Management: recruitment processes and incentive 
systems that consider risk-taking approach.

• Consistent Global Operating Norms: a system of rules that 
ensures that each corporate area complies with the risk policies.

• Technology and Infrastructure: Technology and infrastruc-
tures allow for an overall view of the portfolio and risks.

It refers to the approach of the Financial Stability Board (FB 2014)

Oliver Wyman 
(2014)

«It is how individuals 
and teams in an or-
ganization behave in 
relation to risk issues 
– both the day-to-day 
and business critical 
risks. Risk culture is 
inherently a human 
issue».

Two key dimensions to measure the organization’s RC: 

• Structural Dimension: it refers to the artifacts created by 
the organization to ensure a good RC.

• Behavioral Dimension: culture ultimately derives from 
behavior, and the analysis should focus on the types of 
behavior that dominate the approach to risk.

Possible methodologies 
for each dimension:

Structural Assessment: 
review of various organ-
izational elements, past 
failure analysis, team 
sessions.

Behavioral analytics: 
behavioral assessment, 
surveys, structured 
observations, mapping 
of leaders’ impacts.
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3. Risk culture and corporate 
governance

3.1 The point of view of regulators 
Supervisory authorities are actively involved in recognizing the 
contribution of corporate bodies and functions to the promotion and 
consolidation of risk culture.

The regulators’ approach to risk culture has evolved progressively and 
represents to a certain extent, the most remarkable development of the 
prudential regulatory process addressing corporate governance systems, 
risk management models, and organizational and internal control systems. 
The full awareness of culture impact in guiding individual behavior and 
social dynamics emerges with the first intervention of the Basel Committee 
on internal controls (1998) later followed, among other, by the Bank of Italy 
regulation on this matter (Circular 229, 1999) - which identifies “management 
oversight and control culture”34 as a key element of the internal control 
system. 

Likewise, the set-up of the compliance function (Basel Committee, 2005; Bank 
of Italy, 2007) is based on a systemic approach addressing the organization 
which includes not only tangible components – such as the set-up of a proper 
organizational function - but extends to the contemporary need to “promote 
a corporate culture based on principles of honesty, fairness and respect to 
consider as substantial and not formal requirements of the law”. This task is 
entrusted, above all, to corporate bodies confirming the principle whereby 
“compliance starts at the top”.

With the increasing focus on risk management processes, in response 
to the recession and the foreseeable Banking Union, in the most recent 
regulations, such culture has further developed within the risk concept and 
has progressively evolved as a component of evaluation within Pillar 2. 

The guidelines of the Financial Stability Board (2014) provide supervisors with 
a reference model to assess RC, defined as “the institution’s norms, attitudes 
and behaviors related to risk awareness, risk taking and risk management”. 
In other words, a robust risk culture requires corporate bodies and the entire 
management and staff to be able to understand, identify, assess and manage 

34 Framework for Internal Control Systems in Banking Organizations. According to Principle 3: “The 
board of directors and senior management are responsible for promoting high ethical and integrity 
standards, and for establishing a culture within the organization that emphasizes and demonstrates 
to all levels of personnel the importance of internal controls. All personnel at a banking organization 
need to understand their role in the internal controls process and be fully engaged in the process.” In 
this respect, importance is given to “policies and practices that may inadvertently provide incentives or 
temptations for inappropriate activities”, with a clear reference to the motivational drive of goals and 
incentive-rewarding systems.
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risks timely and consistently with resources available, strategies adopted, 
principles of sound and prudential management and values of integrity, 
honesty and fairness toward all stakeholders. The widespread of a “sound risk 
culture” must be encouraged, inter alia, through a robust “risk governance 
framework” and “compensation practices which promote appropriate 
risk-taking behavior”. Although the document is focused only on four RC 
macro-indicators (tone from the top, accountability, effective communication 
and challenge, incentives), it includes important references to the systems 
of dissemination and widespread of culture within the organization. These 
include the role of the company’s “Middle Management” as a fundamental 
driver of cultural change in the long term35.

The single issues identified by the FSB are further specified and addressed by 
other regulatory requirements dealing with compensation, risk management, 
internal controls and corporate governance. As early as 2009, the Basel 
Committee, in Enhancements to the Basel II framework, referred to the FSB 
principles on Compensation Practices (FSB, 2009) and to the responsibilities 
of Senior Management. Starting from an examination of the European best 
practices, the document underlines the importance of the independence 
of the CRO, and the responsibility of the Board of Directors and Senior 
Management to communicate and monitor the level of risk taken at all 
levels of the institution (Tone from the top). The document also establishes 
the principle of steering compensation practices towards long-term 
performances and risks taken (incentives).

Also the CEBS, which used to coordinate regulatory and banking supervision 
policies at European level prior to the establishment of the European Banking 
Authority (EBA), published in 2010 and 2011 several documents on risk 
management, governance and internal control, containing some principles 
designed to fill the gaps that had arisen on this matter during the recession36. 
The internal governance principles laid down by the CEBS and then faithfully 
endorsed by the EBA in its own guidelines (2011), confirm the need for an 
institution to develop “an integrated and institution-wide risk culture, based 
on a full understanding of the risks it faces and manages, taking into account 
its risk tolerance and risk appetite.” The document that has transposed such 
guidelines in Italy, published by the Bank of Italy with the Circular 263/13 
(15th update), outlines the strategic importance of the system of internal 
controls in promoting the dissemination of a proper risk culture, legality and 

35 As it is a channel through which risk culture practices are cascaded further down an institution. Middle-
level managers transmit the culture that is derived from leadership to the business lines that have a 
fundamental role in undertaking risks within the assigned limits of risk exposure and are responsible for 
identifying, assessing and controlling the risks of their businesses.”

36 In the section on “governance and risk culture” (CEBS, 2010), a solid “institution-wide risk culture” 
is considered as a key element of an effective risk management process. Organizational measures, 
information and communication flows, integrated risk management processes and accountability of all 
operating units (not only of the control functions) in monitoring risks are seen as fundamental to this end.
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corporate values37. In the document reviewing governance principles for 
banks, the Basel Committee (2015)38 recalls the RC definition given by the 
FSB to highlight the primary role of the risk governance system, together 
with the risk appetite and their consistency with the risk capacity39. Besides, 
it underlines that a good corporate governance requires a substantial 
(“demonstrated”) “corporate culture which reinforces appropriate norms for 
responsible and ethical behavior. 

Furthermore the regulators’ awareness of the importance of “corporate and 
risk culture” determines the allocation of such a variable among the elements 
to evaluate in the “assessment of internal governance and institution-wide 
controls” as part of the SREP led at European level (EBA, 2014)40.

In line with this new approach, the Basel Committee (2015) reviews the rules 
on the disclosure requirements coming under Pillar 3, providing a qualitative 
description of the mechanisms adopted by the bank for the development of a 
sound RC41, within the “OVA - Bank risk management approach table”.

3.2 The instrumental value of corporate governance within 
risk culture 
The dissemination of a sound risk culture is a Top-Down process by which 
the Board defines the “Tone from the top”, to cascade down in the various 
components of corporate governance including the establishment of the 
Risk Appetite, compensation, escalation, whistle-blowing and consequences 
management processes. 

An effective RC is a strategic asset to ensure the good operational 
performance of the company and to pursue a lasting added-value.

Spreading a risk culture means, as often said above, to disseminate 

37 It is said that the control culture should have a prominent position in the scale of corporate values: 
it does not only concern control functions, but involves the entire corporate organization (corporate 
bodies, structures, hierarchical levels, staff), in the development and application of logical and systematic 
methods to identify, measure, communicate, manage risks.

38 “Guidelines corporate governance principles for banks” by the Basel Committee on banking supervision 
- July 2015.

39 Capacity risk is defined as the level of risk, in aggregate terms, which an organization can tolerate. 
Such capacity usually extends to the capital available, to the ability to raise additional capital and to the 
effectiveness of operational processes and governance.

40 The indicators of a sound risk culture are drawn from the previous EBA (2011) document and concern: 
the responsibilities of corporate bodies, also in the definition of the strategy; the establishment, by the 
Board of Directors, of governance principles, corporate values and adequate standards also in relation 
to whistle-blowing processes and procedures; the fact that the culture of ethics and of risk create an 
environment that supports the critical dialogue between different points of view (also thanks to the 
presence of independent directors on board committees) and evidence of a clear communication of 
strategies and policies to all relevant staff members, and a representation of RC in corporate behavior at 
all levels of the organization.

41 Including the channels to “communicate, decline and enforce the risk culture within the bank”, such 
as codes of conduct, manuals on operating limits, procedures for the management of violations or 
of situations where risk limits are breached, procedures for raising and managing risk issues between 
business lines and risk management functions.
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values, conduct, guidelines. This task pertains essentially to Corporate 
Bodies responsible for Corporate Governance and Senior Management is 
directly responsible, in this Top-Down process, for the RC dissemination 
throughout the company.

The impact of risk culture on an efficient risk management and risk-
decisions is so much remarkable that several resources have been 
invested at industry-level to implement, steer and review a sound risk 
culture within financial institutions. However, any cultural change that 
financial institutions shall aim to, cannot certainly be achieved in a 
short time and, above all, cultural changes cannot longer be exclusively 
“regulatory-driven”. Rather, the strengthening of a risk culture should 
be a “self-driven” process which is intended to restore the reputation of 
the industry and to rebuild the fiduciary mandate with customers and 
stakeholders to a broader extent. Cultural change should start from the 
Board and Senior Management’s establishment of the so-called “Tone 
from the Top” and requires a significant commitment, including sufficient 
time, of Board members, CEO, CRO and entire Senior Management.

The implementation and fulfilment of corporate strategy and objectives, 
grounds on the preferences, values, judgments and management 
styles of the company. Therefore, the Board (as strategic oversight and 
management body), as also underlined at a regulatory level42, plays a key 
role in the promotion of a sound risk culture at all corporate levels and on 
an effective control over the functioning of corporate governance and its 
key elements. As also stated by the FSB43, the components of corporate 
governance providing evidence of an effective and proper risk culture 
include different pillars, such as: a strong risk governance; a robust Risk 
Appetite (in the following RA) in line with the corporate strategy and 
business goals; a sound compensation and escalation process; effective 
procedures of consequences management.

3.3 The role of the Board in spreading a sound risk culture 
The independence and competencies of the Board are decisive for a fully 
effective risk dialogue among the various corporate levels.

Considering what said above, the Board is one of the fundamental 
players for an effective corporate governance and thus for the promotion 
and dissemination of a sound risk culture; the Board is the link between 

42 See CRD IV, Recital 54: “In order to address the potentially detrimental effect of poorly designed 
corporate governance arrangements on the sound management of risk, Member States should introduce 
principles and standards to ensure effective oversight by the management body, promote a sound 
risk culture at all levels of credit institutions and investment firms and enable competent authorities to 
monitor the adequacy of internal governance arrangements....”.

43 Guidance on Supervisory Interaction with Financial Institutions on Risk Culture-A Framework for 
assessing risk culture-FSB 7 April 2014.
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stakeholders and management of financial institutions and, in order to fulfil 
effectively its duties, the Board must be independent, actively involved 
in the Risk Management framework and aware of the responsibilities 
deriving from its actions.

The rules in force44 outline once again the importance for the Board to be 
authoritative and have the required knowledge:

• to understand the institution’s business and its related risks 

• to establish the suitable risk profile for the institution45

• to monitor, effectively, the decisions of management46

so to ensure, an independent and effective corporate role.

Although these principles are well-known, they become especially important 
after the recent financial crises. As said above, distressed economic situations 
have proved that the existing corporate governance drivers have not always 
been applied in such a way to ensure: the Board’s effective oversight and 
dialogue with Senior Management and heads of corporate functions on 
strategies and decisions taken.

This failing has triggered, inter alia, an excessive risk-taking as well as several 
remarkable events of misconduct, with harmful effects on stakeholders.

Due to this, the Board structure is pivotal, starting from the process of 
appointment, to carry out with clear and transparent procedures47.

Board members shall be appointed only following a fit and proper 
assessment and an evaluation on the adequacy of Boards competencies 
taking into account the company and business peculiarities.

The Board’s effective oversight on management decisions is strongly linked to 
the promotion of independent opinion and openness to challenge48.

44 See CRD IV art 91, para.s 1-12 (ref. footnote 15).

45 “Guidelines-Corporate Governance Principles for Banks” Principle 1 - Board’s overall responsibilities- 
Risk appetite, management and control (points 33-38 ) - Basel Committee on Banking Supervision - July 
2015.

46 “Guidelines-Corporate Governance Principles for Banks” Principle 1- Board’s overall responsibilities- Risk 
appetite, management and control (points 45-46) Basel Committee on Banking Supervision July 2015.

47 See also:
- Basel Committee on Banking Supervision “Guidelines-Corporate Governance principles for Banks”- July 

2015 - Principle 2 - Board qualification and composition; 
- CRD IV art.91, para.12 (ref. footnote 15); 
- CRD IV art.88: Governance arrangements ibid. “Member States shall ensure that institutions which are 

significant in terms of their size, internal organisation and the nature, scope and complexity of their 
activities establish a nomination committee composed of members of the management body who do 
not perform any executive function in the institution concerned.”

48 “Guidelines-Corporate Governance Principles for Banks”- Principle 1 - Board’s overall responsibilities - 
Corporate culture and values-point 32 - Basel Committee on Banking Supervision - July 2015.
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To this extent, as stated also by the CRD IV (art.91, para.10) and the Circular 
285/13 Title IV, the composition of Board shall be sufficiently diversified so as 
to represent a variety of perspectives and experiences and to ensure a sound 
variety of managerial and professional competencies (especially in terms of 
risk management and procedures of management and control of risks).

This would prevent inappropriate areas of influence of the Board and/or cases 
of CEO’s “dominant influence”, with ensuing negative consequences on risk 
management.

Another essential factor to ensure the independence of the Board and its 
actual and effective guidance and oversight action, is the role played by 
NEDs - Non Executive Directors of the Board.

NEDs are required to provide executive members with a constructive 
challenge in the fulfilment of company’s strategy and Senior Management 
oversight in terms of: 

• achievement of goals

• accuracy of financial information

• effectiveness and traceability of financial controls and risk management 
systems

• enforcement of remuneration policies

The late financial crises have demonstrated that NEDs, at times, have not 
carried out their role at the full extent. Furthermore, in some circumstances, 
the Boards as a whole have excessively “delegated” the setting of corporate 
strategies to Senior Management, thereby also reducing their level of 
accountability for the strategies taken. 

In the main, a key area in which the challenging role of NEDs shall focus on 
is the ability to assess, even challenge the fulfilment of strategic company’s 
goals in consistency with the company economic/financial stability.

Therefore, it is compelling to create and spread a culture that promotes 
collaboration within Board meetings, fostering open discussions and a 
constructive dialogue.

In this respect, the NEDs’ competencies and their understanding of 
company’s business are definitely fundamental to boost the creation of such 
culture.

Eventually the Chair of the BoD also plays an important role49 to ensure the 
proper functioning of the Board, to promote internal dialogue and to ensure 

49 “Guidelines-Corporate Governance Principles for Banks”- Principle 3: Board’s own structure and 
practice-Role of the Chair Basel Committee on Banking Supervision July 2015 .
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that authorities and responsibilities are adequately balanced. This role shall 
extend to non-executive duties without entailing management functions, not 
even de facto. 

3.4 The role of the Internal Audit Committee and of the 
Risk Committee 
The Audit Committee and the Risk Committee provide a combined 
effort within the company by overseeing and assessing risk culture and 
strengthening corporate governance.

The Audit Committee represents a leading corporate body in spreading risk 
culture. 

The Committee, other than being specifically responsible for setting financial 
reporting principles and overseeing the reporting process itself, it is also 
required to support the Board to pursue corporate governance and oversight 
objectives referring to the internal control and risk control systems as well as 
to the internal and external audit functions.

• The guidelines issued in July 2015 by the Basel Committee on Banking 
Supervision “Guidelines-Corporate Governance Principles for Banks” 
confirm the indications previously given by the Sarbanes-Oxley Act 
(2002) related to members of the Audit Committee, specifying that the 
committee should be made up of independent or at least non-executive 
Board members.

It is precisely such independence which affects significantly the capacity 
of the Audit Committee in challenging the Board and which can be very 
effective in promoting a widespread risk culture. In this context the role of 
the Chair is preeminent. To this end, it is advisable to ensure the requisite of 
independence through the appointment of an independent director who is 
neither the Chair of the Board nor the Chair of any other Board Committee.

The Audit Committee could encourage corporate discussions on RC, 
promoting first of all the Board’s sign-off on Corporate Governance drivers 
(remunerations, incentives, whistle-blowing and escalation processes...) and 
the set-up of processes on RC assessment and reporting.

Recent guidelines issued by the Basel Committee have provided further 
indications on RC clarifying the role of Risk Committee, considered so far 
as the corporate body in charge of informing the Board on the status of 
RC implementation. In particular, the Risk Management function becomes 
accountable for developing and implementing the institution’s risk 
governance framework as a whole, including its risk culture, risk appetite 
and risk limits (to submit to the Board’s systematic review and approval), and 
eventually responsible for reporting periodically to the Risk Committee on RC.
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4. Identifying the scope of Audit 
Function applying to risk culture 
As far as RC is concerned, the Internal Audit function faces an important 
challenge: performing an assessment leveraging on soft evidence along 
with the more traditional hard evidence. In fact, the consolidated audit 
techniques shall be combined with audit techniques that specifically 
analyze behavior. This challenge calls for a careful examination of auditor’s 
competencies necessary to perform such evaluation. 

In assessing the Audit approach to RC, it is worth exploring two essential 
components:

• mandate of the Audit function on risk culture

• audit techniques and tools to assess Risk Culture.

4.1 Audit function mandate on Risk Culture
The assurance/consulting activity performed by the Internal Audit 
function is affected by the company’s internal and external environmental 
complexity and by its corresponding level of organizational maturity.

In agreement with the recommendations made by the Chartered Institute 
of Internal Auditors, UK50, and with the guidelines issued by EBA on the 
SREP process51, Internal Audit shall include the risk and control culture of 
the organization within the scope of its corporate governance assessment.

However, in order to make Internal Audit effective in terms of RC, it might 
be appropriate also to rely on an Audit mandate that specifically extends 
the scope of the Internal Audit Function to this matter.

A mandate that specifically addresses RC might also be included directly 
within the Internal Audit Charter. 

Indeed, given the potential of sensitive matters within corporate 
governance and in particular in RC, it is imperative for Internal Audit to be 
properly sponsored by the Board and to receive such sponsorship via the 
annual approval of the audit plan.

50 “Effective Internal Audit in the Financial Services Sector”- September 2013:
“6. Scope of Internal Audit. Internal Audit should include within its scope the following areas: d) The risk 

and control culture of the organization. Internal Audit should include within its scope the risk and control 
culture of the organization. This should include assessing whether the processes (e.g. appraisal and 
remuneration), actions (e.g. decision making) and “tone at the top” are in line with the values, ethics, 
risk appetite and policies of the organization. Internal Audit should consider the attitude and assess 
the approach taken by all levels of management to risk management and internal control. This should 
include Management’s actions in addressing known control deficiencies as well as Management’s regular 
assessment of controls….”.

51 Guidelines on common procedures and methodologies for SREP-19/12/2014 , para.s 5.3 and 5.7.1.
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In this respect, it is quite advisable to include RC within the Audit Universe 
as part of Corporate Governance so that to evaluate it in the course of the 
annual plan of the Internal Audit function52.

The Internal Audit role in the analysis of RC dissemination within financial 
institutions, can assume a consulting or assurance role; this choice is 
made by the Board considering the complexity of the internal/external 
environment (depending also on the level of applicable regulatory 
requirements, external competition, organizational/business/strategic 
changes and nature/scale of risk exposure) and the level of maturity of the 
organization (depending on the organizational development cycle of the 
company). 

The more the organizational model has evolved, the more the stability of 
corporate processes and procedures can open the door to Internal Audit’s 
assurance activity. A high complex internal/external environment can further 
likely set off consulting activities. 

The matrix shown below identifies two drivers - level of maturity of the 
organization, level of complexity of the internal/external environment - and 
defines the different combinations of the two components. 

52 See also “Challenges and expectations for the future of internal audit in banking and credit institutions - 
December 2014, published by Instituto de auditores internos de Espana.
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In the box with a low level of organizational maturity and internal/
external environmental complexity (box 1), we can expect a higher 
number of recently-established companies and of companies with limited risk 
exposure. This box entails a higher frequency of Audit assurance rather than 
consulting activities. More in detail, RC assurance activities can focus on the 
organizational procedures/practices that are more traditionally connected 
with regulatory/compliance requirements (e.g. remuneration criteria).

In the box with a low level of organizational maturity and a high level 
of internal/external environmental complexity (box 2), we can expect 
a higher number of recently-established companies but with considerable 
exposure to internal complexity (e.g. complex or frequent changes of 
organizational structures) and external complexity (e.g. high regulatory 
level, high competitive pressure, exposure to different risks), and with a RA 
relatively higher compared to peers. In this box we can expect a higher 
frequency of consulting activities by Internal Audit. In particular, we can 
expect an activity designed to explore the impact of RC on the RA and 
on corporate behavior of those specific corporate functions subject to 
high competitive pressure, high level of transformation of organizational 
structures and high regulatory requirements. 

In the box with a high level of organizational maturity and a low level 
of internal/external environmental complexity (box 3), we can expect a 
higher number of companies with a highly developed organizational model, 
stable processes and procedures and, at the same time, limited internal/
external environmental complexity (including risks exposure) with a RA 
that is generally aligned with that of other peers. In this box we can expect 
a higher frequency of Audit assurance rather than consulting activities. 
The RC assurance activity, given the higher organizational development 
(compared to companies depicted in the box 2), addresses a broader scope 
of corporate functions and their capability of fulfilling corporate values in 
line with strategic business objectives.

In the box with a high level of organizational maturity and a high level 
of internal/external environmental complexity (box 4), we can expect a 
higher number of companies with a highly developed organizational model 
and, at the same time, a considerable internal/external environmental 
complexity (including risks exposure) with a RA that is generally higher 
compared to peers. Given its features, this box allows for both assurance 
and consulting activities by Internal Audit, depending on which RC 
components the Board intends to focus on. More specifically, RC in this 
box shall be carefully assessed; indeed, high levels of external competition 
and a higher RA compared to the peers, together with consolidated 
organizational models, might cause the Board’s “overconfidence“ in 
the organizational model itself. In such circumstances the Board might 
underestimate the RC impacts deriving, for instance, from high competitive 
pressure and/or strategic business changes. 
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Confirming once again the importance within RC of the “Tone from 
the Top”, and thus the emphasis assigned by the Board and Senior 
Management to the dissemination of ethical values and to daily risk 
management throughout the organization, it would be advisable for Board 
and Senior Management to be permanently engaged in assessing and 
monitoring RC within the institution and to periodically evaluate the scope 
of activities/duties to assign to Internal Audit. 

4.2 Audit techniques and tools to assess RC 
The choice of Audit techniques in the evaluation of hard and soft evidence 
plays a significant role in RC assessment

Along with the more traditional Audit techniques, the Audit approach to 
RC calls specifically for the use of audit techniques designed to explore 
individual conducts and attitudes.

In particular, techniques involving interviews, surveys and (internal and 
external) benchmarking can be quite supportive in the identification of 
behavioral approaches.

As for the preparation of the audit plan, proper attention should be given 
to the identification of specific control objectives and risk indicators which, 
when dealing with the RC assessment, shall be appropriately tailored 
on RC53. In the following, we report a short examination of the aforesaid 
Audit techniques and use about RC.

Interviews

53 For these components, reference is also made to the specific points raised in paragraph 6. Control 
objectives and risk culture indicators.

Interviews are generally considered as a key tool of the Internal Auditor to execute auditing activities; and in particular, they cer-
tainly acquire a decisive connotation when assessing risk culture.

Interviews allow for the assessment of a few elements which somehow affect behavior and thus individual attitudes, skills and 
cultural “influences/alerts”.

More specifically, interviews can identify: 

• Circumstances that can conflict with desirable corporate conduct, and/or cultural conflicts between different corporate cultures 
within the company

• Corporate approaches that do not match what the interviewees consider as a personal/corporate value

• Circumstances that unveil different risk management approaches within the same organization/business line

Interviews also allow for an evaluation of the impact coming from Senior Management, managers and of behaviors considered 
acceptable or not acceptable. 

At the same time, interviews can reveal what the interviewees believe as being beyond their control and for which they are unable 
to take any step or cause any change.
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Surveys

Benchmarking 

Definition and objectives
Surveys represent a technique to collect information, which implies the use of a formalized data questionnaire and of a statistical 
data approach.

The questionnaire includes a structured set of questions and predetermined answer categories.

Surveys include both inquiring and confirming questions: the process involves the periodic handout of a questionnaire that is 
meant to identify, for instance, RC elements within the institution and to establish the consistency of internal conduct with corpo-
rate values. 

As far as the RC Audit is considered, the aim of Surveys is to collect qualitative and quantitative information on soft elements 
which cannot be completely identified with ordinary Audit activities, as well as to contribute to the evaluation of the so-called hard 
evidence on corporate risk management (e.g. set-up of an effective risk governance model and Risk Appetite).

Soft evidence, according to the main features of the Risk Culture framework, can be found in: 

• the examples set by Senior Management (tone from the top) 

• accountability within different corporate levels

• clear and transparent communication of objectives across the company 

• openness to challenge

• occurrence of appropriate incentives and consistent behavior 

• ability to manage risks in case of unexpected events

• degree of personnel involvement in corporate dynamics

Types
Surveys and related questions split up in the following categories:

• closed-ended surveys, with predetermined options

• open-ended surveys, with open answers (either as numbers or texts);

• scaled surveys, when the answer is indicated on a rating scale whose extremes show two totally opposite answers. In the survey, 
the interviewee selects a value of the scale matching the favorite value.

Analysis of results
The analysis and on-going monitoring of Survey results allow for the analysis of potential changes in the organization. Besides, 
Surveys help evaluating the effectiveness of corrective actions addressing the gaps identified during the Audit activities.

Definition and objectives
Benchmarking is a technique directed to allow for a systematic analysis among comparable perimeters so as to identify areas of 
improvement.

In particular for the RC Auditing, benchmarking consists of measuring and comparing indicators and elements of RC which can 
be traced within corporate processes, with the same evidence found in other institutions in the banking sector or, according to a 
broader approach, in other Companies identified as peers.

The objective of the benchmarking process is to identify those activities, methods, practices which enable the Company, to fulfil 
better performances and thus bridge any potential gap versus benchmarking, through improved business practices.

The organizational improvement coming out from the benchmarking process leads to a new competitive position which, in turn, 
triggers the achievement of new and better performances. Therefore, benchmarking is not a static but rather a dynamic process 
which changes as a result of the evolvement of the economic environment.

Types
Within the benchmarking process, we can distinguish between internal benchmarking, i.e. when the comparison is made with a 
set of internally defined objectives, and external benchmarking, i.e. when the comparison is made with a set of elements that are 
identified, in fact, as comparable.

Both types of analyses are fundamental to identify the causes, and thus the factors that enable the company to achieve better 
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Control objectives (COs)

Key Risk Indicator (KRI)

Control objectives (COs) represent a qualitative element of the Work Program, setting specific targets which allow the evaluation of 
control effectiveness.

Therefore, control objectives (COs) are purposes which are attainable via an effective system of internal controls.

COs exemplify a number of assumptions defined by any organization engaged in the management of risks and controls, in order to 
effectively mitigate such risks through processes, procedures, policies and organizational practices.

They represent conditions that shall be met by the internal control system as a whole. To this end, the effectiveness of COs 
requests the evaluation and measurement of associated behaviors and/or activities. 

With respect to RC analysis and assessment, the qualitative nature of Risk Culture Control Objectives (RCOs) makes them a proper 
technique to assess also soft evidence (approaches, behaviors, habits), which can be hardly explored by using only quantitative 
techniques. In addition, RCOs are certainly the most appropriate tool to assess the dissemination of the four indicators of a sound 
risk culture identified by the FSB: Tone from the Top, Accountability, Communication & Challenge, Incentives.

performances and that, once adapted, can bridge the gap and even overcome the corresponding benchmark .

Internal benchmarking compares the performances and practices of functions, business units or subsidiaries within the same 
company.

The comparison is designed to improve current business practices and especially to explain differences in internal performance 
levels caused by the different culture typical of complex institutions. Different cultures contribute to the evolvement of different 
organizational models, practices or processes which bring about internal performance gaps. Finally business processes are driven 
toward a common benchmark based on customer satisfaction.

Compared to other types of analysis, internal benchmarking implies a simpler organization of the work and a quicker and easier 
approach. There is no constraint in employing time and resources aimed to identify external peers as well as dealing with gaps in 
the information flow Data sources are prompt and reasonably certain as well as accurate and reliable, since company IT systems are 
not misaligned.

The process of external benchmarking includes the analysis of RC evidence which can be found in other companies, even operat-
ing in other sectors. 

The different rate of comparability between the company and its peers makes the external benchmarking a more complex tech-
nique in terms of effort, analysis and understanding of results.

In broader general terms, it is noticed, the adoption and use of a shared set of risk culture indicators among different peers, could 
facilitate the establishment of an effective and efficient benchmark.

Analysis of results
The analysis of results of a benchmarking process focuses on the identification of best practices and on how to embed best prac-
tices within the company efficiently, effectively and economically.

Depending on the type of benchmarking used for the comparison, the diversity of the outcome of the analysis can be extensive 
and can involve a different level of complexity of corrective actions, whose implementation require and tackle with several degrees 
of organizational efforts.

Benchmarking is a process that applies on a continuous basis and is revised through dynamic standards to identify periodically. 

A key risk indicator is a metric, a numerical indicator which can be used to measure the likelihood that the combination between 
the potential occurrence of an event and the consequences deriving therefrom, exceeds the risk appetite of the organization, 
affecting the organization’s capacity to be successful.

For example, when assessing a retail company, a KRI could be represented by the number of customer complaints; indeed, an 
increase in this KRI might represent an early indication of an operational problem/risk which needs to be monitored and managed.

The challenge for organizations is not only to prioritize and identify the key risk indicators but also and above all, to communicate 
such information within the organization so that company personnel understands its meaning.
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In assessing RC, the scope and definition of Risk Culture Indicators (RCIs) constitutes an important tool to support, with quantita-
tive evidence, qualitative analyses (e.g. interviews and RCOs). 

The use of RCIs enables Auditing to incorporate a quantitative approach and also enables the organization to:

 – improve the monitoring and mitigation of risks

 – simplify and improve the reporting effectiveness to Senior Management

In order to make RCIs effective, they need to be:

• Measurable - the metrics used should be quantifiable (e.g. numbers, percentages, volumes, etc.)

• Predictable - they must be designed to provide “early warning signals”

• Comparable - they must be traceable over time so as to examine also their trend

• Insightful - they must provide a measure of the status of risk culture

RCIs enable the organization to:

• Identify current risk exposure and emerging risk trends

• Highlight control weaknesses and allow for their mitigation 

• Facilitate the reporting on risk culture and the set off of escalation process
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5. Risk culture framework 
Risk culture, consistently with corporate values and strategic business 
objectives, is directly related to the implementation of a risk culture 
framework involving different corporate functions and each member of 
the organization.

In order to allow for an effective pursuit of corporate values in line with 
strategic business objectives, especially in complex companies with a high 
RA (compared to the peers), it is advisable to assess the implementation 
of a Risk Culture Framework (RCF) involving all corporate functions. 
In the following we present a RCF model, expected to involve Senior 
Management and all corporate functions, especially Risk Management, 
Compliance, Internal Audit, Human Resources, and other business 
functions (Business; Finance; Security; etc.), each of them with its own 
specific tasks and duties.

At first, the Board shall issue guidelines in terms of clear responsibilities 
assigned to the various corporate functions with respect to the drivers of 
RC identified in the corporate governance.

In particular, Risk Management is the key function which can support 
the Board in its implementation and monitoring of the Risk Culture 
Framework, given its key role in setting the Risk Appetite. A sufficient 
granularity of the RA can also obviously support the activities of 
the various business lines, driving daily operations and prompting 
the development of metrics evaluating business performances and 
remuneration systems.

In addition, Risk Management should monitor RCIs developed by the 
various corporate functions based on their duties.

Internal Audit assumes an essential part in assessing the robustness 
and effectiveness of the RCF. The Audit assurance shall address the 
effectiveness of activities carried out by various corporate functions. 
In particular the analysis will evaluate both that business activities are 
performed in compliance with corporate values and the effectiveness 
of monitoring and reporting to the Board on RC. According to the 
robustness of the RCF, Internal Audit activities can be variously tailored 
and can thus differently evaluate corporate functions and processes.

Also the Human Resources function is incisive in the implementation 
of the RCF. This function must support the organization, managing key 
corporate governance issues related to RC such as: the rewarding and 
incentive system, the remuneration and sanctioning process, the recruiting 
and induction process. The link between these processes and RC is 
decisive to ensure the dissemination of RC throughout the organization.
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The Compliance function, furthermore, is responsible for additional 
fundamental components of the RCF, such as the management and 
distribution of a code of ethics, the introduction of whistle blowing 
processes and adequate and prompt escalation processes. In particular, 
the last ones should ensure, within the various corporate functions, 
effective and prompt escalation processes, alongside traditional whistle 
blowing channels.

Within the RCF, the other business functions contribute in an extensive 
way to the monitoring of risks, acting as the first line of defense. In 
particular, such role could be further strengthened by the adoption of 
corporate governance controls which link performance to RC.

The diagram below ideally represents, on two Cartesian axes, 4 stages 
of RC extent (X-axis) matching a different set of Audit activities (Y-axis) to 
assess RC. 

The extent proposed model is also designed to facilitate the Senior 
Management in the identification of the “AS IS” RC phase versus “TO BE” 
target values. Each phase of the model includes different characteristics 
of greater pervasiveness of RC, matched by Audit activities which evolve 
gradually in a more extended and robust way.

In particular, the model refers to the use of surveys and benchmarking 
also to support the evaluation of the development from a less pervasive 
RC phase to a more advanced one. 

Quite clearly, the model represents a RC guide on how to match different 
stages of the organizational cycle with Audit techniques. 

In particular, the model includes the following phases:

• Development

• Foundation

• Maturity

• Pervasiveness
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5.1 Development 
In this first Development phase, the Management Body’s attention to risk 
culture underpins the requests of the Regulator, who requests financial 
institutions to promote a company-wide sound culture. In this phase, the 
RC concept is not widespread in a granular way within the institution and 
RC-related activities are not fully coordinated yet within the organization. 

With respect to Internal Audit activities, the Audit Universe is “limited” 
to the single processes that already encompass corporate governance 
drivers referred to risk culture (e.g. remuneration, incentives, ICS 
Evaluation) and to those which reflect regulatory requirements (e.g. 
ICAAP, Compliance - AML and KYC). In the performance of its duties, 
Internal Audit uses, as part of the Work Programs, the related control 
objectives and risk culture indicators, when already identified by the 
company. In this stage, Internal Audit can contribute to spread the idea of 
risk culture within the organization and to map the risk culture indicators 
that are already disseminated across the company. 

As regards the Senior Management’s evaluation from progressive 
stages of development to foundation, reference shall be made to the 
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use of surveys and benchmarking. When moving from Development to 
Foundation, surveys can help identifying RC elements within Corporate 
Values. The components which have been identified by the Financial 
Stability Board as a priority for assessment, include the following macro 
categories:

• Tone at the top

• Accountability

This phase is designed to assess the dissemination and awareness of 
RC within the organization and how Senior Management approaches 
and addresses RC key matters within the relevant corporate values. In 
this case, for example, the questions in the survey should require the 
addresses, “yes/no” answers or scaled answers grounding on different 
“levels of agreement”. In this phase, based on the results of the survey, 
the audit function might review both the “organizational framework” and 
the aforesaid functions that “own” RC (above all, Risk Management). In 
particular the tone from the top might be addressed through “dedicated” 
surveys and corporate governance audit activities (such as audits on 
Board’s committees, etc.). 

As regards the use of benchmarking in the transition from Development 
to Foundation, benchmarking is primarily designed to identify RC 
elements and their level of pervasiveness within the company versus a set 
of internal limits and tolerance ranges. 

5.2 Foundation
In the Foundation phase, the financial institution has already defined 
roles and responsibilities within a RCF and the corresponding key 
functions. The function that is identified as the focal point and coordinator 
for the implementation of a comprehensive Framework (usually, Risk 
Management) collects and analyzes Risk Culture Indicators monitored 
by Risk Management, Compliance, Human Resources, Finance, Internal 
Controls, and provides a systematic reporting to Senior Management.

The expected features of this phase include:

• Active involvement of independent directors of the Board and of the 
Audit Committee in the promotion of RC 

• Periodic sign-off of Senior Management on ICS

• Performance of benchmarking on RA

• Periodic internal surveys aimed to highlight discrepancies in the RC 
approach

Besides, it is considered worthwhile to carry out the analysis of corporate 

Foundation
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behavior versus company values assessed in the corporate surveys and in 
the interviews performed by Internal Audit. 

As regards Audit activities, RC in this phase shall be a separate element 
of the Audit Universe, to be further split up according to the functions 
concerned, involving specific RCOs and RCIs. 

In assessing the transition from Foundation to Maturity, Senior 
Management properly evaluates the possibility of executing Surveys 
to establish how RC elements are incorporated within the company’s 
organizational infrastructure. Among all the elements identified, priority 
shall be given to analyses of the entire scope of the 4 macro categories 
identified by the Financial Stability Board: 

• Tone at the top

• Accountability

• Communication

• Incentives

Surveys are designed to establish how RC elements are incorporated 
within corporate values and also how, at meantime, values set by 
Regulators have been embedded in the company. Unlike the previous 
phase, the questions of the surveys extend to “multiple choice” 
formats. At this stage, relying once again on the results of surveys and/
or ad hoc indicators, audits might be carried out both in relation to the 
“Head Office” functions, “owners” of RC (primarily, Risk Management, 
Compliance and Human Resources), and to single, decentralized 
organizational units (subsidiaries and branches), including specific RC 
controls in the work programs. 

Benchmarking in the transition from Foundation to Maturity is designed 
to identify the pervasiveness of RC elements within the company 
considering its linkage with the Internal Control System, monitoring 
and reporting mechanisms and regulatory requirements. However, 
benchmarking can already be used in this phase, to compare the results 
of the institution with peers in terms of dissemination of RC practices, 
methods, monitoring indicators and reporting activities54.

5.3 Maturity 
In the Maturity phase, the Risk Culture Framework is fully implemented, 
and the functions involved in its management (Risk Management, 
Compliance, Human Resources and other Business functions) are actively 

54 For more details on the features of this maturity phase (Foundation) in terms of Risk Culture Framework 
and impact on Internal Audit activities, please refer to the Attachment 2- Foundation.
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involved in the fulfilment of RCF objectives. 

In this phase, the company is able to detail the Risk Appetite in a granular 
way and thereby “guide” the company’s overall operations day-by-day, 
extending it also to non-financial risks. 

The features of this phase include:

• High level of commitment of the Board and Senior Management in 
promoting an adequate RC within the company

• Development of a set of risk culture indicators which are maintained 
and regularly monitored by organizational functions

• Implementation of a red flag system that allows for the timely 
implementation of corrective actions in case of risk events 

• Frequent surveys involving Senior Management and Middle 
Management to assess discrepancies in attitudes and approaches to 
risk culture between Senior Management and Middle Management

Internal Audit activities extend to a periodic assessment of the RCF, 
including an analysis of RCIs, RCOs and the results of surveys on core 
corporate values.

The Audit activity can be carried out both on the whole Framework and 
on key components of the Framework itself. At the same time, work 
programs incorporate RCOs and RCIs.

As for the RA analysis, Internal Audit also performs audit activities on the 
link between RC and the level of granularity of financial and non-financial 
risks.

In the evaluation of the transition from Maturity to Pervasiveness, Senior 
Management appropriately assesses the execution of surveys designed to 
evaluate how RC elements are encompassed into corporate behavior and 
decision-making processes.

The elements identified by the Financial Stability Board as a priority for 
assessment, include:

• Tone at the top

• Accountability

• Communication

• Incentives

• Behavior

The surveys incorporate, besides questions mentioned in the previous 
phases, also open-ended questions.

Maturity
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Benchmarking during the transition from Maturity to Pervasiveness 
is designed to compare the dissemination of RC elements within the 
company both with internal and external benchmarking. In particular 
internal benchmarking is aimed to evaluate the integration of RC in the 
decision-making processes and the daily operations of the company55.

5.4 Pervasiveness 
In this phase, the RCF is implemented and benefits from an additional 
lever that permeates the entire institution, representing an intrinsic 
element: attitude and openness to discussion.

In this phase, risk culture is, by now, an integral part of the organization 
and thus the management body openly discloses any existing key issue 
and is fully aware of the activities managed and especially of their risks, 
risk perimeter and to which extent risks are managed.

Ethical values effectively guide corporate actions, and this implies an 
increased attention to reputational issues, at all levels of the company. 
Also the rewarding system is highly anchored to RC drivers. Benchmarking 
activities are carried out regularly on RCIs.

In such a mature company, Internal Audit focuses on the actual extent of 
openness to challenge and of the effectiveness of management’s self-
disclosure.

At the same time, it makes sure that the rewarding system is aligned with 
the existing framework and verifies how RCIs are validated over time56. 

55 For more details on the features of this maturity phase (Maturity) in terms of Risk Culture Framework and 
impact on Internal Audit activities, please refer to the Attachment 3 - Maturity.

56 For more details on the features of this maturity phase (Pervasiveness) in terms of Risk Culture 
Framework and impact on Internal Audit activities, please refer to the Attachment 4 - Pervasiveness.

Pervasiveness
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6. Risk culture Control objectives and 
risk culture indicators 
Control objectives and risk culture indicators allow for the assessment 
of qualitative and quantitative factors of corporate risk culture. The 
greater the correlation between risk culture control objectives/risk culture 
indicators and the specific characteristics of the organization, the greater 
their effectiveness.

Audit activities, as mentioned in paragraph 4.2, may make use of specific 
Audit techniques, such as interviews, surveys, benchmarking, which add to 
work programs that include specific RCOs and RCIs. These components 
can be extremely useful to analyze “soft evidence” typical of RC. 

The Financial Stability Board, in recognizing the complexity of risk culture 
assessments, proposes, in four macro-categories, some practices and 
indicators that may reveal, taken as a whole, a sound RC.

By each category indicated by the FSB, the working group has identified 
a set of RCOs, i.e. qualitative elements whose assessment, as a whole and 
with the support of other audit techniques (such as interviews, surveys 
and benchmarking), allows for the evaluation of the risk culture maturity 
of a company. It shall be underlined that a comprehensive RC assessment 
derives from the overall evaluation of the various components mentioned 
above, rather than from a partial analysis of single items.

Incentives Performance and talent management encourage and reinforce maintenance of the financial 
institution’s desired risk management behavior. Financial and nonfinancial incentives support 
the core values and risk culture at all levels of the institution.

Tone at the top

Communication and challenge

The Board and Senior Management are the starting point for setting the financial institution’s 
core values and expectations for the risk culture of the institution, and their behavior must 
reflect the values being espoused. A key value that should be espoused is the expectation that 
staff act with integrity (doing the right thing) and promptly escalate observed non-compliance 
within or outside the organisation (no surprises approach). The leadership of the institution pro-
motes, monitors, and assesses the risk culture of the financial institution; considers the impact 
of culture on safety and soundness; and makes changes where necessary.

A sound risk culture promotes an environment of open communication and effective challenge 
in which decision-making processes encourage a range of views; allow for testing of current 
practices; stimulate a positive, critical attitude among employees; and promote an environment 
of open and constructive engagement.

Accountability Relevant employees at all levels understand the core values of the institution and its approach 
to risk, are capable of performing their prescribed roles, and are aware that they are held 
accountable for their actions in relation to the institution’s risk-taking behavior. Staff acceptance 
of risk-related goals and related values is essential.

MACRO-CATEGORIES 
IDENTIFIED BY THE FSB  PRACTICES AND INDICATORS
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Starting from the set of RCOs, the working group then has analyzed which 
qualitative/quantitative elements within a company could support also a 
more measurable assessment of RC. A composed set of RCIs has been 
thus identified, whose analysis reinforces the results occurred on RCOs.

These are quantitative indicators, to analyze both for their exact values 
in time and within a trend over time. The comparison with RC indicators 
of other peers, working even in other economic sectors, might also 
strengthen further the analysis. 

The working group, among the various indicators analyzed, highlighted 
those with “structural” characteristics, namely the indicators that 
could give evidence and measure the company’s commitment to build 
and reinforce corporate RC in a forward looking approach. Indeed, 
the objective is to assess the actions taken by the company today to 
consolidate RC in the future.

Each company, based on its own organizational complexity and level of 
maturity, should adopt, according to the “proportionality approach”, a 
more or less broad subset of RCOs and RCIs. 

Taking into account the principle above, the working group has defined 
a proposal, extrapolating 16 RCOs (out of the 51 objectives identified) 
considered as key objectives, albeit not comprehensive, for the 
assessment of a company’s RC.

The table below summarily divides, by scope, the number of RCOs and 
RCIs identified by the working group57.

57 Further details are provided in Attachment 5, “Control objectives and Risk Culture Indicators”.

Incentives

Tone at the top

Communication and challenge

Total

24

6

51

6

3

16

25

8

92

3

1

14

Accountability 11

10

4

3

32

27

4

6

MACRO-CATEGORIES 
IDENTIFIED BY THE FSB RCOS (OF WHICH KEY) RCIS

(OF WHICH 
STRUCTURAL)
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6.1 Risk culture control objectives and preparation of a 
system of risk culture indicators 
The use of risk culture control objectives (RCOs) and risk culture indicators 
(RCIs) requires: a careful analysis of the quality of data; the periodic 
maintenance of such indicators; the assessment of their effectiveness by 
Internal Audit.

The audit work aimed at assessing the RC of an organization finds a 
point of reference in the analysis of the RCOs (qualitative evidence) that 
represent the elements of work programs.

Each objective identified by the working group, is linked with one of 
the macro-categories proposed by the Financial Stability Board. The 
application of each RCO would request a detailed analysis to evaluate its 
contribution to the overall picture of corporate risk culture.

Each company should assess the applicability of RCOs within its own 
specific context, also in relation to its size, organizational structure and 
maturity of RCF.

The set of RCIs which, as said above, provides also a quantitative 
representation of risk culture elements, calls for the following activities:

I. corporate functions to go through and analyze the RCIs, with the aim to 
assess the effectiveness of each indicator

II. internal audit function to assess the availability of data required for 
the measurement of RCI (and level of granularity thereof) with the 
organizational function in charge for the maintenance and ongoing 
monitoring of RCIs

III. corporate functions to implement progressively the RCIs

IV. internal audit function to perform “use tests” of RCIs to ensure a 
continuous refinement and effectiveness of RCIs 

While developing a risk culture model, its single stages, albeit structured 
sequentially, may overlap at times.

The implementation of the RCIs must necessarily fit the level of maturity 
of RC within the company subject to periodic assessment by the Audit 
function, leveraging also on surveys and benchmarking.

In each organization, a greater number of RCIs can be activated over time, 
or a greater granularity can be achieved according to different levels of 
RC pervasiveness.

Step 1: Analysis and sharing of RCIs with other corporate functions

The first stage involves all corporate - control and business/support - 
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functions, required to share the objective, of each RCI. The aim is to 
assess the effectiveness of the RCI in quantifying the RC component 
under analysis and following up its development over time.

In this stage, the Audit function may have a consulting or facilitating role, 
without ever assuming the leadership role of the project. 

The experts of different areas of expertise are called upon to provide an 
evaluation of RCI effectiveness. Sharing different points of view seize the 
opportunity to compare different experiences and working activities, and 
thereby obtain a reliable evaluation of each indicator facilitating a proper 
adoption (when confirmed) within the RCF.

The significant sharing process among all corporate functions implies, in 
this stage, a strong engagement of different company layers, increasing 
the likelihood of taking successful decisions.

Step 2: Data availability

Once the RCIs to activate have been identified, it shall be assessed 
the availability and level of granularity of information required for their 
calculation within the company. 

The function owner of such information must also be identified. Such 
function shall be required to evaluate and ensure the quality of data, its 
maintenance and, where necessary, to deal with the combination of more 
granular information.

Data quality is, by consequence, crucial for the development of a 
quantitative metric to assess risk culture within an organization.

Step 3: Implementation of RCIs

The roll out of RCIs then can gradually begin, based on the availability 
and quality of information as well as on the level of maturity of the RCF 
achieved by the company. 

The calculation and analysis of each RCI enables corporate functions to 
assess the different corporate culture drivers, coordinated by the function 
“owner” of the RCF. In addition to the precise value thereof, the systematic 
collection of data allows for the analysis of trends. The analysis of data 
facilitates the identification of critical issues and areas of improvement for 
which the function “owner” of the RCF must identify, together with other 
control and business functions, appropriate corrective measures. 

In addition, the analysis of RCIs trends, enable the company to evaluate 
the benefits of the actions taken, comparing RCIs with the corresponding 
benchmarks (when available).
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Step 4: Internal Audit checks

Once the RCIs have been introduced and implemented by the various 
function “owners”, they shall be periodically assessed by Internal Audit to 
confirm their RC monitoring effectiveness.

After such assessment, the analysis of trends and of the results of these 
RCIs can contribute to obtain evidence to support the control objectives 
defined within RC work programs.

*******

In the following, we include some illustrative RCOs/RCIs, by each macro-
category identified by the FSB, so as to better understand their purpose 
and potential use.

For a better understanding, some examples of RCIs are reported by each 
of the 4 macro-categories identified above, namely “tone from the top”, 
“accountability”, “communication & challenges”, “incentives”:

Example n.1

Strategic decisions on the rewarding system and its structure into fixed 
and variable components and the drivers that rule/limit the payment of 
variable amounts, can have a significant impact on company culture. The 
conscious assumption of risk, which extends to the concept of expected 
benefits when risks taken are consistent with corporate strategic plans, is 
crucial to an organization’s risk culture. 

The economic lever expressed by remuneration and incentives is thus a 
strong governance tool.

Likewise, the financial resources allocated to staff training and the type of 
identified content, constitute an indicator which highlights a stronger or 
weaker commitment in reinforcing and consolidating individual RC.

In addition to the evaluation of such specific data, we can expect upward 
trends in case of management bodies’ greater commitment to reinforce 
the organization’s RC.

RCIs
(structural indicators)

Macro-category Tone from the top

RCO Board commitment to widespread and steer risk culture

Subcategory Leading by example

• Budget allocated to risk culture projects by FTE.

• Number of strategic actions approved by the Board, aimed to strengthen components of 
corporate governance to risk culture (e.g. remuneration, sanctions, training) / total number 
of strategic actions as from strategic plan of the company
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These indicators, have been identified as “structural indicators” as 
connected with the organization’s investments to obtain medium/long-
term benefits in terms of RC.

Example n. 2

Excessive growth targets compared to market expectations, where not 
appropriately supported by specific causes, might indicate a high attitude 
to risk-taking, whose opportunity shall be assessed also with reference to 
the corporate policies adopted by the Board (key control objective).

The RCIs are designed to provide a quantitative dimension of growth 
targets, facilitating both the comparison versus peers and the trend 
analysis on the medium/long term.

A downward trend of these indicators might indicate a limited attitude 
to risk-taking; this kind of evaluation, together with the analysis of related 
control objectives, might positively or negatively affect the evaluation of a 
sound corporate RC.

Example n. 3

The objective is to assess how much information on corporate events/
incidents and on their related effects and consequences, is widespread 
within the organization. 

The appropriate assessment and consequences of misconduct 
(affecting corporate values and rules) reinforces staff’s awareness that 
the organization proposes and fully endorses corporate values and 
that violations of code of conduct, up to intentional misbehave, are 

RCI

Macro-category Tone from the top

RCO (key objective) Evaluation of short/medium/long objectives growth rates with market trends (or explanation of 
any gap)

Subcategory Assessing espoused values

• Number of company budget short-term targets exceeding market short term growth rates

•  Number of company budget strategic targets on medium-long term exceeding market long 
term growth rates 

RCI
(structural indicator)

Macro-category Accountability

Subcategory Process of consequences management

• Number of incidents (operational losses) regularly disclosed internally to the organization / 
total of incidents

• Number of consequences affecting career path, remuneration and termination / number of 
incidents

RCO (key objective) Periodic reporting on incidents occurred within the organization and their consequences
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appropriately sanctioned (key control objective).

The level of disclosure of incidents can be assessed also with quantitative 
indicators, both by evaluating the number of incidents openly disclosed 
versus the number of incidents occurred, and the ratio between number 
of ensuing actions and incidents.

In particular, the second indicator is classified as a “structural” indicator: 
indeed, an increase in the number of cases in which misconduct is 
followed by consequences (with an impact on FTE’s career, remuneration 
and contractual termination) increases the staff’s awareness of company 
values and rules. Besides a strong link between cases of misconduct and 
consequences displace the doubt that behaviors conflicting with the 
company’s values are rewarded when leading to better economic/financial 
performances. This greater awareness is considered a powerful action for 
the company’s future and its RC.

Example n. 4

Also this control objective is classified as a “key” objective and it is 
aimed at assessing how much the communication flow between Senior 
Management and staff is open and effective in putting across the 
company objectives and the related business risks.

The third indicator is tailored on the calculation/trend of communications/
interactions between top management and other layers of the company 
considering both each division/department/unit and the company as a 
whole. In particular, the third indicator is considered a structural indicator 
due to the significant impact of messages provided directly by the CEO 
and Senior Management on the company FTEs.

RCI
(structural indicator)

Macro-category Effective communication and challenge

Subcategory Openness to alternative views

• Number of department meetings a year

• Number of internal communications by which top management communicates objectives 
and general and specific risks by business sector

• Number of internal communications of CEO and senior managers to facilitate the consisten-
cy between current behaviors and expected behaviors

RCO (key objective) Periodic communication flow between Senior Management and other staff on business goals 
and risks
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Example n. 5

The aim is to assess whether the system for setting objectives and 
assessing performances includes goals connected with corporate risk 
management. The purpose is to evaluate whether and to what extent, 
employees attain target RC objectives.

The assessment of this control objective can be supported by an indicator 
which specifically measures how many staff members have RC objectives. 
A growing trend related to this indicator highlights the company’s 
commitment to boost and reinforce corporate RC and to this end, this 
indicator is classified as a “structural” indicator.

The examples described above clarify that the corporate events that 
contribute to RC assessment can be measured in many different ways. 
Quite clearly, every company’s Senior Management, supported by Risk 
Management, can evaluate specifically which RCIs shall be maintained and 
possibly implemented by the different corporate functions.

RCI
(structural indicator)

Macro-category Incentives

Subcategory Remuneration and performance

• Number of FTEs having risk culture objectives within the performance evaluation scheme/
total number of FTEs

RCO Assignment of risk culture objectives through the annual performance system
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7. Reporting on risk culture 

7.1 Assurance and consulting 
The Internal Audit’s assurance and consulting reporting on RC requires, 
first of all, the proper identification of the corporate bodies and 
functions to address and the clear setting of consequences management 
procedures.

The reporting activity, to analyze both in terms of recipients and contents 
thereof, is directly related to the assurance/consulting assignment 
that Internal Audit is required to perform as part of its duties. 

The company shall determine an adequate process for reporting on RC 
and on the evaluation of RCOs and RCIs to Senior Management. 

More specifically, audit assurance activities shall imply reporting both 
on the qualitative and quantitative elements of RC. The perimeter of 
recipients shall include the heads of the business divisions evaluated by 
the audit as well as the company’s Senior Management.

Audit consulting activities shall include reporting focused mainly on the 
qualitative elements of RC and rely also on the results of surveys and 
benchmarking. The recipients shall include members of the company’s 
Governing Bodies and Senior Management. In addition, with a view to 
achieve a robust governance and the “Tone from The Top”, reports with 
specific messages on the development of risk culture shall be intended 
for the main corporate governance actors engaged in spreading and 
monitoring RC (e.g., the Risk Committee, Audit Committee, Remuneration 
Committee). 

In this respect, effective reporting on RC must necessarily meet the 
following conditions:

• formalization of clear and transparent processes of rewarding and 
consequences management for the various levels of the organization;

• adoption of reporting systems that are such as to represent RC 
assessments for the different levels of the organization.

Finally the importance of the independence of Internal Audit shall be 
adequately ensured, especially where results are supported by “soft 
evidence” which, by its very nature, is exposed to a considerable 
judgmental level.
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7.2 Reporting and level of pervasiveness of risk culture 
The way by which Internal Audit reports on risk culture epitomizes the 
different level of pervasiveness of risk culture within the organization.

The reporting process reflects differing levels of granularity depending on 
the level of pervasiveness of RC within the organization. In the following, 
we report by each development phase of the RCF (see also paragraph 5. 
Risk culture framework within organizations), different reporting sets of 
information.

During the Development phase, reporting refers to the execution of 
Audit activities, including the assessment of some RCOs and RCIs mainly 
connected to regulatory requirements.

In this phase, the Audit Report shall focus on the examination and 
evaluation of what RC components are widespread within the organization 
or what, conversely, need to be implemented. The added value is given by 
identifying which organizational areas call for the introduction of RCIs and 
by assessing the effectiveness of the existing ones.

During the Foundation phase, auditing activities and main areas of 
evaluation extend to the formalization of the roles assigned to the various 
corporate functions within the RCF of the company. Besides, in this phase, 
Internal Audit shall systematically verify RC elements, in the various Audit 
Reports, as part of the evaluation of the “governance” of processes and 
shall leverage also on interviews and surveys to assess the RC approach at 
all organizational levels. 

In the Maturity and Pervasiveness phase, Internal Audit reporting 
shall assess the various components of the RCF within the organization, 
highlighting also whether the existing subcultures (e.g. developed within 
the subsidiaries) are suitably integrated with the company’s risk-taking 
strategy and attitude. 

In this phase, Internal Audit shall evaluate whether the Risk Management 
function, ensures a periodic and effective RC reporting (underlining any 
issue and positive conduct in terms of RC) to the Board. At this stage, 
Audit reporting shall also assess the level of reliability of RCIs.

Development

Maturity & Pervasiveness

 ü Examination and assessment of the RCOs and RCIs disseminated in the company

 ü Assessment of the RCF

 ü  Assessment of the effectiveness and proper functioning of RCIs

Foundation  ü Assessment of corporate governance extended to RC

 ü Assessment of the role of corporate functions within the RCF

MATURITY PHASE REPORTING
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7.3 Reporting Rating  
The assignment of a specific RC overall rating is the result of an adequate 
evaluation of Risk Control Objectives and Risk Culture Indicators.

As previously highlighted, during the most advanced phase of RC 
pervasiveness, audit reporting shall include specific references to the 
assessment of RC.

More specifically, it might be appropriate to shift gradually from 
Audit Reports endorsing a single overall rating (standard approach), 
incorporating the evaluation of RC within the broader component of 
Governance58, to Audit Reports containing two separate assessments. 
The first one referring to the overall operation of the internal control 
system, and the second one to the behavior and approach of Senior 
Management, Middle Management and Staff on the management of risks.

The overall rating shall thus express an assessment of the RC of the 
company’s management and staff. It shall take into account and highlight 
both discrepancies between corporate values and behaviors and 
discrepancies among the risk management approaches of various layers 
of the company.

Corporate governance can be either strengthened or weakened by 
behaviors of Senior Management, Middle Management and Staff. RC 
rating shall be separated from the overall rating in order to highlight 
also how the daily behavior and approaches of the different levels of the 
organization “interpret” the management of current and potential risks.

The table below highlights different options of adequate or inadequate 
overall rating of the system of internal controls, which can imply different 
risk management conducts and approaches.

In fact, even being an adequate overall rating of the internal control 
system, we might find behaviors not consistent with good governance 
or with corporate or ethical values (box II). Differently there might arise 
circumstances in which, an inadequate overall rating of the system of 
internal controls is mitigated by an adequate overall rating of RC (box III).

 Whilst recognizing the uniqueness of the circumstances described in box 
III, we need to consider the possibility that, in poorly formalized 
environments, we might come across areas reflecting high levels of RC 
pervasiveness. In fact, in such cases, behaviors might also variously make 
up for deficiencies in the control system. These circumstances might 
possibly be more typical of companies with a limited hierarchy, extreme 
flexibility of roles and limited exposure to regulatory requirements.

58 See also the Guidelines on common procedures and methodologies for SREP-19/12/2014, para. 5.11.

Adequate overall rating of risk culture (I)

Adequate overall rating of risk culture (III)

Inadequate overall rating of risk culture (II)

Inadequate overall rating of risk culture (IV)

ADEQUATE OVERALL 
RATING OF THE INTERNAL 

CONTROL SYSTEM

INADEQUATE OVERALL 
RATING OF THE INTERNAL  

CONTROL SYSTEM
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7.3 Reporting Rating  
The assignment of a specific RC overall rating is the result of an adequate 
evaluation of Risk Control Objectives and Risk Culture Indicators.

As previously highlighted, during the most advanced phase of RC 
pervasiveness, audit reporting shall include specific references to the 
assessment of RC.

More specifically, it might be appropriate to shift gradually from 
Audit Reports endorsing a single overall rating (standard approach), 
incorporating the evaluation of RC within the broader component of 
Governance58, to Audit Reports containing two separate assessments. 
The first one referring to the overall operation of the internal control 
system, and the second one to the behavior and approach of Senior 
Management, Middle Management and Staff on the management of risks.

The overall rating shall thus express an assessment of the RC of the 
company’s management and staff. It shall take into account and highlight 
both discrepancies between corporate values and behaviors and 
discrepancies among the risk management approaches of various layers 
of the company.

Corporate governance can be either strengthened or weakened by 
behaviors of Senior Management, Middle Management and Staff. RC 
rating shall be separated from the overall rating in order to highlight 
also how the daily behavior and approaches of the different levels of the 
organization “interpret” the management of current and potential risks.

The table below highlights different options of adequate or inadequate 
overall rating of the system of internal controls, which can imply different 
risk management conducts and approaches.

In fact, even being an adequate overall rating of the internal control 
system, we might find behaviors not consistent with good governance 
or with corporate or ethical values (box II). Differently there might arise 
circumstances in which, an inadequate overall rating of the system of 
internal controls is mitigated by an adequate overall rating of RC (box III).

 Whilst recognizing the uniqueness of the circumstances described in box 
III, we need to consider the possibility that, in poorly formalized 
environments, we might come across areas reflecting high levels of RC 
pervasiveness. In fact, in such cases, behaviors might also variously make 
up for deficiencies in the control system. These circumstances might 
possibly be more typical of companies with a limited hierarchy, extreme 
flexibility of roles and limited exposure to regulatory requirements.

58 See also the Guidelines on common procedures and methodologies for SREP-19/12/2014, para. 5.11.

Adequate overall rating of risk culture (I)

Adequate overall rating of risk culture (III)

Inadequate overall rating of risk culture (II)

Inadequate overall rating of risk culture (IV)

ADEQUATE OVERALL 
RATING OF THE INTERNAL 

CONTROL SYSTEM

INADEQUATE OVERALL 
RATING OF THE INTERNAL  

CONTROL SYSTEM

The decision to introduce a specific RC overall rating shall primarily take 
qualitative elements into account, which can be more difficultly assessed 
than hard evidence.

In particular, for the purposes of a RC rating definition, several elements 
(typical of RCOs and RCIs) can be taken into account, such as:

• Consistency between the approaches identified by Senior 
Management, Middle Management and Staff in daily risk management 
(to be assessed, for instance, also leveraging with interviews and 
surveys)

• Frequency rate of cases of misconduct (including applicable whistle-
blowing cases) and proper adoption of escalation and consequences 
management processes

• Systematic and timely reporting to Senior Management highlighting the 
causes of any deviation from RA-defined thresholds and any financial/
economic trends not in alignment with the budget 

• Systematic and timely reporting to Senior Management providing 
explanations on any operational incident and fraud perpetrated and 
description of any escalation process

• Number of risks self-disclosed by management during the execution of 
Audit Activities

• Closing of findings of previous Audits mitigated/not mitigated 
according to prearranged schedules

• Level of competencies on RC and risk management

The expression of an overall rating, separate from the overall rating 
relating to the internal control system, might prompt the identification of 
more effective actions by the Board, in order to:

 – provide a strengthening of targeted RC actions, at appropriate times, 
in specific areas of the organization;

 – promote the adoption of positive behavior acknowledged in some 
areas of the organization, referring to them as corporate best practices.



54

8. Risk culture opportunities and 
obstacles for organizations and the 
Internal Audit function 
To systematically assess RC and, in some cases, to attempt to re-shape or 
strengthen RC, is a radical change that can become a sustainable reality 
only in case of an active, institution-wide commitment. In this respect, all 
levels of the organization defined by the “three lines of defense” scheme, 
should be involved in this transformation process.

The Bank’s Senior Management is required, as said above, to play a 
decisive role and to act as a driving force to strengthen RC, for it is up 
to Senior Management to set the accountability of the various corporate 
functions as part of the establishment and supervision of the RCF. 

The introduction of a robust RCF necessarily involves investments in terms 
of communications, internal surveys on RC, appropriate organizational 
mechanisms for the granular setting of the RA, compensation and 
consequences management systems, promotion of escalation 
mechanisms and internal dialogue among all organizational levels. The 
adoption of these managerial decisions will necessarily have to deal with 
governance mechanisms and (more or less hierarchical) business models 
that can differently affect their implementation and that might sometimes 
call for the review of consolidated management approaches.

The pursuit of pervasive RC levels within the organization might also 
imply further and broader considerations on the selection of truly 
sustainable strategic objectives in the medium term, with the potential 
need for Senior Management to deal with considerable pressure from 
the company’s shareholders and peers. However, the adoption of a 
pervasive RC will facilitate the protection of the company’s reputation and 
also the possibility of achieving an optimal trade-off between risks and 
performances.

New challenges need to be taken on by various corporate functions, 
especially Risk Management, Compliance, Human Resources, and 
Internal Audit, which will be required, respectively: to set a system for the 
establishment and monitoring of RCIs (related to the implementation of 
the RCF); to arrange systems for the evaluation of corporate performances 
also in the light of corporate values; to perform risk culture assurance 
activities. The implementation of these activities will give rise to the need 
to appropriately assess internal competencies and adequate management 
approaches, so as to ensure the effective attainment of these objectives. 

Furthermore, business functions will be required to invest more in self-
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detection and internal escalation systems, in order to ensure a more 
transparent and effective challenge on corporate issues.

The investment in RC will allow for greater clarity on the “root causes” of 
corporate issues, with ensuing benefits in terms of an effective supervision 
of risks by the governing bodies, in addition to the possibility of assessing 
the structure and rationalization of controls, with potential benefits also in 
terms of lower corporate costs and greater effectiveness of processes.

In broader terms, the acknowledged use of consolidated RC monitoring 
and assessment methods may lead also to the possibility of carrying 
out an effective external benchmarking, in addition to an internal 
benchmarking in relation to the objectives set by Senior Management. 
This path, which might also be facilitated by regulatory support and/or 
market best practices, cannot longer be delayed not only in the financial 
sector but also in the industrial sector, where corporate culture might be 
considered the most effective tool to prevent and/or possibly limit events 
that can actually undermine the company’s reputation and even existence 
on the market.
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9. Conclusions 
RC has surely been one of the most fascinating challenges for corporate 
governance and Internal Audit over the last few years. Indeed, RC opens 
up new governance and risk assessment scenarios which, acknowledging 
for the first time the extremely significant role of behavior within the 
organization, are no longer based exclusively on regulatory requirements 
and on the protection of capital/financial conditions. However, the 
relative lack of pragmatic guidance on how to measure and assess RC 
does not facilitate an appropriate assessment by Internal Audit which, 
first and foremost, together with the organization’s Senior Management 
and Risk Management, is called upon to make an important investment 
in terms of new skills and approach. Internal Audit plays a fundamental 
role both in terms of Consulting and Assurance on the establishment and 
assessment of a RCF for the different levels of internal/external complexity 
of the company and of complexity of the organization. The Internal Audit 
function’s approach must include, in its RC assessment, surveys and 
benchmarking as well as the identification of suitable RCOs and RCIs that 
reflect the company’s RC. However, the adoption of this approach calls, 
first of all, for Senior Management’s investment in appropriate skills of the 
Internal Audit function, together with a frequent supervision of corporate 
RC also through surveys covering different levels of the organization and 
different corporate functions. 

During the assurance/consulting phase, the typical components of 
Internal Audit assessment are: the conduct and assessment of RC 
surveys within the organization (to determine any gaps between “AS 
IS” and “TO BE”); the appropriate identification of the roles assigned 
to the various corporate functions in terms of implementation of a RCF 
and of maintenance and supervision of RCIs; effective processes for the 
organization’s communication of the meaning of RC and of the actions 
taken to promote an effective adherence thereto by all the members of 
the organization; appropriate reporting methods used by the various 
functions, regarding the adequacy of behavior in relation to RC and 
corporate values.

RC will inevitably be an important test for the various corporate 
institutions in the coming years, though it is probably one of the best 
chances to prevent conduct potentially causing new financial crises and 
to prompt everyone within the organization to achieve strategic business 
objectives in line with corporate ethical values.

AIIA is engaged in this respect by proactively supporting members 
who are committed to disseminate RC best practices. Specifically, the 
Association has taken numerous initiatives to foster broad discussions 
on RC among the various market members, including banks, institutions, 
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regulators. In particular, we can hereby mention the roundtable on RC 
that was held in March 2015 and the conduct of a survey (prepared in 
June 2015) which involved the internal auditors of banks and financial 
institutions in Italy. The results of the survey (to be published in early 
2016) are designed to provide members with an useful benchmarking 
in the industry and with practical data also for the purpose of creating 
internal surveys. Additional activities and events are being planned on this 
issue, precisely to ensure a more frequent alignment between the various 
players in the industry and an effective Audit approach to RC assessment.
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Attachment 1 – Main regulatory 
references

1 2 3 4 5 6 7

BANK OF ITALY

Circular no. 229 of 
21.04.1999 Super-
visory instructions 
for banks - 1999

Circular no. 263 of 
27.12.2006 New pru-
dential supervisory 
provisions for banks 
- 2006

Supervisory 
instructions on 
Compliance - July 
2007

Circular no. 285 of 
17.12.2013 - Super-
visory provisions for 
banks - December 
2013

PARLAM-
ENTARY 
COMMISSION 
ON BANKING 
STANDARDS

Changing banking 
for good - June 
2013

U.S. CONGRESS

Sarbanes-Oxley 
Act Corporate 
responsibility - 
July 2002

EUROPEAN 
COMMISSION

Directive 2013/36/
EU on access to the 
activity of credit 
institutions and 
the prudential su-
pervision of credit 
institutions and 
investment firms 
(CRD IV) - 2013 

EUROPEAN 
BANKING 
AUTHORITY 
(EBA)

Guidelines on In-
ternal Governance 
- September 2011

Guidelines on com-
mon procedures 
and methodologies 
for SREP - Decem-
ber 2014 

EUROPEAN 
CENTRAL BANK 
(ECB)

Guide to banking 
supervision - 
September 2014

BASEL 
COMMITTEE 
ON BANKING 
SUPERVISION 

Framework for 
internal control 
systems in bank-
ing organizations 
- September 1998

Compliance and 
the compliance 
function in banks - 
April 2005

Enhancements 
to the Basel II 
framework - 2009

Basel Committee 
on Banking Su-
pervision (BASEL 
II) - July 2009

Revised Pillar 3 
disclosure require-
ments - January 
2015

Guidelines Corpo-
rate governance 
principles for 
banks – October 
2014 (consultative 
document) - July 
2015

FINANCIAL STA-
BILITY BOARD 
(FSB)

Compensation 
Practices - 2009

Thematic Review 
on Risk Govern-
ance Peer Review 
Report - February 
2013

Principles for An 
Effective Risk Ap-
petite Framework 
– November 2013

Guidance on 
Supervisory 
Interaction with Fi-
nancial Institutions 
on Risk Culture 
- A Framework for 
Assessing Risk Cul-
ture - April.2014

Increasing the 
Intensity and 
Effectiveness of 
Supervision - April 
2014

Supervisory 
Intensity and 
Effectiveness - 
April 2014

Enhanced Disclo-
sure Task Force 
Report - Septem-
ber 2014

COMMITTEE 
OF EUROPEAN 
BANKING 
SUPERVISORS 
(CEBS)

High level 
principles for risk 
management - 
February 2010

EUROPEAN 
SYSTEMIC RISK 
BOARD (ESRB)

Report on 
misconduct risk in 
the banking sector 
– June 2015
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THE FINANCIAL 
CONDUCT 
AUTHORITY 
(FCA) and 
PRUDENTIAL 
REGULATION 
AUTHORITY 
(PRA)

CP15/22 
Strengthening 
accountability in 
banking: Final rules 
(including feed-
back on CP14/31 
and CP15/5) and 
consultation on 
extending the Cer-
tification Regime to 
wholesale market 
activities - July 2015

CHARTERED 
INSTITUTE OF 
INTERNAL AU-
DITORS (CIIA)

Risk culture Under 
the Microscope 
Guidance for 
Boards – 2012 

Effective Internal 
Audit in the 
Financial Services 
Sector - July 2013

Comments on 
Guidance on 
Supervisory 
Interaction with Fi-
nancial Institutions 
on Risk Culture 
(consultation 
paper) - January 
2014

Culture and the 
role of internal 
audit looking 
below the surface 
- June 2014

Culture and the 
role of internal 
audit looking 
below the surface 
- June 2014

CHARTERED 
INSTITUTE OF 
MANAGEMENT 
ACCOUNTANTS 
(CIMA) 

Risk Culture in 
Financial Organ-
ization - October 
2013 

LA FABRICA DE 
PENSAMIENTO 
INSTITUTO DE 
AUDITORES 
INTERNOS DE 
ESPANA 

Challenges and 
expectations 
for the future of 
internal audit 
in banking and 
credit institutions - 
December 2014

COMMITTE OF 
SPONSORING 
ORGANIZA-
TIONS OF THE 
TREADWAY 
COMMISSION 
(COSO)

COSO Framework 
- May 2013 

ISTITUTE OF IN-
TERNATIONAL 
FINANCE (IIF)

Final report of the 
IIF Committee 
on Market Best 
Practices: Princi-
ples of Conduct 
and Best Practices  
Recommenda-
tions - Financial 
Services Industry 
Response to the 
Market Turmoil of 
2007-2008 - July 
2008

Reform in the 
financial service 
industry: strength-
ening practice 
for a more subtle 
system - Decem-
ber 2009

Governance for 
strengthened risk 
management - 
October 2012

Promoting Sound 
Risk Culture: 
lessons learned, 
challenges 
remaining and 
areas for further 
consideration - 
2013

INSTITUE OF 
RISK MANAGE-
MENT (IRM)

Risk culture Under 
the Microscope 
Guidance for 
Boards - 2012

INTERNATION-
AL FINANCE 
CORPORATION 
- WORLD BANK 
GROUP (IFC)

How to Develop 
a Strong Risk 
Culture within Fi-
nancial Institutions 
Leveraging on an 
Economic Capital 
Framework and 
BASEL III - Decem-
ber 2011
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Attachment 2 – Foundation 
Existing elements of the Risk Culture Framework

Impact on the Audit function/activities

Definition and formal assignment 
of roles and responsibilities as part 
of the RCF

To assign roles and responsibilities to the significant functions of the organization

Mapping the RCIs that are already 
present in the company

The function in charge of the RCF set-up, to coordinate the analysis and examination of the 
main RCIs that are already present within the following functions:

 – Risk Management

 – Compliance

 – Human Resources

 – Finance

 – Internal Controls

 – ………..…..

Benchmarking on the RA 

Focus on the composition of the 
Audit Committee

To verify the areas in which there is a higher/lower RA than institution’s peers

To strengthen the independence criteria

ELEMENT PURPOSE

Risk Culture Survey

Management Sign-Off

Establishment of internal commit-
tees connected with the organiza-
tion’s reputation

Surveys on RC to highlight any gap at the different levels of the organization

Senior Management to carry out periodically the sign-off on the ICS

To strengthen the organization’s reputation through committees aimed at analyzing the 
operational/reputational risk and non-financial risks

To incorporate risk culture control objectives and risk culture indicators within work programs

To evaluate the gaps resulting from internal surveys on RC, together with questionnaires on RC drawn up during the on-site Audit 
phase

To allocate RC within the Audit universe

To define, in partnership with Risk Management, Human Resources, Compliance, questionnaires aimed to analyze the alignment 
between espoused values, behaviors and attitudes

To improve the skills of Internal Audit engaging Human Resources, in training focused on techniques and supporting tools aimed 
to evaluate behaviors
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Attachment 3 – Maturity 
Existing elements of the Risk Culture Framework

Impact on the Audit function/activities

Risk Culture Framework To involve effectively Risk Management, Compliance, Human Resources and other business 
functions within the Risk Culture Framework (implemented and operational)

Structure of the Risk Appetite To set the Risk Appetite in a granular way, so that it is guides daily operations and extends 
also to non-financial risks

Management Self-Assessment on 
the ICS

Middle Management to carry out Sign-off on the ICS

ELEMENT PURPOSE

Risk Culture Indicators

Red flag system

To define and monitor Risk Culture Indicators with the participation of all the functions 
involved in the Risk Culture Framework

Business management to use and monitor red flag (early warning) system

To include a specific focus on RC assessment within Audit Reports

To analyze the trend of RC survey results compared with those of the company’s peers

To assess periodically the Risk Culture Framework, Risk Culture Control Objectives, Risk Culture Indicators and survey’s results

To evaluate the Risk Appetite and its extension to non-financial risks
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Attachment 4 – Pervasiveness 
Existing elements of the Risk Culture Framework

Impact on the Audit function/activities

The Risk Culture Framework is 
designed to reflect openness to 
challenge

To implement the Risk Culture Framework in a robust way and to ensure the openness to 
challenge represents a key value of the organization

Self-disclosure of gaps is wide-
spread in the various corporate 
and business functions

To establish the self-disclosure of issues within the organization

Focus on remuneration and conse-
quences management policies

To adopt structured remuneration/sanctioning systems, linked to RC to apply within the 
company

ELEMENT PURPOSE

Focus on reputational require-
ments of Senior Management

Risk Culture Indicators

To apply strict reputational requirements to all the members of the organization and further 
strict independence requirements to the Audit Committee’s members

To perform a regular benchmarking addressing Risk Culture Indicators.

To evaluate the effectiveness of self-disclosure of gaps

To assess the monitoring effectiveness of key Risk Culture Indicators

To analyze the openness to challenge

To analyze the rewarding and sanctioning system and of its alignment with RC
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Attachment 5 – Control Objectives and 
Risk Culture Indicators

RISK CULTURE

Control Objectives
Key 

Control 
Objective

Risk Cultural Indicators Structural 
Indicators

TO
N

E 
FR

O
M

 T
H

E 
TO

P

Leading by 
example

Ethic code and corporate values 
embedded in the organization 

ü

Amount of losses, penalties or fines due to non compliance with 
regulatory requirements versus internal /external benchmarking

(In a first stage trend analysis may replace benchmarking)

Number of internal compliance investigations versus internal /
external benchmarking (In a first stage trend analysis may replace 
benchmarking)

Number of ethic code breaches not linked to fraud /number of total 
breaches including fraud events

Average timing closing of findings raised by internal control func-
tions/external regulators versus average closing timing objectives 
set by senior management.

Board commitment to widespread 
and steer risk culture 

Budget allocated to risk culture projects by FTE ü
Number of strategic actions approved by the Board, aimed to 
strengthen components of corporate governance to risk culture (e.g. 
remuneration, sanctions, training) / total number of strategic actions 
as from strategic plan of the company

ü

Board periodic self evaluation of 
effective risks management

Number of internal survey / strategic actions triggered by periodic self 
evaluation of board aimed to strengthen the management of risks ü

Systems of rewards/sanctions 
properly linked to the assessment and 
management of risks

Broad extent of moral, independent 
and professional requirements appli-
cable to Audit Committee members

 

Broad extent of moral, independent 
and professional requirements appli-
cable to Audit Committee members

ü

Clear and transparent process ruling 
the appointment of board members, 
executive committees members and 
senior management

Number of board members, executive committees members and 
senior managers affected by external and internal sanctions / total 
number of board members, executive committees members and 
senior managers

Number of board members, executive committees members and senior 
managers compliant with all requirements requested by vetting policies 
/ total number of board members, executive committees members and 
senior managers

Clear and transparent process ruling 
the appointment of management roles

Number of bottom up assessments related to the appointment of man-
agement roles / number of new appointments of management roles

Assessing 
espoused 
values

Sound alignment between behaviors 
held by senior and middle manage-
ment

Scores and trend analysis of surveys on company cultural values, 
attitudes and behaviors tailored on senior management-middle 
management and employee surveys, aimed to highlight potential 
differences

Sound widespread of control 
system and red flags implemented by 
business

Analysis of budget versus market 
trends and RAF
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Control Objectives
Key 

Control 
Objective

Risk Cultural Indicators Structural 
Indicators

TO
N

E 
FR

O
M

 T
H

E 
TO

P

Assessing 
espoused 
values

Evaluation of short term objectives 
growth rates with market trends (or 
explanation of any gap)

ü Number of company budget short-term targets exceeding market 
short term growth rates

Evaluation of medium/long objectives 
term growth rates with market trends 
(or explanation of any gap)

Number of company budget strategic targets on medium-long term 
exceeding market long term growth rates 

Ensuring com-
mon under-
standing and 
awareness of 
risk

Structured and formalized approach 
steering the Risk Culture across the 
organization

ü

Clear traceability of override process 
decision activated by Board and 
Senior Management

Number of decisions taken a month/year* by Board and Boards 
Committees notwithstanding negative opinion of Risk Management 
and or leading to infringements of ethic code and internal guidelines 
(even if not deviating from violations of laws and regulatory require-
ments)

Formalized and structured link among 
risk appetite, business strategies and 
rewards 

Evaluation of survey questions aimed to analyze behaviors in compli-
ance with RAF thresholds and company strategies 

Weight assigned to compliance requirements within the rewards 
system

Risk appetite framework reflects 
reputation and operational risks 

Granularity of RAF encompassing 
strategic decisions ü

Number of decisions which set off RAF triggers and/or exceed RAF 
limit thresholds/ total number of decisions linked to RAF trigger-lim-
its

Outstanding amount of transactions-portfolios which set off RAF 
triggers and/or exceed RAF limits / total amounts of decisions-port-
folios linked to RAF trigger-limits

Number of decisions linked to RAF thresholds taken by senior man-
agement / total senior management decisions

Clarity in the communication of 
consequences subsequent to RAF 
breaches

Clarity and granularity of rewards 
systems 

Structured process of collection of 
Risk Culture Indicators across the 
organization

Learning from 
past experi-
ences

Analysis of areas of improvement on 
compliance requirements and ethic 
behaviors

ü

Regression analysis of number of complaints compared with survey’s 
scores on ethic values (with reference to espoused values) by 
business line. (In a first stage trend analysis may replace regression 
analysis)

Regression analysis of number of litigations compared to ethics 
survey’s score (with reference to espoused values) by business line. 
(In a first stage trend analysis may replace regression analysis)

Correlation rate between number of compliance breaches and 
number of internal sanctions

Timely closing of root causes trig-
gered by issues arisen from survey on 
Risk Culture

Comparison of timely closing of root causes of issues disclosed by 
survey on Risk Culture and assigned to business, Compliance, Risk 
Management, and IA versus internal benchmarking 

Analysis of contents stated in the 
policy on conflict of interest

Number of conflict of interest incidents by business line versus 
internal /external benchmarking (In a first stage trend analysis will 
replace benchmarking )

Number of sanctions linked to conflict of interest by each business 
line versus internal / external benchmarking

(In a first stage trend analysis will replace benchmarking)
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Ownership of 
risk

Correspondence between strategic 
decisions ownership on risks and 
accountability

ü Over budget returns (within RAF thresholds) versus budget returns 
(linked to RAF) by business line 

Clear identification of management of 
risks accountability within the chain of 
business lines

ü

Number of operational processes not formalized in the organiza-
tional procedures but self disclosed by business / total of processes 
not formalized in the organizational procedures but disclosed by 
business and control functions

Number of organizational processes linked to Process Owners / Total 
number of organizational processes

Number of critical issues reopened by Internal Audit, Compliance, 
Risk Management, Security either/or external assurance functions 
versus internal /external benchmarking

Number of critical issues self-disclosed by business managers versus 
critical issues raised by control functions (including Internal Audit) ü

Number of issues (Tableau de Board) self disclosed by senior man-
agement /total number of issues

Number of red flags indicators identified, implemented by business 
and regularly reported (e.g. mandatory training; trading on own 
accounts; gifts alerts; rewards components of senior management 
in business; restricted list trading breaches; clearing rules breaches; 
conflict of interests breaches; breaches in the new product approval 
process; use of internal models not officially approved/validated; 
credit limits breaches; issues in the P/L sign-off process of product 
control) versus internal / external benchmarking

Number of grey areas disclosed by Risk Management and Compli-
ance/ total number of grey areas identified by control functions

Formalized process of sharing of top risks 
among control functions and HR

Number of risks reports prepared jointly by Compliance, Risk 
Management, Internal Audit and HR per year

Effective management of issues 
disclosed by surveys on risk culture 

Number of new actions / initiatives of senior management triggered 
by risk culture survey scores/ total of actions triggered by internal 
surveys

ü

Horizontal and vertical sharing of risks 
within the organization

Number of cross functional business meetings (extended to business 
and control functions) directed to business line FTEs / total number 
of business meetings directed to business line FTEs

Number of meetings held by Risk Owners processes directed to the 
business line FTEs / Number of business meetings directed to the 
business line FTEs

Number of annual meetings of executive committees set up to 
discuss new products/new projects/risks

Frequency rate of Process Owner’ sign-off assessment (by year)

Number of annual reviews of self assessment carried out by Process 
Owners

Escalation 
process

Effective functioning of escalation 
process

Use of statistics related to the escalation process (e.g. use extent)

Number of incidents raised within the escalation process / number of escala-
tion incidents confirmed

Evaluation of scores of survey extended to self-awareness of 
escalation process and level of openness to critical challenge versus 
internal-external benchmarking

Number of surveys related to risk culture/total surveys ü

Formalized process and effective 
functioning of whistle blowing process ü

Number of confirmed issues / number of communicated issues 

Correlation rate between number of internal/external sanctions versus 
issues communicated through whistle blowing lines

Number of issues communicated through whistle blowing lines / 
number of fraud events

Control Objectives
Key 

Control 
Objective

Risk Cultural Indicators Structural 
Indicators
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Process of 
consequences 
management 

Formalized and effectively functioning 
sanction process

Number of sanctions linked to breaches of ethic code / number of 
internal sanctions 

Communication process aimed to 
clarify consequences management 
on internal disputes and applicable 
sanctions 

Periodic reporting on incidents 
across the organization and related 
consequences

ü

Number of incidents (operational losses) regularly disclosed internal-
ly to the organization / total of incidents

Number of consequences affecting career path, remuneration and 
termination / number of incidents ü

Clarity in the accountability for actions 
addressing current behaviors deviat-
ing from expected behaviors

Surveys’ scores on cultural values and behaviors versus internal / 
external benchmarking

Surveys ‘scores on the occurrence of questionable behaviors (with 
reference to the ethic code) across all levels of organization versus 
internal/external benchmarking

Trend analysis of average fines due to sanctions not linked to fraud

Trend analysis of cases of law breaches not linked to fraud and 
causing sanctions for the company

Number of law breaches not linked to fraud which have led to sanc-
tions for the company/number of law breaches not linked to fraud 

Number of internal open disputes (e.g. complaints) related to ‘busi-
ness ethic’ / total disputes (open by business line, by year)

Number of FTEs affected by internal sanctions / average total FTEs 

EF
FE

CT
IV

E 
CO

M
M

U
N

IC
AT

IO
N

 A
N

D
 C

H
A

LL
EN

G
E 

Openness to 
alternative 
views

The company retains people who can 
demonstrate an ability to escalate 
issues or challenge them

ü

Periodic communication flow between 
senior management and staff on 
survey scores

Number of town hall meetings a year

Trend of survey issues scores on company culture values across dif-
ferent layers of organization (senior management; middle manage-
ment; employees) versus internal/external benchmarking  

Trend of survey issues scores on 
company culture values across 
different layers of organization (senior 
management; middle management; 
employees) versus internal/external 
benchmarking  

ü

Number of department meetings a year

Number of internal communication by which senior management 
communicates objectives and general and specific risks by business 
sector

Number of internal communication of CEO and senior managers to 
facilitate the consistency between current behaviors and expected 
behaviors

ü

Stature 
of control 
functions

Formalization of competencies by 
business line and control functions ü

Periodic communication flow among 
Risk Management, Compliance and 
Internal Audit

Number of meetings dedicated to discuss top risks, emerging risks 
among Risk Management, Compliance, Internal Audit per year

Comparable organizational stature 
between control functions and 
business functions

Average level of seniority within control functions versus average 
level of seniority within business functions (considering both senior 
management and middle management) on the headquarter

Average level of seniority within control functions versus average 
level of seniority within business functions (considering both senior 
management and middle management) in decentralized offices

Control Objectives
Key 

Control 
Objective

Risk Cultural Indicators Structural 
Indicators
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Remuner-
ation and 
performance

Formalized process and effective 
functioning of performance evaluation 
process in alignment with company 
values

ü

Significance of variable components of incentive system related 
to RAF and expected behaviors versus total number of variable 
components of incentive system

ü

Number of incentive components related to control activities / total 
number of components of incentive system

Number of incentive components related to ethical values / total 
number of components of incentive system 

Number of variable components (by senior management, middle 
management and other staff) / number of total incentive compo-
nents

Significance (e.g. to calculate by percentage and amount) of 
economic components with delayed disbursement (considering 
performances as well) versus perimeter of economic components 
(salary, bonus; fringe benefits)

Assignment of risk culture objectives 
through the annual performance 
system

Number of FTEs having risk culture objectives within the perfor-
mance evaluation scheme /total number of FTEs ü

Clear and structured process of 
evaluation & development

Number of escalation issues on performances evaluation/ total 
number of performance evaluations 

Number of FTEs involved in talent management programs / total 
FTEs (by business line)

Succession 
planning

Clear and transparent process ruling 
the appointment of senior manage-
ment

Number of appointments of business senior mangers with former 
experiences in control functions / number of appointments of 
business senior managers

Number of FTEs moving among control functions / total FTEs work-
ing in the control functions versus internal/external benchmarking

Number of senior managers/total senior managers (number of 
middle managers) appointed after being subject to a vetting process 
/ new appointments of senior mangers (middle managers)

ü

Clear and transparent process ruling 
the succession planning

Number of deputy roles replacing managerial roles / newly appoint-
ed managers (by year)

Number of external managers replacing managerial roles / newly 
appointed managers (by year)

Number of breaches in the appointment process of management 
roles / Total number of appointments of management roles (consid-
ering policies requirements)

Sound process of preliminary training 
development on risks dedicated to 
the succession planning of senior 
management and middle manage-
ment 

ü
Number of managers (split by senior managers and middle manag-
ers) undertaking the training in advance/total number of managers 
(split by senior managers and middle managers) 

Talent devel-
opment

Clear and structured process of map-
ping of roles linked to competencies

Number of FTEs matching appropriate role competencies / total 
number of FTEs 

Number of managerial roles (number of professional carrier paths ) 
linked to risk competencies (e.g. certificates, diplomas)/total number of 
managerial roles (total number of professional carrier paths) 

Sound process of job rotation be-
tween control functions and business

Number of people moving from (to) business to (from) control 
functions / total business (control functions) FTEs versus internal/
external benchmarking

ü

Number of business managers with former experiences in control 
functions / total business managers

Number of control function managers having former experience in 
business / total control functions managers 

Sound turnover of personnel
Number of voluntary resignation / Total number of resignation versus 
internal/external benchmarking

Control Objectives
Key 

Control 
Objective

Risk Cultural Indicators Structural 
Indicators
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Control Objectives
Key 

Control 
Objective

Risk Cultural Indicators Structural 
Indicators

IN
CE

N
TI

VE
S

Talent devel-
opment

Sound process of training on risk 
culture ü

Number of people selected for the attendance of risk culture 
training / Number of employees ü

Number of senior managers involved in risk culture training / number 
of senior managers

Number of senior managers actively involved in risk culture projects / 
Number of senior managers

Number of senior managers having (among personal performance 
objectives) a professional involvement in risk culture projects/ Total 
number of senior managers

ü

Number of courses regularly attended (aimed to widespread risk 
competencies) / Total number of courses attended within a certain 
period (e.g. quarter: year)

Number of FTEs requested to attend courses on risk competencies / 
Total number of FTEs attending training courses



69



via San Clemente, 1 - 20122 Milano
Tel:  +39 02 36581500 
www.aiiaweb.it 


	1. Introduction
	2. The importance of culture for organizations
	2.1 The importance of culture in the creation of value 
	2.2 From control culture to risk culture 
	2.3 Relationship between corporate behavior and performances 
	2.4 Measuring risk culture 

	3.	Risk culture and corporate governance
	3.1 The point of view of regulators 
	3.2 The instrumental value of corporate governance within risk culture 
	3.3	The role of the Board in spreading a sound risk culture 
	3.4	The role of the Internal Audit Committee and of the Risk Committee 

	4. Identifying the scope of Audit Function applying to risk culture 
	4.1 Audit function mandate on Risk Culture
	4.2	Audit techniques and tools to assess RC 

	5.	Risk culture framework 
	5.1	Development 
	5.2	Foundation
	5.3	Maturity 
	5.4	Pervasiveness 

	6. Risk culture Control objectives and risk culture indicators 
	6.1 Risk culture control objectives and preparation of a system of risk culture indicators 

	7. Reporting on risk culture 
	7.1 Assurance and consulting 
	7.2 Reporting and level of pervasiveness of risk culture 
	7.3 Reporting Rating  

	8. Risk culture opportunities and obstacles for organizations and the Internal Audit function 
	9. Conclusions 
	Attachment 1 – Main regulatory references
	Attachment 2 – Foundation 
	Attachment 3 – Maturity 
	Attachment 4 – Pervasiveness 
	Attachment 5 – Control Objectives and Risk Culture Indicators

