RISK MANAGEMENT MAGAZINE

Vol. 18, Issue?2
May zAugust2023

EXCERPT

https://www.aifirm.it/rivista/progettaeditorialef

The growing importance of digital risk &
governance

Valerio Begozzi; Matteo Oldani; Francesca Terrizzano



The growing importance of digital risk&governance

Valerio Begozzi (Avantage Reply); Matteo Oldani (Avantage Reply); Francesca Terrizzar{@vantage Reply)

Abstract

The aim of the paper is to explain what is meanDigital Risk&Governance. For this purpose, it is important to retrace
technological evolutionthat has affected the last few decades: from branches to Mobile Banking, from the digitaliza
transactions to the creation of Fintech, from the first process automations to Artificial Intelligence. This evolutionayyhas no
only involved andstill involves the birth ohew technologiesbut also the possibility of seizimgew business opportunitiesand
therefore necessarily of facimgew types of risk which are not always intuitive and easy to fully understand and manage.
context, tle role of the Regulator is fundamental not only to make available to companies elements for a correct and
understanding of Digital/ICT Risk, but also to provide guidelines that allow for the construction of an organizatio
governance modelugable for gaining awareness risk and to assess, manage and monitor it. A fundamental role is play
Digital Operational Resilience Act (DORA) which certainly better defines some aspects that until recently did not find §
place, but even nore important which allows these aspects to be included in an organic and holistic fram&uwweenance and
organization are essential in this panorama, the only functions capable of spreading the risk culture necessary to overco
mentality al to establish the cultural paradigm change essential for managing ICT Risk. Given the extension of the peri
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is generally included under this risk, the paper goes on to underline the most relevant aspects and suggests in ayitaecal w

compaents on which companies should concentrate in order to implement and make usabtewsnd allanagement framewol
from the identification of critical functions to the importance of having tools capable of certifying the correctnessec@spien
qudity of the data. Another higsounding and closely related theme, which therefore could not fail to be addressed in the

represented by theyberattack and its impacts on the market. The paper then closes with a theme which, in our opinioan
even more stately role than the creation of an overall framework can pldyigited Strategy, consciously accessible only throu
a Digital Risk&Governance framework, but which represents the ultimate goal to which companies should aspire.
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1. Context

In order to better frame the content in the paper, it isrdi&s to define the soalled 3'LJLWDO 5LVN R Genérilly
speaking, it refers to all unexpected consequences that result from digital transformation and disrupt the achieverimess
objectives. When an organization decides to scale @satipns, its attack surface expands, increasing its exposure to cyber
This makes Digital Risk an unavoidable aspect of digital transformation and the advancement of new tedhribgght of this
scenario,Digital Risk protection strategieshave to be developed to mitigate Digital Risk and guarantee that organizatio
continue confidently scaling their business. Managing Digital Risk means that the organization understands the impli
adopting certain technologies antkaowledge®Digital Risk as a crucial part of business risk managementn order to achiev
complete comprehension and awareness, the complexity of the Digital Risk landscape can be simplified by clustering
Cybersecurity, Data Leaks, Thifthty Risk). This helps organizations in identifying the most vulnerable areas and targeti
protection effortsBut how is it possible to adequately manage the Digital Risk? The answer is to be fgowtinance The

Digital Risk context can be fullynderstood and managed only through setting a proper govetthanhderesees rules and

procedures able to govern how an organization board of directors makes decisions, sets policies, and oversees managen
It is possible to imagine all the elementsad®ed above as parts of a puzzle: each component is different and autonom
essential to complete the overall picturee following representation can help to explain this concept.
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The first component, in the centie represented hipigital Risk, associated with the risks inherent in digital products, service
supporting processes. The componeng & L J L W D Qrid]datésltie @rocess of moving to a digital business and, more in

the use of digital tdmologies to change a business model, provide new revenue and/ompradueing opportunities. It
application to the risks field allows to use the digital technologianddernize the discipline of risk management to creat
value-producing opportunities. Finally, the component that embraces the other two concepgisvernance representing th
indispensable framework, composed by guidelines and organizational rules, that enables an efficient and proper cobttm
other parts.

Viewed together e three components represkay aspects of integrated risk managementhat put together views of strateg
operational and technological risk associated with digital products and services.

2. Introduction
2.1The technological evolution in thefinancial sector

Technological innovation is becoming a hallmark in the financial sector: it is becoming increasingly difficult to undenstted
a new financial service or product stems from a business idea that technology supports or it isaheutedune of the practic
application of a new technology.

Technology has now become an intrinsic factor of some financial products/services as they would exist only throughifibe
technology.

But what have been the technology trends in the &ii@morld in recent times?

Evolution of distribution channels: from branches to internet banking to mobile banking

Until the last century, for the customers the Bank is synonymobsaoth, a physical place where human contact with the
officer givestangibility to the Bankcustomer relationship. The branch in this period plays both a transactional role (provi
cash, payment and credit services) as well as a relational one. The number of branches of a Bank is usdidascahimdicator
of its size and thus its market share.

In the late 1990s and early 2000s, the spread of the first PCs and the Internet gave thelsjganetdanking, a tool in which
customers independently can manage their financial position. While services welly ilmtided to the consultation of ass
information, banks later made available banking services (digital payments) and then financial services (investment servig

A decade later, around 2010, a second technological wave began, putting two newttemlsands of customers: the smartph
and the ability to access the mobile Interiitbile banking was born, accelerating the trend of digitalization of financial servi

Two phenomena demonstrate this tfend

X the contraction of the distribution network with a cut of 34 percent (in Italy between 2012 and 2021 branches dec
from 32.881 to 21.650) and a substitution of the branch functions, which is increasingly focused on providing
services to customers instead of traditional bankémgises that are instead provided mainly through digital channels

x the dematerialization of currency and digitization of transactions the number of POS in Italy from 2010 to 2(Q
increases from 1.497.000 to 3.910.000 (+ 260%) against a 16% reduction &f @i¢h decrease from 44.878 to 37.404
the same period).

In 2020, these transformations accelerate rapidly due to the Coronavirus pandemiel@avtien financial institutions need
strengthen their digital communication channels towards theiomgess when social distancing is the norm.

Among the technologies accompanying this evolution of connecting banks and their customers we find: home bankin
mobile banking apps, trading platforms, customer service via chatbots, etc.

Evolution of banking and financial products
Technological innovation not only enables the evolution of distribution channels but also drives the evolution of thed
services offered to customers, with new players appearing alongside tradititinaians: Fintech companies are born.

Compared to traditional banks where the business model is based on the financial service, relegating technology quoytiocg
role, in Fintech companies the paradigm is reversed and technology is the esshaosocé business and the financial servicg
declination.

This has enabled prolific and pervasive product innovation with the creation of numerous new banking/financial ser
products. Just to mention a few of the most important ones:

X paymentsmobile payment services (Paypal, Apple Pay, Satispay, etc.), virtual credit cards
x credit: digital lending, P2P lending, crowdfunding
x finance: robo advisors, cryptocurrencies, copy trading.

Internal bank technology evolution

In the meanwhile, financial institutions, which in the 22020 decade had to manage a complex situation for their profitabilit
to the central banks' expansionary policy by means of interbank rates at historic lows, are focusing their straféigiescyraad
optimisation of their operational machine to safeguard their profitability.
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These strategies, which leverage the use of technology to optimise operating costs, are based on two drivers:

X Automation of internal processes re-engineering process to make them more streamlined is no longer sufficient.
necessary to automate all those low vaddeled operational activities that lengthen process completion times and exp
Bank to operational risk®Robotic Process Automation(RPA) andProcess Miningtechnologies enable cost savings w
improved productivity and flexibility.

It is
ose fl
ith

X Outsourcing of application servicesthe widespread use of information technology to provide increasingly complex service

is increasing the operating costs of ICT Bements. To optimise these costs, new software management mode
become increasingly popular over the years: InfrastruaseeService (laaS), Platforrasa-Service (PaaS) and Softwaae

s hay

a-Service (SaaS). These management models make possibitseoroce technological complexity from banks and to exploit

the scale economies of specialised ICT companies thanks to the scalability of solutions-pedUyformulas. Among the

technological enablers of these management models, welfind computing technologies in which some IT components

(hardware and/or software and/or data) are not located in the bank infrastructure (on premise) but on the ICT
infrastructure and made available through the Internet.

Reducing operating costs does notresent the only strategy to safeguard profitability. Another technological developme
made possible to extract value from what is already available in banks but not adequately edplaited:

pro\

nt ha

In the context we are describing every day financial tunstins produce huge amounts of data that can generate value thanks 1

adequate and sufficiently powerful analysis tools sudBig®ata andMachine Learning technologies.
These technologies enable a better knowledge of customers with two main purposes:

X marketing: personalisation of services due to more precise and targeted analyses that allow better customer prg
enable crosselling and ugselling of services/products;
x risk management detection of fraud and suspicious transactions, improveineittentifying the correct credit profile ¢
customers.

The new technological frontiers
But what are the next technologies that will change the financial world in the near future?

The technological world is moving faster and faster and teefnologies are entering or will soon enter the financial sphere,
even with disruptive impacts.

X Blockchain or Distributed Ledger Technology (DLT). a technology that improves the sharing of information betw
counterparties while ensuring its inalibility. The financial sector will be impacted in payment services (e.g., i
simplification of payment reconciliation and fraud reduction), in the management of digital currencieg
cryptocurrencies) and in the management of contracts (e.g., Sn#idcts)

x Artificial Intelligence (Al) : a multipurpose technology with a large area of application in financial institutions incl
improvements in machine learning algorithms, customer behavioural analysis, data mining for a strategic pe
predictive risk analysis, etc.

X Quantum computing: a technology that changes the computational paradigm to perform more complex calculati
are unmanageable with current technologies, regardless of their processing power. The impacts on the findneithl
be pervasive and range from solving portfolio optimisation problems to calculating financial risks, from detect
preventing fraud in digital payments to managing cryptographic security systems.

To close this brief historical excursus on tieehnological evolution in the financial sector, we quote the prophetic wor
Vincenzo Desario, former general director of the Bank of Italy, in a speech he made in 2000, right at the dawn of i ist
this chapter:

"The banking and financiakstor is most involved in the development of the new economy; the immateriality of financial f
combines perfectly with new technologies, powerful tools for the collection, processing and distribution of info
Intermediaries play a plurality foroles with the new technology; some more traditional, such as the sale of financial produ
the offer of payment services on telematic networks; others innovative, such as the creation of infrastructu@srfioeree, th
management of technologicservices on behalf of third parties, and the provision of advisory services, includirignaoaial
ones, to firms. The scenario outlined for the future of banks is articulated, full of opportunities but also of riskis| fipemators
need to reflet in depth on the implications for business strategies arising from the ongoing technological eVolution.

2.2New technologies, new opportunities, new risks

As we have seen, the increasingly pervasive use of technology leads financial intermediaries to build partnershipsaligéd
technology companies: the interconnection among the various players is increasingly stronger as their mutual dependenc

The direct consequence of this approach is a greatstemic risk in particular for business continuity: the interruption in
provision of a service by one player could have amplified impacts on the entire financial sector, especially if othglapark
depend on that service for their business.

This is true when there is@ncentration of certain services in #ew large ICT companiesthat become the unique provider o
given service for the entire sector.
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Another source of systemic risk is thengthening of the supply chainof financial services: in fact, technology providers orlten

depend on other ICT companies and, as in all chains, the weakest link determines the robustness of the entire chdimldb
that IT companies are not always b to financial regulation, the mix of these factors could be explosive.

While outsourcing of ICT services produces a reduction in the costs of the operational machine, it alsoredtait®oa in direct
control by the bank and poses new challengaténgovernance of providers.

For this reason, as we will see in the next chapter, regulators have been extending the boundaries of their regutativryeard
to include noHinancial companies within a framework aimed at ensuring operationakresliand responsible managemen
outsourced services.

Besides the outsourcing of activities in terms of process in the supply chain, the health pandemic has also seen alg
dislocation of work organisationemote working. Above all, the finaneil industry has been persistently impacted by the
remote/hybrid work made possible by the availability of effective communication andr&ing technologies. During the heal
pandemic, when remote working was an imperative, financial institutiofisegdhat this new organisation of work had minin
impact on productivity and also reduced the costs of office management (real estate). With the pandemic over, hybrid
become the new normal in the financial sector. However, this new organishtiamk brings new risks, especially of an IT natu
since theattack surface has increasedjeographically and at the level of application architecture, which novutsde the
conventional defensive perimeterof institutions (firewalls, attack detectiosystems, security of communication chann
hardware vulnerabilities, data breaches, etc.).

But the new work model is not the only source of new risks for the financial sector.

The standardisation of technologies for financial services, while on onechegducing the likelihood of a successful cyberatt
(as a standardised technology is more robust because it has had time to correct its weaknesses), on the other hathe
impact if the attack is successful (as a standardised technology iy wadel). In a way, cyber risk could be seen &l aisk , with
low frequency of occurrence but high impact.

Furthermore, the use of communication standards (e.g., API interfaces) has allowelibattpgregation of application
components but the more digmgregated a system is, the more vulnerable it is to cyberattacks, since the weakness of
HOHPHQW FDQ EH XVHG WR HQWHU WKH VA\VWHP DQG TXLFNO\ SURS Drxypby
GHVLJQ  DSSU Rng e ZK Hu@hitecture.

Another source of risk is representeddigneering technologiesvhose operating mechanics and business implications are n
well known. Take, for example, Artificial Intelligence, which is increasingly entering the fifamaitd. In some cases, Al is bas
on recursive logic that reinforces certain tendencies-{gk¥filling prophecy) and can lead to a feeling of overconfidence. U3
for instance, Al in the field of KYC to determine a customer credit rating couldtteesputational risks if discriminatory logi
arise.Of course, there are also risks more related to the sphere ofsaheity that will be explored in more detail in the follow
chapters.

2.3How the Regulator faces the technologgvolution

As described above, technological evolution has brought transversal changes to the entire financial sector and new
managed. But how does the legislator address these changes?

In recent yeardraditional Regulators (e.g., ECB, EBA, Bak of Italy, etc.) have focused on technology governance in ban
regulations have been published on the framework for cybersecurity testing (ECB, 2018), on cyber resilience (ECB, 2l
outsourcing management (EBA, 2019), on cloud services mamag (EBA, 2020), on internal governance (EBA 2021) an
ICT management (Bol, 2022).

Furthermore, following the Covid pandemic in 2020, a new political regulator has joined the traditional ortesrofiean
Parliament in order to support the EU econammiecovery has outlined a strategy for digital finance in which it defines g
approach to encourage responsible innovation in the financial sector. This is the context for the series of requla?io22 fhat
will introduce rules on data governan&d, T management, cryptocurrencies and other regulations, now under consultation, t
be issued in the near future.
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Among the most recently issued/proposal of regulations we find:
X theDigital Operational Resilience ACT (DORA)?:

0 strengths the IT security of financial entities such as banks, insurance companies and investment firms by unif

requirements for the security of their network and their information systems

0 creates a regulatory framework on digital operational resiliewbereby all firms need to make sure they can

withstand, respond to and recover from all types of-t€lated disruptions and threats
0 consolidates and upgrades the ICT risk requirements addressed so far separately in the different Regu
Directives

x theData Act®;

0 makes more data available for use and sets up rules on who can use and access what data for whig
across all economic sectors

0 gives individuals and businesses more control over their data through a reinforced data poitdtijlinasily
copying or transferring data across different services

0 improves the conditions under which businesses and consumers can use cloud and edge services

0 introduces mandatory safeguards to protect data held on cloud infrastructures in TesBM avoid unlawful
access by noEU/EEA governments

x theAurtificial Intelligence Act 4

addresses risks specifically generated by Al applications

proposes a list of highisk applications and set clear requirements for them
defines specifiobligations for Al users and providers of highk applications

O O o o

enforcement after such an Al system is placed in the market
0 proposes a governance sttwre at European and national level.

3.ICT organizational governance framework

At the beginning of the paper, governance was mentioned as a key element in managing the Digital Risk and leading tiong
through an efficient and aware digitalization process. So, how is it possible to ensure that an organization best nizigage
Risk?In our opinion, the main steps are the following.

1. Identify key assets

First need is represented by the identification of critical assets within the organization and all the ways they mayedee
vulnerable to threats. Critical assetsde tangible, such as IT systems, or intangible, such as stakeholders and those pe
influence organization goals.

2. Understand the potential threats

Second step consists in understanding the threats that the organization is facing, also cotisdaghthat threats prioritize the
attacks based on the shortest path or least effort needed.

3. Monitor for intolerable exposure

After understanding the overall situation, it is essential to consider sources for any intolerable digital exposisesidemedis
and dark web pages) in order to detect exposed assets.

4. Mitigate the risk
The monitoring process enables the possibility to define a mitigation strategy, that can set short, mediufteon lobgctives
according to the priority and the btlity of the intervention over time. One of the broadest and most effective mitigation act
certainly represented by the governance, risk and compliance strategy, that can be considered as a cross organizatibr
The three components allote set an overall system of rules, practices, and standards that guide a business (Goverr
identify potential risks and act to reduce/eliminate their financial impact (Risk Management) and to have processedanes

ation:

h pur

proposes a conformity assessment before the Al system is put into service or placed on the market an
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that make it possible tooaduct business in a legal and ethical manner (Compliance). The strength of this corporate managen

system is that it is able to overcome the reluctance of sharing information and resources among different departmegtthe
efficiency reduction ad encouraging the development of a positive company culture. The overall purpose of governance
compliance strategy is to reduce risks and costs as well as duplication of effort. It requires esdpacgoperation to achiey
results that meenternal guidelines and processes established for each of the three key functions.

2 https://www.digitatoperationairesilienceact.com/
3 https://www.eudataact.com/

voidi
risk
e

4 https://digitatstrategy.ec.europa.eu/en/policies/regulatomyneworkai
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Within this context, also DORA acknowledges tmatricity of organizational modelin order to guarantee a resilient view, eve
it highlights the importance of requiring the introduction of more complex governance mechanisms only to financiahantitie
not microenterprises (proportionality principlé)lore in detait:

X

As we will also read in the next chaptan ICT organizational governance framework at 360 degrees allows to change t
FXOWXUDO SDUDGLJP DQG WR UH VW& QeGletivéd ay thelretitia® toPshia@e\Wiidrénatidh\with empl

Orgarizations shall establish amternal management and control framework which ensures effective and prudse

management of all IT risks in order to achieve a high level of digital operational resilience; this means that the g

synergies and the neceasg coordination and integration mechanisms between all the players involved takes on p

importance. Moreover, aadequate chain of command and controinust be ensured, such as a decisi@king architecturs

capable of governing the entire valuairh

The management body of the financial entity shall define and approve the implementation of all provisions relati

Digital Risk management framework, supervise and be responsible for such implemeftdaianeans that the managem

body is alled to:

- assume ultimate responsibilityfor the IT risk management of the financial entity

- prepare policies aimed at guaranteeing the maintenance of high standards of availability, authenticity, integ
confidentiality of data

- clearly define roles ad responsibilitiesfor all ICT-related functions and establish appropriate governance arrange
to ensure effective and timely communication, cooperation and coordination between these functions

- have overall responsibilityfor defining and approving éhdigital operational resilience strategy, including determining
appropriate level of tolerance for IT risks of the financial entity

- approve, supervise and periodically reviewthe implementation of th&CT business continuity policy and the ICT
relatedresponse and recovery plans of the financial entity

- approve and periodically review the internal ICT audit plans of the financial entity, the ICT audits and the m
important changes made to them

- allocate and periodically review adequate financial resouresto meet the financial entity digital operational resilie
needs across all types of resources, including relevant ICT security awareness programs and digital operationg
training activities

- approve and periodically review the financial enity policy on how to use the ICT services provided by the tpady
ICT service supplier

- establish companywide communication channelsthat allow it to be duly informed about agreements concluded
third-party ICT service providers on the use of ssetvices, any significant and relevant planned changes relating t
party ICT service providers and the potential impact of these changes on the critical or important functions subj
agreements in question, including a summary of the risk/sisdo assess the impact of these changes, as well as 3
the major ICT incidents and their impact, measures of response and recovery and corrective measures.

Organizations establisa role in order to monitor the agreements concluded with servicerpviders for the use of suc

services, or designate a senior manager to be responsible for overseeing the related risk exposure and relevant docu

Members of the financial entity management badyively maintain adequate knowledge and skills to uherstand and

assess cyber riskand their impact on the operations of the financial entity, including by undergoing specific trainin

regular basis, commensurate with the manged IT risks.

Ihttps://www.digitatoperationafresilienceact.com|
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of different divisions in the same company. This atkit is seen as reducing the organization efficiency and, at worst, contri
to a damaged corporate culture. In order to be able to understand the current situation of companies facing Digitéd
essential to analyse the complexity of digitaidscape, the nature of the information and its location. To do this it is fundame
prefer social exchanges rather than the individual ones: this means, for example, a-dedigigncentre acting with others of
mesh network where each, in turrses information shared by others. In general, companies are called to make people ur]

buting
Risk,
ntal t
a

derst

thathaving no risk culture creates culture riskand does not allow them to have sufficient skills to deal adequately and effectively

with the context that technagical evolution, understood in the broadest sense, is creating.

4.|CT Risk Management framework
4.1 Cultural paradigm change

Risk management structures in financial institutions, due to their mandate of 4eeelincbntrol office, built over time dialogue
with business offices aimed at defining and implementing risk management measures.

Until now, the main sources of risks in a Bank have been identified in the functions, processes and products of theeswe bus

hence the focus on credit riskanket risk, liquidity risk, etc.

From this view comes the fact that ICT risk has not its own dignity but it has always been included, at the regulatorgHe
broader spectrum of operational risks.

Even at the organizational level, ICT security ngaraent has never been included among the objectives of risk managem
has always been associated with a "security" structure often located in the Bank ICT area, with which risk managenren
have only in rare cases built a stable and strudtcinannel of communication.

The increasingly strategic role of ICT technologies within each financial institution and the resulting impact on the kaegiires
an evolution in the vision of ICT risk and its management: in this context, it becometatdsarhange the cultural paradigm
that Risk Management and Security structures have had toward ICT risks.

The former will have to broaden their scope on issues hitherto left at the borders of their activity scope; the latieptrasisi
based apmrach in ICT risk management.

From this point of view, thesynergy between risk management and information security structuress high: one coulg
contribute with its risk approach, the other with its technicaeetige.

4.2\What to do to create an ICT Risk Management Framework

Onthe basis of the change in the cultural paradigm, in the terms just described, it is essemt@lgioidrelines for the creation o
framework that can manage ICT Risk at 360 degrees. Here below the main steps.

STEP 1: Perimeter
The first step is to define the perimeter of the critical or important functions and the relative processes.

A function is critical or important ZKHQ LWV GroMdnxagWallyRnapatr the financial performance of a financial entity
the soundness or continuity of its services and activities, or the discontinued, defective or failed performance didhatuwhd
materially impair the continuing compliance of a financial entity with the conditions and obligations of its authorisatiagth s
other obligations under applicable financial services |&w.

In order to define the perimeter, it is essential to haweagping of all ICT functions, their linkage to the company pro
taxonomy, and all the interrelationships among the various ICT components since the interruption of one service cdre
failure or interruption of other services.

In doingthis, both risk and technical competencies are required

STEP 2: Data

The perimeter of critical functions is also reflected in the data used in the processes: risk analysis should be akso by
assessing data confidentiality, integrity and availgbilimplementations to ensure operational resilience should in fa
proportionate to the degree to which the three aforementioned drivers have been assessed: for example, highly cotdide
24/7 available data requires greater security antiaesé measures than public data or-uogent data.

STEP 3: Tolerance thresholds
ICT risk should also be considered in the Risk Appetite Framework, in order to define specific threshold for risk dpkg
tolerance and risk capacity. A clarificatios needed: since ICT risk involves only costs and no revenue, theoretically i
appetite should be zero. However, as we saw in the introduction, new technologies have embedded some risks
innovative nature so the Bank willingness to haeeitting-edge technology leads to define a risk appetite, even if unintentiond

STEP 4: Security testing
From a preventive point of view, it is fundamental to carry out testing campaigns on ICT infrastructures to assestighe@
from cyberattack.

Although this is not the place to deep dive into the testing typologies and how they should be performed, we would:#ke
what was said in the opening of this chapter: testing activities should not only involve the Bank ICT security funtgbiosid
also actively involve the risk management as they provide realistic evidence of the Bank exposure to ICT Risk andadtsab
resilience.

¢ Digital Operational Resilience AdEuropean Parliament, 2022
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STEP 5: Mitigation plan

With the outcomes from the testing activities and additional evideyatbsred over time, banks must activate a remediation p
address the identified weaknesses: priority should be given to those activities that most mitigate the impacts of
cyberattack.

As ICT Risk is a part of Operational Risk, this planididde integrated in the operational mitigation plan, giving value to pos
synergies

STEP 6: Monitoring
Some institutions already have dashboards for technical monitoring of application security: the most effective way tdahieip
operational reéfience is to evolve these dashboards by integrating newbeskd metrics.

Evolving current dashboards instead of creating new ones not only has time and cost advantages, but also ensurdgs
monitoring: keeping technical security dashlisarseparate from risk dashboards would in fact lead to inconsisten
unambiguous monitoring.

5. Data Management Framework

The availability of highquality data is very important both to define new digital strategy and to predispose effectiv
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Management analysis with meaningful Key Risk Indicator (KRI). In fact, every financial service or industrial activityegeafrat

big amount of data; however, a stiidgtimates that less than 40% in the best case or even less than 30% of these
companies to create business insights or key indicdtomsder to guarantee the data availability, it is important to ensure als
security of dataln detail, the critical components are the following:

X Confidentiality of data: Data need to bmaintained confidential and protected from unauthorized access; they also nee
encrypted if they are personal, also in consideration of GDPR regulation.

X Integrity : data need to be integer as they are acquired and captured in the system the fittsistimmalso connected to the
point of ensuring high quality data.

x Availability : data need to be accessible only to the authorized persons, but data need to be accéssble on

However, this is only the starting point to have higlality data availale, since it is fundamental also that data are of-hjggity
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to use it for Business analysis. So, to define an effective Data Management framework, an important part is represedizid by th

quality controls that need to be performed to ensure it.
In more detail, thénigh-quality data assurancecould be achieved by implementing the following controls:

X Zero values checkit checks for the anomalous presence of zero values, in cases where the zero value does not belo
domain.

X Univocity checks:it checksthe uniqueness of some variables, both singularly and in tuple; it is essential to avoid data
duplicates and any potential relation between them.

X Anomalies: verification of possible anomalies on data with respect to the context in which they @pgeatata equal to the
one of the previous periods in the case it was expected to change or the opposite).

x  Discontinuity in historical series:it checks on the trend of the data historical series to identify discrepancies or jumps
numbers.

X Accuracy: it aims at calculating percentage of values to check if this percentage is outside the variable domain (out o

X Missing data: it checks on the completeness and availability of the input data.

Finally, it is important to protect all these datarfr the possibility to lose them, that could come both from internal issues
physical damage of the hardware in case are not on the cloud) and from external sources (e.g., cyberattacks). Sométbgd
important components to protect the seguoitdata are the following:

x Access limited through authentication rules:segregation of the access to the data on the basis of functions, responsib
etc.;

x Change traceability: traceability through logs of all the changes made to the(daja who has done it, when, how was thg
previous datum);

X Secured backup of the data backup of all the relevant information and storage in a secured location.

6. Impact of the cyberattacks

The increased amount of available data has increasedtémion to the possibility of the cyberattacks and their impacts.

A study of Morningstar Sustainalytftshows that there has been an increase in the frequency and in the impact of the cybe
In detall, this study shows that cyberattacks haveachmmong others, on the following aspects:

X Share price on the market
x ESG Ratings.

1https://www.forrester.com/blogs/hado@edatasdarling-for-a-reasonf
S0RUQLQJVWDU 6XVWBODEWORWEFBAHUDKMHNVDFNY RQ VWRFN SULFHV® 2FWREHU
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The study shows that there is a drop of around 2.3% on average compared to the index (S&P500 in this study) perforen
first 4 days after the news of successfulayttacks with a consequent increase in the volatility of stock prices.

The same study shows also that the portfolio of companies that has had-attadleshows an annualised return of around
less that the reference index.

The high level of impact on stock prices shows the importance of having a Digital/ICT Risk&Governance framework in
order to prevent cyberattacks and limits its impact in the case it happextkition, the same study indicates also that compi
that have implemented more rigorous Data Protection and Security Programmes are more prepared to deal with cykidsg
will lead to a double positive effect: one on the stock price and the other one on ESG Ratings. In fact, one methodtddgy
define the ESG rating is a score model based on each of the three dimensions: Environmental, Social and Governanseds
in the previous chapter, the cyber incidents have a high probability of negative impact on stakeholders and esp
shareholders; this is also one of the factors considered to define the Governance score inside the ESG Ratings. Ithpavtidu
impact the secondimension of ESG rating methodology adopted by Morningstar Sustainalytics: the management assthes
exposure to ESG risk

7. The importance of digital strategy alignmentwith the business strategy

As discussed above, thiechnology infrastructure has becometrategic for the financial services institutions, since it allowg
transform a big amount of raw data into analytics and visualization in order to have business insights.

Business insight could be obtained both witiditional IT models with a formula developednd considered inside the code
through thenew IT modelssuch as Generative Artificial Intelligence (Natural Language Processing, Machine Learning, €|
HI[DPSOH RI WKH SRWHQWLDOLW\ RI WKH *HQHUDWLY%H $UDWL HHHD OV KR ¢
diffusion of ChatGPT, an Al that is able to answer to questions with indistinguishable fikenantputs.

However, since all these models need a strong technological infrastructure to work it is important that feraresaliastitutions
consider their Digital Strategy together their Business StrategyThe first point to highlight is the fact that Digital Strategy is
the IT Strategy, but a more widespread concept; in fact, the digital strategy cohsieis leveage on technology evolution tg
meet the business goaldn fact, digital technologies have changed the way we communicate and now customers expeq
personalized experience and instant gratification.

Furthermore, a Digital Strategy aligned with besis strategy and connected with an effective execution plan will most likely
to improve internal collaboration through different teams and it wbwéhk the silos to have a more holistic view of th
company.

On the other side the increase in dig#ation will bring also an increase in the Digital Risk of cyberattack, so it is import:
align also aRisk Management Strategy together with the Business Strategy and the Digital Strategin detalil, it is importan
to define aresilient ICT Risk Management framework (see paragrap).

8. Conclusion

In this paper we have seen how technology evolution is pervasive in the financial sector and has become a strategic ras
the deep changes in the core business and in the organizatiofirafradlal institutions.
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Technology brings new risks that must be addressed with ebaisid approach from both regulatory, organizational,|and
cybersecurity perspectives. This new approach is made possible only in light of a shift in the cultural phicEdigquires ney
forms of collaboration, especially between Risk Management and ICT Security units.

=

New frameworks are required from the point of view of organization, governance, risk management and data management be
there is only one certaintyKH TXHVWLRQ LV QRW 3LI LW ZLOO K Dsb $dd @cedBX W réatif forQhd nixtZ |
cyberattack and the sooner the financial institutions adopt the appropriate frameworks, the lower the impacts will be.

This readiness could be reachedbtighintegrating Risk Management Strategywith Digital Strategy and Business Strategy
since one of the points is the mitigation of cyber risk through having a wide data management framework that inclugethapt onl
high-quality data checks, but alscetuarantee of confidentiality, integrity and security of the data.

In fact, it is becoming every day more importantteak down the silosand to consider the activities insidec@amprehensive
view of thecompany.
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