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Abstract  

The work provides a method for classifying blockchains and crypto-assets, facilitating their comparison for business and regulatory 
purposes. Blockchains - and more generally systems based on Distributed Ledger Technology (DLT) - adopt different technologic 
configurations, each distinguished by the activities performed, technical characteristics, and governance structures. Particular 
noteworthy is the difference between some DLTs, which integrate automated organizational procedures with traditional decision-
making processes, and others that adopt entirely algorithmic governance. Equally complex is the task of identifying types of crypto-
assets, also known as digital tokens, generated and transferred through this technology. The work outlines the primary characteristics 
of DLTs and crypto-�D�V�V�H�W�V���� �X�W�L�O�L�]�L�Q�J�� �µ�V�Z�L�W�F�K�L�Q�J�� �F�L�U�F�X�L�W�V�¶�� �W�R�� �Y�L�V�X�D�O�O�\�� �U�H�S�U�H�V�H�Q�W�� �R�U�� �H�[�S�U�H�V�V�� �W�K�H�P�� �L�Q�� �D�� �V�L�P�S�O�H�� �I�R�U�P�X�O�D���� �7�K�H�� �S�U�R�S�R�V�H�G��
methodology, applicable both in the EU and in the US, untangles a given DLT/crypto ecosystem and reassembles it through logic 
maps, facilitating the identification of the technologic, economic, and legal features and overcoming the risk of a rigid and easily 
outdated taxonomy. The ultimate purpose of the paper is to propose a working method capable of accommodating every possible 
configuration of DLT and digital token and their potential evolutions. Practical examples of regulatory application and two case studies 
(Ethereum and Polkadot) are provided.  

JEL codes:��E42, G21, K23, O33, L86, M15. 
Keywords: blockchain, DLT (Distributed Ledger Technology), crypto-assets, decentralized finance (DeFi), banking and financial 
regulation. 

1. Introduction 
Distributed Ledger Technology (DLT) is a computer system that enables the functioning and use of shared electronic records by 

synchronized electronic devices (nodes) through the use of a consensus mechanism. Blockchains are a subset of DLTs, possessing 
two additional properties: (a) their ledger is structured in the form of transaction blocks (which constitute the elementary units for 
updating the ledger�¶s state), and (b) the blocks are chained together through the use of specific cryptographic functions, allowing the 
ledger to be updated by adding new data without modifying previous blocks. In the following, the two terms will be used 
interchangeably, as commonly used. 

Identifying the characteristics of decentralized finance (DeFi) systems, which encompass financial services built on decentralized 
technologies such as blockchains, poses a significant challenge (2). These include the degree of openness of the computer protocol to 
the public, the presence or absence of a governance structure predefined by the algorithm, the degree of interoperability with other 
blockchains, and the ability to support a wide range of activities efficiently, securely, and flexibly.  

Equally complex is the precise identification of types of crypto-assets (also known as digital tokens) generated and transferred 
through this technology. They can be fungible, transferable, traded bilaterally or through a multilateral market, assignable to the holder 
through a random or deterministic process, and finally, possess rights or claims, or lack them.  

The purpose of this work is to provide a tool for representing the technologic characteristics of a blockchain and its related crypto-
assets. The use of logic circuits (or �³switching circuits� )́, allows the description of blockchains, including various bodies or collective 
systems of management and operational control (developers, technical committees, executive committees, etc.), even in mixed 
configurations that are difficult to classify into traditional permissionless and permissioned categories (3). The work also facilitates 
the identification of various types of tokens and their possible hybrid forms from a legal perspective. This should support their 
classification within the regulatory systems of different jurisdictions, including Europe and the United States. We believe that the 
proposed methodology could facilitate the issuance of guidelines or technical standards, for example, in the EU, by the European 
Securities and Markets Authority (ESMA), following the provisions of the Regulation on Markets in Crypto-Assets (MiCA) and the 
Digital Operational Resilience Act (DORA). 

The proposed methodology is multifactorial and fully flexible; it does not rely on a simple taxonomy, but takes into account various 
qualifying factors. In doing so, regulatory arbitrage risks arising from overly rigid or restrictive approaches, such as 'closed lists' of 
identification, should be reduced. Finally, the purpose of the work is not to analyze the risks of blockchain or crypto-assets, but rather 
to identify the variables that could be useful for discriminating and identifying differences that might be helpful for this purpose. 
Furthermore, this paper introduces the fundamental difference between governance tokens and management (or administrative) 

 
1 The views expressed are individual and do not bind the associated institutions. While this paper represents a collaborative effort by all authors, 
sections 5, 5.1, 5.2, and 5.3 are attributed to Guido Befani, whose contribution has been developed within the interdisciplinary reflections of the 
international research project���� �³�'�L�J�L�W�D�O�L�]�D�F�L�y�Q���� �6�R�V�W�H�Q�L�E�L�O�L�G�D�G�� �\�� �'�H�U�H�F�K�R�V�G�H�� �O�R�V�� �&�L�X�G�D�G�D�Q�R�V���&�R�Q�V�X�P�L�G�R�U�H�V�� �H�Q�� �H�O�� �6�H�F�W�R�U�� �)�L�Q�D�Q�F�L�H�U�R�� ���3�,�'��������-
128447OB-�,�����������I�L�Q�D�Q�F�L�D�G�R���S�R�U�H�O���0�&�,�1�����$�(�,�����)�(�'�(�5�����8�(���´���O�H�D�G���E�\���W�K�H���8�Q�L�Y�H�U�V�L�W�\���R�I���9�D�O�H�Q�F�L�D�����X�Q�G�H�U���W�K�H���V�F�L�H�Q�W�L�I�L�F���V�X�S�H�U�Y�L�V�L�R�Q���R�I���3�U�R�I�H�V�Vor Beatriz 
Belando Garìn. The paper was presented at the Artificial Intelligence in Banking and Capital Markets conference, hosted by the University of Rome 
'La Sapienza' - Centre of the European Commission Faculty of Economics, Rome, on December 11th and 12th, 2023. The authors express their 
gratitude for the comments received during the event. Special thanks are extended to Prof. Silvio Micali, Parma Bains, �)�H�G�H�U�L�F�R���'�¶�$�Q�W�R�Q�L����Josh 
Miller, and Ricardo De Bonis and for their invaluable suggestions. The authors remain responsible for any potential errors or omissions. 
2 See, Auer et al., (2023); ESMA (2023). 
3 On these aspects, and more generally on the governance of blockchains, see (Gola, et al., 2023a). 
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tokens; the former confer rights (implicit or explicit) to the owner for the management of the DLT and potentially also associated cash 
flows; the latter only provide the authority to administer it in ordinary management. The paper emphasizes that only an integrated 
analysis incorporating technologic profiles, which are typically overlooked by regulators, can properly make this distinction.  

The structure of the work is as follows: First, the main characteristics of blockchains are presented (paragraph 2). They are: 
consensus protocol, degree of decentralization, type of settlement; distinction between 'native' and 'non-native' tokens, irreversibility, 
blockchain upgradability, distinction between algorithmic (on-chain) and traditional (off-chain) governance, interoperability, 
traceability, transparency, privacy, notary functions, scalability, and finally, environmental efficiency. A logic map is then provided 
to identify various types of blockchains (paragraph 3): the above-mentioned characteristics are aggregated through a logic map along 
three sets of features: type of activities and functions performed; level of decentralization; type of governance, including the distinction 
between mechanisms for updating and managing the blockchain. After analyzing the blockchain, the paper moves on to crypto-assets 
(paragraph 4). In particular, after introducing the main characteristics of tokens (fungibility, transferability, negotiability), their 
functions are analyzed: purely speculative (s. 4.1), allocative and governance (s.4.2) and monetary (s.4.3). This section also discusses 
the peculiarities of 'stablecoins' and their criticalities. A legal analysis is then proposed (paragraph 5) aimed at capturing the approaches 
followed in various jurisdictions (mainly the EU and the USA) leading them to a coherent and compatible framework. In particular, 
after illustrating the definitions adopted in Europe by the MiCA regulation (s. 5.1), a broader framework is proposed (s.5.2), which 
includes aspects not addressed by MiCA and which links to the notion of 'financial instrument' adopted by MiFID II (based on a 
'closed list' of instruments), with other European regulations (AML/CFT, Pilot Regime, PSD2, etc.). The same analysis is done for the 
notion of 'public offering of financial investment,' particularly with reference to the USA legislation, mainly based on Howey's texts 
(s.5.3). The work then introduces a second logic map for digital tokens (paragraph 6), able to integrate in a granular yet coherent 
manner all the above-described elements. Finaly, a regulatory application (paragraph 7) illustrates the use of �µswitching circuits�¶ in a 
regulatory context, integrating the two maps (one for DLT and the other for digital tokens) into a single logic formula. After providing 
some final remarks, the methodology has been applied to case studies (Ethereum and Polkadot) (Annex). 

2. Main Characteristics of a Blockchain 
A blockchain is characterized by the following aspects: a high degree of decentralization (the raison d�¶être of this technology); 

efficiency (technologic, economic, and environmental); system robustness (reliability, integrity, and resilience to external attacks 
through the use of cryptographic techniques). There are various trade-offs among these three sets of features. In particular, a very high 
degree of decentralization is often less efficient, while a reduction in the degree of decentralization is often associated with lower 
system robustness. These configurations reflect the needs and functionalities that the system must support. Before moving on to the 
description of the logic map capable of representing such configurations, it is useful to provide some information about the technical 
characteristics of blockchains (4).  

First and foremost, it is important to consider three aspects:  

i) Type of activities carried out by DLT. Some examples include the setting up of a shared ledger, the ability to perform settlement 
activities (deterministic or probabilistic), the ability to deploy smart contracts (5), the creation of tokens with specific characteristics, 
etc. 

ii) Type of editing of the DLT algorithm: backward compatible v. non-backward compatible. As we will see below, in the first 
case, editing involves ordinary, purely administrative activities of the shared ledger, such as code corrections (bugs) or non-disruptive 
improvements without significant effects for participants. In the second case, it involves non-ordinary corrections with significant 
impacts, even economic ones, for users.  

iii) Type of governance (on-chain or off-chain) and voting rights. In the case of entirely on-chain governance (or fully algorithmic), 
the computer protocol predefines decision-making methods, coordination of designated entities, incentive and delegation mechanisms. 
In the case of off-chain governance, decisions are made through traditional governance processes, taking into account the powers and 
voting rights of participating entities (nodes) or group of entities (a consortium or federated system). In reality, there is often a mix of 
on-chain and off-chain governance.  

Below, we disentangle these elements and, through the use of a logic map (or switching circuit), reassemble them in a manner 
adaptable to any possible blockchain configuration. In this process, it is essential to simultaneously consider the technologic, economic 
and legal nature of DTLs and related tokens, as we will see later on. 

Let�¶s now examine the components of a DLT: 

Consensus Protocol: Firstly, it is necessary to mention that in blockchain systems there is a close relationship between 
decentralization and mutual trust. In a centralized system, a reliable agent accepted by all participants is required to perform a shared 
function (for example, in finance, clearing and settlement functions by a central counterparty), while a decentralized open system 
requires an algorithm (called consensus protocol) capable of achieving the same result without relying on mutual trust among 
participants. 

An architecture of this kind is a distributed system composed by nodes (6) that interact with each other according to specific 
properties and need to agree on the final state of a public ledger (7). Therefore, decentralization could be defined as the ability to build 

 
4 On blockchain technology (Yaga, et al., 2018), and its implications (Bains, P., 2022). On the crypto-assets ecosystem, see (BIS, 2023). 
5 Smart contracts are self-executing pieces of codes that fulfil the terms and conditions of a transaction in an automated manner.  
6 A node refers to a device or a computer application that is part of a network and holds a partial (light node) or complete (full node) copy of the 
records of all operations executed through the distributed ledger. Nodes are anonymous or pseudonymous (identifiable through specific investigations 
on the IP address), numerous, and often equal.  
7 The consensus protocol of a blockchain is a set of mathematical and cryptographic rules aimed at ensuring agreement among a sufficient number 
of nodes on the �³state�  ́of the system (e.g., the state of updating a ledger of economic transactions).  
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a state of mutual trust among parties who do not know each other without resorting to a trusted third party. In circumstances where it 
is not possible or desirable to identify one or more actors who can act as trusted third parties to manage the system on behalf of 
participants, blockchain architectures offer a valid solution.  

In the field of computer science, since the 1980s, the challenge of achieving consensus among different actors has been framed as 
determining how to reach a �³state�  ́of synchronization (a �³consensus� )́ among a discrete number of autonomous systems (nodes) with 
a certain degree of tolerance. The objective was to establish under which conditions the system could operate correctly even in the 
presence of a certain number of nodes exhibiting anomalous behaviours (malfunctioning or resulting from malicious activities). It has 
been demonstrated that there are critical tolerance thresholds (for example, 2/3 of nodes operating correctly at a given moment) above 
which the system continues to function correctly as a whole (Lamport, et al., 1982). 

One of the innovations introduced by the Bitcoin blockchain, thanks to the consensus mechanism known as Proof-of-Work (or 
Nakamoto�¶s protocol), was to show that it is possible to achieve �± albeit probabilistically �± a substantially similar result (i.e., consensus 
on a shared ledger) even in an open peer-to-peer system without requiring explicit communication among participants identified in 
advance (8). In DLTs adopting Proof-of-Work (PoW) consensus mechanisms, the consensus-reaching process is configured as a 
competition to solve a computationally expensive cryptographic problem; this corresponds to a high computational and, consequently, 
economic cost. 

This computational cost discourages potential malicious participants to perform a so-called sybil attack (9).  Notably, the 
cryptographic problem involved is deliberately designed to be difficult to solve but easy to verify. This characteristic ensures that 
while participants engage in a competitive race to find a solution, the verification of the correctness of the solution by all participants 
is a quick and straightforward process, contributing to the security and efficiency of the consensus mechanism. The goal of 
uncoordinated cooperation among nodes that are not pre-identified is, therefore, achieved through an economic incentive assigned to 
actively participating nodes in the process (the so-called miners), resulting in the creation of a non-duplicable message (a pre-defined 
number of native tokens, for example bitcoins) awarded to nodes winning the competition to solve the aforementioned cryptographic 
problem. The incentive system is based on the assumption that the token has an economic value connected to its scarcity, since the 
maximum number of producible tokens is predefined by the algorithm. 

The algorithm is designed to �³align incentives�  ́among nodes (or group of nodes called mining pool10), meaning that it is more 
advantageous to behave correctly than to attempt to compromise the network�¶s integrity. There is a wide variety of consensus protocols 
(in addition to Nakamoto�¶s proof-of-work, there is proof-of-stake, delegated proof-of-stake, pure proof-stake, proof-of-authority, etc.) 
(11). Each uses different incentive mechanisms and �³voting�  ́methods. In particular, the proof of stake (PoS) model is based on the 
idea that the more stake a user has invested into the system, the more likely they will want the system to succeed, and the less likely 
they will want to subvert it. Stake is often an amount of cryptocurrency that the blockchain network user has invested into the system 
(through various means, such as by locking it via a special transaction type, or by sending it to a specific address). 

Permissionless, Permissioned, and Hybrid: There are different types of blockchains, classifiable into three broad categories: 
permissionless, permissioned, and hybrid. Permissionless blockchains are managed through a network where all participants (single 
nodes) may �S�H�U�I�R�U�P�� �D�O�O���U�H�O�H�Y�D�Q�W���D�F�W�L�Y�L�W�L�H�V���� �U�H�D�G�L�Q�J���� �D�G�P�L�Q�L�V�W�U�D�W�L�Q�J�� ���H�G�L�W�L�Q�J������ �D�Q�G���³�J�R�Y�H�U�Q�L�Q�J�´ the distributed ledger. Permissioned 
blockchains require permission or authorization to perform the above-mentioned activities or subset of activities. Hybrid blockchains 
combine elements of both: in this case, only a subset of nodes has the power to perform the above- mentioned activities, or a subset 
of them (see Table 1). Blockchains are called public when access for performing some activities is not limited to authorized nodes, or 
private otherwise. As we will see extensively later on, access restrictions can be dictated by traditional (off-chain) or algorithmic (on-
chain) governance rules. 

Deterministic or Probabilistic Settlement System: The consensus mechanism of the protocol that regulates the creation and 
finalization of transactions can be deterministic or probabilistic. In a blockchain with a probabilistic consensus system, such as Bitcoin, 
once a block is propagated, it waits for confirmation. As more blocks are added to the chain, the probability of that block being 
changed decreases. In this way, the blockchain becomes more secure and reliable over time (usually a few minutes). In a blockchain 
with a deterministic consensus system, the transition is valid and final when a certain consensus threshold among identified nodes is 
reached (for example, two-thirds of properly functioning nodes at a given moment). Subsequently, each network node updates its 
ledger simultaneously, as in traditional payment systems.  

Native and non-native tokens: In this work, we use the term crypto-assets (or tokens) to refer to any digital representation of 
value transferable through this technology. It is important to distinguish between native and non-native tokens.  

Native tokens are generated by the blockchain, and are used to operate on it, for instance to pay transaction fees and transfer digital 
tokens. They are �³intrinsic�  ́to the underlying protocol and form an integral part of the system�¶s functionality. These tokens allow for 

 
8 The term peer-to-peer refers to a distributed computer system in which all nodes perform the same functions on an equal footing. This system 
contrasts with client-server architectures, where some nodes take on the role of service providers (the servers), and others act as users (the clients). 
The latter model is the most common in the development of distributed computer applications, while the former is historically known for its use in 
platforms for data sharing and exchange. 
9 A sybil attack is a type of attack on a computer network service in which an attacker subverts the service�¶s reputation system by creating a large 
number of pseudonymous identities and uses them to gain a disproportionately large influence. 
10 A mining pool is a collaborative group of cryptocurrency miners who combine their computational resources over a network in order to increase 
the chances of successfully mining a block and receiving rewards. When a block is successfully mined by any participant in the pool, the rewards 
are distributed among all the contributors based on their contributed computing power or the number of shares they have submitted. Joining a mining 
pool does involve relying on a central entity (the pool operator). These entities provide the infrastructure and coordination needed for miners to work 
together effectively. Some of the well-known mining pool operators include companies like F2Pool, Slush Pool, Antpool, and others, depending on 
the cryptocurrency being mined. 
11 For a description of the main consensus mechanisms, see: Yaga et al. (2028) 
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updating the blockchain and serve as a means of facilitating and securing transactions within the network. Examples of native tokens 
include BTC on the Bitcoin or ETH on the Ethereum ledger. 

Non-native tokens operate as smart contracts atop the blockchain (as a second layer). These tokens adhere to a standardized set of 
rules, allowing for compatibility across various decentralized applications (DApps) within the ecosystem. On the Ethereum 
blockchain, the two primary token standards for non-native tokens are the Ethereum ERC-20 and ERC-721, which respectively define 
a common interface to create fungible tokens and non-fungible tokens (NFTs). Unlike native tokens, ERC-20 tokens are not directly 
integrated into the blockchain�¶s core protocol but leverage the existing infrastructure for their functionality. 

It�¶s worth noticing that Bitcoin has also evolved to support simple smart contracts, allowing for more advanced functionality 
beyond its original use case. Despite these advancements, Ethereum stands out for its comprehensive smart contract capabilities, 
enabling the creation of intricate decentralized applications. Ethereum�¶s ERC-20 tokens, for instance, showcase the platform�¶s 
versatility by facilitating a wide array of use cases, giving them a broader utility value compared to Bitcoin�¶s native token. While 
Bitcoin�¶s pure token remains fundamental to its role as digital cash, Ethereum�¶s ERC-20 tokens exemplify a more expansive and 
adaptable ecosystem within the blockchain space. 
 

Table 1 �± Role of nodes and type of activities 

Bitcoin (1) Nodes: level of authorisation  

Activit ies performed 
Unrestricted 
access to all 

nodes 

Limited access for 
authorized nodes  

Reading Yes No 
Administrating (2) Yes No 
Governing (3) n.a. No 

   

Ethereum (1) Nodes: level of authorisation  

Activit ies performed 
Unrestricted 
access to all 

nodes  

Limited access for 
authorized nodes  

Reading Yes No 
Administrating (2) Yes (1) No (1) 
Governing (3) No Yes 
(1) = standard configuration  

(2) = transactions validation or backward-compatible editing of the DLT 
(es. fixing a �³bug� )́ 
(3) = non-backward-compatible editing of the DLT (es. change of the 
consensus mechanism)  

 

Irreversibility of Transactions:  This characteristic directly stems from the �³append-only�  ́nature of blockchains, i.e., the ability 
to update their state only by adding new information (new blocks) and never by deleting or modifying previously added information 
(blocks already part of the chain), unless a parallel blockchain is created through a fork. Since the only way to update the ledger is by 
adding new transactions, once a transaction is included, it becomes immutable. Immutability is a double-edged sword: on one hand, 
it makes it difficult to alter/falsify on-chain data, making public and permissionless (12) blockchains very interesting architectures for 
building systems resistant to external attacks; on the other hand, in the case of incorrect transactions (e.g., payments made to incorrect 
addresses), it is impossible to correct errors without the cooperation of third parties. Since a transaction cannot be deleted, the only 
way to nullify its effects is to create a new one that is equal and opposite. Permissioned blockchains, having the ability to coordinate 
a subset of authorized and therefore identifiable nodes, can more easily address this issue. 

Blockchain Update and Hard Fork Risk: Like all software, blockchains require updates to add features, fix programming errors, 
and reduce vulnerabilities. These updates can be problematic in the absence of a centralized decision-making process. Two aspects 
need consideration: the types of improvements needed and what happens in case of disagreement among active nodes (full nodes). 

Updating a blockchain involves modifying the software code (the main blockchain or native protocol) while preserving the history 
and integrity of the distributed ledger. There are various types of updates. Some are simple programming error fixes and are backward-
compatible, while others are more significant changes, such as block size validation, validator fees, or structural changes to the 
consensus protocol. 

In open-source systems, more radical change proposals with economic implications for participants can lead to divergent views. 
In permissionless blockchain systems, if there is no agreement, a group of nodes may decide not to update the software. In this case, 
those opposed (often a minority) can continue to use the old standard, creating a �³fork� :́ if the new software is incompatible with the 
old one, a blockchain split occurs, a process called hard forking. Two networks are then created, each with its followers (nodes, end 
users) and its own token. The price of the new token reflects the market�¶s preference for the two standards, rewarding the one 
considered more valid (a concrete example is the split of Bitcoin into Bitcoin Cash or Ethereum into Ethereum Classic). Notably, in 
some cases, a fork can be beneficial for the system, introducing innovations and improvements. Moreover, it can have positive effects 
on the price dynamics of the two new tokens, offering opportunities for value creation and diversification. Furthermore, during a hard 

 
12 In the case of private and permissioned blockchains, the presence of one or more platform-managing nodes with a supervisory role �± technical or 
business �± makes it easier to manage these scenarios, intervening to remedy errors in some way. 
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fork, participants often acquire tokens from both the original and the forked blockchain. If the modification is backward-compatible, 
and only some nodes need to be updated, it is called a soft fork. In these cases, nodes that do not update the protocol can still participate 
in the network, although they may not have access to the new features introduced by the minor update. Soft forks do not create a 
blockchain split. 

A non-forkable blockchain does not allow nodes to change the consensus rules of the network unless there is a procedure allowing 
the blockchain to be modified in predefined ways. For example, in the case of Polkadot, network nodes have the computational 
characteristic of being able to follow protocol rules without saving them on the node itself. The protocol rules are directly stored on 
the Polkadot blockchain, which can only be updated through on-chain voting, and then read by various nodes that can only execute 
the rules. If blockchain variations are backward-compatible, the likelihood of a hard fork is much lower.  

Non-�Y�X�O�Q�H�U�D�E�L�O�L�W�\���W�R���³�D�F�F�L�G�H�Q�W�D�O���I�R�U�N�V�´: This event occurs when there is a temporary divergence in the blockchain's transaction 
history due to conflicting blocks being added to the chain by different nodes or miners. This can happen due to network latency. 
During such forks, the principle that every asset has a single owner could be violated; it is, therefore, fundamentally important in 
finance. Indeed, one of the major concerns during a fork is the potential for double spending; if different branches of the fork accept 
conflicting transactions, it may be possible for a user to spend the same cryptocurrency units twice, exploiting the inconsistency in the 
network. Algorand is among the few blockchains designed to prevent "accidental forks", while remaining in a permissionless setting.  

On-chain (algorithmic) and Off-chain (traditional ) governance: On-chain governance processes are defined as a set of rules 
related to the governance of the blockchain written in the native protocol. These complete algorithmic governance processes can 
change the protocol rules according to predetermined forms and methods. In this context, rules related to voting mechanisms, block 
or transaction sizes, and interface methods (API/RPC) could, for example, be decided and directly inscribed in the protocol. The 
decision-making process is predefined and immutable. Decisions proposed, for example, by developers operating on the network, are 
made through referendums according to procedures established by the computerized process. There may be supervisory bodies, 
committees, aggregation groups, but such bodies do not have power over the final decision (see the Polkadot case in the Annex). 

Off-chain governance processes are not directly written into the native blockchain protocol but interact with it after performing 
organizational or decision-making functions outside of it. As in the previous case, there may be technical committees or bodies, but 
decisions take place off-chain, as in a traditional organizational structure. Understanding these decision-making processes, power and 
responsibility allocations, delegation mechanisms, etc., is crucial. Indeed, at the off-chain level, opacity, fragility, distortions 
(including excessive concentration of power) can occur, as the operational mode does not guarantee the transparency levels of on-
chain automated processes. On the other hand, off-chain processes have the advantage of being able to rely on traditional corporate 
governance safeguards, including the allocation of responsibilities and accountability (see the Ethereum case in the Annex). 

Interoperability:  In addition to aspects internal to the structure of a given blockchain (degree of openness to participants, 
management and control methods of the protocol, security, etc.), an efficient ecosystem must have technologic characteristics that 
allow different blockchains to �³communicate� ,́ interface, and be interoperable. Interoperability must involve both processes and data, 
including those from external systems (so-called oracles). This aspect is not only crucial to avoid fragmentation between systems that 
should interact efficiently but also to maintain high market contestability (access by potential entrants even in the presence of scale or 
network economies). When interoperability is not initially designed in the blockchain architecture, it is often achieved through smart 
contracts known as bridges. These bridges act as connectors between different blockchains, facilitating the exchange of information 
and assets, and enabling a more seamless interaction between disparate blockchain networks. 

Traceability, transparency and privacy: These aspects refer to the property that on-chain recorded data (through the native 
protocol) must be accessible and verifiable, preserving, however, privacy. Transparency is essential to support trust in the security of 
the system: each node is autonomously capable of inspecting and verifying the validity of blocks and transactions, without the need 
to rely on a third party to do so. This means that any transaction on a public blockchain can be inspected for forensic purposes by 
analysing the information stored on the shared ledger (see below). On the other hand, this also implies that to preserve privacy on a 
public blockchain, additional techniques are necessary (13). Moreover, as the size of the blockchain grows, it becomes more 
burdensome for a node to download the entire history of the system. Only nodes with expensive and dedicated hardware and software 
devices (called full nodes) have the capacity to verify the truthfulness of all transactions. 

Identification of the End User and Nodes - The identifiability of both the end user (e.g., one who purchases a crypto-asset) and 
those validating transactions is an aspect with clear implications for combating illicit activities. In the presence of a permissioned 
blockchain and/or a centralized entity like a crypto-asset service provider (e.g., an exchange or a wallet provider), it is possible to 
identify users. It is different when operating through a peer-to-peer permissionless blockchain or an unhosted wallet. In this case, the 
only publicly available information is the wallet address (a string of numbers and letters), and only through market intelligence or 
police investigations is it possible to attempt to identify the owner of the crypto-assets. There are also algorithmic systems (so-called 
mixers or tumblers) that make it complex to associate the wallet with its owner or crypto-assets (such as Monero), where it is not 
possible to link two transactions or determine the source or destination of funds (not even as a public address). 

Certification Function: A crucial aspect concerns the potential ability to provide �³legal certainty�  ́to the information recorded in 
various transactions (so-called notarization). This issue is particularly complex, especially in light of the effects of European provisions 
that introduce a legal framework for secure electronic identification, the recognition of electronic signatures, and related trust services 
within the EU (the eIDAS Regulation - Electronic Identification Authentication and Trust Services, EU Regulation No. 910/1014). 

In particular, Article 41 of the regulation grants the following legal effects to blockchain records: 

 
13 There are companies dedicated to this sector, known as �³blockchain forensics,�  ́ with the most notable being probably Chainanalysis 
(www.chainanalysis.com). Achieving strong privacy goals, however, requires the adoption of specific techniques, also known as Privacy Enhancing 
Techniques (PETs); for a detailed description of these techniques focused on digital payments, see (ECB, Bank of Japan, 2020). 

http://www.chainanalysis.com/
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1. The legal effects and admissibility as evidence in legal proceedings cannot be denied to electronic time-stamping solely 
because of its electronic form or because it does not meet the requirements of qualified electronic time-stamping. 

2. Qualified electronic time-stamping enjoys the presumption of accuracy of the date and time it indicates and the integrity of 
the data to which that date and time are associated. 

3. Qualified electronic time-stamping issued in one Member State is recognized as qualified electronic time-stamping in all 
Member States. 

In this sense, notwithstanding other legal challenges (14), the issue of guaranteeing the trustworthiness and authenticity of the 
substance of the data transcribed on the blockchain remains legally unresolved. The legal effects apply primarily to the �³registry�  ́
container and �Q�R�W���W�R���W�K�H���³�U�H�J�L�V�W�H�U�H�G�´���F�R�Q�W�H�Q�W����15). 

Scalability: Another crucial aspect that has led to the development of complex blockchain configurations is scalability. This is 
defined as the system�¶s ability to process a high number of transactions per unit of time and by numerous nodes (16). In this case, there 
is a trade-off, commonly referred to in the literature as the �³blockchain trilemma,�  ́as it is challenging to have a blockchain that 
simultaneously achieves scalability, high decentralization, and security (17). Since scalability is a necessary characteristic for various 
practical uses of blockchains, especially in public and large-scale environments, different solutions have been proposed to address the 
problem. Broadly, these solutions can be grouped into two categories: (i) �³on-chain�  ́or Layer 1 solutions (where Layer 1 is the ledger 
itself), involving modifications to the blockchain by upgrading the underlying ledger �± for example, supporting larger block sizes or 
different consensus algorithms than the original; (ii) �³off-chain�  ́solutions, involving the addition of layers on top of the base ledger �± 
for example, solutions based on Layer-2 networks or those involving the creation of side-chains (18). 

Environmental Efficiency: Another aspect concerns the poor energy efficiency of blockchains based on the proof-of-work (PoW) 
consensus mechanism. The issue is well-known, and it is not necessary to delve into it here (19).  The crucial point is that the transition 
to more efficient and environmentally friendly technologic systems (e.g., based on proof-of-stake or proof-of-authority) requires a 
governance system capable of managing this transition. Alternatively, off-chain processes must be used, which, in turn, need to be 
managed and monitored. 

3. Logic Map for Classifying Blockchains 
We have observed that blockchains can possess highly diverse technical features to address various scalability, efficiency, security, 

and immutability requirements of the shared ledger. We�¶ve referred to three major classes, permissionless, permissioned, and hybrid: 
this last class reflecting a broad spectrum of configurations where certain nodes, users or administrators, have restricted or special 
roles. There are also blockchains with various decision-making and control bodies (which can operate on-chain or off-chain). How 
these powers are allocated, what the decision-making rules are, and to what extent some nodes are accountable for their actions are 
crucial aspects of a clear and well-designed governance structure. The type of activity the blockchain must perform, either directly or 
through parallel protocols, and the degree of decentralization are relevant considerations. To achieve this, it is necessary to clearly 
identify various types of blockchains, taking into account different technical, economic, and governance characteristics. 

3.1 Various Types of Blockchains and Their Governance Structure 
Below, a logic framework inspired by logic circuits is provided, capable of stylizing different possible blockchain configurations 

and their governance structures. This can be accomplished through a function that, taking as input a series of configurations (related 
to the activities performed, the degree of decentralization, and governance mechanisms), provides, as output, a logic formula capable 
of describing that specific blockchain (see Figure 1). 

 

Figure 1 �± Logic Scheme for Mapping Blockchains 

 

 
14 As highlighted by Consideration No. 5 of EU Regulation 2022/858 of 30 May 2022 on a pilot regime for market infrastructures based on distributed 
ledger technology (DLT Pilot regime), �³... there are regulatory gaps due to legal, technologic, and operational specificities related to the use of 
distributed ledger technology and crypto-assets falling within the definition of financial instruments. For example, no transparency, reliability, or 
security requirements have been imposed on protocols and �µsmart contracts,�¶ which underlie crypto-assets falling within the definition of financial 
instruments. The underlying technology could also pose new forms of risks that are not adequately addressed by existing regulations.�  ́
15 On this aspect, (Befani, 2021). 
16 For a literature review, see (Hafid, 2020). 
17 For a discussion of the blockchain trilemma and a possible solution, see (Micali 2019). 
18 By off-chain solution, it is meant a system that supplements the native blockchain (typically permissionless) with other blockchains (usually 
permissioned and sometimes private) that connect to the first layer after performing different functions, (Schär, 2021; BIS, 2023). 
19 For a discussion on these aspects, see (Gola, Sedlmeir, 2022) 
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The first part involves a traditional mapping of the activities carried out by a particular blockchain, indicated by {Ai} (see Table 
2). In principle, each activity is associated with specific risks, manageable through a set of self-governance rules, both internal and 
external, that should be adhered to in order to monitor and mitigate the risks associated with the proper functioning of the blockchain. 

 

Table 2 - List of Possible Activities Performed by the Blockchain 

A0: Creation of a shared and readable ledger (e.g., for supervisory purposes) 
A1: Creation of native or non-native tokens 
A2: Implementation of smart contracts and atomic swaps (20) 
A3: Interface with other systems (interoperability) 
A4: Non-�Y�X�O�Q�H�U�D�E�L�O�L�W�\���W�R���³�D�F�F�L�G�H�Q�W�D�O���I�R�U�N�V�´ 
A5: Deterministic v probabilistic settlement 
A6: Certification or notarial activity 
A7: Identifiability of the end user and respect of privacy 
A8: The transaction complies with AML/CFT criteria  
An: Other activities 
 

The second part addresses the degree of decentralization in blockchains. Simplistically, three configurations can be identified: 
permissioned, where usually there is a subject or node with a leadership role, and only authorized entities have access to data in reading 
(e.g. Hyperledger Fabric, R3 Corda); hybrid, for instance in the case of a polycentric system where only a limited number of nodes 
have special functions, but where any entity has access to data in reading (e.g. ICON, Dragonchain, and, to some extent, Ethereum); 
permissionless, which in general corresponds to a decentralized system characterized by a high number of nodes operating in the 
network without entry and exit constraints and in a generally equitable manner (e.g. Bitcoin). 

The third part of the map represents the governance mechanisms of the blockchain, denoted as {Ri}. Blockchains can indeed have 
a variety of governance and control mechanisms, including enabled groups of validators, technical committees, as well as open-source 
protocol developers interacting through more or less decentralized methods (e.g., a referendum). Governance mechanisms can be, as 
specified earlier, both on-chain and off-chain. Clearly, a �³robust�  ́blockchain (whose robustness level is calibrated based on the 
activities it needs to support) must simultaneously have good governance and effective risk management. 

What has been said is represented in Figure 2. The map functions like a switching or logic circuit (note the �µswitches�¶_ \_)  (21). 
The circuit is traversed from left to right, starting with the relevant DLT�¶s information and concluding with the white paper 
(symbolized as WP), representing the illustrative document of the blockchain. Each blockchain operates by activating certain functions 
or �µactivities�¶ {Ai}  (see Table 2 for a full list), as shown in the first part of the circuit; its configuration (degree of decentralization of 
nodes and consensus mechanism) is represented in the second part of the map; finally, the third part of the circuit concerns the set of 
internal processes and rules {Ri}. The entire circuit closes if and only if the circuits at the top, in the middle, and at the bottom of the 
map close simultaneously. 

This logic map provides a structured approach to understanding and categorizing different blockchain configurations, considering 
their activities, decentralization levels, and governance mechanisms. Each blockchain, with its unique combination of these elements, 
fits into a specific category, allowing for clearer comparisons and assessments based on their intended use cases and design principles. 
For example, in a simplified manner, let�¶s see how the map represents the Bitcoin blockchain. In the top part of the circuit, it activates 
three functionalities: creating a distributed cryptographic ledger (activity A0), generating the Bitcoin token (activity A1), and 
probabilistically finalizing transaction blocks (activity A5). In the middle part of the circuit, the switches corresponding to a 
permissionless public blockchain (P2) with a PoW-based consensus mechanism (X0) are closed. The circuit does not involve any 
governance body (R0). Given its characteristics, Bitcoin is not predisposed to handle an orderly and predefined upgrading process, so 
it may be subject to forks (�2
$). The Bitcoin blockchain can be represented by the following formula: (A0�èA1�èA5) �è (P2�èX0) �è R0�è�2
$. 

Blockchains with more complex functionalities will activate other paths with more articulated governance structures. The map 
shows, for illustrative purposes, two complex blockchains, Ethereum and Polkadot (described in the Annex). Also, among the 
requirements imposed by the regulator, there might be the need for changing the native protocol. In this case, the circuit closes only 
in the presence of a consensus protocol predisposed for this purpose or capable of achieving the same result during the blockchain�¶s 
lifecycle, through a recursive or adaptive process (22). 

This property requires the presence of a consensus protocol and specific governance mechanisms. The recent �µmigration�¶ of 
Ethereum from PoW to PoS shows that changing the native protocol is possible. This property necessitates the existence of a consensus 
protocol and specific governance mechanisms. Sush 'migration' demonstrates that altering the native protocol is achievable, although 
this process is highly complex, as the blockchain is not upgradeable (symbol (�2
$�;�á�•�‡�‡���	�‹�‰�—�”�‡���t�;�;��and, therefore, is subject to forking. 
The suggested approach is very flexible and should be able to �µmap�¶ every type of blockchain, adapting the map appropriately to 
capture, even in detail, all possible configurations of blockchains. In fact, this methodology can be used to include subsets of logic 
circuits having other activities or functions.  

 
 

20 Atomic swaps are smart-contract protocols based on sequences of transactions executed on multiple DLTs that allow counterparts to coordinate 
on the exchange of native tokens in a trustless environment and without intermediaries. 
21 A logic circuit is based on two-positions switches (on-off), serving as a logic representation of a necessary and sufficient condition for a specific 
state to be true. See Chapter 8 of (Mendelson, 1970). 
22 On this aspect, see (Gola, 2023a), paragraph 4.3. 
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                                       Figure 2 �± A logic map for classifying blockchains  
 

 

3.2 Token Allocation for Updating and Managing the Blockchain  
The logic map can be furtherly expanded to classify voting mechanisms and token allocation. Indeed, tokens (see paragraph 4) can 

be allocated through various methods, including random selection, and can confer different types of voting rights. Classifying this 
aspect can facilitate regulatory framing of tokens and the underlying IT infrastructure. 

In particular, a blockchain can be designed for the allocation of tokens with voting rights to nodes participating in its management. 
The allocation of tokens serves both for the regular functioning of the blockchain (e.g., transaction validation and updating the shared 
ledger) and for carrying out extraordinary activities (e.g., changing the technical parameters of the native protocol or even the 
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consensus system). Only for this specific purpose, governance tokens (or voting right tokens) have been introduced in some 
blockchains. 

The logic underlying some blockchain voting systems is to limit concentration, not only during the project launch phase but also 
over time, and to strengthen incentives�² either through a reward or through a participatory mechanism (skin-in-the-game). This is 
done through various means, such as the random allocation of participation rights in the initiative through voting (randomization). In 
fact, an excessive concentration of voting rights not only has obvious governance implications but also has a negative effect on the 
security of the system through Sybil attacks. Another problem is the presence of a high number of voting rights holders who do not 
vote in decisions related to managing protocol changes. They are the equivalent of absentee or passive shareholders in capital 
companies. Mechanisms of temporary delegation assigned through random processes have been developed. It is also necessary to 
maintain the involvement of the entity participating in the system over time. This is done through staking (collaterals), rewards in the 
form of tokens that act as an incentive to provide intellectual or economic contributions, �µloyalty rewards,�¶ and penalties for improper 
behaviour. Box 1 lists some possible token allocation systems (not necessarily mutually exclusive). 

Box 1 �± Voting Mechanisms and Token Allocation 

V1: �³One or more tokens based on computing power (CPU)� :́ the decision-making power is linked to the possession of hardware with 
high computational power; this principle forms the basis of the PoW algorithm (mining). It does not provide any specific power to 
manage the blockchain, but only to validate transactions. 

V2: �³One token, one vote� :́ the decision-making power is linked to the number of tokens owned and placed in deposit ���µstaking�¶�� In 
some systems, the vote can be repeated (multi-round voting) or �³timed�  ́(coin aging). 

V3: �³One head, one vote� :́ all participants have the right to vote (only possible in permissioned DLT). 

V4: �³�7�Z�R-�V�W�D�J�H���O�R�W�W�H�U�\�´�����U�D�Q�G�R�P���W�R�N�H�Q���± random committee (23).  

V5: �³Pure lottery� :́ the right to vote is randomly distributed to a defined number of participants without constraints. 

V6: �³Lottery only for active nodes in management� :́ like pure lottery, but the right can only be conferred to those actively involved in 
managing the blockchain (e.g., developers). 

V7: �³Lottery with delegation� :́ the right to vote is randomly conferred to participants, who can in turn delegate a limited number of 
other nodes with specific skills. Over time, the delegate earns a reputation. 

V8: Other voting mechanisms. 

4. Economic and Financial Characteristics of Crypto-Assets 
We have previously analysed the technologic and functional characteristics of blockchains and the implications arising from 

different configurations. A second aspect concerns the various types of crypto-assets that a blockchain can generate or transfer. 

There are various ways to describe the characteristics of crypto-assets (24). A first method concerns the prevalent economic 
function: monetary function, medium of exchange, allocative function (through, for example, financial instruments). Relevant in this 
context are the characteristics of fungibility, transferability, negotiability on an organized market. 

A second method pertains to the legal characteristic of tokens: the ability to represent values, incorporate rights, performances, 
promises, or contractual constraints. In this paragraph, we will address the first of these aspects, while in paragraph 5, we will provide 
a legal foundation to analyse the second. This will be done considering both the legal approach of the United States and that adopted 
in Europe. Later (paragraph 6), we will provide a logic framework that allows for the integrated representation of the technologic, 
economic, and legal aspects considered. 

Before delving into the topic, it may be helpful to recall some definitions subsequently used (25): 

Fungibility:  An asset is fungible if it is interchangeable with other similar assets; it is homogeneous and divisible into smaller 
units of account. Money is a typical fungible asset. Commodities (gold, oil, soy, etc.) are also fungible, having homogeneous 
characteristics according to very precise standards; this makes them suitable for trading on organized markets. 

Transferability:  The ownership (property) of an asset is transferable through the blockchain without resorting to a third-party 
trustee. In some cases, however, the blockchain makes the token non-transferable (�³locks�  ́it) for a certain period, for example, to 
strengthen the user�¶s incentive to participate in a particular blockchain. The token is transferable peer-to-peer (from one electronic 
wallet to another). 

Negotiability:  Negotiability refers to the legal ownership of the instrument that can be easily transferred from one owner to another 
through delivery or endorsement. Although any financial instrument can potentially be negotiated, only a security programmed to be 
traded on an organized or over-the-counter (OTC) market is �³negotiable� .́ The OTC market involves only the parties trading the 
security directly, while a security traded on an organized and regulated exchange has a price formation through a multilateral and 
transparent process. 

 
23 So called �³Pure Proof-of-Stake�  ́used by Algorand. It is a two-phase process: in the first phase, a single token is randomly selected, and its owner 
is the user who proposes the next block; in the second phase, a given (1000) number of tokens are selected among all tokens currently in the system; 
the owners of such tokens are selected to be part of a �µcommittee�¶ which approves the block proposed by the first user. Therefore, to belong to the 
committee, one of the coins owned the active node must win a cryptographically fair lottery. See Micali (2019).   
24 See (Gola, C., Caponera, A. 2019). 
25 See (IMF-BIS-ECB, 2015). 
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As indicated by the IMF Handbook: �³The criteria for a financial instrument to be considered negotiable are: (1) the ability to be 
transferred to another person�¶s legal ownership (or offset in the case of financial derivatives); (2) standardization (often evidenced by 
fungibility) and an eligible International Securities Identification Number (ISIN); and (3) no right of recourse against previous holders 
of the relevant asset�  ́(IMF-BIS-ECB, 2015). 

Crypto-assets are often fungible, transferable, and in most cases, negotiable as well. Some tokens are transferable but not 
negotiable, as is the case with certain classes of shares that only provide the right to participate in an entrepreneurial initiative. The 
ownership of a single asset (such as real estate or a work of art) is transferable from one owner to another through an economic 
transaction or a notarial deed but is not directly negotiable; it is only negotiable when associated with a title representing ownership. 
This happens, for example, in real estate funds whose shares are negotiable on organized markets. A non-fungible token (NFT) 
representing, for example, a digital artwork is not directly negotiable; it can become negotiable only when associated with a smart 
contract that allows its fractionalization (i.e., the use by multiple parties of the same, as in the case of timeshares for real estate). 
Negotiability on a �³frequent�  ́and efficient market is crucial for the liquidity of the token (the ability to sell it at any time at a non-fire-
sale price) (26). 

4.1. Purely speculative function 
�³Pure tokens�´�����µ�X�Q�E�D�F�N�H�G���F�U�\�S�W�R-�D�V�V�H�W�V�´��: The first and most widespread class of crypto-assets is that introduced in 2008 by 

Nakamoto with the Bitcoin token. Its main characteristics are the non-duplicability of the token, its fixed producible quantity, and its 
transferability without resorting to a centralized third party. As we have seen, crypto-assets like Bitcoin (sometimes called unbacked 
crypto-assets) are created through a process called mining and serve (as �µgas�¶) to operate the blockchain. They are not associated with 
ownership rights to other assets or financial instruments; they do not promise cash flows and do not provide administrative rights (as 
the utility tokens); their value is primarily determined by market expectations of their future price. 

These digital tokens are fungible and can be transferred, stored, and exchanged electronically on a peer-to-peer level. As will be 
extensively discussed in paragraph 4.3, crypto-assets like Bitcoin are not legal tender (�³fiat money� )́, �³deposits� ,́ or other �³funds� .́ 
They are not a liability of an institution (bank or financial intermediary); nor are they a currency with intrinsic value like gold, which, 
due to this characteristic, was universally accepted as money in the past. None of the typical functions of money is fully satisfied by 
Bitcoin or similar �³crypto-currencies� .́ Above all, two fundamental elements are missing: a law guaranteeing its integrity and imposing 
generalized discharge power, often linked to acceptability as a means to pay taxes, and; it is not issued by a central trust authority that, 
by anchoring inflation expectations and regulating supply based on economic performance, promotes the stability of purchasing power. 
To date, Bitcoin is used to exchange goods and services only to a very marginal extent; its high price volatility, almost exclusively 
tied to market expectations, makes it unsuitable for this function. Instead, it is functional for speculative purposes or for transferring 
funds without going through traditional channels, often for illicit reasons. 

4.2. Allocative and Governance functions 
In this context, the allocative function can be realized in two ways: through the use of financial instruments or by allocating usage 

or administrative rights. The allocative function through other channels (such as credit or crowdfunding) is not discussed here as it is 
currently less developed. 

Some crypto-assets exhibit characteristics of financial instruments or financial products. In various jurisdictions and international 
organizations�¶ documents, there are different definitions of a �³financial instrument�´����27). However, the essential element is the presence 
of a contract that gives rise to a financial asset for one entity and a financial liability or an equity instrument for another entity. These 
instruments must also be fungible, transferable, and tradable bilaterally or through multilateral market infrastructures (regulated 
markets). They can be either a primary or derivative financial instrument, meaning their value is tied to the price of an underlying 
asset. Not considered financial instruments are means of payment, artworks, real estate, and commodities (including gold). However, 
contracts whose value is linked to the price of these individual goods or baskets of goods are financial instruments. 

The following types of tokens can be distinguished. 

Governance Tokens and Management Tokens: �7�K�H�V�H���W�R�N�H�Q�V�����F�U�H�D�W�H�G���W�K�U�R�X�J�K���D���V�P�D�U�W���F�R�Q�W�U�D�F�W���D�Q�G���D�V�V�L�J�Q�H�G���W�R���µ�D�F�W�L�Y�H���Q�R�G�H�V�¶��
confer specific rights to the holder regarding the current or future management of the project (see Box 2). In our definition, government 
tokens (contrary to management tokens�����P�D�\���S�U�R�P�L�V�H���I�X�W�X�U�H���F�D�V�K���I�O�R�Z�V���U�H�O�D�W�H�G���W�R���W�K�H���S�U�R�M�H�F�W�¶�V���U�H�D�O�L�]�D�W�L�R�Q�����V�L�P�L�O�D�U���W�R���D�G�P�L�Q�L�V�W�U�D�W�L�Y�H��
and/or equity rights. Asymmetric information issues arise if governance tokens are linked to a platform where decisions are 
�S�U�H�G�R�P�L�Q�D�Q�W�O�\���P�D�G�H���µ�R�I�I-�F�K�D�L�Q�¶�����D�Q�G��or �W�K�H���S�U�R�M�H�F�W�¶�V���S�U�R�P�R�W�H�U���L�V���D���W�K�L�U�G���S�D�U�W�\���F�R�P�S�D�U�H�G���W�R���W�K�H���L�Q�Y�H�V�W�R�U�� 

Tokenized Financial Debt Instruments: These tokens, created through smart contracts, represent commitments such as bonds 
issued by companies or financial institutions. Holders of these tokens enjoy specific rights typical of the underlying instruments, such 
as the right to periodic payments or the repayment of the entire invested capital and accrued interest at a specified maturity date. 
Regulatory measures may be necessary to protect subscribers due to principal-agent information asymmetries inherent in such 
instruments. This situation also applies to �³tokenized�  ́shares of mutual funds or other financial products. 

Non-Fungible Tokens (NFTs) and Utility Tokens: Some crypto-assets do not have financial characteristics as they are non-
fungible. For example, they may represent rights to artworks or are artworks themselves. Only securitization would make them 
tradable and, as such, classifiable as �µtokenized financial instruments�¶. Other tokens provide access to the use of specific services, 

 
26 See (ISDA, 2022). 
27 See: IAS/IFRS Accounting Principles (especially IAS 32); prudential regulation CRR (art. 4(1) (50); MiFID2 market regulations (art. 4(1)). In the 
United States, under the Securities Act of 1933, the decision of the Supreme Court �³SEC v. W.J. Howey Co.�  ́(328 U.S. 293 (1946)) applies. On 
these aspects, see paragraph 5. 
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such as gaming activities, the metaverse, issuance of coupons, or �³local currencies�  ́without general spendability. These tokens allow 
economic agents to access certain goods or services. Due to their legal nature, a more exhaustive analysis is provided in paragraph 5. 

Box 2 �± The difference between Governance and Management Tokens 

Governance tokens play a crucial role in blockchain networks that employ decentralized governance models. These tokens 
provide holders with decision-making power over fundamental aspects of the blockchain. As such, they grant the owner 
rights (explicit or implicit) over any cash flows resulting from the good governance of the blockchain. Management tokens, 
on the other hand, are distributed in exchange for a service ("effort") provided by a miner, as a form of compensation. Finally. 
unlike purely speculative tokens, governance tokens confer the right to participate in the decision-making processes of the 
blockchain network and, unlike management they are not tied to the "ordinary" improvement of the blockchain or the simple 
updating of the shared ledger. They provide the holder not with compensation but rather a "lottery ticket" for the effort related 
to the mining process. Only an integrated analysis of the technologic, economic, and legal aspects can allow for understanding 
these difference.  

The issuance and distribution of governance tokens are integral to the functioning of decentralized autonomous 
organizations (DAOs) and other blockchain ecosystems that prioritize decentralized governance. Holders of governance 
tokens often have voting rights, enabling them to influence protocol upgrades, parameter adjustments, or other key decisions. 
The concept aligns with the broader principle of stakeholder participation in the governance of blockchain networks. 

The unique feature of governance tokens lies in their ability to represent influence rather than ownership or monetary 
value. They serve as a means for participants to express their preferences and steer the direction of the blockchain community. 
The mechanics of governance tokens vary across different blockchain projects, with some employing proportional voting 
mechanisms based on token holdings. 

It is essential to note that governance tokens introduce a layer of complexity beyond the purely speculative nature of some 
crypto-assets. Their value is tied not only to market dynamics but also to the perceived effectiveness of the governance 
processes they enable. Successful governance, reflected in sound decision-making and community alignment, can enhance 
the value and credibility of governance tokens within the blockchain ecosystem. Conversely, governance failures or disputes 
may lead to fluctuations in token value and could impact the overall governance structure of the blockchain network. 

In summary, while purely speculative tokens derive value, mainly from market expectations, governance tokens derive 
value also from their role in shaping the governance and decision-making processes of blockchain networks. Their 
significance extends beyond financial considerations, contributing to the evolving landscape of decentralized and 
community-driven governance in the blockchain space. This also differs from management tokens in that the latter only 
concern the non-extraordinary management of the DLT. The Bitcoin blockchain does not offer compensation in exchange 
for upgrading the protocol (e.g. fixing a bug), but only a reward ('lottery') for nodes participating in updating the shared ledger 
(see paragraph 3.2). 

4.3 Monetary and payment function 
Before delving into crypto-assets with characteristics of money, it is necessary to recall some relevant aspects of the monetary 

function. As known, for something to be considered money, it must simultaneously fulfil three functions: a unit of account (currency 
used as a metric for exchanges); a medium of exchange (a tool to avoid multiple barter transactions); and a non-corruptible and 
constant store of value, issued by a third-party trustee (the central bank) that regulates its supply based on the economic cycle. Money 
is a highly liquid and low financial risk instrument that enhances social welfare through the aforementioned functions. In modern 
monetary systems, there are two types of money: �³public�  ́central bank money, consisting of circulating (�³cash� )́ and reserves held by 
banks at the central bank, and �µprivate�¶ money provided by commercial banks through collecting activities (via deposits, sometimes 
remunerated, and by issuing bonds) and supplying liquidity (loans or credit lines). In doing so, banks perform liquidity and maturity 
transformation activities. This transformation process is particularly risky, as a �µrun on the bank�¶ requires the ability to liquidate a 
significant portion of the bank�¶s assets very quickly (typically within a day) and at sustainable prices. Note that even short-term, high-
rated securities can be challenging to liquidate in adverse market conditions. These aspects are emphasized because they are also 
relevant to the activities of offering payment means (electronic money) or crypto-assets with similar characteristics. 

For many years, a significant portion of transactions has occurred digitally, whether they are interbank transactions, transactions 
between banks and the public, or transactions involving specialized intermediaries. Electronic money (e-money) is a form of �³private 
money�  ́provided by banks, payment institutions, or electronic money institutions that manage various retail payment instruments 
(below), such as credit and debit cards, prepaid cards, ATMs, etc. In this context, liquidity and maturity transformation are (or should 
be) minimal, as the balance sheet assets of entities providing these services are based on liquid and short-term instruments (cash or 
high-quality short-term bonds). Prudential supervision limits the risks of instability for these intermediaries as well. 

The following describes the characteristics of two classes of �³tokenized money�  ́(central bank digital currency and �³tokenized�  ́
private electronic money that uses DLT); then, a comparison is made with so-called �³stablecoins�  ́that aim to replicate the functions 
of electronic money. 

Central Bank Digital Currency (CBDC):  CBDC is a form of digital currency for retail payments issued and regulated by a 
central bank. There are two technical ways to introduce CBDC (28). The first (so-called account-based CBDC) relies on a traditional 
(centralized) payment system where every citizen can hold their own account with the central bank. The second (DLT-based CBDC) 
- of interest in this context - is based on Distributed Ledger Technology (DLT) adapted accordingly. Beyond technologic aspects, still 
in the experimental phase, the literature on the subject has highlighted pros and cons in introducing CBDC. In particular, CBDC 

 
28 For a survey of the topic, see (ECB, 2020), (De Bonis, Ferrero, 2022). 
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introduction may be a response by central banks to a potential growing digitization process by a few major global players (such as 
Google, Amazon, Facebook/X, Apple), resulting in excessive concentration in the global retail payment systems market. Another 
reason is the need to keep a public payment system active as a support solution in case the private sector cannot cope with excessive 
demand peaks, as seen during the Covid-19 crisis. A third reason is the need to avoid possible fragmentation resulting from the 
development of different non-integrated private systems (with poor interoperability). Among the negative aspects, the loss of monetary 
sovereignty is emphasized, particularly for less developed countries or those with an unstable monetary system, due to a substitution 
effect between domestic currency and the global digital token (e.g., denominated in dollars) easily accessible via electronic devices. 
This effect (known as dollarization or euroization) reduces or makes it impossible to implement an effective monetary policy by the 
central bank of the country subject to this phenomenon (29). 

E-money Tokens: These are crypto-assets that aim to maintain a stable value compared to an official currency, replicating the 
characteristics of �³electronic money.�  ́The latter is defined as a monetary value electronically stored, represented by a credit towards 
the issuer, and issued against �³funds�  ́to carry out retail payment operations.  

In this context, it is also necessary to mention payment services. Payment services are a set of services that allow depositing or 
withdrawing cash from a payment account (dedicated solely to such activities) and all the operations required for managing this 
account. It includes, among other things, the execution of payment transactions, such as transferring funds to a payment account at 
the payment service provider or entering into payment transactions; money remittance; services for the initiation of payment orders; 
account information services provided by third parties. A payment instrument is a personalized device or a set of procedures agreed 
upon between the user and the payment service provider and used to initiate a payment order. If an entity decides to provide a �³payment 
service,�  ́the digital token must strictly adhere to the criteria that define �³electronic money�´�� In a traditional system, in the case of 
cross-border money remittance, funds are delivered by a payer without opening payment accounts in the name of the payer or the 
beneficiary. The cross-border transfer of crypto-assets occurs directly (without going through a central counterparty or a custodian 
bank). If, however, the fund transfer involves a traditional currency, the process can take place through a crypto asset that plays a role 
we could call a �³vehicle token�  ́for transferring funds (including different currencies) between one country and another (as in the case 
of Ripple, see Box 3). 

Box 3 �± The Case of Ripple and the Ruling of the New York Court 

An example of a �³vehicle token�  ́is XRP. It is a token without an underlying asset, without assets and liabilities, but with 
embedded rights. It is associated with the money transfer system developed by Ripple Labs Inc. The system is based on an 
algorithm called Ripple Transaction Protocol (RTXP) and the RippleNet network. XRP is the native cryptocurrency used 
within this network. RippleNet facilitates the international transfer of funds, including different currencies, through a network 
of financial institutions such as banks and payment service providers. The network is organized through a series of payment 
service providers that act as entry and exit points for the Ripple network. These providers allow users to deposit money in 
their local counterparts and receive XRP in return. When a payment is sent, the system automatically determines the most 
efficient path through the network to convert the original currency into XRP and then into the destination amount in the 
destination currency. Ripple uses blockchain technology to record and verify transactions. Once a transaction is validated, 
through a particular consensus protocol known as the Ripple Protocol Consensus Algorithm (RPCA), funds are transferred 
from the sender to the recipient almost instantly. 

It should be noted that on July 13, 2023, the Southern District Court of New York (1) ruled on the accusation filed by the 
Securities and Exchange Commission (SEC) against Ripple Labs Inc for conducting an unregistered securities offering 
through the sale of the XRP token. This accusation was based on the assumption that XRP was a security, and therefore, its 
sale without proper registration constituted a violation. The NY Court identified three modes of public XRP sales: i) sales 
through written contracts and through Ripple subsidiaries of XRP tokens to institutional investors or hedge funds; ii) the sale 
of XRP through exchange platforms using trading algorithms (�³Programmatic Sales� )́ that operate through a �³blind bid/ask 
transactions�  ́system; iii) the distribution of XRP to Ripple employees as compensation for their activities. According to the 
Court, only the first method of offering would qualify (based on the Howey test) as the public sale of a �³security�  ́and, as 
such, should be regulated. The court did not find this in the other two offering methods. For further details, see paragraph 
5.3. 

(1) See: https://www.nysd.uscourts.gov/sites/default/files/2023-07/SEC%20vs%20Ripple%207-13-23.pdf. 

The economic features of stablecoins: Certain crypto-assets are designed with the objective of maintaining a fixed price (peg) 
relative to a reference currency (dollar, euro, etc.) or a basket of assets. Worth mentioning that, contrary to centralised finance, DeFi 
�F�D�Q�Q�R�W���V�X�S�S�R�U�W���I�L�D�W���F�X�U�U�H�Q�F�L�H�V�����V�L�Q�F�H���I�L�D�W���F�X�U�U�H�Q�F�L�H�V���D�U�H���Q�R�W���D�Y�D�L�O�D�E�O�H���µ�R�Q-�F�K�D�L�Q�¶�������6�W�D�E�O�H�F�R�L�Q�V���D�U�H���W�K�H�U�H�I�R�U�H���H�V�V�H�Q�W�L�D�O���W�R���W�K�H���R�S�H�U�D�W�L�R�Q�V��
of DeFi markets. They facilitate fund transfers between users and across protocols, are used as deposits and collateral in DeFi 
protocols, and eliminate the need for multiple conversions to and from fiat money (ESMA, 2023, p. 5). 

These instruments most of the time possess assets and liabilities. In some cases, they replicate the economic structure of constant 
net asset value (NAV) money market funds (MMFs), with the significant difference that MMFs are typically used to allocate wholesale 
liquidity and not for small retail transactions. MMFs are special funds, essentially similar to demand deposits, which predominantly 
invest in liquid assets (cash or short-term high-quality securities, such as commercial paper, sovereign securities, repo contracts). 
Despite these characteristics, they may be subject to liquidity crises in adverse market conditions, requiring central bank intervention, 
as observed during the 2008-�¶09 financial crisis and more recently during market turbulence following Covid-19 (30). Some stablecoins 

 
29 On these aspects, see (Armas, Singh, 2022). 
30 See (FSB, 2020). 

https://www.nysd.uscourts.gov/sites/default/files/2023-07/SEC%20vs%20Ripple%207-13-23.pdf
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have a value anchored to that of the underlying basket of assets but with a variable price; the price of these tokens fluctuates, as is the 
case with any variable NAV fund, contrary to what their name might suggest.  

Crypto-assets known as algorithmic stablecoins don't have underlying assets. They typically work by automatically adjusting the 
coin's supply in response to changes in demand. For example, if the price of the stablecoin is above its target value, the algorithm may 
increase the coin's supply by minting new tokens or incentivizing users to create more coins (and vice versa). Algorithmic stablecoins 
have experienced difficulties during market turbulences, as exemplified by projects like Iron Finance and Terra-Luna.  

5. Legal Characteristics 
As anticipated in the previous paragraph, among the possible ways to describe crypto-assets, in addition to their predominant 

economic functions, are their legal characteristics. The latter are not uniform and depend on the possibility of classification into 
different categories based on legal characteristics adopted in various jurisdictions. In the following, we confine the legal analysis to 
the European Union, with particular reference to the classification of certain types of digital tokens within the concept of a �³financial 
instrument.�  ́Subsequently (paragraph 5.3), the analysis will also expand to the aspect related to the public offering of a token with an 
investment function. This aspect, the latter, is particularly debated in the United States through a common law approach based on the 
so-called Howey test (infra). 

In purely economic terms, a token can be referred to generically as a �³financial instrument,�  ́i.e., a negotiable asset on a market 
with assets and liabilities. The same cannot be said on the legal level, where - at least in Europe - the notion of a financial instrument 
is precisely defined by the MiFID II directive, which provides a �³closed�  ́list of financial instruments without admitting extensions 
�³by analogy.�  ́Although some crypto-assets, especially those already classifiable as financial instruments, fall fully within the scope 
of the relevant legislative acts on financial services, other crypto-assets are excluded. Only by understanding their different 
functioning, types and practical applications (fungible tokens, non-fungible tokens, financial tokens, utility tokens, etc.) and the type 
of performance (right or claim) that is �³incorporated,�  ́it is possible to provide a comprehensive and granular legal framework for the 
phenomenon. The current possible regulatory gap exposes holders of this latter type of crypto-asset to substantial risks to market 
integrity, including market abuse and financial crime, especially in sectors not governed by consumer protection regulations (31). 

5.1 MiCAR definitions 
The EU Regulation 2023/1114 on markets in crypto-assets (MiCAR) defines crypto-assets as follows: �³a digital representation of 

a value or right that can be transferred and stored electronically, using distributed ledger technology or a similar technology�  ́(Article 
3, paragraph 1, number 5). Although MiCAR has provided in Recital 16 that �³the terms �µcrypto-assets�¶ and �µdistributed ledger 
technology�¶ should be defined in the broadest possible way so as to encompass all types of crypto-assets that currently fall outside the 
scope of Union legislation on financial services,�  ́Article 3 of MiCAR has delimited the scope to the following crypto-assets: 

�‡ �³e-money tokens (EMT)� :́ a type of crypto-asset that aims to maintain a stable value by referencing the value of an official 
currency (32); 

�‡ �³Asset-referenced token (ART)� :́ a type of crypto-asset that is not an electronic money token and aims to maintain a stable 
value by referencing another value or right or a combination of the two, including one or more official currencies; 

�‡ �³Utility token � :́ a type of crypto-asset intended solely to provide access to a good or service provided by its issuer. 

This regulation, in Recital 9 and Article 2, has excluded from its scope crypto-assets that can be classified as: i) �³financial 
instruments�  ́as defined by Directive 2014/65/EU; ii) �³deposits�´����33) as defined by Directive 2014/49, including �³structured deposits�  ́
(34) as defined by Directive 2014/65/EU; iii) �³funds�´����35) as defined by Directive 2015/2366, except when they qualify as electronic 
money tokens; iv) �³positions in securitization�´����36) as defined by Regulation 2017/2402; v) non-life or life insurance contracts, pension 

 
31 For the legal approach to uncertain �W�D�[�R�Q�R�P�\�����V�H�H�����3�D�S�S�D�Q�R�����G�¶�$�W�U�L�����%�H�I�D�Q�L�����=�D�Q�D�U�G�R���������������� 
32 Defined in turn as an official currency of a country issued by a central bank or another monetary authority. Note that �³electronic money�  ́
(traditional) is defined in Article 2, point 2, of Directive 2009/110/EC as �³monetary value electronically stored, including magnetic. As explicitly 
outlined in Consideration No. 19 of MiCAR, electronic money and crypto-assets with an official currency as the reference currency differ in some 
crucial aspects. Holders of electronic money, as defined by Directive 2009/110/EC, always possess a credit against the electronic money issuer and 
have the contractual right to obtain, at any time and at face value, the reimbursement of the monetary value of the electronic money held. Conversely, 
some crypto-assets with an official currency as the reference currency do not provide their holders with such credit against the issuers of these crypto-
assets and may not fall within the scope of Directive 2009/110/EC. Additionally, according to MiCAR, other crypto-assets with an official currency 
as the reference currency do not provide credit at the face value of the reference currency or impose limits on the repayment period. The fact that 
holders of such crypto-assets do not have credit against the issuers of the relevant crypto-assets, or that such credit is not at the face value of the 
reference currency of the crypto-assets, could undermine the confidence of the holders of such crypto-assets. 
33 �³Deposit� :́ a credit balance resulting from funds deposited in an account or from transient situations arising from normal banking operations, which 
the credit institution must repay according to applicable legal and contractual conditions, including a fixed-term deposit and a savings deposit, but 
excluding a credit balance when: a) its existence can only be proven through a financial instrument as defined in Article 4(17) of Directive 
2004/39/EC, unless it is a savings product represented by a certificate of deposit referring to a specific person and existing in a Member State on July 
2, 2014; b) its capital is not repayable in full; c) its capital is repayable in full only based on a specific guarantee or agreement provided by the credit 
institution or a third party. 
34 �³Structured deposit� :́ a deposit as defined in Article 2(1)(c) of Directive 2014/49, which is fully repayable at maturity based on terms where any 
interest or premium will be repaid (or is at risk) according to a formula including factors such as: a) an index or a combination of indices, except for 
variable-rate deposits whose return is directly linked to an interest rate such as Euribor or Libor; b) a financial instrument or a combination of 
financial instruments; c) a commodity or a combination of commodities or other fungible, tangible, or intangible assets; or d) an exchange rate or a 
combination of exchange rates. 
35 �³Funds� :́ banknotes and coins, scriptural money, or electronic money as defined in Article 2(2) of Directive 2009/110/EC. 
36 �³Position towards a securitization� :́ an exposure towards a securitization. 
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products, or social security schemes falling within the scope of Directive 2016/2341 or falling within the insurance classes listed in 
Annexes I and II of Directive No. 2009/138/EC. 

MiCAR also excludes crypto-assets that are unique and non-fungible with other crypto-assets, including digital art and collectibles 
whose value is attributable to the unique characteristics of each crypto-asset and the utility it offers to the token holder (cf. Recital 
10). The regulation also does not apply to crypto-assets representing services or tangible activities such as product guarantees or real 
estate. MiCAR also excludes digital assets accepted only by the issuer or offeror and that are technically impossible to transfer directly 
to other holders (cf. Recital 17). An example of such digital assets is represented by loyalty programs where loyalty points can be 
exchanged for benefits only with the issuer or offeror of such points. 

Therefore, the correct legal classification must be carried out starting from the economic-social function pursued by the token 
holder and will depend precisely on the performance (claim) contained in it, i.e., the activities or rights represented therein. Crypto-
assets that do not fall within the scope of MiCAR must be subject to existing Union legislative acts on financial services or must 
remain regulated by the existing regulatory framework, regardless of the technology used for their issuance or transfer. 

5.2 A Possible Legal-Regulatory Framework 
Seeking to develop a regulatory framework capable of systematically and comprehensively considering all types of digital tokens, 

it is necessary to integrate the previously considered economic functions with their potential legal nature in a given jurisdiction. In 
Europe, the following four autonomous and legally relevant categories seem to emerge: 

i) Pure tokens (cryptocurrencies in the strict sense and �³virtual currencies�´����37) under Directive 2018/843, the so-called 5th Anti-
Money Laundering Directive), such as Bitcoin, which assumes the legal nature of movable property because, despite having an 
independent and variable exchange value, it does not serve a monetary function, does not incorporate or confer any other utility, and 
does not grant any right to the reimbursement of the nominal value (38); 

ii) Financial tokens representing a �³participatory instrument�  ́in a financial activity of broader nature, potentially representing 
dividends, shares, or units of investment funds falling within the definition of �³DLT financial instrument�  ́provided by Regulation 
2022/858 (the so-called DLT Pilot Regime)39 as the �³financial instrument issued, registered, transferred, and stored using distributed 
ledger technology� .́ They fall within the scope of legislative acts on financial instruments.  

Specifically, depending on various usage modes, the expectation of economic return, the possible production of interest, and the 
�³recognition�  ́of the associated performance, there will be the following subcategories: 

�‡ Investment tokens, with a speculative purpose similar to financial instruments; 

�‡ Asset tokens, representing titles of a specific fungible and listed/commodity in a regulated or OTC market; 

�‡ Debt tokens, representing a debt similar to corporate bonds; 

�‡ Equity tokens: representing a �³share�  ́in the issuing entity; 

�‡ Governance tokens, representing distributed votes to carry out �³extraordinary�  ́ activities on the reference blockchain 
platform, conferring effective control prerogatives to the respective holders over the governance system of the DLT40 (on this 
aspect, refer to the two cases described in the Annex); 

iii) Utility tokens , to benefit from a good, service, or right to a specific performance. In addition to tokens representing works of 
art, there are those that allow access to gaming platforms, metaverse, or other activities. They are comparable to physical tokens or 
coupons not usable outside the issuing platform and without general spendability. Additionally, they do not generate interest. Utility 
tokens, by virtue of the general principle of the �³freedom of issuance�  ́of securities, rather than being legally configured as mere 
documents of legitimacy (such as a ticket for a show), can fall into the category of atypical and decentralized credit securities if the 
three characteristics of abstraction, literalness, and autonomy are present (41). For example, we mention: 

 
37 According to art. 1, par. 2 lett. d) of the 5th Anti-Money Laundering Directive, �³virtual currencies�  ́means «a digital representation of value that 
is not issued or guaranteed by a central bank or a public authority, is not necessarily attached to a legally established currency and does not possess 
a legal status of currency or money, but is accepted by natural or legal persons as a means of exchange and which can be transferred, stored and 
traded electronically». 
38 See (Befani, 2019). 
39 The �³DLT Pilot Regime�  ́introduces authorization and supervision requirements for financial market infrastructures (central securities depositories 
�± CSDs or multilateral trading facilities �± MTFs) based on DLT technology (DLT MI). This regime is anchored by the designated national competent 
authorities through sectoral regulations (MiFID II and CSDR). The Pilot Regime allows DLT market infrastructure, unlike traditional infrastructures 
(MTFs and CSDs), to combine the offering of trading and settlement services for securities within a single DLT MI (DLT trading and settlement 
system). The Regulation, in the experimental spirit of the rule, imposes strong restrictions on instruments (stocks, bonds, debentures of private limited 
companies, units of UCITS) issued and transferred within a distributed ledger. It is noteworthy that currently, the Payment Services Directive (PSD2) 
does not include so-called payment tokens in the definition of �³funds.�  ́However, to account for developments in digitalization applied to payments 
and for the purposes of payment system surveillance, the Eurosystem�¶�V���³�3�,�6�$��framework�  ́now refers to a more general concept of �³value transfer�  ́
(instead of �³funds transfer� )́, thus paving the way for surveillance of digital payment tokens. 

40 It's worth noting that both governance tokens and equities may possess ownership rights, voting rights, transferability, and negotiability, along 
with other typical aspects of financial instruments; however, while equities may entitle shareholders to dividends or other forms of profit sharing, 
depending on the company's profitability and dividend policy, governance tokens in some cases do not provide direct financial rewards such as 
dividends. Instead, holders may benefit indirectly from the success of the protocol or platform through appreciation in token value, increased usage, 
�R�U���R�W�K�H�U���P�H�F�K�D�Q�L�V�P�V�����,�Q���R�U�G�H�U���W�R���D�Y�R�L�G���F�R�Q�I�X�V�L�R�Q�����L�I���D���W�R�N�H�Q���G�R�H�V���Q�R�W���S�U�R�P�L�V�H���I�X�W�X�U�H���F�D�V�K���I�O�R�Z�V�����L�V���F�D�O�O�H�G���L�Q���W�K�L�V���S�D�S�H�U���³management token�´�� 

41 In legal terms, when defining the characteristics of a security, it is said to be �³abstract,�  ́�³literal,�  ́and �³autonomous.�  ́In particular: 1) an abstract 
security is independent of the underlying contract or transaction that generated it. In other words, its value and associated rights exist independently 
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�‡ Art tokens, which are non-fungible and confer only the enjoyment of the digital work; 

�‡ Game tokens, with limited fungibility that enable only the enjoyment of entertainment offered on the gaming platform; 

�‡ Management tokens, representing computational capacity to perform �³ordinary�  ́ blockchain operations, enabling only 
participation in the functioning of the platform without attributing any specific power in the �³extraordinary�  ́management of 
the blockchain (e.g., changing the consensus protocol; the number of generable tokens; fees for participants) but only to 
maintain the platform and validate transactions (see Annex). 

iv) Stablecoins, which are pegged to an underlying value anchor. Depending on the type of underlying chosen, this category of 
�³stable tokens�  ́can be categorized into the three subcategories below (or a combination of them): 

�‡ E-money tokens (a subspecies comparable to electronic money tokens if the reference is to a single official currency); 

�‡ Tokenized financial debt instruments, configurated as �³bearer debt instruments� ;́ 

�‡ Asset tokens, configurated as �³commodity representative securities�  ́(commodities, such as gold) or algorithmic stablecoin, 
without underlying assets. 

The distinction between the various types is determined by the different systems used to �³collateralize�  ́the underlying value, often 
expressed by a sum of money in function of a �³reference currency�  ́and by the different modes of binding the value reserve as collateral 
(with or without reimbursement of the nominal value), constituting a kind of irregular deposit certificate or abstract title representing 
goods. If these tokens are issued in series to solicit financial investments from the mass of savers, overlapping with financial tokens, 
they would encounter additional limits resulting from the necessary controls exercised by competent supervisory authorities to ensure 
the stability of the financial/credit system. 

���������7�K�H���/�H�J�D�O���&�R�Q�F�H�S�W���R�I���³�)�L�Q�D�Q�F�L�D�O���,�Q�Y�H�V�W�P�H�Q�W�´���L�Q���(�X�U�R�S�H���D�Q�G���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V 
The described legal taxonomy of tokens allows for the identification of a common element, given by the digital representation of 

an �³external value�  ́that, in some cases, are not intrinsic to the token itself but are attributed by the involved parties based on the 
principle of supply and demand. This means that the value is subjective and based solely on the individual interest of the buyer of the 
crypto-asset. 

The economic and financial characteristics of the various forms of crypto-assets so far described overlook another relevant aspect, 
particularly the characteristics of the initial issuance offer. The legal consequences of the issuance phenomenon, in fact, diverge 
depending on the type of token to be placed, and can be structured as follows: 

�‡ Initial Coin Offering (ICO) for the offer of pure tokens; 

�‡ Utility Coin Offering for the offer of utility tokens; 

�‡ Security Token Offering for all financial tokens and stable coins falling within the definition of financial instruments. 

 
Although the risks of these new resource-raising methods have already attracted the attention of various supervisory authorities 

(42), the current state of European legislation on crypto-assets lacks specific regulations that can bind exchange platforms to the 
information obligations provided for in the provision of financial services (with the exception of aspects considered in the Pilot Regime 
DLT directive, mentioned earlier). 

MiCAR itself provides that the mere admission to trading or the publication of buying and selling prices should not, in itself, be 
considered a public offering of crypto-assets. Under MiCAR, such admission or publication should constitute a public offering of 
crypto-assets only if it includes communication that constitutes a public offer.43 

For a token to fall within the notion of a financial instrument, it should demonstrate being able to represent risk capital, debt capital, 
money market or allowing the acquisition of other financial instruments or their indices. 

In this sense, the exclusion of certain forms of crypto-assets from the category of financial instruments is enhanced by the 
regulation of MiCAR where (Recital 29) has provided that although some offers of crypto-assets other than tokens linked to activities 

 
of any underlying transaction. This implies that, even if the main agreement were to be voided or breached, the abstract security can be exercised or 
transferred separately; 2) a literal security is based on the written words within the document itself. The provisions of the security are clear and 
definitive, and the involved parties must adhere to the conditions set out in the document. This means that the meaning of the security can be directly 
determined from the written text, without the need for external interpretations; 3) an autonomous security is self-sufficient and can circulate 
independently of the main contract or underlying transaction. In other words, the security has intrinsic value and can be traded or used without having 
to refer to the original agreement or any other related documents. These three characteristics are crucial as they provide clarity and certainty in 
financial transactions, facilitating smoother circulation of securities and enhancing legal security. 
  
42 Of particular significance is the stance taken by the European Securities and Markets Authority in November 2017 (Esma 50-157-828), urging 
issuers to assess whether their activities could fall under the Prospectus Directive, MiFID, AIFMD, or the Fourth Anti-Money Laundering Directive. 
Notably, Directive 2003/71/EC aims to ensure that information provided to investors by companies raising capital in the EU is adequate, requiring 
the pre-publication of a prospectus approved by the competent authority before the offer of securities and financial products to the public. 
43 Public offerings of tokens linked to activities in the Union or applications for admission to trading should only be allowed if the competent national 
authority has authorized the issuer of such crypto-assets to proceed and has approved the relevant White Paper on crypto-assets. To ensure the 
protection of retail holders, issuers of tokens linked to activities should always provide holders of such tokens with complete, accurate, clear, and 
non-misleading information. The White Paper on crypto-assets related to tokens linked to activities should contain information on the mechanism 
for stabilizing the value of the token compared to the value of the weighted average of the underlying assets, the investment policy of the reserve 
assets, the custody arrangements of the reserve assets, and the rights recognized to holders. 
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(ART) or electronic money tokens (EMT) are exempt from various obligations of the same, �³Union legislative acts ensuring consumer 
protection, such as Directive 2005/29/EC or Directive 93/13/EEC, including the information obligations contained therein, remain 
applicable to public offers of crypto-assets when they concern relations between businesses and consumers� ;́ 

In order to ensure a clear distinction between crypto-assets regulated by MiCAR and other financial instruments, Recital 14 and 
Article 2(5) of MiCAR have provided that the European Securities and Market Authority must issue, by December 30, 2024, guidelines 
on criteria and conditions for the qualification of crypto-assets as financial instruments, and these guidelines should allow for a better 
understanding of cases where crypto-assets that are otherwise considered unique and non-fungible with other crypto-assets could be 
qualified as financial instruments (44); 

Pending the adoption of these guidelines, it is useful to attempt to provide some operational indications on the legal concept of 
investment in this working document, considering that the European system envisages a clear distinction between �³consumer 
investments�  ́and �³financial investments�´�� 

The search for a �³bridge�  ́between the EU and US approaches - The connecting line and potential overlap between the notion 
of offering �³financial instruments�  ́to the public and offering investment services is determined by the presence of three elements to 
configure an �³investment,�  ́namely: 

�‡ The use of capital; 

�‡ The expectation of a return; 

�‡ The assumption of a risk directly connected and correlated to the use of capital.  

In this sense, the possible demarcation line proposed here would like to shift the focus not on the �³speculative�  ́use of capital 
(which would be inherent in any type of economic activity) but only on the object of such activity, where the interpretative distinction 
can be resolved in the opposition between investment in �³financial assets�  ́and investment in �³real assets�  ́(meaning goods and services 
of the real economy). Because these latter activities, even if concluded with speculative intent, are essentially aimed at providing the 
investor with the enjoyment of a �³good of life.�  ́In other words, as it is evident that investments in diamonds, stamps, precious metals, 
ancient coins, or works of art do not constitute financial products, as they are consumer investments, the same identical approach must 
be followed for the described classifications of tokens. 

For the proper legal delineation of the concept of �³financial investment,�  ́it is appropriate to refer to the American experience of 
the Howey Test, as determined in the United States by the historic Supreme Court decision of 1946 (SEC vs. W.J. Howey Co - 328 
U.S. 293 (45), which applies to any contract, scheme, or transaction, regardless of whether it has the formal characteristics of typical 
securities. 

The Howey Test - It represents the discretionary criterion used to determine whether a specific �³investment�  ́activity in the form 
of an �³investment contract�  ́can be classified as a security subject to the prudential regulation of the Securities Act of 1933 and the 
Securities Exchange Act of 1934, in addition to the supervisory powers of the Securities and Exchange Commission. 

The Supreme Court has identified the following four criteria to define and delineate an �³investment contract� :́ 

1. It must be an investment of money; 

2. �,�Q�Y�H�V�W�R�U�V�¶���I�R�U�W�X�Q�H�V��are linked together in a common enterprise ���L���H�����W�K�H�\���K�D�Y�H���D���µ�F�R�P�P�R�Q���L�Q�W�H�U�H�V�W�¶�������W�K�H��success or failure of 
one investor is tied to the success or failure of other investors in the same enterprise; 

3. There must be an expectation of profit; 

4. Profit must come from the efforts of parties other than the investors. 

In this sense, although the Howey Test appears particularly useful to identify in detail which crypto-assets can be qualified as 
securities and therefore subject to existing financial regulations, it is not equally applicable to pure tokens like Bitcoin, which in the 
USA are defined as commodity (46) (which, for example, has never been funded through ICOs to promote or develop its technology) 
or Ether. 

 
44 Consideration No. 14 of MiCAR further establishes that �³ In order to promote a common approach towards the classification of crypto-assets, 
EBA, ESMA and the European Supervisory Authority (European Insurance and Occupational Pensions Authority) (EIOPA), established by 
Regulation (EU) No 1094/2010 of the European Parliament and of the Council (the �µEurope�D�Q���6�X�S�H�U�Y�L�V�R�U�\���$�X�W�K�R�U�L�W�L�H�V�¶���R�U���µESAs�¶) should promote 
discussions on such classification. Competent authorities should be able to request opinions from the ESAs on the classification of crypto-assets, 
including classifications proposed by offerors or persons seeking admission to trading. Offerors or persons seeking admission to trading are primarily 
responsible for the correct classification of crypto-assets, which might be challenged by the competent authorities, both before the date of publication 
of the offer and at any time thereafter. Where the classification of a crypto-asset appears to be inconsistent with this Regulation or other relevant 
Union legislative acts on financial services, the ESAs should make use of their powers under Regulations (EU) No 1093/2010, (EU) No 1094/2010 
and (EU) No 1095/2010 in order to ensure a consistent and coherent approach to such classification.�  ́
 
45 The Howey Test originated from a 1946 U.S. Supreme Court case, SEC v. W.J. Howey Co. This case involved the sale of agricultural land with 
citrus groves in Florida owned by the Howey Company for investment purposes. Specifically, the contractual operation involved a sale and lease-
back formula, where investors, lacking agricultural experience or the ability to intervene in plantations, would purchase portions of citrus groves and 
then lease the land to the Howey Company, which would manage the crops for each agricultural year, paying profits to the investors. In that case, 
the Court ruled that a transaction constitutes an investment contract (and therefore a security) since it involved an investment of money in a common 
enterprise with an expectation of profits primarily from the efforts of others. This contractual scheme was not registered as a security under U.S. law, 
therefore leading to regulatory intervention by the SEC. 
46 At this purpose, it has to be considered that in an enforcement action of 2015 (In the Matter of: Coinflip, Inc., d/b/a Derivabit, and Francisco 
Riordan, CFTC Docket No. 15-29) the U.S. Commodity Futures Trading Commission defined Bitcoin and other virtual currencies as commodities 
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Therefore, in addition to the Howey Test, it is particularly significant to refer to the European financial regulatory system, which 
precisely identifies the legal scope of �³investment services and activities�  ́ as defined in Article 4(1)(2) of MiFID II Directive 
2014/65/EU as �³any service or activity mentioned in Section A (47) of Annex I related to one of the instruments listed in Section C of 
�$�Q�Q�H�[���,�´����48). 

The importance of such a reference is evident for the various regulations that implement it and criminally sanction anyone who, 
without authorization, provides investment services or activities, or �³offers at a distance�  ́or �³promotes or places through distance 
communication techniques�  ́financial instruments or �³investment services or activities�´�� 

In this way, the focus of supervisory authorities can shift from the individual token being the subject of investment (where only 
for financial tokens would all current financial provisions be directly applicable) to the methods of promoting investments in tokens 
or promoting those tokens (e.g., e-money tokens) that would constitute a �³savings collection,�  ́strictly prohibited and criminally 
sanctioned for entities other than banks and legislatively understood as �³acquiring funds with an obligation of repayment, either in the 
form of deposits or in another form� .́ 

In other words, just as an intermediary who wishes to solicit and promote investment activities in diamonds or raise capital from 
savers must be subject to prior authorization, the same applies to intermediaries offering and promoting investment activities in crypto-
assets, whether they are in the form of pure tokens, utility tokens, or stable coins (and their various subcategories), even if they do not 
pass the Howey Test to be directly classified as securities. 

6. A Logic Framework for Classifying Crypto-Assets 
In the initial part of this study, we conducted an overview of different blockchain types and proposed a logic map capable of 

representing various possible configurations of this technology; these can also be synthesized using simple formulas. The same 
methodology can be applied to represent various types of crypto-assets, their primary functions, and legal characteristics (Figure 3). 

Figure 3 �± Map of Crypto-Asset Characteristics 

 

The aim is to capture the key aspects of the regulatory approach followed by a give jurisdiction (for instance, the EU or the United 
States). Specifically, while the European Union tends to frame the phenomenon within the legal category of �³financial instruments�  ́
(characterized, as seen earlier, by their transferability, fungibility, negotiability, and the presence of an asset or liability), in the United 
States, the differentiator seems to be related to the elements comprising the Howey test, or, as in the case of Bitcoin, the resemblance 

 
under the U.S. Commodity Exchange Act (the CEA) because the Section 1a(9) of the Act defines �³commodity�  ́to include, among other things, �³all 
services, rights, and interests in which contracts for future delivery are presently or in the future dealt in.�  ́7 U.S.C. § 1a(9). The definition of a 
�³commodity�  ́is broad. See, e.g., Board of Trade of City of Chicago v. SEC, 677 F. 2d 1137, 1142 (7th Cir. 1982). Bitcoin and other virtual currencies 
are encompassed in the definition and properly defined as commodities. 
47 Related to 1) Reception and transmission of orders concerning one or more financial instruments. 2) Execution of orders on behalf of clients. 3) 
Trading on own account. 4) Portfolio management. 5) Investment advice. 6) Underwriting of financial instruments and/or placement of financial 
instruments based on an irrevocable commitment. 7) Placement of financial instruments without an irrevocable commitment. 8) Operation of 
multilateral trading facilities. 9) Operation of organized trading facilities. 
48 This attachment provides a list of considered instruments, including securities, money market instruments, units in collective investment 
undertakings, options, futures, swaps, contracts with derivative components, including contracts for difference. 
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to commodities. The map presented in Figure 3 relies again on the use of logic operators (and/or) and switches that �³close�  ́to represent 
a particular native or non-native token (49). As for the blockchains, the map can be enriched with sub-maps representing second layers 
and related tokens. Note that some characteristics are mutually exclusive (symbol XOR), while others are not. Of course, regulators 
could enhance the map with additional specifications based on the introduction of new regulations and/or new classes of tokens. As 
an illustrative example, the following are the �³formulas�  ́that could represent some crypto-assets with very different characteristics: 

Bitcoin: (F1�èF2�èF3) �è (T5(i)) 
ETH-20: (F1�èF2�èF3�èF7) �è (T2(iv)�èT4(iii) �èT5(i)) 
Ripple (XRP): {A} or {B} or {C}, where:  

{A} = offered through exchangers = (F1�èF2�èF3�èF4�èF7) �è (T5(i))  
{B} = offered to institutional investors = (F1�èF2�èF3�èF4�èF6�èF7) �è (T5(i))  
{C} = offered to developers as an incentive = (F1�èF2�èF3�èF4�èF7) �è (T2(iv)�è���w�:�‹�;�; 

Tokenized bond issued by a bank: (F1�èF2�èF3�èF4�èF5�èF6�èF7) �è (T2(iii) ) 
Tether: (F1�èF2�èF3�èF4�èF5) �è (T3(ii)) 
Algorand (ALGO) (50): (F1�èF2�èF3�èF7) �è (T4 (iii) �èT5(i)) 

 
Clearly the formula changes if the type of token supported by a given blockchain are different. For instance, Ethereum is a 

blockchain platform that supports the creation and deployment of smart contracts, allowing for the development of various types of 
tokens. Here are some examples of token classes on the Ethereum blockchain: 

ERC-20 Tokens: These are the most common standard for fungible tokens. ERC-20 tokens follow a set of rules, allowing them to 
be easily exchanged with one another. Examples include DAI (a stablecoin), Chainlink (LINK), and Uniswap (UNI). In this case the 
formula is reported above. 

ERC-721 Tokens (Non-Fungible Tokens - NFTs): These tokens are unique and indivisible, often representing ownership or proof 
of authenticity for digital or physical assets. Popular examples include CryptoKitties, Decentraland (LAND), and Cryptopunks. In this 
last case the formula would be:  (F1�èF4�èF5) + (T4 (i)) 

It is essential to note that the formulas above must be combined with those related to the blockchain where the digital token is 
generated or exchanged: two tokens with the same characteristics could be �³generated�  ́by two different blockchains, with evident 
implications for their potential regulation. 

7. Applying the switching circuits in a regulatory setting  
The proposed methodology can be implemented by a hypothetical competent authority (privacy watchdog, monetary authority, 

AML/CFT authority, financial regulator, etc.). Below, we provide three examples: the issuance of a piece of digital artwork (art token); 
the issuance of a monetary token (e-money token); and the issuance of a financial instrument.  

The examples provided do not reflect regulatory guidance, nor any existing regulation, but are intended purely to explain how the 
suggested method works. 

Art token  �± The token, also called non-fungible token (NFT), can operate in the jurisdiction if and only if (�ž ) the Distributed 
Ledger Technology (DLT) complies with the following features: it is �G�H�V�L�J�Q�H�G���W�R���D�Y�R�L�G���³�D�F�F�L�G�H�Q�W�D�O���I�R�U�N�V�´�� ���$����; it provides legal 
certainty (�³notary function� )́ (A6); the user is identifiable and privacy is respected (A7);the transaction complies with AML/CFT 
criteria (A8); and the token has the following characteristics: it is transferable (F1); it has an underlying claim  (F4); it provides utility 
to the token holder (T4(i)). Finally, the token can be either native (T5 (i)) or non-native (T5(ii)). 

Monetary token �± The token can operate in the jurisdiction if and only if:  

(i) The DLT has the following characteristics: it allows full interoperability (A3); it is �G�H�V�L�J�Q�H�G���W�R���D�Y�R�L�G���³�D�F�F�L�G�H�Q�W�D�O���I�R�U�N�V�´�����$����; 
it does not use a probabilistic settlement (¬ A5); it provides legal certainty (�³notary function� )́ (A6); the user is identifiable and privacy 
is respected (A7); the transaction complies with AML/CFT criteria (A8); the system is permissioned (P0) and does not use the Proof-
of-Work consensus protocol (¬ X0); it has a governance body (R1); it has an audit unit (R3); the protocol �3�� �L�V�� �X�S�J�U�D�G�D�E�O�H�� ���û�3������
Alternatively, the DLT could be permissionless (P2), but in this case it should be non-�Y�X�O�Q�H�U�D�E�O�H���W�R���µ�K�D�U�G-�I�R�U�N�V�¶���D�Q�G���³�D�F�F�L�G�H�Q�W�D�O���I�R�U�N�V�´��
(A4).  

(ii) The token has the following characteristics: it is transferable (F1); it is fungible (F2); it is negotiable (F3); it has an underlying 
claim (F4); it has assets and liabilities (F5); it is issued by a supervised entity as an electronic money intermediary (T1(ii)); it has as 

 
49 The key distinction between native and non-native token relies in whether the token is integral part of the primary blockchain or created by users 
leveraging the blockchain�¶s smart contract capabilities. Native tokens are typically the platform�¶s core currency, while non-native tokens are created 
on top of the blockchain for specific purposes determined by smart contracts. 
50 �7�K�H���$�O�J�R�U�D�Q�G�¶�V���I�X�O�O���I�R�U�P�X�O�D�����E�R�W�K���D���I�R�U���'�/�7���D�Q�G���W�R�N�H�Q�������L�V���� 

�( 
L �:�#�4 �è�#�5 �è�#�6 �è�#�7 �è�#�8 �è�#�9 �è�#�: �; �è�:���6 �è�: �7�; �è
k�4�5 �è�4�6 �è�4�7 �è�4�8 �è�4�9���:�Ï �8�;
o�â�Ù�Ù�¼�Û�Ô�Ü�á
�è�� �2�è���>�:�	�s�è�	�t �è�	�u�è�	�y�; �è���v�:�‹�‹�‹�; �è���w�:�‹�; 

 �7�R���F�O�D�U�L�I�\���W�K�H���F�U�L�W�H�U�L�D���E�H�K�L�Q�G���W�K�H���I�R�U�P�X�O�D�����L�W���L�V���X�V�H�I�X�O���W�R���F�O�D�U�L�I�\���V�R�P�H���S�R�L�Q�W�V�����L�����$�O�J�R�U�D�Q�G�¶�V���V�H�W�W�O�H�P�H�Q�W���U�H�O�L�H�V���R�Q���D���3�R�6���F�R�Qsensus called Pure PoS, 
based on a random selection of the token of the node proposing the block and, on a subsequent random selection, of a set of nodes chosen in each 
validation (individual cryptographically fair lottery); this latter aspect is represented by the symbol V4 (see box 1 in the text). ii) The settlement is 
classified as probabilistic ���$������ �D�Q�G���G�H�V�L�J�Q�H�G���W�R���D�Y�R�L�G���³�D�F�F�L�G�H�Q�W�D�O���I�R�U�N�V�´�� ���$�������� �7�K�H���V�\�P�E�R�O���� �� is introduced in the formula, because Algorand is 
upgradable (staking allows off-�F�K�D�L�Q�� �³�P�D�Q�D�J�H�P�H�Q�W�� �S�R�Z�H�U�V�´������ �L�L�L���� �L�W�V�� �E�O�R�F�N�F�K�D�L�Q�� �L�V�� �S�H�U�P�L�V�V�L�R�Q�O�H�V�V�� ���V�\�P�E�R�O�� �3�������� �E�X�W�� �L�W�� �F�D�Q�� �D�O�V�R�� �E�H�� �F�R�Q�I�L�J�X�U�H�G�� �L�Q��
permissioned mode (with a default tolerance of 2/3 of active n�R�G�H�V�������7�K�H���W�R�N�H�Q���L�V���R�I���W�K�H���Q�D�W�L�Y�H���³�S�X�U�H�´���W�\�S�H�����7�������L���������8�Q�O�L�N�H���(�W�K�H�U�H�X�P�����L�W���G�R�H�V���Q�R�W���U�H�O�\��
on a privileged role for certain governance or management entities. 
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an underlying a basket, even composed of a single unit, consisting of a financial asset (T3(i)) or a currency (T3(ii)); both native token 
(T5 (i)) and non-native token (T5(ii)) are allowed by this hypothetical regulator. 

Financial token �±  The token can operate in the jurisdiction if and only if the DLT complies with the same features of the monetary 
tokens (see above) and the token has the following characteristics: it is transferable (F1); it is fungible (F2); it is negotiable (F3); it 
has an underlying claim (F4); it has assets and liabilities (F5); the investors have a common interest (F6) and expected profit from the 
�H�I�I�R�U�W���R�I���D���W�K�L�U�G���S�D�U�W�\�����)���������W�K�H���W�R�N�H�Q���L�V���D���G�L�J�L�W�D�O���U�H�S�U�H�V�H�Q�W�D�W�L�R�Q���R�I���D���E�R�Q�G�������7�������L�L�L���������Z�K�L�F�K���L�V���³�W�R�N�H�Q�L�]�H�G�´���W�K�U�R�X�J�K���D���V�P�D�U�W���F�R�Q�W�U�D�F�W��
(A2). Both native token (T5 (i)) and non-native token (T5(ii)) are allowed by this hypothetical regulator. 

The three formulas would be, respectively: 

Art token  (NFT): compliant �ž  (DLT: A4 �è A6 �è A7�è A8) �è (Token: (F1 �è F4 �è T4(i) �è (T5 (i) �é T5 (ii)) ) 

Monetary token: compliant �ž  (DLT: A3 �è A4 �è (¬ A5) �è A6 �è A7�è A8�è P0 �è (¬ X0) �è R1 �è R3 �è (�� �� )) �è��(Token: F1 �è F2 �è 
F3 �è F4 �è F5 �è T1(ii) �è (T3(i�;���é T3(ii) ) �è (T5(i) XOR T5(ii)). 

Financial token: compliant �ž  (DLT: A4 �è (¬ A5) �è A6 �è A7 �è P0 �è (¬ X0) �è R1 �è R3 �è (�� ��) �è (Token: F1 �è F2 �è F3 �è F4 �è 
F5 �è F6 �è F7 �è T5(ii) �è T2(iii) �è (T5(i) �é T5(ii)). 

Please note that the formulas do not describe the entire characteristics of the blockchain crypto-assets system, (already illustrated 
above), but rather only the necessary and sufficient conditions required by a hypothetical regulator to operate within its jurisdiction.  

Two practical applications: 

MiCAR �± The transliteration of MiCA into our framework would result as follows (we put in square brackets aspects we consider 
�L�P�S�O�L�F�L�W������ �7�K�H�� �U�H�J�X�O�D�W�L�R�Q�� �G�H�I�L�Q�H�V�� �F�U�\�S�W�R�� �D�V�V�H�W�V�� ���&�$���� �D�V�� �I�R�O�O�R�Z�V���� �D�� �G�L�J�L�W�D�O�� �U�H�S�U�H�V�H�Q�W�D�W�L�R�Q�� �R�I�� �µ�Y�D�O�X�H�¶���� �J�H�Q�H�U�D�W�H�G�� �E�\�� �'�/�7�� ���7������ �>both 
�µ�Q�D�W�L�Y�H�¶ ���L���� �D�Q�G�� �µ�Q�R�Q-�Q�D�W�L�Y�H�¶�� ���L�L���� �W�R�N�H�Q�V�@�� �R�U�� �µ�U�L�J�K�W�V�¶�� ���)�������� �Z�K�L�F�K�� �D�U�H�� �I�X�Q�J�L�E�O�H�� ���)������ �>�V�L�Q�F�H�� �Q�R�Q-fungible tokens are excluded] and 
�W�U�D�Q�V�I�H�U�D�E�O�H���Y�L�D���'�/�7�����)���������0�L�&�$�5���G�R�H�V���Q�R�W���D�S�S�O�\���W�R���µ�I�L�Q�D�Q�F�L�D�O���L�Q�V�W�U�X�P�H�Q�W�V�¶���F�R�Y�H�U�H�G���E�\���0�L�)�,�'���,�,�����,�W���G�L�V�F�L�S�O�L�Q�H�V���R�Q�O�\���W�K�U�H�H���W�\�Ses of 
CA51: 

EMT �����G�H�I�L�Q�H�G���D�V���W�K�D�W���W�R�N�H�Q���³�W�K�D�W���D�L�P�V���W�R���P�D�L�Q�W�D�L�Q���D���V�W�D�E�O�H���Y�D�O�X�H���E�\���U�H�I�H�U�H�Q�F�L�Q�J���W�K�H���Y�D�O�X�H���R�I���D�Q���R�I�I�L�F�L�D�O���F�X�U�U�H�Q�F�\�����7�����L�L�����è T3(ii)); 
ART�����G�H�I�L�Q�H�G���D�V���W�K�D�W���W�R�N�H�Q���³�W�K�D�W���L�V���Q�R�W���H�O�H�F�W�U�R�Q�L�F���P�R�Q�H�\�����¤���(�0�7�������D�Q�G���D�L�P�V���W�R���P�D�L�Q�W�D�L�Q���D���V�W�D�E�O�H���Y�D�O�X�H���E�\���U�H�I�H�U�H�Q�F�L�Q�J���D�Q�R�W�K�H�U��

�µ�Y�D�O�X�H�¶���R�U���µ�U�L�J�K�W�¶�����R�U���F�R�P�E�L�Q�D�W�L�R�Q���W�K�H�U�H�R�I�����L�Q�F�O�X�G�L�Q�J���R�Q�H���R�U���V�H�Y�H�U�D�O���R�I�I�L�F�L�D�O���F�X�U�U�H�Q�F�L�H�V�����7������ 
Utility token �����G�H�I�L�Q�H�G���D�V�����W�K�D�W���W�R�N�H�Q���³�L�Q�W�H�Q�G�H�G���V�R�O�H�O�\���W�R���S�U�R�Y�L�G�H���D�F�F�H�V�V���W�R���D���J�R�R�G���R�U���V�H�U�Y�L�F�H�����7�����L�L�����R�U�������S�U�R�Y�L�G�H�G���E�\���L�W�V���L�V�V�X�H�U�� 
 
SEC - In this case, the interpretation would be attributable to compliance with the Howey test described in paragraph 5.3: a token 

falls into the category of publicly offered investments if investors having a common interest (F6) expect a profit  generated by the 
efforts of third parties (F7).  

If the representation above is correct, the formulas, simplified from repetitions, would be: 

- A {CA} is eligible under MiCAR iff: (T5 (i) �è �7�������L�L���������)�������)�������)���������R�W�K�H�U�Z�L�V�H�����L�V���µ�R�X�W���R�I���V�F�R�S�H�¶���>�)�����V�K�R�X�O�G���E�H���L�Q�I�H�U���0�,�)�,�'��
II];  

- IF a crypto-asset is: {CA} �è (T1 (ii) �è T3 (ii)),  => is e-money token (EMT). 
- IF a crypto-asset is: {CA} �è (¬ EMT) �è (T3(i) �è T3(ii) �è T3(iii)  �è T3(iv) �è T3(v)) => is Asset-referenced token (ART). 
- IF a crypto-asset is: {CA} �è�����v��������� �!���L�V���8�W�L�O�L�W�\���W�R�N�H�Q�����D�O�V�R���F�D�O�O�H�G���µ�2�W�K�H�U���W�K�D�Q�
���� 
- IF a crypto-asset is: [F1�èF2�èF3�èF4] �è F5 �è F6 �è F7, => �‹�•���ƒ�����������†�‡�ˆ�‹�•�‹�–�‹�‘�•���‘�ˆ���î�ˆ�‹�•�ƒ�•�…�‹�ƒ�Ž���‹�•�˜�‡�•�–�•�‡�•�–�ï�ä  

As mentioned before, �è represents �µAND�¶, indicating all conditions in a list such as (F1, F2, F3) must be satisfied, while �é 
represents �µOR�¶, indicating at least one condition in a list like (T1, T2, T3, T4) needs to be true, and XOR denotes mutual exclusivity, 
for instance, T5 (i) XOR T5 (ii)). �7�R���F�O�R�V�H���W�K�H���µ�F�L�U�F�X�L�W�¶�����K�R�Z�H�Y�H�U�����H�L�W�K�H�U���7�����L�����R�U���7�����L�L�����P�D�V�W���E�H���W�U�X�H�����7�K�H���V�\�P�E�R�O���µ¬�¶���P�H�D�Q�V���µ�Q�R�W�¶����� �!��
�P�H�D�Q�V���µ�W�K�H�Q�¶���� 

8. Conclusions 
This work provides a method for classifying blockchains and their related crypto-assets based on technologic features, economic 

functions, and legal nature. Each configuration can be visually represented on a �³map� ,́ depicting the blockchain through switching 
circuits and a logic formula. 

Concerning the technologic characteristics of the blockchain, the map considers the following aspects: 1) the degree of 
decentralization (permissioned, hybrid, and permissionless) and their consensus protocols; 2) activities performed by the protocol 
(creation of a shared ledger, token creation, use of smart contracts; interoperability with other blockchains; based on a deterministic 
or probabilistic settlement system; �µforkable�¶ or �µnon-forkable�¶; capable of supporting certificatory or notarial functionalities); 3) type 
of governance (without any entity; with algorithmic governance structures embedded in the protocol or of a traditional type; associated 
with various voting mechanisms). 

 
51 MiCAR also covers many aspects that go beyond the scope of this paper, such as the rules for Crypto-assets Service Providers engaging in 

activities like trading, custody and administration, execution and transmission of orders on behalf of clients, etc. 
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Economic and financial characteristics go beyond traditional criteria of fungibility, transferability, and negotiability, including 
aspects that distinguish between �³pure tokens�  ́(without incorporated rights and primarily used for speculative purposes); financial 
and governance instruments (having a contract or implicit agreement that gives rise to a financial asset for one entity and a financial 
liability or equity and related possible future cash flows); instruments with other economic functions (such as non-fungible tokens and 
utility or management tokens); and, finally, instruments with monetary and payment functions. 

Legal characteristics are outlined with particular attention to two jurisdictions (the European Union and the United States). Starting 
from recent regulation on crypto-assets (MiCAR), a broader and more granular �³open and flexible�  ́ taxonomy is proposed to 
encompass various types of digital tokens currently observable, or others with different characteristics, using legal categories and 
possible economic-financial functions. An analysis of the legal concept of offering financial investment is conducted, attempting to 
bridge the gap between the continental approach and the common law approach adopted in the United States. In this context, the 
presence of a commitment of capital, with an expectation of profit by individual entrepreneurs having a common interest in an 
entrepreneurial initiative managed by third parties, becomes decisive. 

Understanding the mechanisms of governance and �³ordinary�  ́or �³extraordinary�  ́management of the blockchain becomes crucial. 
In this regard, two case studies related to permissionless DLT (Ethereum and Polkadot) have been provided in the Annex, showing 
significant differences: the former associates decision-making bodies and functionalities that operate outside the main protocol (off-
chain); the latter aims to develop algorithmic governance entirely embedded in the protocol (on-chain). 

The intention of this work is to provide promoters of these initiatives with an easily applicable scheme in the illustrative prospectus 
(White paper) through a �³visual map�  ́and a logic formula. The approach is flexible, as a change in the structure of the blockchain or 
the economic and legal nature of a token can be represented by a variation in the formula. This facilitates an integrated comparison 
between technologic, economic, and legal profiles of various initiatives and their monitoring by regulators, even belonging to different 
jurisdictions. 
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ANNEX  

Two Case Studies: Ethereum and Polkadot (52) 
Throughout the text, Ethereum and Polkadot DLTs have been mentioned several times. The reasons for selecting these two DLTs 

are as follows: Ethereum is the second most widely used network globally after Bitcoin (53), and it was chosen because its governance 
model involves a balance between on-chain and off-chain processes, like numerous other blockchains; Polkadot represents an example 
of a blockchain that aims to have a completely algorithmic governance. 

A �± Ethereum: it is an open-source computer project launched in 2015 with the goal of creating a fully programmable (54) public 
permissionless DLT (open in both writing and reading). Ethereum was designed as a �³distributed computing system,�  ́not exclusively 
as a decentralized payment system; it was designed from the beginning to allow the execution of software in a decentralized manner 
(smart contracts). 

Until 2022, Ethereum used a Proof-of-Work consensus mechanism. However, to contain the high computational and, consequently, 
energy/environmental costs, and to improve protocol performance and lower fees, there has recently been a transition to a more 
environmentally friendly and efficient Proof-of-Stake (PoS) protocol (55) . The planning and execution of this transition in Ethereum, 
called �³the merge� ,́ were managed off-chain, analogous to the processes in Ethereum that govern the development and application of 
changes to the DLT�¶s code. 

The transition to the new consensus system required extensive preparation. It was necessary to ensure the robustness of PoW while 
achieving a more flexible and efficient system. The system used was a combination of introducing a security deposit (skin-in-the-
game) and the random allocation of both tokens (rewards) and nodes with voting powers. Mining was replaced with forging, the PoS 
block creation process. 

Nodes wishing to participate in the creation of transaction blocks were initially required to �³lock up�  ́a minimum of 32 Ether 
(ETH) (about 53 thousand euros at mid-May 2023) in the protocol itself as a guarantee of the proper performance of their validator 
role. Although it is possible to deposit more ETH than the minimum amount required, this does not increase a node�¶s chances of being 
selected as a validator but only its potential reward. Validators are chosen using a random (�³randomized� )́ process, which contains 
concentration phenomena among a few entities. Every 12 seconds, a validator is elected to create a new block. The transactions in this 
block are further verified by a group of validators, also randomly selected, tasked with expressing a final �³vote�  ́on their validity. 
Blocks deemed correct by the majority of validators are then added to the blockchain, while other blocks are discarded. 

The Ethereum upgrade required various interactions among stakeholders. The starting point was the formal proposal for 
modification (called Ethereum Improvement Proposal �± EIP (56)), which can be formulated and published on the web by any member 
of the Ethereum community (57). Before formally publishing the EIP, there was a discussion on the community (58) forum to exclude 
weak proposals or those already explored in the past. After passing the peer review phase, the proposal was formalized and screened 
by the community (including developers). The final version of the EIP was reviewed by protocol developers - the so-called �³Core 
Developers�  ́- and, after verification, included in an Ethereum network upgrade program. This governance model has the limitation 
of foreseeing long and uncertain processes with the risk of a blockchain fork. In fact, this occurred with the �³merge�  ́when a minority 
of nodes maintained the Proof-of-Work-based model, creating the minority network �³Ethereum PoW.�  ́

Although the founder of the initiative, Vitalik Buterin, remains a charismatic figure, there is a significant difference compared to 
what is observed in traditional open-source projects, where often the founder continues to have substantial veto power over change 
proposals emerging from the community. 

B �± Polkadot:  It is a protocol designed to facilitate interoperability between blockchains by sharing the same security mechanism. 
It also aspires to develop a fully algorithmic, open, and democratic governance structure where decision-making processes, voting 
mechanisms, and enforcement are executed on-chain. Polkadot would allow blockchains with different characteristics (e.g., based on 
PoW, PoS, PoA, permissionless, permissioned) to communicate with each other through connection to a central blockchain called the 
Relay Chain. The goal is to create a global ecosystem where every DLT-based project can interface securely and reliably due to the 
central role of the Relay Chain. To avoid excessive concentration of power while ensuring appropriate governance and control bodies, 
various solutions have been introduced, including the distinct assignment of voting rights for �³ordinary�  ́ and �³extraordinary�  ́
management of the DLT. Below are the essential lines of the project, still in development. 

 
52 For a more in-depth analysis of these two DLTs, refer to (Gola, et al. 2023b). 
53 For updated statistics, reference can be made to https://coinmarketcap.com. 
54 For this purpose, a model of a distributed virtual machine has been created among all nodes participating in the network, called the �³Ethereum 
Virtual Machine�  ́(EVM); to develop code for this virtual machine, specific programming languages have been developed (Solidity and Vyper). 
Among the most representative members of the developer group that conceived Ethereum, a prominent role is played by Vitalik Buterin, who is still 
one of the main leaders in the evolution of Ethereum, and Gavin Wood, who conceived the Solidity programming language and later promoted the 
development of the Polkadot blockchain. 
55 The upgrade process, quite elaborate, took several years to solve technologic problems and, above all, to find an agreement among the majority of 
network participants. It initially involved creating a separate network called the �³Beacon Chain�  ́with a PoS consensus mechanism; subsequently, 
the main Ethereum network (�³mainnet� )́ was unified with the Beacon Chain. The unification of the two networks allowed, in simplified terms, to 
resume the state of the first and the consensus mechanism of the second. 
56 EIPs are technical standards for preparing proposals related to protocol changes such as the implementation of new processes and features. 
57 The community includes all ETH holders. However, given the high technical level required to submit a well-made EIP, usually, most authors of 
EIPs are application or protocol developers. 
58 Ethereum Magicians Forum, https://ethereum-magicians.org. 
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The Relay Chain�¶s consensus mechanism is entirely on-chain and involves the election of validator nodes responsible for block 
creation, known as Nominated Proof of Stake (NPoS). It is a Proof-of-Stake consensus algorithm, as potential candidates for the 
validator node position must lock up a certain amount of Polkadot�¶s native tokens, called DOT, which will be returned to them at the 
end of their tenure, unless misconduct occurs, along with a reward for the work done. Unlike Ethereum, in addition to candidate 
validator nodes, there are also so-called �³nominator�  ́nodes, participating in the election of validators by financially supporting a set 
of candidates through a security deposit of a certain amount of DOT. 

If the validators chosen by the nominator are indeed elected and produce at least one block, a portion of the validator�¶s reward is 
retroactively given to the nominators. Validators are elected based on their stake (a function of the amount and time of token lockup) 
through an algorithm that ensures proportional representation of minorities (i.e., validators supported by fewer nominators), provided 
they are supported by a sufficient amount of DOT, and they remain in office for a defined period. This computationally expensive 
algorithm is executed on a blockchain external to the main one to avoid slowing down the block creation process. The presence of 
nominators ensures greater security and a more equitable distribution of decentralized voting rights in the participant community. 

Regarding governance, a significant innovation introduced by Polkadot compared to other blockchains like Ethereum is the 
management of protocol changes through on-chain mechanisms. Changes to the Polkadot protocol can be proposed by any DOT 
holder or one of the two governance bodies, the Council and the Technical Committee (see below). Changes are voted on through an 
on-chain referendum mechanism (59). Referendums occur approximately every 30 days, with each associated with a single proposal. 
All DOT holders can exercise their voting rights by staking their DOT for a specified period to: i) support one or more proposals in 
the pre-referendum phase; only the proposal with the most support becomes the subject of the referendum; ii) participate in the 
referendum. The weight of the vote depends on the amount of DOT staked and the time it is decided to lock them up; this provides 
the possibility for nodes with few DOTs to increase the weight of their vote by extending the lockup period. It is also possible to cast 
a vote without staking anything, but in this case, the vote has very little weight. A node can also choose to delegate voting power to 
another node, and in this case, the staking of the delegating node adds to that of the delegated node. 

As mentioned earlier, Polkadot has two governance bodies. The Council is a body composed of 13 DOT-holding users who remain 
in office for a predetermined period (13-26 weeks) and serves to represent �³passive�  ́ nodes that do not actively participate in 
governance decisions. The Council has the power to propose referendums useful to the community, elect the technical committee, and 
cancel a referendum if 2/3 of the members agree. When Council members participate in a referendum regarding proposals they 
themselves formulated, their votes are considered on a per-member basis and not based on the DOT staked; this prevents members 
from having control over the approval of such proposals in referendums with low turnout. 

The Technical Committee is tasked with identifying any technical issues within the system (e.g., security issues) and proposing 
emergency referendums to address them. Any group that has successfully implemented at least part of the Polkadot protocol can run 
for membership in the Technical Committee, and such groups can be added or removed from the committee with a majority vote from 
the Council (60). An emergency proposal, to proceed to the referendum phase, needs the approval of at least 3/4 of the Council or at 
least 2/3 of the Technical Committee. The Technical Committee also has the power to cancel a referendum with unanimity. 

Currently, it is possible to delegate one�¶s voting power to only one third party �± differentiating the delegate based on the importance 
of the referendum (so-called Multirole Delegation). In addition, referendums can be cancelled if the network of nodes votes in favor 
of elimination. The Technical Committee will be replaced by the Fellowship, which will represent the technical coordination body of 
the protocol and will have less restrictive access conditions for developers who want to join, thus expanding the pool of potential 
participants. Each member of the Fellowship will be assigned a level of expertise that will influence the weight of their vote. However, 
the methods by which levels will be assigned have not been defined, considering that the assignment must be done in such a way that 
the Fellowship or small groups of developers do not have voting power that allows them to control the entire network. 

 
 

  

 
59 Alternating choice between the public proposal and the most supported Council proposal. 
60 Any DOT-holding node can apply to be a Council member, and the election takes place in the same way as that of validators, so it occurs on-
chain, and users vote. 
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Abstract 
This study explores an innovative approach to portfolio optimization, bridging traditional Modern Portfolio Theory (MPT) with 
advanced Machine Learning techniques. We start by recognizing the significance of Markowitz's model in MPT and quickly proceed 
to focus on the Hierarchical Risk Parity (HRP) method. HRP overcomes some of the limitations of Markowitz's model, particularly 
in managing complex asset correlations, by offering a more refined risk management strategy that ensures balanced risk distribution 
across the portfolio. The paper then introduces an innovative Machine Learning approach that employs the Logic Learning Machine 
(LLM) method to enhance the explainability of the Hierarchical Risk Parity strategy. Such integration is considered the core research 
part of the study, given that its application makes the output of the model more accessible and transparent. A case study based on the 
Turkish stock market has been provided as an example. The combination of traditional financial theories with modern Machine 
Learning tools marks a significant advancement in investment management and portfolio optimization, emphasizing the importance 
of clarity and ease of understanding in complex financial portfolio models. 

Key Words: Hierarchical Risk Parity (HRP), Modern Portfolio Theory (MPT), Machine Learning (ML) , Logic Learning Machine 
(LLM) , Asset Allocation, Portfolio Optimization, Turkish Stock Market 
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1) Introduction  
The challenge of optimal asset allocation remains a fundamental pillar in the field of finance, driving investors through the 
uncertainties of continuously evolving financial markets. The quest for methodologies able of efficiently managing risk and 
maximizing returns has led to the progressive overcoming of the limitations encountered in classic theories, such as that proposed by 
(Markowitz, 1952), and later enriched by (Maillard et al., 2010). While these theories have marked significant milestones in portfolio 
management development, they have revealed the need to adopt more dynamic and sophisticated approaches to address an increasingly 
complex and unpredictable market context. 
In the current portfolio management landscape, our study starts from the premise that Hierarchical Risk Parity (HRP) allocation 
represents the state of the art Machine Learning technique for asset allocation. HRP, which surpasses the methodologies previously 
proposed by scholars like Markowitz, stands out for its ability to incorporate a more sophisticated understanding of asset correlation 
structures and for better adapting to the evolving market dynamics. However, despite HRP being widely recognized and used in the 
financial community, limitations related to its explainability, or the ability to understand and interpret the underlying decision-making 
processes, persist. 
Our paper introduces an innovative approach aimed at overcoming these obstacles, proposing a portfolio optimization method that 
enhances explainability through the implementation of the Logic Learning Machine (LLM) developed through a low-code 
development platform. This approach leverages a rule-based Machine Learning method offering an alternative to traditional black-
box models. With the LLM, we significantly move towards a clear-box approach, where portfolio allocation decisions are transparent 
and the underlying logics easily interpretable. 
Hierarchical Risk Parity, introduced by (de Prado, 2016), has marked a turning point in portfolio risk management, offering an 
innovative approach beyond traditional methodologies. Using hierarchical analysis, HRP reduces portfolio volatility through a 
balanced risk distribution among assets, adjusting to market variations through advanced correlation analysis. 
The evolution of HRP has seen significant contributions: (Raffinot, 2017) refined risk allocation by examining inter-asset correlations, 
improving the precision and effectiveness of HRP in risk management. (Lohre, Rother, Schafer, 2020) introduced tail-tail correlations, 
increasing portfolio resilience to market shocks through better management of extreme asset dependencies. (Molyboga, 2020) adapted 
HRP to offer more flexibility and customization, highlighting its applicability to various market contexts. Lastly, (Millea and Edalat, 
2022) integrated Deep Reinforcement Learning into HRP, combining advanced Machine Learning techniques to optimize investment 
strategies. 
Despite these notable advancements (Giudici, Polinesi and Spelta, 2022) and (Ahelegbey and Giudici, 2021), the literature has yet to 
deeply explore the decision-making mechanism underlying HRP, leaving explainability as a blind spot. Our study focuses on this 
aspect, investigating the underlying decisions in HRP risk allocation. 
In the continuation of our study, we will begin by exploring the evolutionary path that led to the development of Hierarchical Risk 
Parity, highlighting how it represents not only the last piece but also the culmination of broader research in asset allocation; we will 
revise the technical mechanisms underlying HRP, outlining in detail how this methodology distinguishes itself for its ability to adapt 
to market dynamics. We will then introduce the algorithm of the Logic Learning Machine that has been developed using a low-code 
development platform. Finally, we will apply the LLM to a portfolio composed of major Turkish companies, using a historical dataset 
of stock prices from the Istanbul Stock Exchange to practically demonstrate the efficacy of our methodology. This application will 
not only highlight the capabilities of the LLM in the context of hierarchical risk allocation but will also offer valuable insights into 
interpreting the results in a real-market context. 
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Excluding this first paragraph, which includes a literary review, and the conclusions, the paper is structured into four sections. The 
first section briefly outlines the mathematical formulation that allows for the identification of optimal weights for each asset in a 
portfolio according to the traditional Markowitz approach, thus highlighting the pros and cons of this conventional method. The second 
section points out, among all the optimal portfolios constituting the efficient frontier, the one whose optimization is based on a risk 
parity allocation, to compare the results obtained with this classic approach to the modern HRP. The two formulations are described 
along with the operating principle of the Machine Learning technique proposed by de Prado in 2016, based on the following three 
steps: Hierarchical Tree Clustering, Matrix Seriation, and Recursive Bisection. Once the results are obtained, i.e., the weights to be 
assigned to each asset in the portfolio, the question was posed about which factors most significantly influenced the choice of these 
weightings. For this purpose, the low-code platform Rulex was used to efficiently implement the LLM algorithm, capable of defining 
in a highly intelligible manner the choice logics that led to the determination of the optimal portfolio weight configuration. The fourth 
section implements HRP on the same sample portfolio used for the previous analyses, but this time using the new block-based software 
architecture. After proving the exact equivalence of the results achieved with HRP (i.e., through the traditional Python coding approach 
and the low-code approach), the section concludes with a description of the Logic Learning Machine method, which allows for 
significant interpretability of the obtained results. The final section shows a real market case: the optimal allocation according to 
Hierarchical Risk Parity was studied using the stocks listed on the Istanbul Stock Exchange as an example. This choice was made 
because the open-source and downloadable dataset from Kaggle was used, allowing for easier scientific replicability of the results 
obtained in this study (for comparison, see: www.kaggle.com/datasets/gokhankesler/borsa-istanbul-turkish-stock-exchange-dataset). 
Not only is the optimal portfolio proposed, but also the rules summarized by the LLM that allow for a great explainability of the 
outputs. 
 

2) Before the Hierarchical Risk Parity algorithm 
When we deal with a portfolio optimization problem, it is impossible not to mention Harry Markowitz, universally recognized as the 
father of the "Modern Portfolio Theory" (MPT) and a fundamental figure in this field. Markowitz's model, presented in his influential 
article "Portfolio Selection" published in 1952 in "The Journal of Finance", revolutionized the approach to investment management. 
This model focuses on optimizing the allocation of financial resources among a variety of instruments, taking into account both 
expected returns and the associated risk of each investment. 
The classic Markowitz model, also known as �³the mean-variance portfolio� ,́ is based on two key objectives: maximizing the expected 
return of the portfolio, calculated as the weighted sum of the expected returns of the assets, and minimizing the portfolio risk, expressed 
in terms of variance. This approach introduced the central concept of diversification, clearly demonstrating the benefits of constructing 
a portfolio composed of diversified assets. 
In the context of the Markowitz model, the term "return" denotes the potential gain or loss that an investment can generate, while the 
concept of "risk" represents the degree of uncertainty or volatility associated with that investment. A fundamental pillar of MPT is the 
trade-off between risk and return, suggesting that investors are willing to accept higher risk in exchange for potentially higher returns. 
To address this trade-off, Markowitz introduced the concept of the "Efficient Frontier�´���� �W�K�D�W is the curve generated by solving the 
minimization problem in (1), where the goal is to minimize variance, or risk, as returns vary (Markowitz, 1959).  
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The Efficient Frontier represents a series of optimal portfolios with minimal risk for a given level of return. The position along this 
curve depends on the individual investor's risk appetite. Risk-averse investors may prefer to position themselves in a low-risk portfolio, 
even if the return is more modest, while those willing to tolerate higher risk may opt for a portfolio with the potential for higher 
returns. 
We now build a test portfolio specifically designed to provide a clear demonstration and explanation of the Hierarchical Risk Parity 
(HRP) algorithm working principles. The test portfolio serves not only as a proof of concept for the HRP methodology but also as a 
crucial step in aligning traditional programming with the capabilities of the advanced Machine Learning platform based on low-code 
paradigm. Furthermore, the usage of the test portfolio facilitates the subsequent step of checking the implementation of the algorithm 
in the logical-block oriented software, which is designed to enhance the HRP's interpretability and explainability of the algorithm. 
This alignment is essential to ensure that the HRP method can be effectively and transparently integrated into the Machine Learning 
environment, thereby leveraging the full potential of its data-driven insights for optimal asset allocation. 
To highlight the differences between the Markowitz model and the Hierarchical Risk Parity (HRP) approach, we have constructed a 
portfolio consisting of 10 stock securities. This allows us to compare how the two methods allocate weights to diversify risk. We have 
selected the 10 companies with the highest market capitalization in the United States to analyze allocation strategies in real market 
contexts. The stocks included are Apple (AAPL), Microsoft (MSFT), Alphabet (GOOG), Amazon (AMZN), NVIDIA (NVDA), 
META (META), Berkshire Hathaway (BRK-B), Tesla (TSLA), Eli Lilly (LLY), and UnitedHealth Group (UNH). The historical data 
for these stocks was retrieved from Yahoo Finance and analyzed in software R, covering the period from January 2015 to December 
2020. Table 1 provides summary statistics of the daily rate of return for each stock during the analyzed period. 
Data reveals that tech stocks such as AAPL, MSFT, NVDA, and META have high volatility, indicating greater risks but also potential 
for substantial returns. Particularly within the tech sector, NVDA is notable for its pronounced volatility, which has recently typified 
the semiconductor industry. TSLA in the automotive sector also exhibits significant volatility. 
In contrast, the financial and healthcare sectors, with stocks like BRK-B, LLY, and UNH, show lower volatility, signifying more 
stability. This contrast may attract investors looking for more predictable and stable long-term investment options. 
Also, the correlation matrix reflects the relationships between the returns of the selected stocks. Looking at the color scheme of Figure 
1, we can recognize that stocks from the same sector often exhibit higher correlations, as indicated by the redder shades among 
technology stocks like AAPL, MSFT, NVDA, and META. This is consistent with our previous analysis about the high volatility in 

http://www.kaggle.com/datasets/gokhankesler/borsa-istanbul-turkish-stock-exchange-dataset
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the technology sector, implying that these stocks might be affected by similar market factors and therefore exhibit more aligned price 
movements. 
In contrast, sectors such as finance and healthcare, represented by BRK-B, LLY, and UNH, typically display a lower correlation with 
technology stocks. 
The particularly low correlation between Eli Lilly and Tesla stands out, marking them as the least correlated pair in the portfolio and 
signaling a more pronounced risk diversification. The bluer shades denote a weaker correlation, suggesting that these stocks could 
respond differently to identical market events, thereby offering potential stability in a well-diversified portfolio. 
 
 

Summary Statistics of Daily Rate of Return 

Stocks Mean SD Median Min Max 

AAPL  0.13% 1.87% 0.09% �í12.86% 11.98% 

AMZN  0.18% 1.95% 0.14% �í7.92% 14.13% 

BRK-B 0.04% 1.31% 0.04% �í9.59% 11.61% 

GOOG 0.09% 1.70% 0.10% �í11.10% 16.05% 

LLY  0.08% 1.68% 0.06% �í10.51% 15.68% 

META  0.10% 2.01% 0.11% �í18.96% 15.52% 

MSFT 0.13% 1.75% 0.10% �í14.74% 14.22% 

NVDA 0.26% 2.87% 0.25% �í18.76% 29.81% 

TSLA 0.24% 3.47% 0.12% �í21.06% 19.89% 

UNH 0.10% 1.76% 0.09% �í17.28% 12.80% 
 

Table 1: Summary statistics of the test portfolio 

 
 

Figure 1: Correlation matrix of the test portfolio 

Thus, after examining the historical trends of assets and their interrelationships, Markowitz posits that for selecting the appropriate 
position on the efficient frontier, grasping the investor's risk tolerance is crucial. Markowitz denotes the degree of risk aversion with 
lambda, �������D���K�L�J�K�H�U�������Y�D�O�X�H���L�P�S�O�L�H�V���W�K�H���L�Q�Y�H�V�W�R�U���K�D�V���D���V�W�U�R�Q�J���U�L�V�N���D�Y�H�U�V�L�R�Q. 
He is inclined toward more secure investments, even at the cost of missing higher potential returns. 
On the other hand�����D���O�R�Z�H�U�������Y�D�O�X�H���L�Q�G�L�F�D�W�H�V���D���S�U�R�S�H�Q�V�L�W�\���W�R���H�P�E�U�D�F�H���U�L�V�N���I�R�U���W�K�H���S�U�R�V�S�H�F�W���R�I���J�U�H�D�W�H�U���U�H�W�X�U�Q�V�� 
�,�Q���W�K�H���H�[�W�U�H�P�H���F�D�V�H���Z�K�H�U�H�������H�T�X�D�O�V���]�H�U�R�����W�K�H���L�Q�Y�H�V�W�R�U���L�V���S�U�H�V�X�P�H�G���W�R���E�H���H�[�F�O�X�V�L�Y�H�O�\���I�R�F�X�V�H�G���R�Q���P�D�[�L�P�L�]�L�Q�J���U�H�W�X�U�Q�V���Z�L�W�K�R�X�W���D�Q�\ concern 
for the risk of substantial losses. 
After reviewing the historical performance and correlations of assets, according to Markowitz, it is critical to ascertain an investor's 
risk tolerance to select the optimal point on the efficient frontier. This choice heavily depends on the investor's risk propensity, denoted 
�E�\���W�K�H���S�D�U�D�P�H�W�H�U�������� 
Once the investor's risk profile is established, the following optimization problem is addressed: 
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Therefore, depending on the investor's risk preference, the construction of a portfolio will be oriented towards either higher or lower 
volatility. As illustrated in Figure 2, with a low ��, indicative of a risk-seeking investor, the tendency is to select a limited number of 
securities, typically those with the highest volatility. 
Conversely, when �� is high, signifying a strong risk aversion, the goal is to form a more balanced and stable portfolio. In such a 
scenario, less volatile securities are favored, and the investment is spread across a wider array of assets to avoid excessive exposure 
to any single security and to mitigate the overall risk. 
 

 
 

Figure 2: Portfolio allocation for the test portfolio 

 
Since Harry Markowitz's groundbreaking work on portfolio theory, which laid the foundation for optimizing the balance between 
return and risk in investments, many other methods have been developed to construct portfolios that maximize returns while 
minimizing risk. A significant example in this context is the Maximum Sharpe Ratio Portfolio Allocation approach (Sharpe, 1966 and 
1994).  
 

3) Risk-Based Portfolio Optimization 
Traditional portfolio optimization approaches, such as those proposed by Markowitz, entail certain limitations and drawbacks. Among 
these, the consideration of correlations between the returns of all assets in a portfolio leads to a highly complex scenario, as each asset 
is connected to the others, making the computational process challenging since the entire correlation matrix must be considered for 
the calculation. (Fabozzi et al., 2007) highlight this issue, emphasizing the complexity and computational difficulty of Markowitz's 
theory. 

Another limitation is that not all assets in a portfolio are significantly correlated, making the consideration of all possible correlations 
sometimes superfluous (Vyas, 2020). 
The sensitivity to estimation errors in expected returns and covariances can lead to potentially suboptimal allocation decisions 
(Michaud, 1989). 
This model's rigidity also shows in its inability to adapt to market variations, making the allocation strategies less effective in dynamic 
financial contexts (Ilmanen & Kizer, 2012). 
The assumption of normality of returns often does not reflect the real market dynamics, especially in the presence of abnormal 
behaviours like heavy tails and asymmetries in asset returns (Rocco, 2014). 
The focus on minimizing variance neglects other types of risk, such as systemic or extreme event risks, a limitation pointed out by 
(Mandelbrot, 1963), who underscores the need to consider a distribution of returns that more accurately represents market reality. 
The limitations of Markowitz's portfolio theory have led to the exploration of alternative methodologies for portfolio optimization. 
We examine here the Risk Parity Portfolio and Hierarchical Risk Parity (HRP), which stand out for their ability to distribute risk more 
evenly, reducing reliance on expected return estimates and better managing diversification, even in volatile market conditions. 
Risk Parity focuses on equalizing the risk contribution of each asset in the portfolio, while HRP utilizes hierarchical analysis to identify 
clusters of assets based on their correlation, thereby improving the effectiveness of risk allocation and diversification. 
These methods offer a more resilient and adaptable portfolio composition, overcoming some of the criticisms associated with 
Markowitz's model. 
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3.1) Risk Parity Portfolio Allocation 
The risk parity portfolio allocation method focuses on the higher risk-adjusted returns of safer assets. This means equalizing the risk 
allocation across assets and then overweighting safer assets and underweighting riskier assets (Asness, Frazzini and Pedersen, 2012). 
A safe asset indicates an asset with lower volatility, whereas a risky asset means it has high volatility. There is a difference between 
the Markowitz model and the risk parity approach. 
The objective of Markowitz portfolios is to reach an expected return or to target ex-ante volatility, on the other hand, the risk parity 
approach goal is to assign a risk budget to each asset (Roncalli, 2013). 
Each asset's individual risk contribution must be defined in a way that makes conceptual sense. As mentioned in the previous section, 
the volatility of a portfolio can be defined as follows: 
 

�ê�ã 
L���ê�ã�:�S�; 
L���S�Í �Ã�S��(3) 
 
Since �ê�ã�:�S�; is homogeneous, it is possible to apply �(�X�O�H�U�¶�V���W�K�H�R�U�H�P���I�R�U���K�R�P�R�J�H�Q�H�R�X�V functions,  
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So, �ê�Ü�:�S�; can be assumed as the contribution of asset �E in the portfolio to the overall risk of the portfolio. 
�7�K�H���J�R�D�O���R�I���W�K�H���U�L�V�N���S�D�U�L�W�\���S�R�U�W�I�R�O�L�R���L�V���W�K�D�W���H�D�F�K���D�V�V�H�W�¶�V���F�R�Q�W�U�L�E�X�W�L�R�Q���W�R���W�K�H���R�Y�H�U�D�O�O���U�L�V�N���V�K�R�X�O�G���E�H���H�T�X�D�O�����W�K�H�U�H�I�R�U�H���ê�Ü�:�S�; 
L �ê�Ý�:�S�;���Ê���E�á�F 

or in other terms, �ê�Ü�:�S�; 
L��
�� �:�ê�;

�Ç
���Ê���E where N is the total number of assets. 

This problem can be solved by looking at the fixed-point problem: 
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or by solving the minimization problem: 
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As we can see from the chart in Figure 3, the more volatile and therefore riskier securities are assigned smaller weights, while those 
considered more stable and safer are given larger weights. 
This allocation is deliberate: the aim is to balance the portfolio so that each security contributes equally to the total risk of the portfolio. 
Since more volatile securities are inherently riskier, even a small allocation to these securities can bring the same level of risk as a 
larger allocation to less volatile ones. 
In this way, the strategy seeks to achieve a risk parity portfolio, where each asset contributes equally to the overall volatility of the 
portfolio. 
 

 
Figure 3: Risk parity allocation for the test portfolio. 

 

3.2) Hierarchical Risk Parity Portfolio Allocation 
This method addresses the issue arising from the lack of a hierarchical structure in the correlation matrix. Hierarchical Risk Parity 
(HRP), proposed by de Prado in 2016, takes an alternative approach. 



 
 

 
RISK MANAGEME NT MAGAZINE �± Volume 19, Issue 1 �± Page - 31 - 

 

HRP is an unsupervised Machine Learning algorithm that aims to improve the negative aspects that are typically associated with the 
traditional approach to portfolio optimization. 
By using the hierarchical structure of clusters instead of the covariance structure, HRP fully capitalizes on the information contained 
within the covariance matrix and restores stability to the weights. (Burggraf, 2021). 
The HRP algorithm has three major steps: Hierarchical Tree Clustering, Matrix Seriation and Recursive Bisection. We proceed  to 
discuss these three steps in detail. 

3.2.1) Hierarchical Tree Clustering 
Hierarchical Tree Clustering divides investments into a hierarchical structure of clusters so that allocations can flow downstream 
through a tree graph. It is called Hierarchical Risk Parity because the first thing we will do is assign the financial assets into clusters 
(de Prado, 2016). The first step of the process is the main difference between this method and the classic ones. The first step aims to 
divide the assets of our portfolio into different hierarchical clusters, using the unsupervised Machine Learning algorithm known as 
Hierarchical Tree Clustering. 
Subsequently, every cluster will be subdivided into smaller clusters, until we get down to the individual assets. This process will 
therefore define a hierarchy, i.e. a tree that represents the recursive process in which we divide the universe of assets into clusters that 
will then be divided too (Vyas, 2020).  
To be more specific, we calculate the tree clusters based on the �6
H�0 matrix of stock returns where �6 represents the time series of 
the data and �0 represents the number of stocks in our portfolio. 
We can analyse the process step-by-step to understand how the clusters are formed. 
 
1) Given that �6
H�0 �P�D�W�U�L�[���R�I���V�W�R�F�N���U�H�W�X�U�Q�V�����Z�H���F�D�O�F�X�O�D�W�H���W�K�H���F�R�U�U�H�O�D�W�L�R�Q���R�I���H�D�F�K���V�W�R�F�N�¶�V���U�H�W�X�U�Q�V���Z�L�W�K���W�K�H���R�W�K�H�U���V�W�R�F�N�V���Z�K�L�F�K���J�L�Y�H�V���X�V��
an �0 
H�0 matrix of these correlations which is �é. 

 
2) The �é matrix is converted into a distance matrix between correlations �&, where each element is defined. The original formulation 
of �& is: 

�&
L��
¥�r�ä�w�„�:�s
F���é�Ü�á�Ý�;�� (8) 
 
3) Subsequently, we calculate another distance matrix �&
%. In accordance with the original paper, its formulation is: 
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The calculation of the matrix �&
% is basically formed by taking the Euclidean distance between all the columns in a pair-wise manner. 
The matrix �&�:�E�á�F�; represents the distance between two assets, while �&
%�:�E�á�F�; indicates the closeness in similarity of these assets with 
the rest of the portfolio. 
 
4) After calculating the distance between the assets, we begin to compose asset clusters using distances recursively and denote the set 
of clusters by �7. The first cluster �E�Û�á�F�Û is calculated as (see Table 2): 

 
�7�>�s�?
L �=�N�C�I�E�J�:�Ü�á�Ý�;�&
%�:�E�á�F�; (10) 

 

 �� �� �� �� �� 

�� �ì �í�ó �î�í �ï�í �î�ï 

�� �í�ó �ì �ï�ì �ï�ð �î�í 

�� �î�í �ï�ì �ì �î�ô �ï�õ 

�� �ï�í �ï�ð �î�ô �ì �ð�ï 

�� �î�ï �î�í �ï�õ �ð�ï �ì 

Table 2: Hierarchical Tree Clustering �± Example of the working principle 1. Source: Vyas (2020) 

 
5) At this point, we update the matrix �& by calculating the distances of the other elements concerning the new cluster formed. This 
step is called linkage clustering and there are multiple ways of executing this process. 
Hierarchical Risk Parity uses single linkage clustering which means that it evaluates the distance between two clusters that is defined 
by a pair of single elements of greatest proximity. 
The columns and rows that correspond to the new cluster are removed: therefore, in our example, the rows and columns corresponding 
to assets �= and �> are omitted. 
To calculate the distance of asset �E outside this cluster, the "nearest point" method is used. 

 
�&��
%�:�E�á�7�>�s�?�; 
L �I�E�J�:�&
%�:�E�á�=�;�á�&
%�:�E�á�>�;�; (11) 

 
Using the above formula (see Table 3), we calculate distances for �?, �@, and �A from the cluster �:�=�á�>�;. 
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 (a,b) c d e 

(a,b) 0 21 31 21 
c 21 0 28 39 
d 31 28 0 43 
e 21 39 43 0 

 

Table 3: Hierarchical Tree Clustering �± Example of the working principle 2. Source: Vyas (2020) 

 
6) We proceed in this recursive way by combining assets in a cluster and updating the distance matrix until we are left with a single 
cluster of actions, as shown in Table 4, in which we combine �@. 
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 �~�~���U���•�U���U���• �� 

�~�~���U���U�•���U���• �ì �î�ô 
�� �î�ô �ì 

Table 4: Hierarchical Tree Clustering �± Example of the working principle 3. Source: Vyas (2020) 

 
In hierarchical clustering, the clusters are always visualized in the form of a nice cluster diagram called a dendrogram. Below, Figure 
4 shows the hierarchical clusters for our test portfolio. 
 

 
Figure 4: Dendrogram of the test portfolio 

 

3.2.2) Matrix Seriation 
This step is identified as Quasi-Diagonalization of a matrix, but in practice, it is a serialization algorithm.  
The seriation of a matrix is a statistical technique, which is used to reorganize the data in order to show the inherent clusters clearly. 
Using the order of the hierarchical clusters calculated in the previous step, we rearrange the rows and columns of the asset covariance 
matrix so that similar investments are positioned close together and dissimilar investments are positioned apart. 
With this step, the original covariance matrix of the assets is reorganized so that the largest covariances are positioned along the 
diagonal. 
The graph shows the correlation matrix of our selected portfolio after the quasi-diagonalization. 
Figure 5 displays the seriated correlation matrix for our selected portfolio. 
We observe that, prior to seriation, the asset clusters are broken down into small sub-sections. It is only after quasi-diagonalization 
that the clustering structure becomes more evident. 
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Figure 5: Quasi-Diagonalization of correlations 

 

3.2.3) Recursive Bisection 
This is the final and, in a sense, the most important step because weights are assigned to the assets in our portfolio. 
 
1) First, we allocate the same weights for all the assets, �9�Ü
L �s�á�Ê�E
L �s�á�å �á�0 
 
At the end of the tree clustering step, concerning clustering, there remained one maxi-cluster with subsequent clusters nested within 
each other. In this step with a top-down logic, we divided each cluster into two sub-clusters, starting from the highest grouping. The 
inverse-variance allocation is optimal for a diagonal covariance matrix. We can take advantage of this fact by allocating funds top-
down through the tree structure, in which riskier clusters are given less funding (de Prado, 2016). 

 
2) Hierarchical Tree clustering forms a binary tree in which each cluster has a left and a right child cluster �.�5 and �.�6. For each of these 
sub-clusters, we calculate its variance, 
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Where �8 is the covariance matrix of the cluster members. 
 
3)The variance is calculated for both clusters: 
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4)The two factors �Ù�5 and �Ù�6 are used to rescale the cluster weights already allocated. 
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To understand how we reach the above formula for the weighting factor, we need to start from classic portfolio optimization theory, 
in which we have the following optimization objective: 
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Here, �S represents the portfolio weights and �ê signifies the covariance matrix of the portfolio. Through this lens, we derive the 
minimum variance weights: 
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Given that we are focusing on a scenario with N=2 (two subclusters), this equation refines our weights further: 
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5)The sum of the final weights which are �S�5 
L���S�5�Ù�5 and �S�5 
L���S�5�Ù�6 should be equal to 1.  
 
We applied HRP to our selected portfolio. Figure 6 and Table 5 show the weight allocations of the HRP portfolio. 
 

 
Figure 6: HRP allocation for the test portfolio 

 

Weights of the HRP and RP Portfolios 

Stocks HRP RP Difference 

AAPL  0.1066 0.0978 0.0088 

AMZN  0.1116 0.0895 0.0222 

BRK-B 0.2246 0.1987 0.0259 

GOOG 0.0891 0.1185 -0.0294 

LLY  0.0928 0.1204 -0.0276 

META  0.0636 0.0846 -0.0210 

MSFT 0.1209 0.1109 0.0100 

NVDA 0.0629 0.0413 0.0216 

TSLA 0.0430 0.0282 0.0148 

UNH 0.0848 0.1100 -0.0252 

 

Table 5: Differences between the HRP and RP portfolio weights allocation. 

 

4) Implementation of the HRP algorithm in a self-coding platform 
Self-coding is a method that combines the benefits of no-code platforms and custom code development, while overcoming the 
drawbacks of both approaches. Self-code platforms offer a user-friendly graphical interface, enabling users to construct multiple 
applications without writing code. This simplicity brings flexibility in dealing with specific business scenarios. The self-coding 
platforms autonomously generate the optimized underlying code in the background while users manipulate data through drag-and-
drop build blocks and configure their tasks.  
We have used the Rulex Platform for this model implementation. This software has two main parts: the Factory and the Studio, which 
provide a drag-and-drop interface from the initial building of logical flows. The Factory is the central component of the platform, 
where solutions are systematically developed in logical flows while offering the opportunity to check the underlying data at each 
phase. On the other hand, the Studio is the creative center of the Platform, where dashboards, reports, and executive summaries can 
be created. The Factory allows to examine the underlying data at each stage, eliminating the need for planning beforehand or waiting 
until the entire solution is completed. In fact, the visual structure of the self-coding platform allows to easily query the data in every 
step of the pipeline and analyze it, which ensures a better understanding and control of every step leading from the raw data to the 
desired outcome, even for end users who lack knowledge of programming languages. It also provides a wide range of Machine 
Learning algorithms, including explainable AI and advanced optimization tools. Among them, differently from any other tool, it also 
features the Logic Learning Machine (LLM) (Ferrari et al. 2023) classification and regression algorithm. This algorithm allows to 
extract a rule-based model and, unlike competing techniques such as Decision Trees, the extracted rules can be overlapping, ensuring 
a richer representation of the problem at hand: the scoring engine is equipped to solve conflicts among them and select a predicted 



 
 

 
RISK MANAGEME NT MAGAZINE �± Volume 19, Issue 1 �± Page - 35 - 

 

outcome taking into account the contribution of each of them. In order to implement the HRP algorithm we need to follow the steps 
shown in the scheme (Figure 7). 
 

 
Figure 7: HRP algorithm block scheme for its implementation in the self-coding platform  

The first step in implementing Hierarchical Risk Parity requires importing relevant financial data into the software. This data should 
include the trading date, ticker of the stock, and historical asset prices retrieved from Yahoo Finance for our selected portfolio 
consisting of the selected 10 stocks. Data quality is crucial in portfolio optimization. The data processing involves handling missing 
values, outliers, and any other inconsistencies in the dataset. The Factory's data preprocessing is possible with the Data Manager task 
(Figure 8). The task has the capability to facilitate the identification of the potential problem of the dataset. The Data Manager task 
enables various operations, including management of attributes calculation formulas, data querying, statistical calculations, and data 
visualization. For our HRP portfolio allocation, we need to calculate returns for each stock. Our dataset consists in the daily price of 
�W�K�H���V�W�R�F�N�V���W�K�H�U�H�I�R�U�H���F�D�O�F�X�O�D�W�L�R�Q���R�I���W�K�H���U�H�W�X�U�Q�V���V�K�R�X�O�G���E�H���P�D�G�H���G�D�L�O�\�����:�H���F�D�Q���F�U�H�D�W�H���D���Q�H�Z���D�W�W�U�L�E�X�W�H���L�Q���Z�K�L�F�K���Z�H���F�D�Q���X�V�H���W�K�H���µ�V�K�L�I�W�¶��
function that gives us the opportunity to shift the prices one day by the group of the ticker. Then we can implement the classic 
percentage change variation.To calculate the statistical measure, which is covariance, we need to duplicate the existing Data Manager 
and subsequently link it with the original one using the Join task. Establishing an identical Data Manager is a straightforward process. 
To elucidate, connecting the current Data Manager with an empty one results in the replication. Following this, the Join task can be 
employed to merge these two identical Data Managers into a single one. After that, to have the covariances �W�K�H���'�D�W�D���0�D�Q�D�J�H�U���µ�S�H�D�U�V�R�Q�¶��
function allows us to compute the Pearson correlation coefficient which gives the same results for the �é matrix as those estimated 
using traditional coding. After these operations, we can compute distance matrices to be used in the cluster loop. 
 

 
Figure 8: Data preparation flow  

 

Clustering is a fundamental step in HRP that involves grouping assets with similar risk-return profiles. Software is able to employ 
advanced clustering algorithms to categorize assets based on their historical performance and correlation (Figure 9). In order to apply 
hierarchical tree clustering explained in part 3.2.1, another flow can be created, and this flow implements a loop for clustering. The 
factory allows us to embed new flows into our main flow. By identifying clusters of assets, the portfolio optimization process moves 
to the next step which is matrix seriation. 
 

 
Figure 9: Clustering flow  

Once the clusters are formed, there is the serialization algorithm step. In other words, the assets within each cluster are sorted based 
on their risk contributions. It is the same process that is demonstrated in section 3.2.2. The software provides blocks and tools for 
efficient sorting, allowing for the arrangement of assets within clusters in a way that aligns with the HRP methodology (Figure 10). 
We can build this sorting algorithm in another flow and then again embed it into our main flow. 
 

 
Figure 10: Matrix seriation flow  

HRP portfolio employs a recursive bisection approach to build the hierarchical structure of the portfolio. The platform supports this 
recursive process by iteratively creating clusters and subclusters, refining the portfolio structure to achieve optimal hierarchical risk 
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parity allocation (Figure 11). The final step of the HRP algorithm is applied, as described in section 3.2.3. This step ensures that the 
final portfolio is well-diversified and exhibits balanced risk contributions across assets. 
 

 
Figure 11: Recursive bisection flow  

After the recursive bisection, the final output of the HRP portfolio implementation, i.e. the risk-efficient portfolio weights, can be 
viewed on the Data Manager. Figure 12 shows the flow of the implementation of the HRP algorithm using the blocks. 
 

 
 

 
Figure 12: Hierarchical Risk Parity portfolio implementation flow 

 
The results from the platform match those estimated using the traditional approach in Python (Figure 13). 
 

 

Figure 13: HRP portfolio allocation using the low-code platform 
 

Having achieved the successful calibration of the portfolio, we can now consider its extension and, most importantly, take advantage 
of the Logic Learning Machine (LLM) method. This step adds significant value: whereas the explainability of the model remained 
constrained with the traditional approach, the integration of LLM allows us to overcome this barrier, ensuring greater transparency 
and understandability of the asset allocation decisions within the portfolio. 
 

5) Case study: Logic Learning Machine application for the Turkish stock exchange market 
In this paragraph, the Logic Learning Machine (LLM) will be implemented to HRP portfolio allocation results from a new dataset. 
The new dataset was imported from Kaggle (Kesler, 2022). The dataset contains historical daily prices of the Borsa Istanbul Stock 
Exchange Market (BIST). BIST stands as a pivotal financial institution in Turkey, playing a crucial role in the country's economic 
development and providing a platform for businesses to raise capital through the issuance of stocks. The dataset includes the stock 
prices from 2015 until 2021. The dataset also contains detailed price information (open, close, high, and low), volume, market segment 
and other information about the stocks. The raw dataset had 507 stocks at the beginning. But to analyze it, each stock needed to have 
the same time period. In addition, some stocks were not operating on the market anymore. So, those stocks needed to be excluded 
from the dataset. 

5.1) Descriptive Statistics of the Dataset 
The total dataset consists of 507 stocks and after the data processing, 336 stocks remain in the dataset to be analyzed for the same time 
period. This reduction is attributed to the exclusion of stocks that were no longer operating in the market during the specified time 
period, ensuring the analysis is focused on actively traded stocks. Understanding the trading volume of stocks on BIST provides 
insights into market activity and investor sentiment. Highly liquid stocks often attract more attention from traders due to their ability 
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to be easily bought or sold without significantly impacting the stock price. Figure 14.a shows the summary statistics of daily prices of 
20 stocks which are sorted by average volume. The mean price of a stock within the top 20 highest average volume stocks represents 
the average closing price over the specified time period. It offers insights into the typical valuation of these high-volume securities. 
The standard deviation of prices for each stock in the top 20 indicates the degree of variability in their closing prices. Higher standard 
deviations suggest greater price volatility for these actively traded stocks. The summary statistics of daily prices indicated that all of 
the highly traded stocks experienced positive daily returns. But it is worth mentioning that Turkish Airlines (THYAO) has a 13.888 
average return, and it is an extreme return compared to the rest of the stocks. Figure 14.b shows the summary statistics of the daily 
rate of return of 20 stocks which are sorted by average volume. The mean daily rate of return indicates the average percentage change 
in the stock price on a daily basis. It provides insights into the typical daily performance of these high-volume securities. The standard 
deviation of the daily rate of return measures the degree of variability in their daily price changes. Higher standard deviations indicate 
increased daily price volatility for these actively traded stocks. The median daily rate of return is the middle value in the distribution 
of daily percentage changes. It provides a robust measure that is less influenced by extreme values, offering insights into the central 
tendency of the stock daily performance. The maximum daily rate of return is the highest daily percentage change observed during 
the analyzed time period. It highlights peak daily performance and potential outliers in the rate of return for these high-volume stocks. 
The minimum daily rate of return is the lowest daily percentage change observed during the specified time period. It provides insights 
into the lowest daily performance of these stocks, aiding in risk assessment. The summary statistics of the daily rate of return showed 
that highly traded stocks performed mostly positive daily returns. Another fact about the daily return of these 20 stocks is that they 
ranged from 2 to 4 percent.  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 14: Summary statistics of daily prices (a) and returns (b) of 20 stocks from 2018 to 2021 

 

5.2) Characteristic Features of the Stocks 
Understanding the characteristics of BIST stocks is the core of the case study. By employing advanced methodologies to the HRP 
portfolio allocation results, specifically LLM, we aim to uncover concealed patterns within these characteristics. Thus, LLM will pave 
the way for the understanding of HRP portfolio allocation results in the dynamic environment of Borsa Istanbul. Some characteristics 
of stocks have been selected in order to apply LLM to the HRP portfolio allocation results. These characteristics are listed below: 
 
- The market segment of the stock on Borsa Istanbul provides a detailed classification within the exchange, indicating whether the 
stock falls into categories. The segments are BIST Stars, BIST Main, BIST Sub-market, Watchlist (WL), Structured Products and 
Funds Market (SPFM), Commodity Market, Venture Capital Market, or the Pre-Market Trading Platform (PMTP). This segmentation 
is crucial for understanding the stock's positioning and dynamics within the broader market structure. In our analysis, we choose the 
stocks that are listed in BIST Stars, BIST Main, and BIST Sub-market, to be more specific. The conditions are listed in the Market 
Segments shown in Figure 15. 
 

 

Figure 15: BIST market segment conditions. Source: BIST 
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- The main sector of the stock, as categorized on the Public Disclosure Platform in Turkey (KAP), represents the primary industry or 
business sector in which the company operates. This classification provides essential information about the core activities of the 
company, such as finance, technology, or manufacturing. The main sector classification allows investors to assess industry-specific 
challenges and opportunities in stocks. 
 
- Indexes could be another explanatory attribute for stocks. Indexes are determined by their market value by regulatory authorities. 
Being part of these indices enhances the stock's visibility among investors. It means that the stock is among the top-performing 
companies in terms of market capitalization and liquidity, making it more attractive to a broader range of investors. BIST30 comprises 
the top 30 performing stocks, BIST50 includes the top 50, and BIST100 covers the top 100 stocks listed on the market. The BIST100 
index serves as the primary benchmark for the Borsa Istanbul Equity Market. It comprises 100 stocks chosen from companies traded 
on the Stars Market. 
 
- Underlying Assets in the Derivatives Market. Examining whether a stock is actively traded in the futures and options market can be 
another characteristic to consider for the portfolio. The availability of futures and options contracts enhances the overall liquidity of 
the stock. This increased liquidity can attract a broader spectrum of investors and contribute to smoother price formation. Another fact 
is that the availability of futures and options contracts allows market participants to protect their portfolios against adverse price 
movements. The futures and options of the stocks are not widely available in Turkey. There are 45 stocks in our dataset that are traded 
in the futures and options market. 
 
- Average Return and Standard Deviation. The average return of the stock provides a quantitative measure of its historical 
performance. Stocks with positive average returns are generally viewed favourably, indicating that investors have experienced gains 
over the period but the risk of the stocks should be considered. Moreover, considering the risk of a stock, the standard deviation of 
daily returns assesses the stock's volatility. Higher standard deviation values indicate greater volatility, reflecting larger price 
fluctuations and increased risk. The average return and standard deviations of return of the stock are calculated on a daily basis from 
the beginning of 2018 to the end of 2021. 
 
- The average standard deviation ratio is derived from the proportion of the average return to the standard deviation of the average 
return. The average standard deviation ratio quantifies the stock's risk relative to its average returns. A higher ratio may suggest a 
more favourable trade-off between potential return and risk, indicating that the investment may be more attractive in terms of its risk-
adjusted performance. This metric is essential for investors employing risk-sensitive strategies, allowing them to assess the trade-off 
between potential returns and associated risks. 
 
- The Average volume serves as a key indicator of market liquidity, representing the average number of shares traded daily. Investors 
often use average volume in their strategies for evaluating stock volatility. An increase in volume during periods of price volatility 
may indicate heightened market interest and the potential for more pronounced price movements. Another fact is that higher average 
volumes mean increased liquidity, making the stock more accessible to trade. The average volume is calculated on a daily basis for 
the time period from 2018 to 2021 for our portfolio. 
 
- Float Ratio of the Stock. Floating stock means the number of shares available for trading of a particular stock. The float ratio of the 
stock measures the proportion of shares available for trading in the open market. A higher float ratio generally indicates greater 
liquidity, making the stock more attractive to investors. For our analysis, the float ratio of the stocks is the ratio on 31 December 2021 
which is the last day of trading in our dataset. The float ratio information is retrieved from the IS Investment.  
 
- The foreign ratio of the stock represents the percentage of shares owned by foreign investors. A higher foreign ratio may indicate 
increased exposure to international market dynamics. Stocks with a substantial foreign ratio may exhibit sensitivity to currency 
fluctuations and exchange rate movements. In our dataset foreign ratio of the stocks is the ratio on 31 December 2021 which is the 
last day of trading in our dataset. The foreign ratio information is retrieved from the IS Investment. 
 
In short, looking into the characteristics of the stocks, we examined crucial attributes such as main sector classifications, index 
inclusions, derivatives trading involvement, historical returns, volatility metrics, liquidity indicators, and foreign ownership. These 
features will be the foundation for the next step of the case study which is the application of the Logic Learning Machine. 

5.3) Logic Learning Machine 
The Logic Learning Machine (LLM) is a rule-based method alternative to decision trees. In plain words, the LLM transforms the data 
into a Boolean domain where some Boolean functions (namely one for each output value) are reconstructed starting from a portion of 
their truth table with a method that is described in the paper of Muselli and Ferrari (2009). 
The method creates a set of intelligible rules through Boolean function synthesis following 4 steps. These steps are: 
 
1. Discretization 
 

2. Latticization or Binarization 
 

3. Positive Boolean function 
 

4. Rule generation 
 
In order to analyze the process, each step is applied to a bi-class toy problem, whose training set is demonstrated in Table 6. 
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 �:�5 0.07 0.11 0.22 0.14 0.23 0.08 0.12 0.21 0.26 0.24 

 �: �6 a a c a d c d a a b 

 �;   �%�4  �%�4  �%�4  �%�4  �%�4  �%�5  �%�5  �%�5  �%�5  �%�5 

Table 6: Toy example for describing the LLM working principle 

5.3.1) Discretization 
In this step, each continuous variable domain is converted into a discrete domain by a mapping. �ð�Ý�÷�:�Ý���\ ���+�Æ where �:�Ý is the domain 
of the �F-th variable and �+�Æ�� 
L �s�á�å �á�/  is the set of positive integers up to �/ . 
The mapping must preserve the ordering of the data. If ���T�Ü�Ý
Q�T�Þ�Ý��then���ð�Ý�:�ž�Ü�; 
Q�ð�Ý�:�ž�Þ�;, �Ê�E
L �s�á�å �á�@�ä��One way to describe �ð�Ý is that 
it consists of a vector �½�Ý
L �:�Û�5�á�å �á�Û�à �?�5�; so that: 
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�/ �Ý�á�����������������������������������������������������T�Ü�Ý
P���Û�Ü�Æ�?�5��

   (19) 

 
There are several strategies for discretization and the simplest one is creating �/ �Ý interval having the same length. Let �Ë�Ý be the vector 
of all the �Ù�Ý values for input variable �F in ascending order 
k�L�Ý�ß
Q�L�Ý�ß�>�5���Ê���H
L �s�á�å �á�Ù�Ý
o, then the cutoff  �Û�Ý�à is given by: 
  

�Û�Ý�à 
L���L�Ý�5 
E
�ã�Õ
� �Õ

�?�ã�Õ�-��

�Æ�Õ
�I  (20) 

 
This method is referred to as Equal Width discretization. An alternative straightforward approach, known as Equal Frequency 
discretization, involves selecting cutoff points to ensure an equal distribution of examples from the training set �5 in each interval. 
However, these two discretization approaches are unsuitable for a classification problem, since they disregard the output value, 
whereas it is desired that: if �U�Ü
M���U�Þ��then �Ì���F  ���ä���ä���ð�Ý�:�ž�Ü�;��
M�����ð�Ý�:�ž�Þ�;; otherwise, discretization brings on ambiguity in the training 
set. 
The problem of determining cutoffs can be approached as an optimization problem, aiming to minimize the total number of cutoffs 
while considering the constraint introduced in the preceding equation. The cutoffs can be chosen among the values. In order to 
formalize the problem, �ì�Ý�ß and �:�Ý�Ü�Þ for �F���Ð�<�s�á�å �á�@�= and �E�á�G���Ð�<�s�á�å �á�0�= and �H���Ð�<�s�á�å �á�Ù�Ý�= must be introduced. �:�Ý�Ü�Þ is the set of 
indexes �H such that �T�Ü�Ý
O���é�Ý�ß
O�T�Þ�Ý and �ì�Ý�ß are Boolean values that assert if �é�Ý�ß is a cutoff  �F-th variable: 
 

�ì�Ý�ß
L �D�s
�r

�����������g�d������ �Õ�×���Ð���
 �Õ
�m�r�f�c�p�u�g�q�c��

 (21) 

then the optimization problem is given by: 
 

������
�Î


Í 
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with:    (22) 
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If there are ambiguities in the training set, discretization must be able to minimize ambiguity and the number of cutoffs. The solution 
is to relax constraints by introducing a set of auxiliary variables, that control the violation of the starting constraints.  
 
On the other hand, constraints may be enforced by imposing that examples belonging to the different classes are separated by at least 
�M
P�s different variables. In any case, the problem stated above presents several variables and it could require excessive computational 
cost. 
 
In order to find a near-optimal solution, the possible practical approach is to use a greedy approach method, such as the Attribute 
Driven Incremental Discretization (ADID) (Ferrari and Muselli, 2010; Cangelosi et al., 2013). ADID uses the concept of effective 
distance �@�Ø�Ù�Ù that is the number of inputs that separate two examples: 
 

�@�Ø�Ù�Ù�:� �Ü�á� �Þ�; 
L���Ã �à�×
�Ý�@�5 �:�����ð�:� �Ü�; 
F ���ð�:� �Þ�;�����;  

      (23) 

where  �à�:�Q�; 
L���D�s�����������������������‹�ˆ���Q
P�r
�r�������������‘�–�Š�‡�”�™�‹�•�‡

�� 

 
given the effective distance, then two examples � �Ü�á� �Þ are considered separated in a determinant way if �@�Ø�Ù�Ù�:� �Ü�á� �Þ�;��
R�M. For each 
candidate cutoff, it is possible to define: 
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- The sets �5�Ý�ß
�:�ß�;�á�5�Ý�ß

�:�å�; including examples separated by the cutoff �é�Ý�ß 

�5�Ý�ß
�:�ß�; 
L��
[� �Ü���+���:� �Ü�á�U�Ü�; �Ð�5�á�T�Ü�Ý
Q�é�Ý�ß
_  (24) 

�5�Ý�ß
�:�å�; 
L��
[� �Ü���+���:� �Ü�á�U�Ü�; �Ð�5�á�T�Ü�Ý
P �é�Ý�ß
_  (25) 

- The counter �R�Ü�Ý that counts the number of examples separated in a determinant way by �é�Ü�Ý 

�R�Ý�ß
L �Ã �Ã ���U�Ü
F �U�Þ��� �Ö�Ð���Ì�Õ�×
�:�Ý�;� �Ô�Ð���Ì�Õ�×

�:�×�; ���à�:�M
F���@�Ø�Ù�Ù�:� �Ü�á� �Þ�;�;��  (26) 

- The value �S�Ü�Ý that measures the total effective distance between examples belonging to different classes that are separated in a 

determinant way by �é�Ü�Ý 

�S�Ü�Ý
L �Ã �Ã ���U�Ü
F �U�Þ��� �Ö�Ð���Ì�Õ�×
�:�Ý�;� �Ô�Ð���Ì�Õ�×

�:�×�; ���à�:�M
F���@�Ø�Ù�Ù�:� �Ü�á� �Þ�;�;�����@�Ø�Ù�Ù�:� �Ü�á� �Þ�;  (27) 

By using these definitions, ADID starts from an empty set, and at each step, it adds the cutoff that maximizes �R�Ý�ßand in suborder that 
minimizes �S�Ý�ß, �R�Ý�ß and �S�Ý�ß are recalculated according to the added cutoff and the process continues until �R�Ý�ß
L �r���Ê���é�Ý�ß. 
Once the cutoffs have been selected from �Ë�Ý, their positions can be refined by applying the midpoint between the two boundary 
examples as shown in the following equation. 

�Û�Ý�ß
L���é�Ý�ß���7 ���Û�Ý�ß
L��
�� �Õ�×���>���� �Õ�×�6�-

�6
 (28) 

 
Prior to applying binarization, it is necessary to convert nominal attributes. In this instance, the transformation is simpler compared to 
continuous attributes, since it is sufficient to assign an integer to each possible nominal value. 
For the example in Table 7 the mappings �ð�5 and �ð�6 found at this phase are the following: 
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 (29) 

 
At the end of this step, the output must also be codified with 0 and 1. The resulting discretized dataset for the toy problem is shown 
in Table 7. 
 

�:�5 �: �6 �;     �:�5 �: �6 �;  
1 1 0   1 3 1 
1 1 0   1 4 1 
2 3 0   2 1 1 
1 1 0   2 1 1 
2 4 0   2 2 1 

Table 7: Toy Example discretized. Source: Muselli (2006) 

 

5.3.2) Binarization 
In this step each discretized domain is transformed into a binary domain through a mapping �î �÷���+�Æ�Õ

�\ �<�r�á�s�=�Æ�Õ, where �+�Æ�Õ
 is the 

domain of the �F-th variable and �<�r�á�s�=�Æ�Õ is a string having a bit for each possible value in �+�Æ�Õ
. 

The mapping must maintain the ordering of data: �Q
O�R if and only if �î �:�Q�; 
O���î �:�R�;��where the standard ordering between z and   �• �Ð
�<�r�á�s�=�Æ�Õ is defined as follows: 
 

�" 
O�� ��if and only if  
\
�Ì���F�������������•�—�…�Š���–�Š�ƒ�–���V�Ý
O�S�Ý
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      (30) 
�" 
Q�� ��if and only if �V�Ý
Q�S�Ý���Ê���F
L �s�á�å �á�/  
 
if the relation in the equation above holds, then it is said that �" covers �� . 
 
A suitable choice for �î �Ý is the inverse only coding, that for each �G���Ð�+�Æ creates a string �� ���Ð�<�r�á�s�=�Æ�Õ having all bits equal to 1 except 
the �G-th bit which is set to 0. 
For example, let �T�Ü�Ý
L �u with domain �+�9, then �î �Ý�:� �Ü�; 
L �s�s�r�s�s. In this way �î �:� �Ü�; 
L �"�Ü where �"�Ü is obtained by concatenating �î �Ý�:� �; 
for �F
L �s�á�å �á�@. 
As a result, the new training set is �5�ñ
L �<�:�"�Ü�á�U�Ü�;�=�Ü�@�5

�Ç , with �"�Ü���Ð�<�r�á�s�=�» where �$ 
L���Ã �/ �Ý
�×
�Ý�@�5 . The training set obtained after binarization 

for the toy problem is shown in Table 8. 
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�< �;    �<  �;  
01 0111 0   01 1101 1 

01 0111 0   01 1110 1 

10 1101 0   10 0111 1 

01 0111 0   10 0111 1 

10 1110 0   10 1011 1 

Table 8: Toy Example after binarization. Source: Muselli (2006) 

5.3.3) Synthesis of the Boolean function 
The training set �5�ñ, obtained after binarization, can be divided into different subsets according to the output class: �6 is the set containing 
�:�"�Ü�á�U�Ü�;��with �U�Ü
L �s whereas �( is the set containing the example for which �U�Ü
L �r. 
 �6 and �( can be viewed as a portion of the truth table of a Boolean function �B that must be reconstructed. Before proceeding with the 
method description, it is useful to give some definitions and notations. 
 
- Each Boolean function can be written with operators ������ , ���� , and ������   that constitute the Boolean algebra; if ������  is not considered 
then a simpler structure, called Boolean lattice, is obtained. From now on, only the Boolean lattice is considered. It can be drawn by 
positioning �" over ��  if �" 
P ��  and by linking all the couples �", ��  for which an �	 exists such that �� 
O�	 
O�". An example for �<�r�á�s�=�7 
is shown in Figure 16.b. 
 
- The sum �:���� �; and product �:������ �; of �I  terms can be denoted as follows: 

�€ �V�Ý
L���V�5 
E�V�6 
E�®
E�V�à 
L�à
�Ý�@�5 ���V�5������ �����V�6������ �å ���� ���V�à   

�• �V�Ý
L���V�5
�à
�Ý�@�5 �®�V�6 �®�å���®���V�à 
L �V�5�V�6�å �V�à 
L���V�5�������� ���V�6�������� �å �������� ���V�à   

 
- A logical product is called an implicant of a function �B if the following relation holds: �• �V�Ý
Q�à

�Ý�@�5 ���B, where each element �V�Ý is called 

literal. The product is called prime implicant if the relation no longer holds when a literal is removed from the implicant. 

- The ordering in a Boolean lattice is defined by the equations above, according to this ordering, a Boolean function �B�ã�<�r�á�s�=�» �\ �<�r�á�s�= 

is called positive if �"��
Q��  implies �B�:� �; 
Q�B�:�• �; for each �"�á�� ���Ð�<�r�á�s�=�». 

- A subset �# �? �+�» such that for each element �"�á�� ���Ð�#, an ordering cannot be established (neither �" 
O�� , nor �� 
O�"), then �# is called 

antichain. 

- Given �	���Ð�<�r�á�s�=�», then the set �.�:�	�; 
L �<�"���Ð���<�r�á�s�=�»�������"��
Q�	�= is called lower shadow of �‡, whereas the set �7�:�	�; 
L

�<�"���Ð���<�r�á�s�=�»�������"��
R�	�= is called an upper shadow of �‡. The lower and upper shadows for  �s�r�s���Ð�<�r�á�s�=�7 are shown in Figures 16.a and 

16.c. 

- Given the subset �6�á�(���Ð���<�r�á�s�=�», then �6 is lower separated from �(, if there are no element �"���Ð�6 belonging to the lower shadow of 

some element of �(. 

- Given the binary string �	, if there is a  �"���Ð�6 such that �	 
Q�"��there is not a �� ���Ð�( such that �	 
Q��  and for each �
 
O�	, there is 

�� ���Ð�( such that �
 
Q�� , then �	 is called bottom point for the pair �:�6�á�(�;. 

- Every positive Boolean function can be written in its unique, not redundant Positive Disjunctive Normal Form (PDNF) as the sum 

of its prime implicants: �B�:�"�; 
L���€ �• �V�Ý�Ý�Ð�É�:�	�;�Ô�Ð�º , where �2�:�	�; is the subset �+�» containing each �E such that �=�Ü
L �s�â�# is an antichain of 

�<�r�á�s�=�» and each �	 is called the minimum true point. 

For example, the not redundant PDNF �B�:�"�; 
L���V�5�V�6 
E�V�8 is obtained from antichain �# 
L �<�s�r�s�r�á�r�r�r�s�=. 

From these definitions, it follows that a method for finding �B must retrieve the set of minimum true points to be used from �6 and �(, 
in order to represent �B in its irredundant PDNF and it follows that the set of all bottom points for �:�6�á�(�; is an antichain, which elements 
are candidate minimum true points. 
 

The algorithm employed by LLM to produce implicants is called Shadow Clustering (Muselli and Quarati, 2005). It generates 
implicants for �B by the analysis of the Boolean lattice �<�r�á�s�=�». 
The algorithm selects a node in the diagram and generates bottom points �:�6�á�(�; by descending the diagram: the move down from a 
node to another node is equivalent to changing a component from 1 to 0 and a bottom point is added to A when any further move 
down leads to a node belonging to the lower shadow of some �� ���Ð�(. 
 

In particular, the starting node is chosen between the �"���Ð�6���?���<�r�á�s�=�» that do not cover any point �	���Ð�# such that �	��
Q�" (in other 
words the algorithm ends when each element in �6 covers at least one element in �#). 
Once �# has been found, it is possible that it contains redundant elements and consequently, it must be simplified in order to find �#�Û 
to which derives PDNF of the positive Boolean function. 
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Figure 16: Boolean Lattice diagram. Source: Muselli and Ferrari (2009) 

 
Different versions of Shadow Clustering exist depending on the choice of the element to be switched from 1 to 0 at each step of the 
diagram descent, for example, Exhaustive Shadow Clustering (ESC) retrieves all the bottom points deriving from the starting node. 
Since ESC has a high computational cost, it is usually better to use greedy approaches that at each step change the �E-th element of the 
examined node in order to minimize the complexity of the final function, which is measured in terms of the number of implicants and 
number of literals in each implicant. 
For example, Maximum-covering Shadow Clustering (MSC) at each step changes the element that maximizes the potential covering 
associated with the element index, where the potential covering associated with switching on index �E from �s to �r, is defined as the 
number of elements �"���Ð�6 for which �V�Ü
L �r. 
As concerns the selection of �#�Û���? �#, a possible choice is to subsequently add to �#�Û the element of �# that covers the highest number 
of points in �6 that are not covered by any other element of �#�Û. The application of the Shadow Clustering algorithm to the dataset after 
binarization produces the implicants: 
100011 which corresponds to �V�5 �è�V�9 �è�V�:  

011100 which corresponds to �V�6 �è�V�7 �è�V�8 

Then, the PDNF of the resulting Boolean function is the following: �B�:�"�; 
L �:�V�5 �è�V�9 �è�V�: �; �é���:�V�6 �è�V�7 �è�V�8�; 
 
    Algorithm 1: Shadow Clustering algorithm 

 

5.3.4) Rule generation 
In the last step, each implicant of the positive Boolean function �B is transformed into an intelligible rule, where, as said before, a 
function is generated for each output value, and then the consequent of the rules only depends on �B. 
The transformation takes into account the coding applied during binarization. In particular, �" was obtained by concatenating the results 
of the mapping �î �Ý�:� �; for each �F
L �s�á�å �á�@ and consequently it can be split into substring ���Ý for each attribute, whose element �V�Ü�Ð���Ý 
corresponds to a nominal value if �:�Ý is nominal, whereas it corresponds to an interval if �:�Ý is ordered. 
For each implicant, a rule in ���	 
F ��������  form is generated by adding a condition for each attribute �:�Ý as follows: 
- if �V�Ü
L �r for each �V�Ü�Ð���Ý, then no condition relative to �:�Ý is added to the rule; 

- if �:�Ý is nominal, then a condition �:�Ý�Ð�8 is added to the rule, where �8 is the set of values associated with each �V�Ü
L �r �Ð�����Ý; 

- if �:�Ý is ordered, then a condition �:�Ý�Ð�8 is added to the rule, where �8 is the union of the intervals associated with each �V�Ü
L �r �Ð�����Ý. 
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For the implicant 100011 obtained in the previous step, �� �5 
L �s�r leads to the condition �:�5 �Ð�:�r�ä�s�y�á�‹�•�ˆ�;�� or ���:�5 
P �r�ä�s�y and �� �6 
L �r�r�s�s 
leads to the condition �: �6 �Ð�<�=�á�>�=. Then the rule relative to 100011 is: ���	���:�5 
P �r�ä�s�y�������� ���: �6 �Ð�<�=�á�>�=���������� ���; 
L �%�s 
 
For the implicant 011100 obtained in the step described previously, �� �5 
L �r�s leads to the condition �: �5 �Ð�:
F�‹�•�ˆ�á�r�ä�s�y�?�� or ���:�5 
Q�r�ä�s�y 
and �� �6 
L �s�s�r�r leads to the condition �: �6 �Ð�<�?�á�@�=. Then the rule relative to 011100 is: ���	���:�5 
Q�r�ä�s�y�������� ���: �6 �Ð�<�?�á�@�=���������� ���; 
L �%�s 

 
Notice that conventionally the upper bound, if finite, is always included in the condition, whereas the lower bound is excluded. 
In order to generate the rule for the other class it is sufficient to label �%�r with �s and �%�s with �r. In the case of the multiclass problem, 
it is sufficient to decompose the problem into several bi-class problems according to the OVR strategies described so far, for each of 
the sub-problems the target class is labelled with �s, and all the remaining with �r. 

5.3.5) Rule quality and class prediction 
The process described in part 5.3.3 ensures that each element � �Ü of the training set only satisfies rules associated with the output class 
of  � �Ü, but since data are affected by noise, usually it is preferable to admit some errors in order to make the model able to generalize. 
In order to permit a fraction of error, the descent of the diagram does not stop when a further move down leads to the lower shadow 
of some �� �Ð�(, but allows it to go on until a further move leads to a node belonging to the lower shadow of a percentage element 
�� �Ð�( greater than a regularization parameter maxerror. Then, it is usual that an element of the training set covers the rule of different 
classes. When it happens, the output class is established according to the relevance of the rules satisfied by it. 
In order to present relevance, the following quantities relative to a rule �� in the ���	 
O�L�N�A�I�E�O�A
P�������� 
O�?�K�J�O�A�M�Q�A�J�?�A
P��form are 
introduced: 
 

- �6�2�:���; is the number of training set examples that satisfy both the premise and the consequence of the rule ��, 

- �(�2�:���; is the number of training set examples that satisfy the premise but do not satisfy the consequence of the rule ��, 

- �6�0�:���; is the number of training set examples that do not satisfy either the premise or the consequence of the rule ��, 

- �(�0�:���; is the number of training set examples that do not satisfy the premise and satisfy the consequence of the rule ��, 

Notice that an example � �Ü satisfies the premise of the rule �� if it satisfies all its premise conditions, whereas � �Ü does not satisfy the 
premise of the rule �� if it does not satisfy at least one among its premise conditions. Combining these quantities, it is possible to 
compute 2 quality measures for a rule ��: 
 

- Covering: �%�:���; 
L��
�Í�É

�Í�É�>�¿�Ç
 (31) and Error: �' �:���; 
L��

�¿�É

�Í�Ç�>�¿�É
 (32) 

It is evident that the greater the covering, and more relevant the rule is; on the other hand the smaller the error, the less relevant the 
rule is. Then relevance of a rule �� is obtained by combining  �%�:���; and �' �:���;: �4�:���; 
L �%�:���;�:�s
F �' �:���;�;. 
 
Once the relevance of the rule is defined, it is possible to use it in order to compute a score �5�:� �Ü�á�?�; for each class �? that measures how 
likely it is that �U�Ü
L �?: 
 

�5�:� �Ü�á�?�; 
L���Ã �4�:���;���Ð�ì �Î
�Ô  (33) 

 
with �ì �Ö

�Ü
L �<�������������Ð�ì �á����
Q� �Ü�á�1�:���; 
L �?�=, where �ì  is the complete ruleset, ������
Q� �Ü denotes that � �Ü satisfies the premise of the �� and 
�1�:���; 
L �? denotes the consequence of �� predict class �?. Then �ì �Ö

�Ü is the set of rules satisfied by � �Ü that predict class �?. 
From the scores of each output class, it is possible to define the probability that �U�Ü
L �?: 
 

�2�:�?������� �Ü�; 
L
�Ì�:� �Ô�á�Ö�;

�Ã �Ì�:� �Ô�á�Þ�;�Ö�Ð�´
 (34) 

 
Then the selected output is the one that maximizes the output probability: �U
ä�Ü
L �•�ƒ�š

�Ö
�2�:�?��������� �Ü�;. Since it is not guaranteed that �r��
Q

�5�:�N�; 
Q�s and in some cases it is preferable to have a single very relevant rule than a large set of little relevant rules, then it is possible 
to compute �5�:� �Ü�á�?�; in an iterative way as shown in the algorithm below. 
 
Algorithm 2: Scores computation 
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By applying this algorithm, the score is incremented at each step by adding the relevance of the best rule normalized over the maximum 
value that can be added to the score without exceeding 1. In addition to the rule relevance, it is also possible to define the relevance 
of a condition �N, which denotes the increase of error obtained by deleting condition �N from rule ��: �4�:�N�; 
L �' �:� �̃ñ�; 
F �' �:� �̃; where � �̃ñ is 
the rule obtained by removing condition �N from ��. 

5.4) Application of Hierarchical Risk Parity and Logic Learning Machine 
This part delves into a comprehensive exploration of key attributes that define a stock's behavior, focusing on its characteristics which 
are explained in part 5.2. Before applying the LLM, results from HRP portfolio allocation for our dataset are shown in Figure 17. 
 

 
 

Figure 17: HRP allocation results for Turkish stocks (tickers versus weights) 
 
After implementing the HRP allocation algorithm it can be merged with the characteristics explained in part 5.2. The first step in the 
LLM algorithm involves feature extraction from the dataset, encompassing both static characteristics features and dynamic historical 
performance metrics of the 336 stocks. The static features, such as market capitalization and industry sectors, offer a snapshot of the 
fundamental attributes of each stock. Simultaneously, the dynamic features, including historical returns and volatility, capture the 
temporal dynamics of the market. To facilitate supervised learning within the LLM framework, a set of labels is defined based on the 
performance of each stock. The first 24 stocks selected from the results which have a higher percentage than 0.7 are labelled as 
selected. The LLM  is a symbolic Machine Learning model that combines decision trees and logic-based rule learning. It employs a 
hierarchical structure to create rules that capture the relationships between input features and output labels. The model's architecture 
allows it to generate human-understandable rules while maintaining the flexibility of traditional Machine Learning techniques. Figure 
18 shows the Rule Generation workflow. The dataset is divided into training and test sets in order to train the model on the training 
set and perform the classification rules on the test set. 

 
Figure 18: Rule generation workflow 

The important thing about the dataset is that our selection criteria make it unbalanced. Unbalanced datasets tend to bias the 
performance towards the most represented class (Blagus and Lusa, 2010). In the context of unbalanced datasets, a Weighted 
Classification System is a technique used to address the issue of unequal class distribution. Unbalanced datasets occur when one class 
(the minority class) has significantly fewer instances than another class (the majority class). 
In our dataset, the selected stocks were more frequent (7% Selected, 93% of Not Selected).  Therefore, the Weighted Classification 
System (WCS) was applied to our dataset before the process started. We can imagine this system as if each sample of the selected 
class were repeated more times, to enhance the importance of that pattern in the learning phase. The more important and representative 
samples are the one with the highest allocation in the "selected class" and the one with the lowest allocation in the "Not Selected" one, 
that is the samples for which the decision (positive or negative) is clearer. 
Classification weights, then, depend on the HRP portfolio allocation results: selected stocks with a higher allocation of capital have a 
higher classification weight compared to selected stocks with a lower allocation of capital. On the contrary, for the not selected class, 
lower weighted stocks have a higher classification weight than the higher weighted stocks. 
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As concerns the parametrization of the Logic Learning Machine algorithm, we set the maximum number of conditions to 3 and the 
maximum error allowed for each rule to 5%. LLM generated 9 rules, but 3 of them had a very low covering (< 20%). Table 10 shows 
the set of the 6 main rules (> 20 %) numbered from 1 to 6 (n). 
Two rules predict selected stocks and 4 rules for not selected ones. Two parameters shown in Table 9 estimate the quality of the rules; 
1) covering, measuring the generality, and 2) error measuring the ambiguity. The covering has two different ratios for the selected 
stocks which are 83.19% and 21.01%. On the contrary, covering ranged from 29.84% to 78.23% for the not selected stocks. 
As mentioned previously, the maximum error rate should be 5%, therefore it ranges from 0 to 5% for all the rules.  
As expected, all the rules are associated with standard deviation. The first rule for selected stocks says that SD should be lower or 
equal to 3.06. 
This suggests that lower variability of the returns of a stock makes it a more stable and predictable investment. A standard deviation 
of 3.06 or lower indicates a tighter range of potential returns, signifying less risk and volatility in the stock's performance. 
Investors often consider lower standard deviations desirable, reflecting a more consistent historical pattern of returns, providing 
confidence in the stock's future performance. 
This rule can be read as a risk management tool, guiding investors towards stocks with lower price fluctuation and, consequently, a 
higher likelihood of meeting their investment objectives. The second rule for chosen stocks specifies that the average return must 
exceed 0.17. Additionally, the standard deviation of the stock's returns should be equal to or less than 4.12, and the Floating Stock 
Rate should surpass 22%. 
This implies a preference for stocks that, on average, generate positive returns. Furthermore, a lower standard deviation suggests 
reduced volatility or variability in the stock's returns. Lastly, a significant Floating Stock rate is preferred as it enhances liquidity, 
ensuring a higher availability of shares in the market. 
On the side of not selected stocks, rule 3 suggests that a stock will not be selected for inclusion in the portfolio if its SD exceeds 3.02, 
indicating a preference for stocks with lower volatility. Additionally, the condition for the AVG SD Ratio being less than or equal to 
8.11 emphasizes the importance of consistency in the average return pattern. 
Moreover, the requirement of an FRR greater than 0.19 suggests that foreign ownership of a stock can affect the investment decision 
in stocks with lower standard deviations. Rule 4 dictates that a stock will not be included in the portfolio if its SD exceeds 4.02, 
signalling a preference for avoiding stocks with very high volatility. 
Notably, the error rate is zero, signifying that stocks meeting this condition are accurately identified and classified as �³No�´�� This aligns 
with the objective of excluding stocks with excessively high standard deviation from the portfolio. 
 

n Outcome 1st condition 2nd condition 3rd condition Covering 
(%)  

Error 
(%)  

1 Yes �6�'���”����������   83.19 4.03 
2 Yes Mean > 0.17 SD �”���������� FLR > 22 21.01 5.00 
3 No SD > 3.02 AVG �6�'���5�D�W�L�R���”��

8.11 
FRR > 0.19 78.23 4.35 

4 No SD > 4.02   72.90 0 
5 No MSG in Stars or 

SubMarket 
SD > 2.82 AVG �6�'���5�D�W�L�R���”��

6.56 
41.13 4.49 

6 No MSC in FI, WRT SD > 3.62  29.84 0 
SD = Standard Deviation, MSG = Market Segment, MSC = Main Sector, FI= Financial Institutions, WRT = Wholesale 

and Retail Trade, Tech = Technology, IC = Information and Communication, MFG = Manufacturing, FLR = Float Ratio, 
 FRR = Foreign Ratio 

 

 
Table 9: Classification rules for 336 stocks 

A comparison with a competing, rule-based, technique (Decision Trees) has been inserted, highlighting that Logic Learning Machine 
achieves a better performance on the out-of-sample set. 
The confusion matrix in Table 10 �U�H�I�O�H�F�W�V���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���W�K�H���/�/�0���P�R�G�H�O���L�Q���S�U�H�G�L�F�W�L�Q�J���W�Z�R���R�X�W�F�R�P�H�V���Z�K�L�F�K���D�U�H���³�<�H�V�´���D�Q�G���³�1�R�´����
The high True Positive rate of 95.83% indicates that the model accurately identified the majority of  the selected stocks. On the not 
selected class, a True Negative rate of 90.38% suggests effective identification of the not selected stocks. 
If we enter into more detail, the training set of the model demonstrated notable performance with a True Positive rate of 90.22% and 
a True Negative rate of 92.59% effective identification of the two outcomes. On the test set, the model accurately predicted all stocks 
with a rate of 100% for the selected stocks. 
The True Negative rate of approximately 90.80% reveals the model's proficiency in correctly identifying not selected stocks from the 
actual 'No' cases. Figure 19 presents a plot of the overall performance of LLM. 
 
 

Selected Forecast No Yes 

Actual 336 312 24 

No 283 282 (90.38%) 30 (9.62%) 

Yes 53 1 (4.17%) 23 (95.83%) 

 
Table 10: Confusion matrix of LLM results 
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Figure 19: Confusion plot of LLM results 

Overall, the model exhibited strength in accurately predicting both selected and not selected stocks. The confusion matrices for both 
the training and the test sets show the model's effectiveness in classifying selected and not selected stocks, with high True Positive 
and True Negative rates.  Notably, the model achieved a perfect True Positive rate of 100% in the test set for selected stocks. If we 
set the continuous weight as an output and run a regression problem on the same split, we can verify that Logic Learning Machine 
also exhibits a quantitative advantage compared to a competing rule-based approach, the Decision Tree. More specifically, the out-
of-sample median absolute error on the prediction of the (percentage) weight assigned by HRP to each stock is 0.3 for Logic Learning 
Machine and 0.7 for Decision Tree. After having considered each stock (selected or unselected) individually, let us also consider sub-
groups of stocks and the degree to which each of these sub-groups is selected. To this end, clustering stands out as a primary approach 
to gaining a deeper understanding of the inherent patterns of data. The primary goal of clustering is to group a dataset into clusters 
where elements within each cluster share similarities and differ from those in other clusters. Among the commonly utilized clustering 
algorithms, K-means stands out due to its simplicity in result interpretation and ease of implementation (Pérez-Ortega et al., 2020). 
For this reason, we use the K-means clustering method for our dataset. The attributes considered for clustering were Average Return, 
Standard Deviation of Average Return, Floating Stock Ratio, and Foreign Ownership Ratio. Figure 20 shows the elbow method which 
is employed to determine the optimal number of clusters. The results indicated that the dataset could be effectively distributed into 5 
clusters.  
 

 
 

Figure 20: Elbow method for clustering 336 stocks 

Table 11 shows the results of the clustering analysis, showing how stocks are distributed based on our selection criteria. The percentage 
column within the clustering results indicates the concentration of selected stocks within each cluster. 
It is important to note that Cluster 0 consists of 8 selected stocks out of a total of 25 elements, representing 32.00% of the cluster. 
 

Cluster # Selected Stocks # Elements Percentage (%) 
0 8 25 32.00 
1 3 27 11.11 
2 5 106 4.71 
3 4 93 4.30 
4 4 85 4.70 

 

Table 11: Clustering results 

Moreover, to understand the distinct characteristics of each cluster, boxplots were generated for each attribute within every cluster. 
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Figure 21 shows the average return and standard deviation of each cluster. Firstly, if we consider average returns, the wide range of 
average returns within Cluster 0, coupled with the absence of negative returns, signifies a diverse mix of modest and positive returns. 
Another fact, Cluster 0 distinguishes itself with a notably lower and tighter range in standard deviation compared to the other clusters. 
Figure 22 shows the boxplot for the attributes of foreign ownership and floating stock of each cluster. The observation that Cluster 0 
has the highest range of Foreign Ratio indicates a pronounced level of international investor interest. 
This not only points to the cluster's potential global appeal but also suggests that stocks within Cluster 0 may benefit from diverse 
market dynamics influenced by international trends and sentiments. 
On the other hand, the lowest range of Floating Stock Ratio within Cluster 0 signifies lower liquidity levels. 
This might pose challenges in terms of ease of trading positions, but from another point of view, it also implies a potential scarcity 
factor, which could be attractive to certain investors seeking unique investment opportunities. 
In short, the distinctive features of Cluster 0, including its diverse range of positive average returns, lower standard deviation, high 
foreign ownership, and lower float ratio, collectively make it different than the other clusters. 
It offers the potential for substantial gains with a stable risk profile, global market integration, and a unique investment landscape. 
 

 
 

Figure 21: Boxplot of clusters for average return and standard deviation 

 
 

 

Figure 22: Boxplot of clusters for foreign and float ratio 

6) Conclusions 
Throughout this research, the application of the Logic Learning Machine (LLM) within the Hierarchical Risk Parity (HRP) framework 
has shown significant results in portfolio allocation analysis and understanding. Through the analysis of an extensive dataset related 
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to the Istanbul Stock Exchange, covering daily historical data of 336 stocks from 2015 to 2021, we have observed that the 
implementation of LLM has brought greater transparency and clarity to investment decisions. 
In fact, HRP's unsupervised Machine Learning method allows the user to know the optimal allocation of weights among the assets of 
the analyzed portfolio by basing its aggregation criterion between clusters on the statistical value of correlation alone. In this way it 
is able to recognize the optimal configuration among assets but no indication is given as to which market factors may most significantly 
affect this choice. The addition of market features related to the Turkish stock market interpreted by the LLM allows not only an 
optimal level of integration between different Machine Learning methodologies, but also an optimal level of interpretability of the 
result thus provided. 
The LLM's ability to identify and interpret significant patterns in asset characteristics, such as sector affiliation, index presence, 
activity in the derivatives market, and other financial features, has enabled a more informed and interpretable selection and weighting 
of assets in the portfolio. Looking ahead, there are several research directions that could further expand the field of portfolio allocation 
and enhance current methodologies: 
- Alternative Methods for Estimating Correlations: Exploring the use of alternative techniques to calculate or estimate correlations 
between assets, such as applying neural networks or graph-based models, could offer new insights into portfolio construction and risk 
management. 
- Dynamic Portfolio Optimization: Considering portfolio allocation in a dynamic context, where the portfolio composition can be 
adjusted periodically based on evolving market conditions, could provide a more realistic and applicable perspective in the long term. 
- Robustness Testing in Market Stress Scenarios: Evaluating the resilience of proposed allocation strategies through the use of LLM 
in market stress scenarios, such as financial crises or economic shocks, could provide further evidence of their effectiveness and 
stability. 
Exploring these themes could contribute to further enhancing portfolio allocation methodologies, making them more adaptive, robust, 
and capable of addressing the challenges of a continuously evolving market environment. 
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Abstract 

This study analyses the evolving landscape of digital risk management within the banking sector. Based on responses from a diverse 
group of Italian banks, the research sheds light on key trends and strategic priorities in risk management. By soliciting insights from 
professionals and decision-makers across various financial institutions, this research seeks to provide a snapshot of current practices, 
challenges, and opportunities in the realm of digital risk management. Notable findings include a strong commitment to cloud 
adoption, a focus on areas like cyber risk and model explainability. The study underscores the industry's readiness for regulatory 
advancements. These insights provide valuable guidance for banking institutions navigating the complex terrain of digital risk 
management in the modern era. 

Keywords: Digital risk management, banks, innovation, artificial intelligence, cloud, banking. 
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1. Introduction  

In recent years, the financial sector has undergone a profound digital transformation that has reshaped the landscape across all 
industries, including banking. This shift towards a more dynamic and complex financial environment places risk management at the 
forefront of ensuring the stability and sustainability of financial institutions. As technology rapidly evolves and the reliance on data-
driven decision-making increases, risk management is entering a new era marked by both significant opportunities and formidable 
challenges. 

The integration of digital innovation and Artificial Intelligence (AI) technologies is redefining traditional financial paradigms. This 
evolution compels banks to adapt to the digital era, an adaptation that involves aligning strategies and operations with ongoing 
technological advancements (Cucari et al., 2022). Consequently, the integration of these transformations into bank management 
strategies, especially in risk management, becomes crucial. Such integration necessitates a deep understanding of the benefits and 
efficiencies that digital technologies bring, particularly in enhancing decision-making quality in risk management. 

However, the digital revolution also presents new challenges for risk managers, such as cyber risk and operational risks (Lagasio 
and Torriero, 2022). 

This paper explores three primary dimensions of this change: processes, data, and governance. To leverage the benefits of AI and 
digital technologies fully, financial intermediaries must ensure that their processes and systems are suitably tailored for their intended 
purposes, which requires meticulous planning and definition. The quality and availability of data are vital for accurately identifying, 
measuring, and managing digital risks. Moreover, risk governance and professional contributions are essential in fostering a culture 
of innovation within institutions, particularly those adapting to rapid technological changes. Operational structures, too, must be 
redesigned to fit the new digital context. 

The objective of this paper is to analyze the current landscape of Artificial Intelligence and digital risk management applications in 
banks and evaluate their future prospects to guide intermediaries in identifying best practices to adopt. 

This paper presents the findings of a questionnaire survey conducted within the financial industry. The survey aimed to shed light 
on the evolving landscape of risk management, particularly the integration of digital solutions, advanced analytics, and AI. By 
soliciting insights from professionals and decision-makers across various financial institutions, this research seeks to provide a 
snapshot of current practices, challenges, and opportunities in the realm of digital risk management. 

By examining the current landscape of AI applications and digital risk management practices in banks, this research aims to 
illuminate the path forward for financial intermediaries The ultimate goal is to offer a comprehensive understanding of the digital 
revolution's challenges and opportunities, guiding banks in identifying and adopting best practices for navigating this rapidly 
evolving environment effectively. 

The structure of this paper includes three sections, each focusing on different stakeholders involved in AI applications within banking 
intermediation. The analysis begins with a review of the regulatory framework, providing insights into the evolving digital 
governance landscape. It then transitions to a review of current academic research, offering a comprehensive overview of scholarly 
trends and insights. Finally, the paper discusses the practical aspects faced by banks, including organizational adoption, process 
integration, and skill development essential for effective digital age risk management. 

The survey, consisting of ten key questions, was designed to probe into critical aspects of digital risk management within financial 
institutions. Respondents were asked to rate their institutions' strategies and attitudes towards digitalization, as well as their views 
on emerging technologies such as cloud computing, AI, and quantum computing. 

We thoroughly examine the questionnaire results, with a particular focus on several critical themes. These themes encompass the 
current state of digitalization within financial institutions, the utilization of cloud solutions for risk management, the advantages 
perceived in using cloud solutions, the influence of BCBS239 principles on decision-making, the adoption of innovative techniques 
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in risk management, their application to specific risk categories, the state of preparedness for addressing model explainability, 
overcoming short-term adoption constraints, the presence and role of dedicated structures for digital risk management, and the 
existence of structures dedicated to innovation and the introduction of advanced analytics models in risk management. Through a 
detailed analysis of these themes, we gain insights into the evolving landscape of digital risk management within financial 
institutions. 

The insights gained from this survey are useful in understanding the current state of digital transformation in risk management, 
identifying areas of strength, and recognizing where further investments and developments are needed. Ultimately, this research 
contributes to the ongoing dialogue on how financial institutions can navigate the evolving landscape of risk management in the 
digital age. 

2. Regulatory Framework 

The financial industry has long been subject to a complex web of regulatory oversight designed to ensure stability, security, and fair 
practice. As the digital revolution and the adoption of AI technologies have permeated the banking sector, regulatory authorities 
worldwide have faced the formidable task of adapting established frameworks to address new challenges and opportunities. 

In response to the rapid digitization of banking operations and the increasing prominence of AI, regulatory bodies have undertaken 
significant efforts to update and modernize the regulatory framework governing financial institutions. This evolution reflects a 
recognition of the pivotal role played by technology in reshaping the financial landscape. 

The regulatory landscape has evolved in several key dimensions: 

�x Data Governance and Privacy: With the exponential growth in data volumes and the integration of AI, authorities have 
introduced stringent data governance and privacy regulations. These measures aim to safeguard customer data, uphold privacy rights, 
and ensure responsible data handling practices within the banking sector. 
�x Cybersecurity and Operational Resilience: The proliferation of digital technologies has heightened concerns over cybersecurity 
and operational resilience. Regulatory agencies now place greater emphasis on banks' ability to protect their systems from cyber 
threats and maintain uninterrupted service in the face of disruptions. 
�x Algorithmic and AI Governance: As AI systems increasingly inform critical decisions within banks, regulators have issued 
guidelines and directives to ensure the ethical and responsible use of AI. This includes requirements for model transparency, 
explainability, and fairness to prevent bias and discrimination in algorithmic decision-making. 
�x Anti-Money Laundering (AML) and Fraud Detection: AI has been harnessed to enhance AML and fraud detection efforts. 
Regulatory authorities have issued guidelines to ensure that AI-powered AML and fraud detection systems meet established 
compliance standards. 

Recognizing the global nature of the banking industry, regulatory authorities have intensified efforts to coordinate and harmonize 
regulations across borders. Initiatives such as the Basel Committee on Banking Supervision's discussions on the use of AI in financial 
services and the European Union's harmonized approach to data protection (GDPR) exemplify this trend. 

Indeed, in April 2021, the European Commission proposed the AI Act and in December 2023 the European Union policymakers 
agreed on a draft version in order to ensure that all the new AI systems implemented are safe, transparent, non-discriminatory and 
environmentally complaint. It has been introduced to set common rules for all the European players and in particular, all the general-
purpose AI (GPAI) models have stringent requirements since they could have significant impact at systemic level adopting a risk-
based approach. 

Despite these advances, the integration of AI and digitization into the banking sector presents regulators with a host of challenges. 
Striking the right balance between fostering innovation and ensuring risk mitigation remains a persistent dilemma. Regulators face 
several challenges. One major challenge is the pace of technological change, which often outpaces regulatory adaptation, creating a 
regulatory gap and leaving emerging risks unaddressed. Additionally, banks may exploit regulatory differences between 
jurisdictions, requiring coordinated global action to establish consistent standards. Ethical concerns related to AI and questions about 
accountability in cases of AI-related mishaps are ongoing topics of debate, necessitating careful consideration by regulators. 

The regulatory landscape for AI and digital risk management in banking is expected to remain dynamic and responsive to emerging 
challenges. Regulatory bodies will continue to collaborate, adopting a forward-looking approach to address issues of technology-
driven disruption, data governance, and AI ethics. 

It's critical to highlight a significant shift in the stance of regulatory authorities. Traditionally skeptical about adopting nonlinear 
models in the financial sector, the authorities are now showing increased openness to such models. This shift is reflected in recent 
studies that indicate a change in perception and acceptance of innovative and complex risk management methodologies. This trend 
represents an important lateral reference in the context of evolving regulation and ethics in the use of AI in banking, underscoring 
the need to adapt to new technological realities for effective and transparent risk management.  

In this evolving regulatory environment, financial institutions must remain vigilant, adapt their practices, and engage proactively 
with regulators to ensure compliance while harnessing the transformative power of AI and digitization.  

3. Literature review 

The integration of AI into the financial sector, particularly in risk management, underscores a pivotal shift in regulatory and ethical 
paradigms, and the emergence of new methodologies and frameworks that enhance safety, explainability, and transparency in AI 
applications. This synthesis delves into recent scholarly contributions that have significantly advanced our understanding and 
implementation of AI within banking risk management. 
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In the domain of AI and digital risk in banking, recent literature underscores the transformative role of artificial intelligence in 
fostering business model innovation and enhancing customer relationships through customized digital finance solutions. Cucculelli 
and Recanatini (2022) highlight how AI-driven process automation leads to significant improvements in service efficiency and cost 
reduction. This body of work not only sets the stage for further empirical studies but also aligns with earlier systematic reviews that 
have explored different dimensions of AI in finance. For instance, Hentzen et al. (2022) and Biju et al. (2020) offer complementary 
perspectives, focusing respectively on customer-facing financial services and the technical aspects of AI mechanisms, including 
machine learning and deep learning, in financial predictions and risk assessments. 

The application of machine learning and artificial neural networks (ANNs) has notably surpassed traditional statistical approaches 
in various banking operations, as illustrated by Le and Viviani (2018). However, these advanced techniques often suffer from a lack 
�R�I���W�U�D�Q�V�S�D�U�H�Q�F�\�����7�R���D�G�G�U�H�V�V���W�K�L�V�����'�X�U�D�Q�J�R�(�*�X�W�L�p�U�U�H�]���H�W���D�O�������������������K�D�Y�H���V�X�F�F�H�V�V�I�X�O�O�\���L�Q�W�H�J�U�D�W�H�G���O�R�J�L�V�W�L�F���U�H�J�U�H�V�V�L�R�Q���Z�L�W�K���P�X�O�W�Llayer 
perceptrons (MLP), enhancing the explanatory power of financial decision support systems (FDSSs). Abedin et al. (2019) discuss 
how AI-enhanced FDSSs are crucial in averting global financial crises, comparing traditional and AI-driven consumer credit risk 
models. Moreover, advanced machine learning tools, such as support vector machines (SVM) and random forests, have proven to 
be effective predictors of credit card delinquency and fraud detection (Khandani et al. 2010; Kumar et al. 2019). 

Furthermore, AI's role extends to systemic risk monitoring and macroprudential strategies, where it aids in detecting unusual 
financial activities through sophisticated neural network models (Holopainen and Sarlin 2017; Huang and Guo 2021). On the 
predictive front, AI methodologies outperform conventional time series models in foreign exchange management, providing more 
accurate and profitable trading insights (Galeshchuk and Mukherjee 2017; Amelot et al. 2021). Lagasio et al. (2022) explore the 
main determinants of bank defaults using various ML algorithms, including Graph Neural Networks, using k-means and SMOTE. 
They provide insights into bank management to inform financial authorities about critical variables impacting bank stability. 

Recent studies, such as those by Giudici, Centurelli, and Turchetti (2024), highlight innovative methodologies for measuring AI 
risks, emphasizing the importance of developing robust assessment tools to navigate the complexities of AI in financial 
environments. This work aligns with the broader academic focus on ensuring model robustness and reliability amidst evolving risk 
landscapes, as explored by Carlini and Wagner (2017). 

Parallel to this, Giudici and Raffinetti's (2023) work on SAFE Artificial Intelligence in Finance discusses comprehensive frameworks 
aimed at ensuring the safety and reliability of AI systems. These frameworks are crucial for aligning AI deployments with dynamic 
regulatory requirements and ethical standards, areas which continue to attract significant academic inquiry (Wachter et al., 2020). 

 
The literature review is fraught with challenges and complex questions: 

�x Regulatory and Ethical Considerations: The ethical labyrinth of AI in risk management, underscored by the ever-evolving 
regulatory landscape, continues to be a dynamic realm where academics seek to harmonize principles with practical implementation 
(Wachter et al., 2017). Moreover, the application of explainable AI methods in managing cyber risks, as examined by Giudici and 
Raffinetti (2022), underscores the necessity for transparency and trust in AI systems. This pursuit of explainability is not only a 
response to technical demands but also a reflection of the ethical imperative to demystify AI operations for stakeholders, a theme 
echoed by Chen et al. (2020) in their exploration of making AI models more interpretable. 
�x Data Quality and Availability: The literature also acknowledges the challenges of data quality and availability, with concerns 
about data privacy and bias remaining at the forefront of academic discussions (Dignum et al., 2020). Furthermore, the call for 
interdisciplinary collaboration is increasingly pertinent as the complexity of integrating AI within financial systems requires 
cohesive approaches that bridge finance, computer science, ethics, and social sciences (Arner et al., 2019). 
�x Model Robustness: Ensuring the robustness and reliability of AI models in the face of complex and evolving risk landscapes 
remains a formidable challenge, as explored by Carlini and Wagner (2017) and Drachsler-Cohen and Lichtenstein (2021) (Carlini 
& Wagner, 2017; Drachsler-Cohen & Lichtenstein, 2021). 
�x Interdisciplinary Collaboration: In an era of interdisciplinary synergy, researchers are increasingly converging at the crossroads 
of finance, computer science, ethics, and social sciences, fostering holistic solutions (Arner et al., 2019). 

Looking forward, academic research in AI and digital risk management within banking is set for significant expansion and profound 
influence. Future studies will delve deeper into enhancing the explainability of AI models, aiming to make these systems more 
transparent and interpretable. This endeavor will not only tackle issues related to model opacity but also build trust in AI-mediated 
decisions (Chen et al., 2020). 

In adapting to the changing regulatory environment, academia will play a pivotal role in ensuring AI systems comply with these 
dynamic regulations, exploring innovative methods to automate compliance processes to keep banks within legal boundaries 
(Dellermann et al., 2021). The optimization of human-AI collaboration will also remain a central theme, aiming to augment the 
synergy between human expertise and AI capabilities for more effective risk management and decision-making processes (Pellizzari 
and Rapp, 2020). 

Advancements in predictive analytics will continue to be a prominent focus. Researchers will develop innovative strategies for risk 
prediction and prevention using AI, empowering banks to proactively identify and mitigate risks (Bao et al., 2017). 

The AI systems are becoming a key driver in the model risk management, as it is for the model validation but, as mentioned before, 
these new technologies could hide relevant risk for the user, that should be considered in the model itself. This framework could be 
very challenging by the regulatory point of view. 

As AI increasingly becomes integral to model risk management and validation, it is crucial to consider the hidden risks these 
technologies might pose. Future models must also incorporate external factors such as economic conditions and environmental 
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impacts, which could be critical regressors in risk assessments. In this context, banks will need to monitor and adapt their models to 
embrace all potential evolutions (Cosma et al., 2023). 

Future research is encouraged to explore more nuanced predictive models that incorporate both market data and non-financial risk 
factors like regulatory, strategic, and management aspects (Jones et al. 2017; Wei et al. 2019).   

4. Financial institutions overview 

In the digital age, the scope of risk in banking intermediaries has undergone a profound expansion. As financial institutions embrace 
digitalization, they are exposed to an array of new and dynamic risk categories, including but not limited to Cybersecurity Risk, 
Operational Risk, Reputation Risk, Compliance and Regulatory Risk (BCBS, 2019; IIF, 2020). 

Looking ahead into the medium term, several developments are anticipated to shape the landscape of risk management within 
banking intermediaries. 

In the realm of AI-augmented risk assessment, banks are anticipated to deepen their integration of AI into the risk assessment 
process. This integration will involve leveraging AI-powered insights to enhance human decision-making. Looking ahead, the 
medium term is poised to bring about a significant development in regulatory compliance within the banking sector. We can expect 
regulatory frameworks to converge with AI applications, thereby demanding dynamic and adaptive compliance solutions. 

Another crucial aspect of risk management in the banking industry pertains to cybersecurity. In response to the escalating risks 
associated with cyberattacks, banks will continue their investments in advanced cybersecurity measures and threat intelligence. 

Cloud computing offers the scalability and flexibility required for AI-powered risk management. Banking intermediaries are 
migrating risk management operations to cloud platforms, enabling elastic scalability and cost-effective access to computational 
resources (Amazon Web Services, 2021).  Cloud-based solutions facilitate parallel processing, allowing banks to analyze large 
datasets and perform complex computations rapidly (Google Cloud, 2021). 

Identifying digital risks is a multifaceted challenge, encompassing a spectrum of potential threats and vulnerabilities. Risk 
assessment and quantification in the digital realm require innovative methodologies (i.e. Data-Driven Risk Assessment, Scenario 
Analysis and Stress Testing (BCBS, 2020)). 

Furthermore, a notable trend in risk management is the increasing emphasis on sustainability factors. This emphasis aligns with 
Environmental, Social, and Governance (ESG) principles and involves the integration of sustainability considerations into risk 
assessment models. 

These trends collectively underscore the evolving landscape of risk management in the banking sector, as it embraces AI, adapts to 
changing regulatory environments, fortifies cybersecurity measures, and integrates sustainability concerns into its risk assessment 
frameworks. 

The digital transformation of banking intermediaries entails significant organizational changes, process enhancements, skill 
acquisition, and a culture of collaboration. 

�x Organizational Adaptations: Banks are incorporating agile frameworks to respond promptly to dynamic risk environments. 
Strong digital governance ensures the alignment of digital risk management with organizational objectives. A cultural shift towards 
fostering mindsets that embrace technology, prioritize data-driven approaches, and maintain awareness of risks is imperative. 
�x Process Integration and Automation: End-to-end automation streamlines risk processes, enhancing efficiency. Real-time 
monitoring tools and AI-driven analytics detect and mitigate risks in real-time.  
�x New Skills and Expertise: Skills in data science, AI, machine learning, and cybersecurity are essential (Davenport & Harris, 
2017; Chollet, 2018; ISACA, 2021). Staying informed about evolving regulatory requirements is vital (BCBS, 2020). 
�x Collaboration and Cross-Functionality: Interdisciplinary teams and third-party partnerships enhance risk management. 
Adopting an ecosystem mindset considers risk within broader industry contexts. 

These adaptations, processes, skills, and collaborative approaches are essential for effective risk management in the digital era. They 
empower banks to navigate evolving landscapes and build resilience in managing digital risks. 

In conclusion, digital risk management within banking intermediaries is an intricate endeavor that encompasses risk identification, 
assessment, quantification, mitigation, and continuous monitoring. As the digital landscape evolves, banks must remain vigilant and 
proactive in adapting their risk management strategies to address emerging digital risks effectively. 

5. Methodology 

The methodology employed in this research involved the distribution of a structured questionnaire designed to gather insights into 
the adoption of digital solutions and advanced analytics in risk management within Italian financial institutions. The survey was 
developed with careful consideration of the research objectives and key themes related to digital risk management. 

The survey was distributed to a targeted group of 40 Italian banks. These banks were chosen to represent a cross-section of the 
Italian financial industry, including institutions of varying sizes and scopes. 10 banks provided responses. 

The survey was administered ensuring the privacy and anonymity of respondents. Participants from the selected banks were invited 
to complete the questionnaire voluntarily, and responses were collected over a defined period to allow for a comprehensive dataset. 

The questionnaire aimed to gain insights into various aspects of risk management in the digital age. It covers topics such as the 
identification of emerging risks, the adoption of advanced analytics and machine learning, organizational aspects, and the integration 
of digital risk management. The survey was designed to provide a comprehensive overview of the current state and future directions 
of risk management practices within the banking sector. 
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Respondents were asked to rate their institutions' current practices and future plans on a scale of 1 to 10, with 1 indicating the lowest 
relevance or adoption and 10 signifying the highest relevance or adoption. Open-ended questions were also included to gather 
qualitative insights and additional comments from respondents. 

Quantitative data analysis was conducted on the available responses. Quantitative data were processed using statistical tools to 
calculate averages, percentages, and other relevant metrics. Qualitative responses from the 10 participating banks were reviewed 
and categorized to identify recurring themes and provide context to the quantitative findings. This research adhered to ethical 
guidelines throughout the survey process. Respondents were informed of the research's purpose and their voluntary participation, 
and their confidentiality was maintained. The research team ensured that the data collected would be used solely for research 
purposes and would not be shared with any third parties. 

The most notable limitation of this study is the low response rate, with only 10 out of the 40 surveyed Italian banks providing 
responses. This limited sample size may impact the generalizability of the findings to the broader Italian banking sector. 
Additionally, the survey's scope was limited to specific themes related to digital risk management, and other relevant aspects may 
not have been covered. 

Despite these limitations, the methodology employed in this research provides insights into the current state of digital risk 
management practices within a subset of Italian banks. The combination of quantitative and qualitative data analysis allows for an 
initial understanding of the digital transformation landscape in risk management within this specific context. 

5.1 Demographics 

The first set of questions (Q1.1 - Q1.3) focused on demographic information, including the name of the bank, the regulatory 
framework under which it operates, and the total assets it manages. This data helps provide context for the responses related to risk 
management practices. Before delving into the intricacies of risk management practices and strategies, it is essential to establish the 
foundational context of the banking institutions participating in this study. 

In this section, we collect information about each banking institution, including its name, regulatory framework (e.g. whether they 
are Significant or Less Significant Institutions), and the total assets (Figure 1 and Figure 2). This information serves as a backdrop 
against which we can assess and interpret the responses to subsequent sections of the questionnaire. 

Understanding the unique identities and regulatory contexts of the surveyed banks allows us to appreciate the diversity of experiences 
and challenges they face. It also helps in tailoring our analysis to account for the varying sizes and regulatory constraints that 
influence the risk management landscape within the banking sector. 

Despite the low numbers of respondent, it is important to consider that the Italian banking framework is constituted by a total asset 
of 3.070 bn as of the third quarter of the 2023. However, at the end of the 2020, 2.400 bn were concentrated in 5 top-player. Excluding 
these by the framework there were 17 financial groups with over 10 bn in assets and about 65 under this threshold. Indeed, the 
respondent banks under considerations can be considered well representative of the Italian banking system. 

The data presented in Table 1 indicates a sample of branches and employees across different geographical regions in Italy compared 
to the total numbers in each region. Despite the small number of respondents in the sample, we can still gain valuable insights into 
the representativeness of the sample.  

In the North West and Center regions, the sample's representativeness is quite robust, with 31.29% and 31.42% of branches included 
in the sample, respectively. This is complemented by a strong representation in employee numbers, accounting for 26.01% and 
53.33% in these regions. These percentages suggest that the sample captures a significant portion of the banking sector's activities 
in these densely populated and economically significant areas of Italy. 

However, in the North East and South regions, the sample's representation is lower. For the North East, the sample includes 3.13% 
of branches and 5.89% of employees. In the South, the percentages are slightly higher, with 8.85% of branches and 14.98% of 
employees. While these figures are lower than those for the North West and Center, they still provide a meaningful perspective, 
especially considering regional differences in economic activity and the banking sector's presence. 

Overall, the sample covers 18.12% of branches and 23.86% of employees in Italy, offering a substantial overview of the banking 
sector. Despite the small number of respondents, the sample distribution suggests that it can still reflect the dynamics within the 
Italian banking system, albeit with varying degrees of representation across different regions. This variance can offer nuanced 
insights into regional banking operations, which could be beneficial for more localized analysis. 

Table 1. Sample representativeness. 
 

Geographical setting 
Branches Employees 

Italy  Sample % Italy  Sample % 

North West 6,145 1,923 31.29% 11,0257 28,673 26.01% 

North Est 5,430 170 3.13% 64,552 3,800 5.89% 

Center 4,138 1,300 31.42% 48,938 26,100 53.33% 

South 4,448 260 8.85% 37,683 3,800 14.98% 

Totale 20,161 3,653 18.12% 261,430 62,373 23.86% 
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                    Figure 1. Regulatory Framework                                                     Figure 2. Total assets  

 

 

 

 

 

 

 

 

5.2 Risk Scope, Assessment Models, and Expected Developments in the Medium Term 

The second section of the questionnaire (Q2.1 - Q2.4) is related to the identification and assessment of emerging risks, the number 
of internal models in use, and the bank's orientation toward evolving or maintaining credit and financial risk models in response to 
regulatory changes. 

In this section, we delve into the dynamic landscape of risk management within the banking industry. It centers on the identification 
of emerging risks, the utilization of assessment models, and the strategic considerations for the medium-term future. Banking 
intermediaries operate within a constantly evolving environment, shaped by economic shifts, regulatory changes, and technological 
advancements. As such, understanding how these institutions perceive and respond to emerging risks, while adapting their risk 
assessment models and strategies, provides insights into their resilience and adaptability. 

This section seeks to uncover the top-of-mind concerns, strategic orientations, and readiness of banking intermediaries as they 
navigate the complex terrain of risk management. It explores their preparedness to confront emerging challenges and opportunities, 
shedding light on the pivotal role that risk assessment and management play in ensuring the stability and sustainability of financial 
institutions in the medium term. 

The results for the question on emerging risks (R1, R2, R3) provide insights into the varying priorities and concerns among the 
surveyed banking institutions. The percentages in Figure 3 represent the relative importance placed on each risk category by the 
respondents. 

The first column reflects the importance assigned by the banks to each risk category in the short term. Notably, ESG/Climate Change 
is identified as the most significant concern, with 50% of the respondents ranking it as a top priority. Cyber risk and Reputational 
Risk also receive substantial attention, with 20% of respondents considering them as significant short-term risks. 

In the second column, we see the medium-term perspectives on these risks. ESG/Climate Change remains a prominent concern, 
though its importance appears to decrease slightly to 20%. Cyber risk, on the other hand, gains significance in the medium term, 
with 60% of respondents viewing it as a critical risk. Transition Risk also becomes more pronounced, with 30% of respondents 
considering it a key medium-term challenge. 

The third column represents the long-term outlook on these risks. Here, ESG/Climate Change maintains its relevance, albeit to a 
lesser extent, with 10% of respondents still recognizing it as a significant risk. Data Management and Business continuity Model 
emerge as concerns for the long term, each with 30% of respondents viewing them as important. Transition Risk also retains its 
significance, with 30% of respondents identifying it as a long-term challenge. 

These results indicate that ESG/Climate Change, Cyber risk, and Transition Risk are prominent concerns for risk managers across 
the surveyed banking institutions, albeit with varying degrees of importance in the short, medium, and long term. It's also noteworthy 
that the perception of these risks may evolve over time, reflecting the dynamic nature of risk management in the banking industry. 

The analysis reveals a diverse spectrum of engagement with internal model validations across the sector, highlighting the varied 
maturity and sophistication of risk management practices. 

A small percentage of the surveyed institutions, about 10%, report having no validated internal models, indicating potential 
vulnerabilities within their risk management frameworks. This lack of validations highlights areas that could benefit from regulatory 
attention and internal development to ensure effective and compliant risk management practices. 

Conversely, the majority of respondents, 40%, have fewer than 10 validated models. This suggests that many institutions are still in 
the early stages of integrating model validations, possibly testing and gradually adopting these systems within their broader risk 
management operations. Meanwhile, another 20% of institutions have a moderate level of model validations, between 10 and 20, 
which suggests more established processes and a systematic approach to managing risk. 

Further, an equal segment of 20% demonstrates a high degree of sophistication in risk management, with more than 20 validated 
internal models integrated into their operations. 

This advanced level of integration indicates robust capabilities in leveraging complex models to manage various types of risk 
effectively. 

The remaining 10% of respondents did not provide data on this aspect, pointing to potential areas for improved engagement or 
communication. This gap in data may reveal issues such as resource limitations or a lack of awareness. 
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Figure 3. Ranking Emerging Risks 

 

Figure 4 illustrates the broad range of approaches to internal model validation within the sector, emphasizing the disparity in the 
number of validations which may reflect differing levels of investment in risk management resources and technology. This diversity 
not only provides insights into individual organizational strategies but also serves as a benchmark for the industry, helping identify 
best practices and areas needing attention. 

Figure 4. Distribution of internal model validation  

 

 

5.3 Credit risk  

In addressing the dynamics of credit risk within the context of digital transformation, it's essential to clarify the use of 'new enablers' 
and 'new data sources' as they relate to the integration of artificial intelligence and machine learning technologies. New enablers in 
this context refer to technological advancements such as blockchain, AI-driven analytics platforms, and advanced simulation tools 
that enhance the predictive accuracy and efficiency of credit risk models. New data sources, on the other hand, pertain to non-
traditional data (e.g., digital footprints, transactional data from digital channels, social media behavior patterns) which, when 
processed through sophisticated AI algorithms, can provide deeper insights into borrower behavior and improve decision-making 
processes. Integrating these technologies allows banks to better manage and predict credit risk by enabling more dynamic, real-time 
risk assessments and providing a granular view of risk factors that traditional models might overlook.  

The survey presents a detailed look at how financial institutions are adapting and refining their internal models for assessing credit 
risk factors such as Probability of Default (PD), Loss Given Default (LGD), and Exposure at Default (EAD). The responses indicate 
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a diverse range of strategies employed by banks to enhance their risk assessment capabilities in response to evolving regulatory 
standards and technological advancements. 

A substantial 40% of the institutions are proactively evolving their internal models. These organizations are incorporating novel data 
sources and leveraging new technological enablers such as artificial intelligence and machine learning. This not only demonstrates 
a commitment to continuous improvement but also indicates a forward-thinking approach to integrating cutting-edge technologies 
in risk assessment practices. 

Another 30% of respondents are choosing to retain their existing internal models while enriching them with new management 
indicators. This approach suggests that these institutions value the stability and reliability of their tested models but are also looking 
to expand their analytical capabilities to better understand and manage risk. 

A smaller group, accounting for 10%, is focused on fortifying their existing standard models and enhancing controls. This method 
underscores a strategic priority on ensuring the reliability and robustness of current methodologies, emphasizing a risk-averse 
approach to model management that prioritizes security and compliance. 

Th 10% of institutions are in the process of validating their current internal credit risk models. This step is crucial for compliance 
with regulatory standards and underscores an ongoing commitment to maintaining the integrity and accuracy of their risk models. 

As illustrated in Figure 5, the varied strategies across the sector reflect a dynamic approach to risk management. While a considerable 
number of entities are embracing advanced analytical practices to enhance their risk assessment capabilities, others maintain a focus 
on optimizing their current systems. This balance between innovation and stability is indicative of a sector that is cautiously 
embracing technological advancements while ensuring that core risk management practices remain robust and reliable. 

These findings highlight the complex landscape of risk management within financial institutions, where the adoption of innovative 
practices and the enhancement of existing methodologies coexist. This dual approach allows banks to navigate the challenges posed 
by an increasingly complex financial environment, ensuring they remain both competitive and compliant. The strategic choices 
made by these institutions reflect their diverse priorities and capacities, illustrating a comprehensive and nuanced approach to 
managing credit risk in the modern financial landscape. 

Figure 5. Credit risk - evolving/maintaining credit models 

 

5.4 Financial risk 

The data from Figure 6 reveals a spectrum of strategies that banks are employing to enhance their risk models, highlighting the 
diverse approaches taken to navigate the complexities of modern risk management. Each strategy represents a different level of 
engagement with technological innovation and risk management evolution. 

A significant 30% of the respondents are actively incorporating new technological enablers into their risk management frameworks. 
This group is demonstrating a proactive stance towards innovation, utilizing advancements such as artificial intelligence, machine 
learning, and big data analytics. This approach is aimed at increasing the sophistication and accuracy of their risk assessments, 
suggesting that these banks are eager to leverage new technologies to gain a competitive edge and enhance their analytical 
capabilities. 

Conversely, 20% of the banks are opting to maintain their current models while integrating new management indicators. This method 
indicates a more conservative approach to model adaptation. These banks are cautiously updating their systems, adding new data or 
metrics without a complete overhaul of their foundational models. This strategy may be driven by the perceived reliability of existing 
models or by resource constraints that limit the scope of transformation. 

The largest proportion of respondents, 40%, is focused on strengthening their standard models and controls. This involves refining 
algorithms, enhancing data quality, or bolstering regulatory compliance measures. The emphasis here is on fortifying the robustness 
and reliability of existing risk management systems to ensure they remain effective amidst a rapidly changing risk landscape. 

However, 10% of the participants chose not to disclose their strategies. This lack of response could reflect uncertainty, sensitivity 
of information, or ongoing internal deliberations about the best path forward in their risk management practices. 

This diversity in approach underscores the complexity of risk management across different banking organizations and contexts. 
While a substantial portion of banks is focused on strengthening existing models and controls, others are seizing opportunities to 
evolve their models with new technological enablers or to supplement existing models with fresh management indicators. This 
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variation in strategies reflects the broad spectrum of how risk management is currently being transformed in the financial sector, 
driven by both external technological advancements and internal strategic decisions. Each bank's approach to these changes reflects 
its unique circumstances, strategic priorities, and the specific challenges it faces in the risk management domain. 

Figure 6. Financial risk - evolving/maintaining credit models 

 

 

5.5 Organizational Aspects, Processes, and New Skills for Risk Management 

As digital transformation reshapes the banking sector, there is a critical need to create new offices such as digital innovation hubs 
or dedicated AI risk analysis teams should be explicitly connected to their roles in harnessing digital tools and technologies to 
manage financial risks more effectively. Similarly, the roles linked to sustainability and digitalization need to be discussed not as 
peripheral elements but as integral to the banks' overarching digital risk management strategy. These roles could include specialists 
in digital ethics, data protection officers, and digital transformation strategists, whose responsibilities directly influence the 
management of digital risks.  

The third section (Q3.1 - Q3.5) explores how changes in organizational structures impact risk management roles and responsibilities, 
the creation of new offices or areas within banks, and the consideration of roles related to sustainability and digitalization. It also 
investigates the integration of sustainability-focused committees and the profiles of professionals needed in risk management. 

In this pivotal section, we delve into the intricate web of organizational dynamics, process adaptations, and the emergence of new 
skill sets within banking institutions. As the financial landscape evolves in response to digitalization, regulatory changes, and shifting 
market dynamics, banks must continuously adapt their internal structures and skill requirements to remain agile and effective. We 
seek to uncover how banking institutions are restructuring their organizational frameworks in response to these transformative 
forces. We explore whether they are redefining roles, creating new departments, or realigning existing functions to meet the evolving 
demands of risk management. Moreover, the section delves into the strategic decisions regarding the introduction of new roles and 
areas of focus, such as Chief Sustainability Officers and committees dedicated to sustainability and digitalization. These 
developments reflect the banks' recognition of the growing importance of sustainability considerations and digital innovation in risk 
management practices. Additionally, we inquire about the profiles of professionals being integrated into risk management structures 
and their educational backgrounds, providing insights into the evolving skill sets deemed essential in this ever-changing landscape. 

The results for the question regarding the evolution of organizational roles and their interactions in the coming years (Figure 7) 
suggest that the majority of respondents expect changes in the roles and interactions of key organizational positions, such as the 
CFO, Chief Lending Officer, Chief Digital Officer, and Chief Operating Officer. This reflects the evolving landscape of risk 
management and financial services, where these roles are likely adapting to new challenges and opportunities. 

Figure 7. Evolution of organizational roles and their interactions 
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The survey results shed light on how organizations are strategically prioritizing the establishment of new offices or areas in response 
to evolving risk landscapes. The findings illustrate a strong commitment across the sector to address both traditional and emerging 
risks, reflecting a proactive approach to maintaining resilience in a dynamic environment. A significant majority of 70% of 
respondents are actively addressing cyber risks, either by already having dedicated offices or planning to establish them within the 
next two years. This high level of engagement highlights the acute awareness within the financial sector of the escalating threats 
posed by cyber vulnerabilities and the need for specialized structures to mitigate these risks effectively. ESG issues, along with 
climate change, are another major focus, with an overwhelming 90% of respondents indicating moves to establish dedicated offices 
or areas. This reflects a broader shift within the financial industry towards sustainability and responsible business practices, 
recognizing the critical importance of integrating ESG factors into core business strategies. On the front of advanced risk solutions, 
although a smaller proportion�² 10% of respondents�² are focusing on this area, it indicates a strategic investment in cutting-edge 
technologies and methodologies. This commitment suggests that these organizations are looking to leverage advancements such as 
artificial intelligence, machine learning, and big data analytics to enhance their risk management capabilities. Emerging and non-
financial risks are also being recognized, with another 10% of respondents preparing to establish new offices to address these 
challenges. This indicates an acknowledgment of the broadening spectrum of risks that organizations face today, extending beyond 
traditional financial risks to include areas such as operational, reputational, and strategic risks. As illustrated in Figure 8, the diversity 
and breadth of these strategic initiatives underscore the comprehensive efforts organizations are making to adapt to and proactively 
�P�D�Q�D�J�H���W�K�H���F�R�P�S�O�H�[���U�L�V�N���H�Q�Y�L�U�R�Q�P�H�Q�W���R�I���W�R�G�D�\�¶�V���I�L�Q�D�Q�F�L�D�O���V�H�F�W�R�U�����%�\���H�V�W�D�E�O�L�V�K�L�Q�J���G�H�G�L�F�D�W�H�G���R�I�I�L�F�H�V���D�Q�G���I�R�F�X�V�L�Q�J���R�Q���V�S�H�F�L�I�L�F���Uisk 
dimensions, these organizations are not only enhancing their ability to manage risks but are also positioning themselves to capitalize 
on new opportunities for growth and innovation. This strategic foresight and adaptability are crucial for maintaining competitiveness 
and achieving long-term sustainability in an increasingly interconnected and rapidly changing world. 

Figure 8. New offices or areas that are already initiated or planned to be initiated 

 

The survey reveals a varied landscape of committee structures within the organizations, with a significant focus on different strategic 
areas. Notably, 40% of the organizations have an active or in-progress Sustainability Committee within their Board of Directors, 
reflecting the increasing prioritization of environmental and social governance issues in corporate oversight. In contrast, there is no 
indication of any organization having a committee solely dedicated to Digitalization, suggesting a potential area for growth as digital 
transformation becomes more critical. About 10% of respondents are in the process of establishing a risk committee, indicating an 
emerging focus on formalizing risk oversight within their governance structures. Similarly, another 10% of the organizations have 
a committee that integrates internal controls, risks, and sustainability, highlighting a comprehensive approach to managing these 
interconnected areas within a single governance framework. These findings, illustrated in Figure 9, underscore the evolving nature 
of corporate governance as organizations adapt to emerging challenges and priorities, balancing specialized focus areas with 
integrated management strategies. 

Figure 9. Establishment of new committees within the Board of Directors 
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The survey reflects a diverse range of academic qualifications deemed suitable for roles within Risk Management structures. 
Graduates in Physics, favored by 60% of respondents, are highlighted for their potential contributions, possibly due to strong 
analytical skills inherent to their field of study. 

Mathematics graduates are also considered valuable assets by 30% of participants, likely due to their proficiency in quantitative 
reasoning, which is crucial in risk evaluation. 

Furthermore, 40% acknowledge the importance of Computer Engineering expertise, aligning with the increasing reliance on 
technology and data analytics in risk management practices. 

In parallel, individuals with a background in Statistics are equally recommended by 60%, underscoring the role of statistical analysis 
in risk assessment and management. 

A 10% segment recognizes the importance of considering a broader spectrum of academic disciplines for integration into Risk 
Management, indicating that interdisciplinary skills are appreciated and that there may be other relevant areas of study conducive to 
effective risk management beyond those listed. 

For this question, the respondents could choose multiple options and the results (Figure 10) highlight that there is a preference for 
candidates with backgrounds in Physics, Mathematics, Computer Engineering, and Statistics when considering integration into Risk 
Management structures. Additionally, there may be other relevant degree courses not covered in the provided options. 

 

Figure 10. Profiles to be integrated into Risk Management structures 

 

 

5.6 Technological Enablers and AI in Risk Management 

The fourth section (Q4.1 - Q4.10) examines the adoption of machine learning models in credit risk, financial risk, and operational 
risk management. 

It also explores the use of cloud solutions, the impact of BCBS239 principles, and the consideration of innovative technologies like 
quantum computing. Additionally, it assesses the importance of model explainability in risk management. 

The technological transformation within the banking industry has ushered in a new era of risk management, where data-driven 
insights and artificial intelligence (AI) play a central role.  

In this section, we delve into the adoption of technological enablers and the integration of AI-driven solutions in risk management 
practices. 

As banks navigate the digital landscape, they are confronted with the imperative to harness cutting-edge technologies to enhance 
their risk assessment capabilities. This section of the questionnaire is designed to unravel how banking intermediaries are embracing 
technological advancements, particularly in the context of credit risk, financial risk, and operational risk management. 

We inquire about the current status of AI model adoption and machine learning across various facets of risk management. The survey 
also explores the integration of cloud solutions, the impact of regulatory principles such as BCBS239, and the consideration of 
emerging technologies like quantum computing. 

Furthermore, the section examines the banks' perception of the advantages and challenges associated with the adoption of AI and 
advanced analytics within risk management. It delves into the potential applications of AI, from optimizing credit risk models to 
enhancing operational efficiency. 

By dissecting the survey responses in this section, we gain insights into the technological strategies of banking institutions and their 
readiness to embrace AI-driven solutions in their ongoing quest for effective risk management in a rapidly evolving financial 
landscape (Table 2, Table 3, Figure 11). 
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Table 2. Current status of AI model adoption and ML for credit risk 

Type of Activty 
Well-

established 

To be started and 
not yet included in 

a plan 

Planned for 
the current 

year 

Not 
expected 

1. Evolution of PD models 10% 30% 10% 50% 
2. Evolution of LGD  models 0% 30% 10% 60% 
3. Evolution of EAD  models 0% 10% 10% 80% 
4. Credit decision engine 10% 20% 30% 40% 
5. Credit Monitoring models 20% 40% 10% 30% 
6. Optimization of II level controls framework 10% 30% 0% 60% 
7. Danger & recovery rate 0% 30% 10% 60% 
8. Optimization of credit recovery strategies 
(private, small size, small ticket) 

0% 40% 20% 40% 

9. Optimization of collateral assessment models 
throughout the credit lifecycle 

10% 10% 10% 70% 

10. Forecast parameters (i.e. sensitivity analysis, 
business plan, etc.) 

10% 20% 0% 70% 

11. Stress test 10% 10% 30% 50% 
12. Optimization of Back Office activities using 
artificial intelligence and RPA models 

10% 30% 20% 40% 

13. Optimization in the management of document 
workflow (protocol, checklists, automatic reading 
of contents, etc-) 

10% 20% 20% 50% 

14. Profiling and targeting of current customers 
and prospects (e.g., new business) 

10% 20% 10% 60% 

15. Evolution of credit policies (e.g., credit risk 
appetite, strategy, and credit risk limits, e.g., ESG) 

10% 0% 20% 70% 

16. Estimation and monitoring of the NPL plan 
(default rate, cure rate, risk, and recovery rate) 

0% 10% 30% 60% 

The results in Figure 12 and Figure 13 indicate that a significant percentage of respondents (80%) are already using Cloud solutions 
and have an evolution roadmap in place with their Chief Information Officer (CIO). Additionally, the majority of respondents (80%) 
see greater flexibility in managing and storing large volumes of data as a key advantage of using Cloud solutions for risk 
management. Other benefits, such as analytics integration and cost reduction, are also recognized, but to a lesser extent. 

Table 3. Current status of AI model adoption and ML for financial risk 

Type of Activty Well-established 

To be started 
and not yet 
included in a 

plan 

Planned 
for the 
current 

year 

Not 
expected 

1. Reconciliation processes between risk and front office 
(e.g., NPV, Sensitivity, etc.) 

10% 10% 0% 80% 

2. Data quality on market data 10% 10% 0% 80% 
3. Data quality on historical series 10% 20% 0% 70% 
4. Indipendent Price Verification  10% 10% 0% 80% 
5. FRTB - Non Modellable Risk Factor 10% 0% 0% 90% 
6. FRTB �t Eligibility Test  0% 10% 0% 90% 
7. FRTB �t PnL Attribution 10% 0% 10% 80% 
8. Liquidity: Behavioral Models 0% 30% 10% 60% 
9. Monitoring of 1st and 2nd Level limits (Market, BB, 
Liquidity, etc.) 

0% 20% 0% 80% 

10. Monitoring of credit lines for derivative operations 
(Counterparty Risk) 

0% 20% 0% 80% 

11. Model calibration (Market & Counterparty) 20% 0% 0% 80% 
12. Validation process (e.g pricing, models, etc) 20% 0% 0% 80% 
13. Pricing models 20% 0% 0% 80% 
14. Stress testing  10% 20% 0% 70% 
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Type of Activty Well-established 

To be started 
and not yet 
included in a 

plan 

Planned 
for the 
current 

year 

Not 
expected 

15. CCAR (comprehensive capital analysis and review),  10% 0% 10% 80% 
16. Early warning system 10% 10% 10% 70% 
17. Collateral management 10% 0% 10% 80% 
18. Scoring & rating 10% 0% 10% 80% 
19. Reporting 0% 10% 10% 80% 

Figure 11. Current status of AI model adoption and ML Operational and non-financial risk  

 

Figure 12. Greater usage of the cloud in the evolution plan with the CIO 

 

Figure 13. Benefits in using Cloud solutions for risk management 
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The results from Question 6 reveal a varied assessment of BCBS239 principles and their impact on the redesign of application 
architectures for risk measurement and reporting. Only 10% of the respondents consider these principles as very relevant, indicating 
a significant influence on their decision-making processes. A notable 40% find them relevant, suggesting that these principles play 
a considerable role, albeit not decisive for everyone. An additional 20% see them as moderately relevant, implying some level of 
influence that does not dominate their strategic planning. Conversely, 30% do not view these principles as relevant to their work, 
highlighting a divergence in their applicability across different organizations, as shown in Figure 14. 

Figure 14. Influence of BCBS239 principles on RDAR 

 

  

Regarding Question 7, which focused on the use of innovative techniques like Quantum Computing for handling complex 
optimization problems, the findings are quite straightforward. A majority, 70%, currently do not employ such technologies, 
suggesting either a lack of need or capability at present. On the other hand, 30% are in the process of evaluating these advanced 
techniques, reflecting a proactive stance towards exploring new solutions that could enhance their computational capacities in risk 
management. Remarkably, none of the respondents have fully implemented these high-end technologies in their operations, as 
indicated in Figure 15. This illustrates a stage of cautious consideration rather than widespread adoption among the surveyed entities. 

Figure 15. Application of innovative techniques 

 

For Question 8, which probed the specific risks addressed using innovative techniques by those respondents implementing such 
approaches, the data reveals a focused use on certain risk types. 

Only a small fraction, 10% each, applies these techniques to manage credit risk, cyber risk, and fraud risk. This indicates a targeted 
adoption rather than a broad application across various risk categories. The vast majority, 70%, indicated that innovative techniques 
are not applicable to any specific risk category, suggesting that either these techniques are not yet integrated into their risk 
management strategies or they are used for general purposes rather than specific risks. 

In response to Question 9 on the preparedness for managing aspects of model explainability, which is crucial for understanding 
model outputs, the responses vary. A significant 70% of respondents are still evaluating their strategies for explainability, showing 
that this is an area under active consideration. 

Meanwhile, 20% have already established mechanisms to manage explainability, and a smaller portion, 10%, has not addressed this 
aspect at all. This distribution underscores the evolving nature of model management practices in the industry, reflecting varying 
levels of adoption and understanding. 
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These insights, summarized in Tables 4 and 5, paint a picture of an industry that is cautiously navigating the integration of advanced 
technologies and methodologies. 

While there is interest and some initial steps towards using innovative techniques for specific risks and improving model 
explainability, there remains substantial work to fully integrate these elements into regulatory models and everyday risk management 
practices. 
 

Table 4. Risks for which innovative techniques are adopted 

Risks for which innovative techniques are adopted 1 2 3 4 5 6 7 8 9 10 % 
Market risk                     0% 
 Conterparty Risk                      0% 
 Credit risk         x           10% 
 Cyber risk       x             10% 
 AML                     0% 
Fraud risk       x             10% 
Not aware                     0% 
None                     0% 
No applicable x x x     x x x x   70% 

 

Table 5. Preparation for managing aspects of model explainability 

Preparation for managing aspects of model 
explainability 

1 2 3 4 5 6 7 8 9 10 % 

Yes           x       x 20,00% 
Not at the moment, but evaluations are ongoing x x x x x     x x   70,00% 
No             x       10,00% 

 

5.7 Digital Risk Management 

The final section (Q5.1 - Q5.7) focuses on digital risk management, addressing the presence of structures or programs dedicated to 
digital risk management, innovation in advanced analytics, perceptions of AI's utility, and priorities for digitalization within core 
risk management areas. This section will present and analyze the responses to each set of questions, providing insights into the 
practices, strategies, and future directions of risk management in the banking industry. 

In this era of digital transformation, banking institutions are confronted with a unique set of challenges and opportunities related to 
digital risk management. This section of the questionnaire delves into the strategies, structures, and perceptions surrounding digital 
risk within the surveyed banks. 

Digital risk management encompasses a wide range of considerations, including cybersecurity, data privacy, and the broader 
implications of digitalization on traditional banking operations. As the banking landscape evolves, institutions must adapt to 
effectively mitigate and navigate these risks while leveraging digital innovations to their advantage. 

This section delves into how banks are managing digital risks in an era of rapid digitalization, exploring whether they have dedicated 
structures in place and their engagement with innovation and advanced analytics to enhance risk management practices. 

It also examines the role of artificial intelligence in this context and how banks are adapting their risk management strategies to 
align with the evolving expectations and behaviors of customers in the digital "New Normal." 

The responses indicate a mixed approach among banks concerning the establishment of dedicated structures for digital risk 
management. 

Twenty percent of the banks report having structures that, while present, do not focus specifically on risk management issues, 
suggesting an existing awareness but a potential misalignment in strategic focus. Forty percent are considering the creation of 
specialized structures, pointing to a proactive shift towards more tailored risk management solutions that can better address the 
unique challenges posed by digitalization. 

However, another forty percent have no plans to establish such structures, possibly relying on existing frameworks to manage digital 
risks, or perhaps underestimating the need for specialized approaches in the face of digital threats. 

These insights, illustrated in Figure 17, highlight a varied landscape where some banks are moving forward with strategic initiatives 
to enhance their digital risk management capabilities, while others may not yet fully recognize the need for such advancements. 
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This variance underscores the broader challenges and opportunities within the banking sector as it navigates the complexities of a 
technology-driven financial environment, striving to meet the changing demands of customers and the market. 

 

Figure 16. Presence of structures or programs dedicated to digital risk management 

 
 

 

Figure 17. Existence of a structure responsible for innovation to support risk management 

 

For Question 3 regarding the reputation of using AI techniques within risk management, the majority of respondents (50%) perceive 
more benefits than costs, indicating a positive reception towards AI integration in risk management practices. 
However, a small fraction (10%) believes that AI implementation incurs more costs than benefits. A significant number (40%) opted 
not to respond, which could suggest reservations about AI or a lack of sufficient information to form an opinion. 
 
 
 

Figure 18. Reputation of using AI techniques within risk management 
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In response to Question 4, which examined the application of risk management models across different customer generations, it's 
evident that there is a greater focus on newer generations. Millennials and Generation Z are the primary focus, receiving 50% and 
40% of responses respectively, indicating that risk management models are being tailored to the preferences and behaviors of 
younger, more digitally-native customers. 
Interestingly, there were no responses indicating a focus on older generations such as the Baby Boomers or the Generation of 
Reconstruction, highlighting a potential shift in targeting towards younger demographics. 
 

Figure 19. Customer clusters for using risk management models 

 

Regarding Question 6, which addresses the areas where digitalization initiatives will first be implemented, Credit Risk emerged as 
the dominant area with 90% of respondents identifying it as a priority. 
This suggests that Credit Risk is seen as the most beneficial area for digitalization efforts. Other areas like Operational and Market 
Risk also received considerable attention, but to a lesser extent, while Compliance Risk was noted by the fewest respondents as a 
focus for initial digitalization. 
 

Figure 20. Core areas of risk management where the first digitalization will be initiated 

 
 

Finally, the summed ratings for different risk categories provided in Figure 21 show that Operational Risk, with the highest total 
sum (1.0), is considered a key priority among the surveyed entities. 

This is followed closely by Liquidity Risk and Stress Testing, both with a sum of 0.8. Compliance Risk received the least focus with 
a sum of 0.6, indicating it might be viewed as less critical compared to other areas. 

Please note that the numbers in the table represent the sum of responses across the different ratings (R1 to R5) for each risk category. 

These findings collectively offer insights into the evolving landscape of risk management within the banking sector, highlighting a 
strong inclination towards newer technologies and approaches, particularly in addressing the needs of younger customer segments 
and in managing Credit and Operational Risks. 
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Figure 21. Priorities for Business Evolution 

 

Conclusion 

In this study, we endeavored to explore the state of digital risk management practices within the Italian banking sector by 
administering a questionnaire to 40 listed Italian banks. Despite the low response rate, with only 10 banks providing responses, the 
findings offer insights into the adoption of digital solutions and advanced analytics for risk management in this context. 

Upon analyzing the survey results, several noteworthy trends and insights have emerged: 

The survey indicates a strong commitment among responding banks to modernize their infrastructure. A significant majority (80%) 
have already embraced cloud solutions or have concrete plans for future adoption. This reflects a proactive approach to staying 
competitive in the digital era. 

Respondents recognized the advantages of cloud solutions, particularly in terms of data management flexibility and seamless 
integration with analytics tools. A substantial 80% of participants rated these aspects as highly relevant to their risk management 
strategies, emphasizing the value of cloud technology. The BCBS239 principles, which guide decisions related to data aggregation 
within architectural redesign for risk measurement and reporting, were considered important by 70% of respondents. This underlines 
the significance of regulatory compliance and adherence to industry standards in risk management practices. While the majority 
(70%) of respondents are not currently using innovative techniques like Quantum Computing for complex optimization problems, 
it's noteworthy that 30% are actively evaluating these cutting-edge technologies. This suggests a growing interest in pushing the 
boundaries of risk management capabilities. 

Cyber risk, fraud risk, and credit risk were identified as the primary areas where innovative techniques are being applied. This aligns 
with the evolving landscape of threats in the digital age, with 70% of respondents confirming their focus on these risk domains. 
Respondents displayed an acute awareness of the importance of model explainability in risk management. A significant 70% of 
participants indicated that they were either evaluating or actively working on enhancing the explainability of their models, 
underlining the need for transparency in decision-making processes. 

Interestingly, our study revealed that none of the surveyed banks reported constraints in adopting advanced regulatory models in the 
short term. This suggests that the banking sector is well-prepared and adaptable to forthcoming regulatory developments. 

Credit risk emerged as the central focus for the initial digitalization efforts, with a substantial 90% of banks directing their attention 
toward this critical aspect of risk management. 

In the context of digital risk management within the banking sector, the responses from the questionnaire provide a comprehensive 
overview of current practices, perceptions, and strategic priorities. These insights are crucial for understanding how banks are 
navigating the complexities introduced by digital transformation and how they are preparing to address associated risks in an ever-
evolving financial landscape. 

To summarize, the findings reveal: 

- AI in Risk Management: The adoption of AI technologies in risk management is viewed positively by a majority of respondents, 
who see more benefits than costs. This reflects a growing confidence in AI's ability to enhance decision-making and efficiency in 
risk assessment processes. However, the reluctance or ambiguity expressed by a significant portion of the respondents could indicate 
a need for clearer demonstrations of AI's ROI or concerns about its integration complexities and regulatory implications. 

- Customer Segmentation: The focus on Millennials and Generation Z suggests that banks are keenly aware of the shifting 
demographics and are aligning their risk management strategies to cater to a younger, more tech-savvy customer base. This strategic 
focus is indicative of banks' responses to changing consumer behaviors, particularly in the context of digital engagement and 
expectations. 

- Digitalization Priorities: The emphasis on digitalizing Credit Risk management ahead of other areas suggests that banks view 
this as a crucial entry point for leveraging digital technologies to enhance traditional risk management functions. This priority may 
stem from the direct impact of credit risk on banks' financial stability and the potential for digital tools to improve the accuracy and 
timeliness of credit assessments. 

- Risk Category Focus: Operational Risk receiving the highest focus underscores its complexity and the increased challenges it 
presents in a digital environment. Operational risks, exacerbated by digital transformation, necessitate robust management strategies 
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to mitigate threats from cyber incidents, data breaches, and system failures.This study has its limitations, primarily stemming from 
the low response rate, which may limit the generalizability of the findings to the entire Italian banking sector. Future research should 
aim for a broader and more representative sample. 

The findings hold several implications for the Italian banking industry. Banks should continue to explore the potential of cloud 
solutions and innovative techniques to enhance risk management capabilities. Furthermore, the focus on model explainability and 
readiness for short-term regulatory changes suggests a proactive approach to compliance. 

In conclusion, while this study provides a snapshot of digital risk management practices in Italian banking, further research is needed 
to comprehensively understand the evolving landscape. As technology continues to shape the industry, staying at the forefront of 
digital innovation in risk management will be essential for banks to effectively navigate the complex challenges of the financial 
landscape. 

This study has its limitations, primarily stemming from the low response rate, which may limit the generalizability of the findings 
to the entire Italian banking sector. Future research should aim for a broader and more representative sample. 

The Italian banking sector is both cautious and optimistic about the integration of advanced technologies. There is a clear indication 
that while banks are gradually embracing digitalization, they are also acutely aware of the new types of risks this introduces, such 
as cyber and data-related vulnerabilities. 

The responses suggest that while AI and digital tools offer substantial benefits, their adoption must be carefully managed, with 
adequate attention to building appropriate infrastructures and competencies. This evolving landscape offers both challenges and 
opportunities for banks to redefine the paradigms of risk management in the digital age. 
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Abstract 
Recently, there has been a growing focus on sustainability issues within the financial sector. However, quantitative analysis of social 
and governance aspects has been challenging due to difficulties in data modelling. With the recent regulatory updates for standardised 
disclosure, the next step could be the implementation of stress tests, given their widespread use in the supervisory environment. The 
article analyses the possibility of borrowing certain aspects of rating agency methodologies for a future exercise. It identifies common 
elements that need to be analyzed and highlights areas where institutional intervention will be necessary. 
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1 Introduction  
In the years following the great financial crisis, and particularly in the aftermath of the pandemic period, environmental, social and 
governance factors have clearly become an issue for the financial world, and for banking in particular. Indeed, banking intermediaries 
have a key role to play in the transition to a sustainable future, in line with, inter alia, the Sustainable Development Goals set by the 
United Nations.  At the same time, financial institutions are at the forefront of supporting the 'new' sustainability risks, which in turn 
are the proponents of financial risks that could undermine the soundness of the intermediaries themselves.   

There are two possible implications of these factors for the banking sector: the first will be intrinsic to the institutions, which will 
have to update their objectives, integrate the information to be disclosed, revise the risk management system, and consider all the 
prudential implications that this entails. The second aspect pertains to credit granting, which is by definition one of the pillars of 
banking activity, along with the collection of savings from the public, and which must encourage and guide the entities it finances 
towards compliance with ESG factors in order to generate and radiate positive effects for society as a whole. In this context, banks 
are being encouraged to pursue these objectives through increasing and increasingly pervasive regulation1. The first aspect on which 
work has focused is that of disclosure; transparency of information is crucial in providing all market participants, including 
supervisors, with more elements for understanding exposure to ESG risks. Since 2014, large companies in the European Union have 
already been required to produce a non-financial statement dedicated, among other things, to the disclosure of the sustainability 
policies and results implemented and achieved during the year. Further evidence of the commitment of regulators and supervisors to 
ESG risks is reflected in the three mandates given to the EBA by the CRD V/CRR II package, one for each pillar2. 

Although banks are widely recognized as being relevant in terms of their exposure to risks and their role within the economy, there 
is still much debate surrounding the understanding and modalities of how these risks are grafted and the corresponding opportunities 
for intermediaries3. It is therefore clear that the contribution of third parties in the market environment, such as rating agencies, is 
necessary for the integration and normalisation of the assessment of such risks, knowing also the relevant role they play, for example 
in credit risk, where they can be exploited for the determination of capital requirements. However, currently, they appear unable to 
provide reliable support due to the inconsistencies found by various researcher, instead, the developed expertise could assist regulators 
in creating specific indicators to manage ESG risks and directing stress tests on social governance risks. The significance of this tool 
in the context of European banking supervision is widely acknowledged, even when dealing with 'new' types of risk, such as the recent 
tests conducted for climate and environmental risks, it is possible to infer how they could also be conducted for S and G issues. 
However, this may not be feasible in the short term as their size is currently not very quantifiable. 

The aim of this paper is to explore the potential for European institutions to create a stress testing methodology that can measure 
the impact of S and G risks based on the experience gained by rating agencies in evaluating these issues in recent years. An attempt 
will be made to identify common points based on the methodologies published by various rating agencies that will help structure a 
test that is as acceptable as possible and determine the benefits that a regulatory impulse could bring. 

The following section briefly reviews the literature on the role of Credit Risk Agencies (CRAs) in ESG issues, highlighting 
inconsistencies between ratings and areas for improvement. The third section emphasises the fundamental role of stress tests in 
prudential ratings. The fourth section outlines the various rating methodologies that CRAs publish for ESG ratings. Finally, the 
conclusions highlight the shared characteristics that can be considered in a systemic approach, as well as the main differences. 

 
1 For example, the regulatory constraints of the CSRD and CSDD could encourage companies, especially the largest ones, to play a more proactive 
role. In fact, the rules will move from a mere disclosure regime to one that, thanks also to the inclusion of a sanctions regime, determines behaviour 
specifically aimed at contributing to a sustainable transition. 
2 Article 449-bis CRR II requires the disclosure of information on ESG risks, Art. 98(8) of CRD V highlights the need for an assessment for the 
integration of ESG risks into the SREP, with an analysis of governance and risk management issues, and finally, Article 501-quater of CRR II calls 
for an investigation into the possible need to include a specific treatment for environmental and social aspects within Pillar 1 capital requirements: 
with specific reference to credit risk, this would entail a change in practices regarding the entire credit process and the assessment of the related risk 
with the aim of 're-orienting capital flows towards sustainable investments in order to achieve sustainable and inclusive growth'. 
3 The current situation in the Italian banking system was also captured by an AIFIRM analysis (2021b) carried out in 2021 on a sample of 31 Italian 
banks (including 16 LSIs), which showed that currently 6% of LSIs and 20% of SIs have integrated specific considerations related to ESG factors 
into their lending process. Overall, the analysis shows that, while the path taken is the right one, further policies and procedures need to be 
implemented to adequately integrate sustainability risks into current risk management practices, and there is also a gap in technical availability and 
resources between SIs and LSIs. 
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2 Literature Review 

Currently, it is widely accepted among market participants that integrating sustainability risk analysis into a bank's risk management 
framework is necessary from a financial perspective, not just a reputational one (Grippa et al., 2019). The literature acknowledges the 
challenges of implementing this integration, which can be summarised as follows: (i) uncertainties regarding when the effects will 
manifest and how institutional activities will impact them; (ii) insufficient data on ESG factors that are either irrelevant, unreliable, or 
too complex to use for future predictions; (iii) Methodological constraints: banks have based their risk management models on 
historical data, which may not be sufficient to include sustainability risks among the variables that determine traditional risks4, (iv) 
misalignment of the time horizon compared to the short-term planning in which banking intermediaries are spacialised, indeed to 
assess ESG risks, an evaluation over a longer time horizon, longer than 30 years, is required (Neisen et al. 2021) to consider the 
manifestation of all possible effects. 

Recognising the challenges that banks face in quickly implementing effective risk management practices, the literature has also 
explored the involvement of other market actors in developing reliable methodologies for measuring and rating counterparties. ESG 
rating agencies aim to provide market participants with information on a company's ESG programme and potential risks from social 
or environmental exposures (Larcker et al., 20-22). Among the first to study this issue Escrig-Olmedo et al. (2010) provide an overview 
of the evaluation criteria used by six sustainability indices and ten agencies. Although the information provided is inadequate and 
heterogeneous, the study highlights the absence of a standardized evaluation methodology.due to the varying weights assigned to the 
analysis criteria and the differences between the scoring systems, as each index and agency expresses the results with a different 
structure. Subsequently, Stubbs et al. (2013), based on the case study of the ratings formulated by an Australian agency, identify the 
main shortcomings of ESG rating calculation methodologies, whichare also due to reduced objectivity, uniformity and transparency, 
also due to the lack of specific regulation, as previous theories suggest5. Of the three aspects, transparency of rating methodologies 
could help address the issues of objectivity and uniformity by allowing stakeholders to understand the underlying subjectivities and 
compare the ratings of different providers. However, subjectivity would remain unavoidable and desirable as a harbinger of innovation. 

In the following years, numerous studies have focused on direct comparisons between different agencies, Chatterji et al. (2014) found 
a surprising lack of agreement in the ratings of six major rating agencies, which remains even after "normalising" the adopted CSR 
definitions, which would imply a reduced validity of the scores assigned, since by eliminating the sources of divergence they should 
have been idiosyncratically valid. This view is supported by the recent findings of Lopez et al. (2020), who show how differences 
arise even when rating agencies use similar definitions6, with some agreement on the worst performers7 and on the measurement of 
governance risks8. According to the authors, attention should first be focused on standardising published data and then on transparency 
of methodologies. The results of Capizzi et al. (2021) are partially inconsistent, for whom the S and G pillars are at the root of most 
of the divergences: although the social categories address the same issues, the main differences would be due to the weights assigned, 
whereas for governance both the weights and the criteria differ, which would be explained by a higher degree of subjectivity in the 
assessments adopted. Extending the previous analyses, Berg et al. (2022) used an inductive approach to trace the discrepancy in scores 
back to the scope of the evaluator, the measurement and the weighting in the scores, to which the rater effect would finally be added9. 
The analyses of Dorfleitner et al. (2015) also point to a possible bias related to larger companies, which consistently provide better 
judgements. 

Gibson et al. (2021) analysed firm size as part of their investigation into whether rating discrepancies are correlated with observable 
firm characteristics, they found that more profitable firms have lower discrepancies, while firms with no credit rating (NCR) and 
larger firms have higher discrepancies in ESG ratings. Moreover, companies with greater physical assets generally exhibit less 
disagreement regarding environmental ratings, which tends to increase with institutional ownership while companies with a high 
book-to-market ratio tend to have greater disagreement regarding social ratings. These disagreements would not be neutral, as they 
found a positive relationship between disagreements and companies' stock returns; such uncertainties are priced by investors as a risk 
premium, which would lead to a higher cost of capital for companies, especially if the disagreement is related to environmental issues. 
However, Billio et al. (2021) demonstrate that observed ESG disagreement weakens the effect of investor preferences on asset prices 
to such an extent that even when there is agreement, it has no impact on the financial performance of ESG portfolios. 

Moving from a micro to a macro perspective, some studies have analysed the dynamics of the CRA market and identified a trend 
towards consolidation among players that is characteristic of a young and growing market. However, it is not reflected in other areas, 
such as the adoption of compatible rating scales or an agreement on the factors to be included in the rating (Charlin et al., 2022). 
Consolidation could result in the provision of more standardized services, but it may also lead to a decrease in investor confidence, 
who may prefer a more competitive market (Avetisyan et al., 2017); concerns arise from the fact that the ratings of individual 
companies remain unchanged despite being integrated into a larger organization. Another potential issue that could erode trust in such 
institutions is the possibility of a conflict of interest arising from the owners' involvement in rating assignments. Tang et al. (2021) 
used causal inference analysis to demonstrate that rating agencies tend to assign higher ratings to subsidiaries owned by the same 
major shareholders, this effect is particularly pronounced when the institutional investor is more involved and holds a larger stake. 
Recent research suggests that disclosing ESG activities by companies does not necessarily promote convergence between different 
ratings. The more data provided, the greater the scope for subjective interpretation by analysts; this is particularly pronounced in the 

 
4 For example, in credit risk calculation, ESG factors could affect the variables PD and LGD. 
5 See Chatterji et Al., 2009; Fowler et Al., 2007; Scalet et Al., 2010. 
6 In particular, the authors examine 3 ratings produced by primary agencies. 
7 In contrast, this relationship would be reversed according to the research of Christensen et al. (2021) and Liu et al. (2022). 
8 Specifically, on aspects of CSR strategies and management: The former reflects communication practices related to the integration of economic, 
social and environmental aspects into decision-making. The latter includes variables that measure a company's commitment and effectiveness in 
following best practices and principles of corporate governance. 
9 Scope refers to the criteria and hierarchies considered, measurement involves calculation methods, and the rater effect occurs when performance 
in one category influences the judgement of others. 
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E and S domains, where discussions have only recently developed, while shared beliefs about governance are higher (Christensen et 
al., 2021).  

Therefore, achieving an alignment of metrics and outcomes based on the same information will require time or external intervention. 
Another empirical study on Chinese listed companies (Liu, 2022) found a strong positive relationship between quantitative disclosure 
and rating diversity, the authors suggest that a possible solution could be the adoption of a purely standardized and quantitative 
disclosure system. However, it is important to note that unknown factors may still exist, particularly in relation to private information 
provided directly by the company to the audit agency. Kotsantonis et al. (2019) also reached the same conclusion, identifying 
significant linguistic differences among intermediaries that could hinder cross-company result comparisons. Kimbrough et al. (2022) 
present a different perspective, they conducted a textual analysis and found that companies that voluntarily publish ESG reports have 
lower contrasts between ratings, particularly in terms of environmental and social expectations, and when they receive third-party 
assurance or comply with GRI reporting standards. 

The main challenges facing ESG rating agencies can be summarised in three main elements: (i) completeness of information, which 
requires decisions on how to deal with missing public data, (ii) standardisation of published information using metrics that are not 
directly comparable, and (iii) consistency of models, which needs to be systematically tested, including through backtesting analyses 
(Larcker et al., 2022). Understanding the underlying reasons for disagreement between rating agencies is the first step in defining 
potential remedies and plausible consequences of divergence (Christensen et al., 2021). Divergence between assigned weights is then 
particularly relevant, as it indicates a conflict over the importance attached to different ESG performance and the relationship between 
the pillars. As a result, even if a company receives the same score for its ESG performance, the ratings they generate may differ 
significantly (Capizzi et al., 2021). 

The shortcomings and inconsistencies identified in the literature so far have also been confirmed at institutional level by a study by 
the European Commission10, which also formulates eight recommendations for overcoming them. These recommendations, in line 
with the findings of the literature11, focus on standardising data to at least partially reconcile evaluations. Starting from a common 
disclosure that reduces the reporting burden while increasing the quality of information and the transparency of rating methodologies12  
would indeed make stakeholders more aware of their choices. European regulators have already moved in this direction by adopting 
a number of pieces of legislation aimed at creating an environment in which targeted and comparable information is fully available13. 
In any case, a recent study (Serafaim et al., 2022) already recognises, res sic stantibus, the predictive capacity of ESG ratings, which 
would reflect the commitments made by an organisation to achieve a sustainability outcome, with respect to future news (positive or 
negative) on sustainability issues. These could then be used by investors as a possible input into their decision-making process. 

3 Stress tests: characteristics and uses in the context of supervision 

Stress testing can be broadly defined as simulation exercises designed to measure a firm's ability to cope with pre-defined scenarios 
of varying severity and probability of occurrence. For banks, this involves analysing how institutions would cope with hypothetical 
adverse scenarios, such as recessions or financial crises, and the results are represented by the determination of the impact on the 
variables analysed in order to determine what the EBA calls "resilience", i.e. the institution's ability to withstand and possibly recover. 
This tool, which has been a cornerstone of the prudential supervisory infrastructure, has evolved in recent years. Stress testing was 
initially conducted by banks for internal risk management purposes14. The regulatory adoption of this practice was formalised in 1996 
with the amendment of the Basel Accords to include a stressed component in the calculation of market risk capital requirements. Only 
later, with the publication of Basel II, were such tests extended to credit risk15. 

The financial crisis of 2007 was a turning point for this instrument16, as the market turmoil revealed that the belief in the existence of 
'too big to fail' firms was unfounded. Moreover, there is evidence that bank balance sheets are more opaque than those of industrial 
firms and that this lack of transparency is exacerbated in times of crisis. Furthermore, publicly disclosed supervisory measures, such 
as regulatory capital ratios, were considered only slightly informative and heavily discounted by the market, therefore, supervisors 
needed new tools to allow the market to 'check the math' (Schuermann, 2014). 

The first example of this new wave of tests was the US Supervisory Capital Assessment Programme (SCAP) conducted by the Federal 
Reserve in early 2009, while in Europe the Committee of European Banking Supervisors (CEBS) conducted a first 'concurrent' stress 
test, followed by another one the following year, on 91 European banks, of which only seven required capital injections17. In 2011, 90 
banks were again subject to stress tests carried out by the newly established European Banking Authority (EBA) 18. 

 
10 European Commission (2020). In summary, the panel identified the following barriers to market development: the need for greater transparency, 
accuracy, timeliness and reliability of valuations, the presence of bias, conflicts of interest and reduced correlation. In addition, there is a need for 
materiality between the different indicators and comparability of company disclosures, including through clear and consistent terminology. 
11 See, among othersBerg et Al. (2022) e Lopez et Al. (2020). 
12 Including the emphasis given to the different topics, which may be the reason for the different weights. 
13 See, inter alia, Implementing Regulation 2022/2453. 
14 This practice began to spread in the 1990s to complement the techniques adopted to assess market risk exposures (McGee et al., 2013), which 
were essentially based on the use of historical data that did not predict the occurrence of future stress events, which often did not occur in the same 
form several times. 
15 The regulatory update required, among other things, the adoption of stress tests to support the validity of institutions' internal models, which 
calculated capital requirements according to IRB models. However, at the onset of the financial crisis, banks' stress models were still being developed 
to capture both credit and market risk (BCBS (2009)). 
16 Prior to that crisis, only a few supervisors had conducted tests, which turned out to be mere exercises with little direct impact on the policies 
adopted in the banking sector (Dest et Al, 2016). 
17 �7�K�H�V�H���G�L�G���Q�R�W���S�U�R�Y�H���W�R���E�H���I�X�O�O�\���H�I�I�H�F�W�L�Y�H�����D�Q�D�O�\�V�H�V���F�D�U�U�L�H�G���R�X�W���E�\���S�U�L�Y�D�W�H���F�R�Q�V�X�O�W�D�Q�W�V���U�H�Y�H�D�O�H�G���F�D�S�L�W�D�O���Q�H�H�G�V���R�I���D�U�R�X�Q�G���¼�������Eillion for Irish banks 
that had requested support from the EU and the IMF. These banks had previously passed CEBS tests. 
18 EBA was given responsibility for conducting EU-wide stress tests by its founding regulation (Regulation (EU) No 1093/2010, Article 32(2)), 
which gives it the power to initiate and coordinate stress tests in cooperation with the European Systemic Risk Board (ESRB). This includes the 



 

RISK MANAGEME NT MAGAZINE �± Volume 19, Issue 1 �± Page - 73 - 
 

For the 2011 stress test, the authorities had already developed a structured system19 and applied scenarios according to a one-size-fits-
all logic20. This first stress test was a milestone for the exercise, as most features of the EU-wide stress test have remained unchanged 
since its inception. 

It is a solvency test based on a bottom-up approach and performed at the highest consolidation level. The exercise requires banks to 
provide projections that are subject to constraints and a static balance sheet assumption; Management actions taken to mitigate the 
impact of shocks are not taken into account to prevent banks from making overly optimistic projections and to ensure consistency and 
comparability of results. 

The balance sheet simulation is conducted over a three-year period, and the adverse scenario is based on the main systemic risks 
identified for the banking sector during that time21. 

The initial aim of a bottom-up approach was to engage banks in risk identification through the use of their models, thereby promoting 
the development of efficient risk management practices while having the advantage of producing tailor-made data and models. In 
addition, bottom-up models aim to evaluate the effect of stress on individual banks and then analyze its implications for the system22. 

Another important feature is the provision of detailed disclosure, including data on exposures and risk factors broken down by bank, 
which promotes market discipline and improves public information on banks' risk exposures. This was particularly useful in the 
exercises carried out between 2011 and 2014, which coincided with a relatively unstable economic environment. 

The stress test of 2014 took place in the context of the entry into force of the SSM, with the objective of achieving a level playing 
field. The introduction of the SSM followed the comprehensive assessment of SIs carried out since 2013, which consisted of an in-
depth assessment of the balance sheet of these institutions, consisting of two elements: the asset quality review (AQR)23 and the stress 
test. 

The prudential assessment had three main objectives: to evaluate the financial health of the institutions, to quantify the measures 
needed to comply with prudential limits, and to provide comparable information (Visco, 2014). 

The AQR data were used as the starting point for the subsequent stress tests, which considered more severe and credible adverse 
scenarios than the previous ones (Georgescu, 2017). The 2014 tests, like those of 2011, had hurdle rates that had to be met in order to 
pass the test24; this pass-fail logic is overcome by the 2016 tests25, the results of which have been incorporated into the specific Pillar 
2 Guidance measures under the SREP. 

It is important to note that the ECB and NCAs are obligated, under Article 100 of the CRD, to perform stress tests on banks that it 
directly supervises at least once a year, in accordance with the methodologies developed by the EBA, and the results are then integrated 
into the SREP cycle26. The 2018 stress test did not introduce any significant methodological changes to the test, except for the 
adaptation to IFRS9 and the focus on credit risk.  

In contrast, the 2020 test included refinements to the treatment of demand deposits, which now have a specific discipline, changes to 
the minimum NPL coverage that must also be applied following the introduction of calendar provisioning, and adjustments related to 
the new framework for securitisations. The test was postponed for a year, afterward the methodology was updated to consider the 
treatment of moratoria and exposures backed by government guarantees, as well as regulatory changes introduced during the year 
(such as the Quick Fix Regulation). The changes listed briefly illustrate how such stresses are flexible and adaptable to external 
conditions, depending on the supervisory priorities in the relevant context at a given point in time. 

As reported by the EBA (2020), these tests, and in particular the bottom-up approach, have contributed to enhancing the resilience of 
the EU banking sector by involving banks in the process of forecasting the stressed outcomes and providing them with an incentive 
to develop their own methodologies27. 

 
responsibility to develop a common methodology (including its interpretation) and to communicate the results, with the ESRB designing the adverse 
macroeconomic scenario as set out in Regulation (EU) No 1092/2010 and the ECB providing the baseline macroeconomic scenario. 
19 It specifies more than 70 risk factors for the trading book, eight macro factors for each of the 21 countries, as well as haircuts on sovereign assets 
divided into seven maturity bands, such as GDP growth, inflation, unemployment, residential and commercial property price indices, short and long-
term interest rates and equity prices. 
20 It seems appropriate to point out that, unlike its US alter ego, the European authority has already had to deal with the problem of geographical 
heterogeneity, since its exercise covers 21 sovereign nations with quite different economies and banking markets (reflected in the different business 
mixes of the banks). 
21 These are translated into exogenous shocks, and the shock profiles are then fed into the dynamic macroeconometric models used to project the 
macroeconomic and financial variables that make up the scenario output. The translation of the scenario into variables that influence the valuation 
of the elements of banks' balance sheets thus takes on an endogenous dimension (Contancio, 2015). 
22   For example, in 2011, the results of individual institutions were first verified by the national competent authorities and then forwarded to the 
EBA, which, together with the ECB and ESRB, calculated aggregate values for the entire European market. 
23 This was a point-in-time assessment using the ECB's top-down models in an automated and data-driven manner, focusing on the material deviations 
identified between its estimates and those of the banks. The asset quality review resulted in a CET1 capital requirement of 8% of RWA, above the 
regulatory requirement of 4.5%. The review covered both credit and market risks. 
24 The minimum capital ratios (CET1) for the adverse scenario were set at 5% in 2011 and 5.5% in 2016. 
25 The other changes introduced by the 2016 stresses are briefly: the request for specific information on 'conduct risk'. , the greater focus on 'indirect' 
exchange rate risks, which derive from foreign currency positions taken by borrowers, the change in the sample of banks used for the test (reduced), 
this last change has 'lightened' the tasks on the authorities by allowing for greater specificity and also considering the simultaneous launch of different 
analyses and in the same years (Resti, 2016). 
26 In the years when the EBA coordinates the stress test, the ECB conducts an internal stress exercise for banks under its direct supervision that are 
not included in the EU-wide test. This parallel exercise is part of the annual SREP cycle and includes the necessary adjustments to ensure 
proportionate treatment of smaller banks.   
27 Such an approach would also allow supervisors to better understand the mechanisms of banks' internal models and projections in relation to their 
business models and risk profiles. 
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The production of a consistent and comparable set of results across banks is a significant benefit and it is particularly important for 
maintaining a level playing field and for identifying weaker and/or shock-sensitive banks. Nevertheless, the authority has identified 
areas for improvement that could result in more significant changes. These areas include: 

(i) a lack of clarity in prioritising individual test objectives, which can sometimes conflict28; (ii) inadequate integration into the 
supervisory process29; and (iii) high resource requirements, particularly in the exercise design and results validation phases30. 

The EBA proposes a 'hybrid' framework consisting of two branches: the supervisory branch and the banking branch. The supervisory 
branch would form the basis for supervisory decisions, while the banking branch would allow banks greater flexibility and focus on 
more detailed disclosure31. Although this design has been shelved for the time being, the rationale for this innovative process led to 
the reported methodological changes in the 2023 test. In addition to refining the definition of the adverse scenario, banks were required 
to estimate the projection of net fees, including its components, following a top-down approach, using a model prepared by the ECB 
and introducing hybridisation features. In addition, intermediaries were required to assess credit risk by breaking down the impact 
according to the sector to which the counterparty belonged; in this sense, 16 different economic sectors were considered, indeed the 
recent geopolitical context has shown how the heterogeneity of exposures strongly affects the inherent risk of different exposures. 

We have so far focused on microeconomic stress tests, but already in 2015 it was clear to supervisors the importance of preparing a 
test at the macro-prudential level, which could contribute to the definition of macroeconomic policies to be implemented through the 
systemic risk assessment32. As pointed out by Constâncio (2015), the macro-prudential function requires going well beyond the 
aggregation of individual bank results in order to properly assess the macroeconomic impact of the stress results, which should 
combine the objectives of micro and macro supervision in a complementary manner. This type of analysis, as developed by the ECB, 
takes a top-down approach, with the authority itself developing a single model that is fed with data from individual banks, allowing 
for a structural and homogeneous assessment while eliminating the arbitrariness inherent in individual assessments. The ECB will 
further refine the analysis by considering a dynamic balance sheet that will vary as a result of management interventions in response 
to adverse circumstances. In addition, the analysis of 'second-round effects' has been conducted to account for potential contagion 
resulting from the high level of interconnectedness in the current financial environment33. 

A comparison was made between two stress models based on the exercises conducted in 2018 (Budnik et al., 2018). The results 
showed that institutions were more sensitive to the macro test34 in terms of profitability and where, on average, the CET1 solvency 
ratio was higher, although the CET1 numerator decreased more in nominal terms due to the evolution of the balance sheet and the 
possible responses presented by intermediaries. The NPL ratio dynamics differ, with the indicator showing greater sensitivity in 
macroprudential stress tests35. 

The ECB has recently used stress tests for ad hoc analyses of individual thematic areas to assess the potential impact of specific 
shocks. For instance, interest rates in 201736, liquidity risk in 2019, while in 2024 the lens will be set on cyber resilience. Regarding 
sustainability, the ECB has been conducting stress tests on climate risks since 2021 in order to examine the resilience of intermediaries 
to the three scenarios formulated by the Network for Greening the Financial System (NGFS) over a 30-year period. From a 
methodological perspective, this was a top-down test that relied on specific climate scenarios which allowed to test the interaction 
between transition and physical risks at the level of individual counterparties. The ECB repeated the exercise in 2022 for SIs37 to 
analyze the impact of environmental risks on traditional risks in the scenarios developed by the NGFS. The exercise was conducted 
by the supervisor as a cognitive test focusing on certain asset groups which, by definition, could be more exposed to such risks, and 
to assess any indirect impact on the SREP (without currently foreseeing a possible need for capital add-ons). Due to the significance 
of the matter, multiple international authorities have performed the exercise, albeit with varying approaches, time horizons, and 
objectives38. Studies in the literature indicate that European banks under stress, with lower capital buffers, tend to reduce RWA and 
NPLs more intensively to improve their capital position, while others do not increase the risk in their portfolios (Janda et al. 2020)39. 
Pierret et al. (2019) and Cortés et al. (2018) demonstrate that stress tests can effectively prevent excessive risk-taking, even if capital 

 
28 An example of such a conflict is the microprudential objective of simultaneously incorporating stress test results into each bank's SREP, which is 
at odds with the macroprudential objective of assessing systemic risk. 
29 The static balance sheet assumption, which does not take into account management actions, makes it difficult to convert capital erosion into a 
regulatory capital increase (i.e. P2G) without adjustments, which could undermine the comparability of assessments across institutions. 
30  Supervisors are also aware of the benefits and limitations of stress tests, as shown by the speeches of de Guindos (2019) and Enria (2019). 
31 For more information on the proposal, see EBA/DP/2020/01. 
32 Defined in EU Regulation 1092/2010 as the risk of disruption to the financial system with potential serious negative consequences for the internal 
market and the real economy. All types of financial intermediaries, markets and infrastructures are potentially systemically important to some extent. 
33 As with the EBA, the ECB also had to address the issue of geographical and economic diversity. In this case, the scenario modelling represents a 
macroeconomic block for the 19 euro area economies and attempts to capture the dynamic interdependencies of aggregate real and financial variables; 
to take account of the specificities of the different systems, banking assets are modelled at a sufficiently granular sectoral and geographical level to 
reflect the main sources of heterogeneity among banks and their different sensitivities to macroeconomic shocks, while on the liabilities side the 
dynamics of equity, wholesale and retail funding are distinguished. 
34 Average profits are higher in the baseline scenario but lower in the stressed scenario, as net interest income evolves in line with asset expansion 
or contraction depending on the reference environment. 
35 This result is also due to the assumption of zero cure rates in the EBA tests and the impossibility of writing off impaired positions from the balance 
sheet. 
36 This exercise analysed the impact of the six different scenarios defined by the Basel Committee, which are now an integral part of the assessment 
of this risk. 
37 The exercise was divided into three parts: a questionnaire to understand the bank's valuation capabilities, an exercise to quantify the on-balance 
sheet exposure to transition risk (in terms of financed GHG emissions), and a bottom-up stress exercise for a subset of institutions to assess in more 
detail the potential vulnerability of certain banks. 
38 The only points of convergence were the use of a static balance sheet assumption and the use of scenarios developed by the NGFS. For further 
details, see UNEP (2021). 
39 Acharya (2018) arrives at similar results when considering the US market. 
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requirements do not substitute for promoting prudent lending policies. Additionally, the publication of results that provide information 
on the prospective assessment of solvency impacts funding costs and share prices, enabling a clearer distinction between 'good' and 
'bad' banks (Georgescu et al., 2017). From an empirical standpoint, the results of the 2023 stress tests show a steady increase in the 
average CET1 FL when compared to previous tests carried out by the EBA. The CET1 FL increased from 11.1% in 2014 (the first 
year of implementation under the SSM) to 15% in 2021 and 2023, indicating greater resilience even in the face of increasingly severe 
shocks; in fact in 2014, the adverse scenario resulted in a depletion of 260 bps, while in 2023, the reduction recorded was 459 bps40. 

In conclusion, over the past decade, and particularly since the SSM came into force, supervisory authorities have used stress tests to 
assess the soundness and solvency of banks, even in hypothetical adverse scenarios. This tool, which would contribute to improving 
the resilience and transparency of the system as a whole, has been refined over the years through a learning-by-doing approach in 
order to reduce the simplifications that distance the test results from reality; moreover, this exercise has proven to be suitable for 
different uses (e.g. the use of thematic analyses, including sustainability through climate stress tests) and for different purposes (micro 
and macro prudential), as well as being easily adaptable to the dynamic regulatory and contextual evolution to which intermediaries 
are subject. 
 

4 The Methodologies of ESG Rating Companies 
The growing emphasyis on sustainability issues has created a market demand for professional third-party ratings, and the supply side 
has responded accordingly, with the emergence of several companies offering ESG ratings and scoring. However, the lack of common 
ratings means that the rating client/buyer inevitably bears the model risk used by the agency. 
The lack of unambiguity in the analyses has been noted both in the literature and by institutions, but from the analysis of the 
methodologies it may be possible to derive certain common aspects that could be useful to regulators and/or supervisors in structuring 
a stress test to gain more insight into social and governance elements. In order to find similar connotations, or at least common 
assessment criteria, with respect to possible variables to be stressed, the following is an examination, based on publicly available 
information, of the methodologies and metrics used by various agencies to assess ESG aspects. 
 
4.1 Cerved Methodology 
 
Cerved is an Italian company operating in various areas of the financial sector. They have developed an expert-based methodology 
that involves a qualitative-quantitative valuation with measurements based on key risk indicators (Figure 1). The valuation resulting 
from an algorithmic calculation is corrected by an analyst's judgement aimed at capturing the peculiarities of the valuation. Some key 
risk indicators are strictly selected on the basis of the sector in which the company operates, while others are valid regardless of the 
operating context, such as data relating to corporate welfare and governance. 
The data is sourced from public documents and divided into sections E, S, and G: homogeneous clusters are formed for the same 
companies to highlight their operational specificities in each sector. An initial assessment is made by comparing the sustainability 
risks typical of the sector with the exposure of the company under review to these risks, using a matrix. The data is measured against 
indicators using a 5-point scale for quantitative data and a 2-point scale for dichotomous qualitative indicators. 
Each key indicator is weighted between 0% and 100%, the weighted average is calculated by determining the score for each section 
and then calculating the weighted average of the sections to obtain the final score. 
 

Figure 1: CERVED Key risk indicators 

Environmental Social Governance Economic Impact 

Natuaral Capital Dependence Workforce Labour practices Composition 
Economic Value 
Distribution 

Climate change Carbon footprint Human Rights Conflict of interest  
Products and services Product Responsibility Corruption  
Supply chain Society Anti-Bribery and Anti-Money laundering  
Innovation Stakeholders Remuneration & Incentives  
Tangible value Disclosure Gender Diversity  
Compliance  Shareholders  
Disclosure  Anti-competitive behaviour  
  Tax Transparency  
  Risk Management and Performances  
  Remuneration Policies  
  Disclosure  

 
Source: Personal elaboration on �&�H�U�Y�H�G���³�/�D���P�H�W�R�G�R�O�R�J�L�D���G�L���5�D�W�L�Q�J���(�6�*�´ 

 
4.2 MSCI Methodology 

MSCI is a financial services company that provides ESG ratings to help investors understand the ESG risks and opportunities of the 
company under review and how it manages them. 
The company uses a rules-based methodology that is fed by public data. The sector-based approach identifies 33 key issues (refer to 
Figure 2). 

 
40 In other years, the depletion is 340 bps in 2016, 395 bps in 2018 and 485 bps in 2021. 
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Six of these issues are universal (identified for Pillar G), while the remaining issues are selected based on the sub-industry of the 
assessed company (selected from the 163 provided by the Global Industry Classification Standard - GICS) 41. 
The weights for each sub-industry are calculated for every assessment area. In Pillar G, the weights are determined at the pillar level, 
with a minimum weight of 33% in the final assessment42. 
The environmental and social 'key issues' are divided based on their capacity to generate risks or opportunities. The former is assigned 
risk exposure43 and risk management44 scores, which are then combined using different approaches. 
The scores for each key issue related to the different metrics are calculated by taking the weighted average of their scores, which is 
then normalized by the sum of the underlying weights. 
Similarly, the scores for the three pillars are calculated by taking the weighted average of the scores for the key issues underlying each 
pillar, normalized by the sum of the underlying weights. 
The governance aspects are scored using a different methodology, which employs a deduction-based model. Each company begins 
with the highest score, and deductions are applied based on the assessment of each indicator45. 
 

Figure 2: MSCI Key issues 
 

 
Source: Personal �H�O�D�E�R�U�D�W�L�R�Q���R�Q���0�6�&�,���³�(�6�*���5�D�W�L�Q�J�V���0�H�W�K�R�G�R�O�R�J�\�´ 

 
4.3 Standard Ethics Methodology 
 
Standard Ethics, an independent UK rating agency, states that measuring the sustainability of companies involves providing 
comparable external data on their compliance with international guidelines setting common goals and defining the distance of 
companies from a common strategy or pre-established, unambiguous quantitative targets. 
Sustainability ratings, based on algorithms that follow the same guidelines and autonomous, are assessments of a company's ability to 
balance ESG issues, measuring its ability to capture opportunities and manage risks over the medium and long term. 
In addition, the opinions provided are not predictive and do not analyse potential future events and their impact, instead they assess 
the vulnerability that may arise from financial, operational, and reputational risks. 
The information used to determine the rating varies depending on whether it is solicited or unsolicited: in the former case, data and 
documents are requested from the company, while in the latter case, only publicly available information is used. 
An analyst, supported by a team of specialists, gathers information from published reports, interviews, and discussions with 
management. 
This information forms the basis for the analytical assessment of the company's sustainability status, operational performance, and 
risk management policies and strategies. 
The guidelines for the analyst are divided into three pillars (Figure 3) which measure the gap with international guidelines and enable 
the applicant to identify and improve its long-term ESG strategy. The sustainable practices are examined through the policies and 
practices implemented by management in a market-driven manner. 
The rating model does not use calculations based on weights or indicators, but is a method based on a proprietary algorithm that uses 
six sets of variables, five 'standard' (one of which focuses on ESG factors to capture whether the company is aligned with institutional 
goals) and one sustainability risk variable. 
 

 
41 In certain cases, if a company has a key issue that is not shared by other companies in its sector, this is added (the weightings of the remaining key 
issues are reduced proportionally). 
42  Each environmental and social issue generally accounts for between 5% and 30% of the total ESG rating. Key issue weights are determined for 
each ESG sub-sector based on the sub-sector's contribution to the associated negative externality and the expected time horizon for its materialisation. 
43 Which covers 3 areas: Business in which the company is present, Geographical areas, Own characteristics of the company. 
44 This aspect assesses a company's strategy, programmes and proven track record for the aspect analysed. 
45 According to the company, governance and corporate behaviour are universally relevant, so the approach quantifies the gap between a company's 
governance practices and what is considered best practice. 
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Figure 3: Guidelines Standard Ethics Pillars 

I Competition: Market And 
Competitors 

II ownership: Shareholders Capital 
And Ownership 

III management: Board Of Directors & 
Management 

Market And Dominant Positions Internal Voluntary Rules On Ownership IVR On Directors 

Contracts, Financings And Public Aids Ownership And Conflict Of Interests Directors And Conflict Of Interests 

Market Distorsions, Favouritism & 
Corruption 

Non-Controlling Shareholders (Minority) Protection 
And Directors Appointment Disclosure And Transparency 

 Disclosure And Transparency Participation And Vote In Gm 
  Employment And Human Resources Selection 

  Health, Safety At Work And Social Dialogue 
  Adaptation To Changes 
  Environment 
  �&�R�Q�V�X�P�H�U�V���$�Q�G���4�X�D�O�L�W�\�¶ 
  Science And Technology 
  Local Communities 
  Business Parners 
  Human Rights 
  OECD & European Strategies 

 
 

Source: Personal elaboration on Standard Ethics �³Explaining Corporate Solicited Ratings�´ 
 
4.4 �0�R�R�G�\�¶�V���0�H�W�K�R�G�R�O�R�J�\ 
 
�0�R�R�G�\�¶�V�� �L�V a US-based service provider that evaluates sustainability issues that could impact a company's creditworthiness. The 
assessments are based on publicly available quantitative information and vary depending on the company's sector and ownership 
structure: different evaluations are conducted for publicly and privately owned companies. 
Sustainability assessments form part of the credit rating analysis and the agency establishes Sustainability Profile Scores (SPS) to 
indicate its opinion on the extent to which a particular issuer is exposed to ESG risks or benefits from related opportunities (see Figure 
4). 
According to the agency, social risks represent the broadest range of considerations among the three categories, and their importance 
to the credit profile varies. Social considerations tend to be more significant for the credit quality of public sector issuers although 
their impact on credit risk materialises over a longer period compared to the private sector, where their manifestation has an immediate 
effect on creditworthiness. Governance issues have an equal impact on both sectors, but are driven by internal factors. 
The exposure to risks E and S therefore depends on the composition of the company's activities so, sector-level information is used to 
assess the scores in these areas. The sector scores, based on the internal methodology, determine the exposure to these risks and 
constitute the starting point for the individual analysis. For component G, however, the starting point is the characteristics of the 
individual company.  
Unlike sector ratings, the IPS includes mitigating or enhancing actions that the company can take to take advantage of opportunities. 
In determining the IPS, a qualitative assessment of the overall exposure is made, taking into account the scores assigned to each 
category; Moody's believes that the highest risks often outweigh other considerations, so the score of the worst category is considered. 
In addition, the risks of the different aspects may add up, so that the assigned IPS may be even worse (conversely, the relationship 
between the different risks may lead to the recognition of strengths, thus improving the IPS). 
 

Figure �������0�R�R�G�\�¶�V sustainability categories 

ISSUER PROFILE SCORES (IPS) 

EnvIronmental Social Governance 

Carbon Transitions Customer Relations Financial Strategy & Risk Management 

Physical Climate Risks Human Capital Management credibility and track record 

Water Management Demographic and Societal trends Organizational structure 

Waste and Pollution Health and Safety Compliance and Reporting 

Natuaral capital Responsible production Board structure and policies 
 
Source: Personal elaboration on �0�R�R�G�\�¶�V���³General Principles for Assessing Environmental, Social and Governance Risks Methodology�´ 
 
4.5 S&P Methodology 
 
The US-based company conducts an annual, continuously updated assessment of the sustainability performance of companies that are 
invited to participate through the administration of a questionnaire (61 different questionnaires are prepared for the specific sector 
aligned to the GICS), to which participants can submit detailed information and supporting documentation (also in the non-public 
domain) 46. Each year, a rule-based methodology is used to assess the sustainability opportunities and risks of companies, as well as 

 
46 For companies that do not respond, a team of analysts completes valuation questionnaires on their behalf using publicly available information. 
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their short, medium, and long-term impacts. The quantitative data for each sector is normalized by the agency47 while qualitative 
issues, such as corporate policies and management approaches, are scored based on their content rather than their mere presence. 
The data is scored objectively, with each response assigned a score between 0 and 100 and converted into points using pre-defined 
algorithms that vary according to the complexity of the data in each question. The weight of the different criteria and related questions 
is determined by their relevance and materiality for a given sub-sector. 
Prioritisation is based on the expected magnitude, likelihood, and timing of the impact on the company's financial position which is 
then verified annually by correlating the sustainability factor with financial results. 
The responses are progressively weighted and summed at the level of the underlying criterion (see Figure 5) and then at the level of 
the sustainability dimension to arrive at an aggregate that forms the final score. 
 

Figure 5: Criteria underlying S&P questions 

 Environmental Dimension  Social Dimension  Governance & Economic Dimension 
Climate Strategy  Addressing Cost Burden  Anti-Crime Policy & Measures  

Environmental Policy & Management 
Systems Corporate Citizenship and Philanthropy  Information Security/Cybersecurity 

& System Availability   
Environmental Reporting Financial Inclusion Corporate Governance  

Operational Eco-Efficiency  Health Outcome Contribution  Customer Relationship Management  
Product Stewardship  Human Capital Development  Financial Stability & Systemic Risk  

 Human Rights  Codes of Business Conduct 
 Labor Practice Indicators  Innovation Management  
 Occupational Health & Safety Marketing Practices  
 Social Reporting  Materiality  

 Strategy to Improve Access to Drugs or 
Products  

Product Quality & Recall 
Management  

 Talent Attraction & Retentio Privacy Protection  
  Policy Influence 
  Risk & Crisis Management  
  Strategy for Emerging Markets  
  Supply Chain Management 

 
Source: Personal elaboration on Elaborazione personale su S&P �³S&P Global ESG Scores: Methodology�´ 

 
4.6 Sustainalytics Methodology 
 
Sustainalytics, part of Morningstar, is an independent ESG research, rating and analysis firm that provides sustainability ratings as a 
forward-looking measure of the extent to which a company's economic value is at risk from ESG factors. 
The ratings consist of a quantitative score representing unmanaged risk, and a risk category to which companies are assigned based 
on the quantitative score, which is absolute and independent of the sub-sector to which they belong, thus facilitating comparability. 
The quantitative score is made up of three blocks: Corporate Governance, Material ESG Issues48 and Idiosyncratic ESG Issues. 
The first block applies to all companies, with its final weighting varying depending on the selection of material ESG issues for the 
specific company. 
The second block is assessed at a subsector level and focuses on themes that require a number of management initiatives to monitor 
them. Finally, idiosyncratic issues are those that are strictly unpredictable and not related to the sub-sector. 
The assessment is based on exposure49 and risk management50: in the beginning, the exposure is determined, followed by an 
assessment of the risk management. 
Finally, the unmanaged risk (the sum of the unmanaged risk and the management gap51) is calculated, which is the main risk 
component to which the company is exposed. The final score is calculated as the sum of the unmanaged risk scores of the material 
ESG issues. This methodology is based on an absolute notion of risk and is structured around the material ESG issues, which are often 
broad issues that do not fall exclusively under one pillar, but concern combinations of several elements. 
The cluster scores E, S and G are only subsequently constructed as a linear combination of the scores generated at the ESG theme 
level, with the weights reflecting the relative importance of the indicators making up each pillar, which are identified according to a 
one-to-one relationship with the clusters (i.e. they are classified as E, S or G), thus the individual scores of the aspects of the 
sustainability components are not part of the ESG rating architecture, but are provided as additional information, Figure 6 attempts to 
map each analysis object to each of the sustainability pillars. 

 
47 The normalisation factors measure the size of the business, provide information on the operating environment and facilitate comparability between 
companies with similar risks and opportunities. 
48 Factors whose presence/absence could influence the decisions of a responsible investor are considered material. 
49 From the sub-sector reconstructed on the basis of public information, it is traced back to the company's specific sub-sector by calculating the 
deviation from the average using the beta factor, which takes into account specific characteristics related to products and production, financial 
characteristics, events and geographical location. 
50 Management is the set of corporate commitments, actions and results that demonstrate how well a company manages the ESG risks it faces. A 
company's overall management score is derived from a set of management indicators (policies, management systems, certifications, etc.) and outcome 
indicators. Outcome-based indicators measure management performance directly in quantitative terms or through a company's involvement in 
controversies. For each ESG/issue combination, management, quantitative performance and event indicators were selected and weighted to explain 
and measure how well a company manages an issue. 
51 Part of the risk not adequately managed by the company. 
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Figure 6: Sustainalytics�¶�V ESG topics by theme 

 
Source: Personal elaboration on �6�X�V�W�D�L�Q�D�O�\�W�L�F�V���³Overview Of Sustainalytics�¶��Material Esg Issues 

 
4.7 Refinitiv Methodology 

Refinitiv is one of the largest ESG rating agencies, whose methodology is divided into two distinct phases: in the first phase, the 
behaviour that can be deduced from the public documentation is analysed in order to assess the company's performance (an ESG score 
is formulated based on the company's positioning on the percentile of the peer distribution); the company has identified around 400 
qualitative-quantitative metrics, of which the most relevant are selected to construct the score52, divided into 10 categories, as shown 
in Figure 7: Within each category, each indicator is given equal weight, while the weight of each category for each pillar is quantified 
by the number of underlying indicators53. 
 

Figure 7: Refinitiv  Categories 

 

 

Source: Personal elaboration on Equita �³�6�R�V�W�H�Q�L�E�L�O�L�W�j���X�Q�D���Y�D�O�X�W�D�]�L�R�Q�H���V�X���P�L�V�X�U�D���S�H�U���O�H���3�0�,�´ 

This initial assessment is then supplemented by an analysis of any disputes involving the company, which may lead to a reduction in 
the score resulting from the first step. To calculate the score for Pillars E and S, the reference benchmark is considered within the 
company's reference sector, as defined by the internal taxonomy developed by Refinitiv, while for Pillar G the reference sample is 
identified on a geographic basis and subdivided by state. 

5 Discussion  
 

Having highlighted the general aspects of the methodologies, it is possible to discuss the similarities and differences between the 
various agencies by focusing on the social and governance aspects. The primary difference lies in the interests and objectives of the 
agencies. These range from companies that analyse sustainability risks solely from a credit risk perspective, to others that view their 

 
52 The relevance of a given indicator may be different for the different sectors identified. 
53 Weight is defined as the number of indicators included in the category compared to the total number of indicators considered. 
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assessments as point-in-time and non-predictive, to raters that operate from a forward-looking perspective without considering a 
breakdown by pillar to be informative. Methodologies can be broadly divided into two categories: those that follow a rule-based 
approach, based on algorithms, and those that follow an expert-based or analyst-driven approach, in which the analyst is empowered 
to make adjustments based on qualitative judgements, according to evidence that cannot be verified by mathematical models; in one 
case (Standard Ethics), indicators and the weights assigned to them are not even used54. However, there are also points of convergence, 
such as the use of public information as an input to the assessment, which is 'replaced' by confidential information only by two agencies 
and under certain conditions: S&P, if the company agrees to complete the questionnaire, and Standard Ethics, if the rating is requested. 
It is also acknowledged that social and governance issues create both opportunities and risks, rather than just absolute risks such as 
operational risk. 
 
Another point of agreement among the agencies is the necessity of conducting a custom analysis of social risks specific to the sector 
or subsector of the reviewed company. This involves not only adjusting the weight given to various assessment variables but also, in 
some cases, selecting specific indicators or, as S&P does, creating a tailored questionnaire. The sectoral breakdown is always based 
on internal taxonomies, just in one case it is shared between two agencies, MSCI and S&P, which use the same standard for sectoral 
classification, the GICS55. At the same time the methodologies for assessing governance risk are quite diverse, although they all 
recognise the highly idiosyncratic nature of the analysis, which leads to solutions that are totally absolute and independent of the 
individual company, others that take into account the geographical location of the company, and even methods that are deductive in 
terms of an optimum or best practice. With regard to the macro issues considered by the agencies in the context of social impact 
assessment, common features can be identified (see Table 1). 
 

Table 1: Macro-themes analysed in the Social field 

 
Source: Personal elaboration 

 
With reference to human capital, the main issues analysed are diversity and inclusion, potential job prospects and training, and working 
conditions, with a focus on health and safety. Human rights also appear to be covered by the same basic assessments, although in the 
case of MSCI they are covered under disputes involving the company, while in the case of Moody's they are covered under production 
responsibility for potential disputes arising from supply chain management. With regard to product liability, reference is made to the 
quality of products placed on the market, taking into account consumer health and safety, or compliance with marketing practices, 
given the potential impact on reputation; in the case of S&P and Moody's, particular emphasis is placed on the upstream production 
process56. In relation to third parties, reference is often made to the company's relationship with the local communities in which it 
operates and/or with all its stakeholders. 
 

Table 2: Macro-themes analysed in the Governance field 

CERVED MSCI Standard Ethics Moody's S&P Sustainalytics  Refinitiv 

Corporate 
Governance 

Corporate 
Governance 

Corporate 
Governance 

Corporate 
Governance 

Corporate 
Governance 

Corporate 
Governance 

Corporate 
Governance 

Business Conduct 
Business 
Conduct 

Business Conduct 
Business 
Conduct 

Business 
Conduct 

Business 
Conduct 

 

Risk Management 
Risk 
Management 

  
Risk 
Management 

Risk 
Management 

    

    Market Strategy 
Market 
Strategy 

Market 
Strategy     

 

Source: Personal elaboration 

On the topic of governance (refer to Table 2), corporate governance and corporate conduct involve various sets of criteria. The former 
pertains to internal regulation and organization, including the board of directors' composition, ownership structure, remuneration 
practices, and directors' responsibilities. In the second case, the assessment focuses on the behaviour of the company's representatives: 

 
54 Moody's methodology also does not rely on the determination of weights between indicators. 
55 GICS was introduced in 1999 by MSCI in collaboration with S&P to establish a global criterion for sector classification of industries and to 
improve the comparability of research and analysis in different parts of the world. 
56 It should be noted that in the case of S&P, the rating is included in the governance aspects. 
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this includes analyses of fiscal transparency, implementation of competitive practices, cases of corruption, whistleblowing, and money 
laundering. As can be seen, these are multifaceted elements that the agencies can choose to develop the assessment around, depending 
on the perspective, theme and importance. With regard to the last two elements: risk management practices examine the track record 
in terms of achieving the expected risk objectives and the effectiveness of the measures implemented, while the market strategy 
analises company's strategic outlook, also in the context of the reference. The macro issues most frequently analysed by the agencies 
also seem to be in line with the S and G factors, to which the metrics developed and published by the EBA (2021b) for the quantitative 
analysis of these two pillars refer (see Table 3)57; the only aspect that seems to fall outside the scope of the raters is that of poverty, 
which is in any case analysed by Moody's, with particular attention when the rated entity is publicly owned, and which is included in 
some of the questions in the S&P questionnaire relating to ethnic minorities. 

Table 3: Factors defined by the EBA for the quantitative analysis of the S and G pillars. 

Dimension  
Sociale Governance 
Community/Society Ethical Considerations 

Relation with employees/Labour standard  
Risk strategy and 
management 

Relations with customers Inclusiveness 
Human Rights Trasparency 
Poverty/Famine    

 

Source: Personal elaboration on EBA/REP/2021/18 

This last consideration makes it possible to recognise that, although standardising terminology can be difficult, there is a common 
starting point between agencies and supervisors regarding the aspects to consider when analysing social and governance risks, which 
could be used by the ECB when conducting stress exercises. It can also be inferred that reconciling the two aspects in a single exercise 
is difficult due to the deep-rooted differences between the two pillars: the assessment of the social pillar appears similar to that carried 
out for climate risks in several respects, and some methodological criteria could be borrowed. Governance issues, on the other hand, 
could benefit from a stronger foundation in regulation, including national regulation58, in order to aid in the analysis of identifying 
best practices or setting limits. However, according to the EBA report (2021b), authorities and banks have primarily concentrated on 
quantifying environmental risks, leaving the inclusion of S and G risks in stress tests unexplored. The reason for this is that these risks 
pose greater challenges in terms of modelling and data availability than climate rsks. In addition to determining which metrics to 
stress, which the authorities seem to be in line with market practice, there is a lack of confidence in and use of international best 
practices defined by external parties59 that are explicitly cited in the methodology only by CERVED. 
 

Conclusions 
 
The analysis of environmental risks is currently prioritised over social and governance risks, however, in the current socio-economic 
context, it is necessary to objectively examine all three pillars of sustainability from an institutional point of view. By analysing the 
practices of private actors, such as rating agencies, in the assessment of S and G risks, this paper attempts to identify issues of common 
interest that could be adopted by the ECB as a starting point for the development of stress tests, which, as has been widely analysed, 
are a pivotal tool of supervisory activity and are largely adaptive to the needs of analysis. �7�K�H���G�H�W�H�F�W�L�R�Q���R�I���³�6�´���H���³�*�´��risk factors is an 
intermediate step towards developing estimates for stress tests, indeed the authority will then need to determine how these factors 
relate to bank capital and/or performance variables. The approach could be similar to that of climate risks, where impacts on bank 
capital have not yet been defined, but bottom-up tests have been conducted as a learning tool to primarily understand the risk 
assessment capabilities of both bank intermediaries and the ECB and has helped to create awareness of sustainability risk among the 
supervised institutions and makes it easier to ascertain banks' vulnerabilities to, and resilience against, the materialisation of climate-
related risks. 
However, due to the differences in the assessment of S and G risks among market actors, it will be necessary to provide a 'political' 
input to define the methodologies and weights for each aspect from a holistic perspective as these will indicate the relevance of 
different ESG performances and how the pillars relate to each other. Currently, there is much disagreement in the market, so even if 
a company receives the same performance score, the ESG ratings generated could differ significantly without knowing which is the 
most consistent with the institutional perspective. As noted in the literature, a potential starting point is to increase the compatibility 
of sustainability information disclosure. In this regard, the European institutions have taken action by approving the Implementing 
Regulation (EU) 2022/2453, which establishes uniform disclosure models. Although the disclosure regulation could increase costs for 
companies, the banking world's main stakeholders, they would become more aware of the main issues and provide more sources for 
social and governance analysis for the banking world, also with a view of a possible stress. Industrial companies appear to have less 
confidence in the ESG ratings assigned to them compared to investors who increasingly use and consider them reliable, despite 
identified shortcomings and doubts in the methodology of various agencies60.  

 
57 In the social area, 'community/society' and 'customer management' issues can be traced back to 'relationships with third parties' and/or, for some 
issues, to 'product stewardship' as mentioned in Table 1. With regard to governance issues, although the nomenclature differs, it is possible to include 
'ethical considerations', 'transparency' and 'inclusiveness' in 'business conduct' and 'corporate governance'. 
58 For example, the Codice di Corporate Governance of Borsa Italiana or the provisions of Ministerial Decree 169/2020 in the banking sector. 
59 Such as the ten principles of the Global Compact and the ESG analysis inspired by the EFFAS principles, based on a qualitative-quantitative 
approach in line with the principles defined by the GISR (Global Initiative for Sustainability Ratings). 
60 Brock E. K. At Al. (2023). 
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For that reason, it is necessary to make progress in the short and medium term by defining clear expectations and common standards 
for assessing and managing sources of risk that can limit market disparities and establish a comparable pattern of analysis. This could 
reduce inconsistencies without limiting the subjectivity of individual agencies, so as not to impede the process of innovation, the 
Schumpeterian creative destruction that brings about adaptation to the external context. The dissemination of common standards could 
then be reinforced by the subsequent phase of disclosure of stress results, which, as happened in turbulent times, facilitated 
transparency and the circulation of information. 

References 
�$�F�K�D�U�\�D���9�����9�������%�H�U�J�H�U���$�����1�������5�R�P�D�Q�����5�����$���������������������³�/�H�Q�G�L�Q�J���,�P�S�O�L�F�D�W�L�R�Q�V���R�I���8���6�����%�D�Q�N���6�W�U�H�V�V���7�H�V�W�V�����&�R�V�W�V���R�U���%�H�Q�H�I�L�W�V�"�´���L�Q���-�R�Xrnal 
of Financial Intermediation, 34, pp.58-90, DOI: https://doi.org/10.1016/j.jfi.2018.01.004. 
�$�,�)�,�5�0�������������D�������³�/�¶�L�Q�W�H�J�U�D�]�L�R�Q�H���G�H�L���I�D�W�W�R�U�L���(�6�*���Q�H�O�O�D���Y�D�O�X�W�D�]�L�R�Q�H���G�H�O���U�L�V�F�K�L�R���G�L���F�U�H�G�L�W�R�´�����3�R�V�L�W�L�R�Q���3�D�S�H�U���Q�������� 
�$�,�)�,�5�0���������������E�������³�(�F�R�Q�R�P�L�D���V�R�V�W�H�Q�L�E�L�O�H�����U�L�V�F�K�L���H�G���R�S�S�R�U�W�X�Q�L�W�j���S�H�U���L�O���6�L�V�W�H�P�D���E�D�Q�F�D�U�L�R���L�W�D�O�L�D�Q�R�´����Position Paper n.31, 
�$�Y�H�W�L�V�\�D�Q���(�������+�R�F�N�H�U�W�V���.���������������������³�&�R�Q�V�R�O�L�G�D�W�L�R�Q���R�I���W�K�H���(�6�*���U�D�W�L�Q�J���L�Q�G�X�V�W�U�\���D�V���H�Q�D�F�W�P�H�Q�W���R�I���L�Q�V�W�L�W�X�W�L�R�Q�D�O���U�H�W�U�R�J�U�H�V�V�L�R�Q�´�����L�Q��Business 
Strategy and the Environment, n. 26, 3, pp. 316-330. 
Basel Committee on Banking Supervision - �%�&�%�6�������������������³�3�U�L�Q�F�L�S�O�H�V���I�R�U���V�R�X�Q�G���V�W�U�H�V�V���W�H�V�W�L�Q�J���S�U�D�F�W�L�F�H�V���D�Q�G���V�X�S�H�U�Y�L�V�L�R�Q�´�� 
�%�H�U�J�� �)������ �.�|�O�E�H�O���-������ �5�L�J�R�E�R�Q���5���� �������������� �³�$�J�J�U�H�J�D�W�H���&�R�Q�I�X�V�L�R�Q���� �7�K�H���'�L�Y�H�U�J�H�Q�F�H���R�I�� �(�6�*���5�D�W�L�Q�J�V�´�� �)�R�U�W�K�F�R�P�L�Q�J�� �5�H�Y�L�H�Z�� �R�I�� �)�L�Q�D�Q�F�H����
Available at SSRN https://ssrn.com/abstract=3438533 or http://dx.doi.org/10.2139/ssrn.3438533 
Billio M., Costola M., Hristova I., Latino C., Pelizzon L. (2021). �³�,�Q�V�L�G�H�� �W�K�H�� �(�6�*�� �U�D�W�L�Q�J�V���� ���'�L�V���D�J�U�H�H�P�H�Q�W�� �D�Q�G�� �S�H�U�I�R�U�P�D�Q�F�H�´���� �L�Q��
Corporate Social Responsibility and Environmental Management, n. 28(5), pp. 1426�±1445. DOI: https://doi.org/10.1002/csr.2177 
�%�U�R�F�N���(�����.�������1�H�O�V�R�Q���-�������%�U�D�F�N�O�H�\���$���������������������³�5�D�W�H���W�K�H���5�D�W�H�U�V�������������± �(�6�*���5�D�W�L�Q�J�V���D�W���D���&�U�R�V�V�U�R�D�G�V�´�����7�K�H���6�X�V�W�D�L�Q�D�E�L�O�L�W�\���,�Q�V�W�L�W�X�W�H���E�\��
ERM. 
Budnik K., Balatti Mozzanica M., Covi G., Dimitrov I., Groß J., Hansen I., Kleemann M., Reichenbachas T., Sanna F., Sarychev A., 
�6�L�¼�H�Q�N�R���1�������9�R�O�N���0���������������������³�0�D�F�U�R�S�U�X�G�H�Q�W�L�D�O���V�W�U�H�V�V���W�H�V�W���R�I���W�K�H���H�X�U�R���D�U�H�D���E�D�Q�N�L�Q�J���V�\�V�W�H�P�´����ECB Occasional Paper Series, no. 226. 
Capizzi V., Gioia E., Giudici G., Tenca F., (2021). �³�7�K�H���G�L�Y�H�U�J�H�Q�F�H���R�I���(�6�*���U�D�W�L�Q�J�V�����D�Q���D�Q�D�O�\�V�L�V���R�I���L�W�D�O�L�D�Q���O�L�V�W�H�G���F�R�P�S�D�Q�L�H�V�´�����L�Q���-�R�X�U�Q�D�O��
of Financial Management, Markets and Institutions, Vol. 9, No. 2. DOI: 10.1142/S2282717X21500067 
�&�(�5�9�(�'�����������������³�/�D���P�H�W�R�G�R�O�R�J�L�D���G�L���5�D�W�L�Q�J���(�6�*�´ 
Charlin V., Cifuentes A., Alfaro J. �����������������³�(�6�*���U�D�W�L�Q�J�V�����D�Q���L�Q�G�X�V�W�U�\���L�Q���Q�H�H�G���R�I���D���P�D�M�R�U���R�Y�H�U�K�D�X�O�´�����L�Q���-�R�X�U�Q�D�O���R�I���6�X�V�W�D�L�Q�D�E�O�H���)�L�Q�D�Q�F�H��
& Investment, DOI: 10.1080/20430795.2022.2113358 
�&�K�D�W�W�H�U�M�L���$�������/�H�Y�L�Q�H���'�������7�R�I�I�H�O���0�����:�����������������������³�+�R�Z���:�H�O�O���'�R���6�R�F�L�D�O���5�D�W�L�Q�J�V���$�F�W�X�D�O�O�\���0�H�D�V�X�U�H���&�R�U�S�R�U�D�W�H���6�R�F�L�D�O���5�H�V�S�R�Q�V�L�E�L�O�L�W�\�"�´. In 
Journal of Economics & Management Strategy, 18 (1), pp. 125-169. DOI: 10.1111/j.1530-9134.2009.00210.x 
Chatterji A., �'�X�U�D�Q�G���5�������/�H�Y�L�Q�H���'�����,�������7�R�X�E�R�X�O���6�����������������������³�'�R���5�D�W�L�Q�J�V���R�I���)�L�U�P�V���&�R�Q�Y�H�U�J�H�"���,�P�S�O�L�F�D�W�L�R�Q�V���I�R�U���0�D�Q�D�J�H�U�V�����,�Q�Y�H�V�W�R�U�V���D�Q�G��
�6�W�U�D�W�H�J�\���5�H�V�H�D�U�F�K�H�U�V�´�����,�Q���6�W�U�D�W�H�J�L�F���0�D�Q�D�J�H�P�H�Q�W���-�R�X�U�Q�D�O�����+�(�&���3�D�U�L�V���5�H�V�H�D�U�F�K���3�D�S�H�U���1�R�����6�3�(-2015-1076. 
�&�K�U�L�V�W�H�Q�V�H�Q���'�������6�H�U�D�I�H�L�P���*�������6�L�N�R�F�K�L���$���������������������³�:�K�\���L�V���&�R�U�S�R�U�D�W�H���9�L�U�W�X�H���L�Q���W�K�H���(�\�H���R�I���W�K�H���%�H�K�R�O�G�H�U�"���7�K�H���&�D�V�H���R�I���(�6�*���5�D�W�L�Q�J�V�´, 
Harvard Business School, Working Paper 20-084. 
�&�R�Q�V�W�k�Q�F�L�R�� �9���� ���������������� �³�7�K�H�� �U�R�O�H�� �R�I�� �V�W�U�H�V�V�� �W�H�V�W�L�Q�J�� �L�Q�� �V�X�S�H�U�Y�L�V�L�R�Q�� �D�Q�G�� �P�D�F�U�R�S�U�X�G�H�Q�W�L�D�O�� �S�R�O�L�F�\�´���� �.�H�\�Q�R�W�H�� �D�O�O�D�� �/�R�Q�G�R�Q�� �6�F�K�R�R�O�� �R�I��
�(�F�R�Q�R�P�L�F�V���&�R�Q�I�H�U�H�Q�F�H���G�D�O���W�L�W�R�O�R���³�6�W�U�H�V�V���7�H�V�W�L�Q�J���D�Q�G���0�D�F�U�R�S�U�X�G�H�Q�W�L�D�O���5�H�J�X�O�D�W�L�R�Q�����D���7�U�D�Q�V-�$�W�O�D�Q�W�L�F���$�V�V�H�V�V�P�H�Q�W�´�����/�R�Q�G�R�Q���������2�F�W�R�E�H�U��
2015. 
�'�H���*�X�L�Q�G�R�V���/���������������������³�7�K�H���H�Y�R�O�X�W�L�R�Q���R�I���V�W�U�H�V�V-�W�H�V�W�L�Q�J���L�Q���(�X�U�R�S�H�´���.�H�\�Q�R�W�H���V�S�H�H�F�K���D�O�O�¶�8�6-EU Symposium annuale organizzato dal 
�³�3�U�R�J�U�D�P���R�Q���,�Q�W�H�U�Q�D�W�L�R�Q�D�O���)�L�Q�D�Q�F�L�D�O���6�\�V�W�H�P�V�´�����)�U�D�Q�N�I�X�U�W���������6�H�S�W�H�P�E�H�U������������ 
�'�H�Q�W���.������ �:�H�V�W�Z�R�R�G���%������ �6�H�J�R�Y�L�D�Q�R���%���� �0���� �������������� �³�6�W�U�H�V�V�� �7�H�V�W�L�Q�J�� �R�I�� �%�D�Q�N�V���� �$�Q���,�Q�W�U�R�G�X�F�W�L�R�Q�´���� �%�D�Q�N���R�I���(�Q�J�O�D�Q�G���4�X�D�U�W�H�U�O�\�� �%�X�O�O�H�W�L�Q��
2016 Q3. 
�'�R�U�I�O�H�L�W�Q�H�U���*�������+�D�O�E�U�L�W�W�H�U���*�������1�J�X�\�H�Q���0�������������������³�0�H�D�V�X�U�L�Q�J���W�K�H���O�H�Y�H�O���D�Q�G���U�L�V�N���R�I���F�R�U�S�R�U�D�W�H���U�H�V�S�R�Q�V�L�E�L�O�L�W�\���± An empirical comparison 
�R�I���G�L�I�I�H�U�H�Q�W���(�6�*���U�D�W�L�Q�J���D�S�S�U�R�D�F�K�H�V�´�� In J. Asset Manag 16, pp. 450�±466. DOI: https://doi.org/10.1057/jam.2015.31 
�(�%�$�������������������³�)�L�Q�D�O���5�H�S�R�U�W���*�X�L�G�H�O�L�Q�H�V���R�Q���L�Q�V�W�L�W�X�W�L�R�Q�V�¶���V�W�U�H�V�V���W�H�V�W�L�Q�J�´�����(�%�$���*�/������������������ 
�(�%�$�������������������³�'�L�V�F�X�V�V�L�R�Q���S�D�S�H�U���2�Q���W�K�H���I�X�W�X�U�H���F�K�D�Q�J�H�V���W�R���W�K�H���(�8-�Z�L�G�H���V�W�U�H�V�V���W�H�V�W�´�����(�%�$���'�3������������������ 
EBA (2021a). Mapping climate risk: Main findings from the EU-wide pilot exercise. EBA/REP/2021/11. 
�(�%�$�� �����������E������ �³�(�%�$�� �U�H�S�R�U�W�� �R�Q�� �P�D�Q�D�J�H�P�H�Q�W�� �D�Q�G�� �V�X�S�H�U�Y�L�V�L�R�Q�� �R�I�� �H�V�J�� �U�L�V�N�V�� �I�R�U�� �F�U�H�G�L�W�� �L�Q�V�W�L�W�X�W�L�R�Q�V�� �D�Q�G�� �L�Q�Y�H�V�W�P�H�Q�W�� �I�L�U�P�V�´����
EBA/REP/2021/18. 
�(�Q�U�L�D�� �$���� ���������������� �³�7�K�H�� �I�X�W�X�U�H�� �R�I�� �V�W�U�H�V�V�� �W�H�V�W�L�Q�J���± �U�H�D�O�L�V�P���� �U�H�O�H�Y�D�Q�F�H�� �D�Q�G�� �U�H�V�R�X�U�F�H�V�´���� �.�H�\�Q�R�W�H�� �V�S�H�H�F�K�� �D�O�O�D�� �F�R�Q�I�H�U�H�Q�]�D�� �D�Q�Q�X�D�O�� �G�H�O�O�¶��
European Systemic Risk Board, Frankfurt, 26 September 2019. 
�(�T�X�L�W�D�������������������³�6�R�V�W�H�Q�L�E�L�O�L�W�j�����X�Q�D���Y�D�O�X�W�D�]�L�R�Q�H���V�X���P�L�V�X�U�D���S�H�U���O�H���3�0�,�´���� 
Escrig-Olmedo E., Muñoz-Torres M., Fernandez-Izquierdo M., (2010). �³�6�R�F�L�D�O�O�\���U�H�V�S�R�Q�V�L�E�O�H���L�Q�Y�H�V�W�L�Q�J�����V�X�V�W�D�L�Q�D�E�L�O�L�W�\���L�Q�G�L�F�H�V�����(�6�*��
�U�D�W�L�Q�J�� �D�Q�G�� �L�Q�I�R�U�P�D�W�L�R�Q�� �S�U�R�Y�L�G�H�U�� �D�J�H�Q�F�L�H�V�´���� �,�Q�W�H�U�Q�D�W�L�R�Q�D�O�� �-�R�X�U�Q�D�O�� �R�I�� �6�X�V�W�D�L�Q�D�E�O�H�� �(�F�R�Q�R�P�\�� �Q���� ������ �S�S���� ������-461, DOI: 
10.1504/IJSE.2010.035490. 
�(�X�U�R�S�H�D�Q���&�R�P�P�L�V�V�L�R�Q�������������������³�6�W�X�G�\���R�Q���6�X�V�W�D�L�Q�D�E�L�O�L�W�\-�5�H�O�D�W�H�G���5�D�W�L�Q�J�V�����'�D�W�D���D�Q�G���5�H�V�H�D�U�F�K�´�� 
�(�X�U�R�S�H�D�Q���&�R�P�P�L�V�V�L�R�Q�������������������³�,�0�3�/�(�0�(�1�7�,�1�*���5�(�*�8�/�$�7�,�2�1�����(�8�����������������������´�� 
�(�X�U�R�S�H�D�Q���3�D�U�O�L�D�P�H�Q�W���D�Q�G���W�K�H���&�R�X�Q�F�L�O�������������������³�'�L�U�H�F�W�L�Y�H�������������������(�X���2�I���7�K�H���(�X�U�R�S�H�D�Q���3�D�U�O�L�D�P�H�Q�W���$�Q�G���2�I���7�K�H���&�R�X�Q�F�L�O���R�I���������-�X�Q�H��
2013 on access to the activity of credit institutions and the prudential supervision of credit institutions and investment firms, amending 
�'�L�U�H�F�W�L�Y�H�������������������(�&���D�Q�G���U�H�S�H�D�O�L�Q�J���'�L�U�H�F�W�L�Y�H�V�������������������(�&���D�Q�G�������������������(�&�´�����L���H�����&�5�'�� 
�(�X�U�R�S�H�D�Q���3�D�U�O�L�D�P�H�Q�W���D�Q�G���W�K�H���&�R�X�Q�F�L�O�������������D�������³�'�L�U�H�F�W�L�Y�H�����(�8�����������������������R�I���W�K�H���(�X�U�R�S�H�D�Q���3�D�U�O�L�D�P�H�Q�W���D�Q�G���R�I���W�K�H���&�R�X�Q�F�L�O���R�I���������0�D�\ 
2019 amending Directive 2013/36/EU as regards exempted entities, financial holding companies, mixed financial holding companies, 
r�H�P�X�Q�H�U�D�W�L�R�Q�����V�X�S�H�U�Y�L�V�R�U�\���P�H�D�V�X�U�H�V���D�Q�G���S�R�Z�H�U�V���D�Q�G���F�D�S�L�W�D�O���F�R�Q�V�H�U�Y�D�W�L�R�Q���P�H�D�V�X�U�H�V�´�����L���H�����&�5�'���9 
�(�X�U�R�S�H�D�Q���3�D�U�O�L�D�P�H�Q�W���D�Q�G���W�K�H���&�R�X�Q�F�L�O�������������E�������³�5�H�J�X�O�D�W�L�R�Q�����(�8�����������������������R�I���W�K�H���(�X�U�R�S�H�D�Q���3�D�U�O�L�D�P�H�Q�W���D�Q�G���R�I���W�K�H���&�R�X�Q�F�L�O���R�I���������0�Dy 
2019 amending Regulation (EU) No 575/2013 as regards the leverage ratio, the net stable funding ratio, requirements for own funds 
and eligible liabilities, counterparty credit risk, market risk, exposures to central counterparties, exposures to collective investment 
�X�Q�G�H�U�W�D�N�L�Q�J�V�����O�D�U�J�H���H�[�S�R�V�X�U�H�V�����U�H�S�R�U�W�L�Q�J���D�Q�G���G�L�V�F�O�R�V�X�U�H���U�H�T�X�L�U�H�P�H�Q�W�V�����D�Q�G���5�H�J�X�O�D�W�L�R�Q�����(�8�����1�R�������������������´�����L���H�����&�5�5���,�, 
�)�R�Z�O�H�U���6�����-�������+�R�S�H���&�����������������������³�$���&�U�L�W�L�F�D�O���5�H�Y�L�H�Z���R�I���6�X�V�W�D�L�Q�D�E�O�H���%�X�V�L�Q�H�V�V���,�Q�G�L�F�H�V���D�Q�G���W�K�H�L�U���,�P�S�D�F�W�´�����,�Q���-�R�X�U�Q�D�O���R�I���%�X�V�L�Q�H�V�V���(thics 
76, pp. 243�±252. DOI: https://doi.org/10.1007/s10551-007-9590-2 

https://ssrn.com/abstract=3438533
https://dx.doi.org/10.2139/ssrn.3438533
https://doi.org/10.1002/csr.2177
http://dx.doi.org/10.1111/j.1530-9134.2009.00210.x
https://doi.org/10.1057/jam.2015.31


 

RISK MANAGEME NT MAGAZINE �± Volume 19, Issue 1 �± Page - 83 - 
 

�*�H�R�U�J�H�V�F�X���2�����0�������*�U�R�V�V���0�������.�D�S�S���'�������.�R�N���&���������������������³�'�R���6�W�U�H�V�V���7�H�V�W�V���0�D�W�W�H�U�"���(�Y�L�G�H�Q�F�H���I�U�R�P���W�K�H�������������D�Q�G�������������6�W�U�H�V�V���7�H�V�W�V�´�����(�&B 
Working Paper No. 2054. 
�*�L�E�V�R�Q���5�������.�U�X�H�J�H�U���3�������6�F�K�P�L�G�W���3�����6���������������������³�(�6�*���5�D�W�L�Q�J���'�L�V�D�J�U�H�H�P�H�Q�W���D�Q�G���6�W�R�F�N���5�H�W�X�U�Q�V�´�����6�Z�L�V�V���)�L�Q�D�Q�F�H���,�Q�V�W�L�W�X�W�H���5�H�V�H�D�U�F�K���3�Dper 
No. 19-67, European Corporate Governance Institute �± Finance Working Paper No. 651/2020, 
DOI: http://dx.doi.org/10.2139/ssrn.3433728 
�*�U�L�S�S�D���3�������6�F�K�P�L�W�W�P�D�Q�Q���-�������6�X�Q�W�K�H�L�P���)���������������������³�&�O�L�P�D�W�H���F�K�D�Q�J�H���D�Q�G���I�L�Q�D�Q�F�L�D�O���U�L�V�N�����F�H�Q�W�U�D�O���E�D�Q�V���D�Q�G���I�L�Q�D�Q�F�L�D�O���U�H�J�X�O�D�W�R�U�V���D�U�H��starting 
�W�R���I�D�F�W�R�U���L�Q���F�O�L�P�D�W�H���F�K�D�Q�J�H�´���L�Q���)�L�Q�D�Q�F�H���	���'�H�Y�H�O�R�S�P�H�Q�W 
�-�D�Q�G�D���.�������.�U�D�Y�W�V�R�Y���2���������������������³�'�R�H�V���5�H�J�X�O�D�W�R�U�\���6�W�U�H�V�V���7�H�V�W�L�Q�J���0�D�N�H���%�D�Q�N�V���3�H�U�I�R�U�P���%�H�W�W�H�U���D�Q�G���%�H���/�H�V�V���5�L�V�N�\�"�´�����3�U�R�F�K�i�]�N�D�����'�������Hds) 
Digitalization in Finance and Accounting. ACFA 2019. Springer Proceedings in Business and Economics. Springer, Cham. DOI: 
https://doi.org/10.1007/978-3-030-55277-0_10 
Kimbrough M. D., Wang X. (Frank), Wei S., Zhang J. (Iris) (2022). �³�'�R�H�V���9�R�O�X�Q�W�D�U�\���(�6�*���5�H�S�R�U�W�L�Q�J���5�H�V�R�O�Y�H���'�L�V�D�J�U�H�H�P�H�Q�W���D�P�R�Q�J��
�(�6�*���5�D�W�L�Q�J���$�J�H�Q�F�L�H�V�"�´�� in European Accounting Review, DOI: 10.1080/09638180.2022.2088588 
�.�R�W�V�D�Q�W�R�Q�L�V�����6�������6�H�U�D�I�H�L�P�����*���������������������³�)�R�X�U���7�K�L�Q�J�V���1�R���2�Q�H���:�L�O�O���7�H�O�O���<�R�X���$�E�R�X�W���(�6�*���'�D�W�D�´�����,�Q���-�R�X�U�Q�D�O���R�I���$�S�S�O�L�H�G���&�R�U�S�R�U�D�W�H���)�L�Q�Dnce, 
n. 31, pp. 50-58. DOI: https://doi.org/10.1111/jacf.12346 
�/�D�U�F�N�H�U���'�����)�������3�R�P�R�U�V�N�L���/�������7�D�\�D�Q���%�������:�D�W�W�V���(�����0�������������������³�(�6�*���U�D�W�L�Q�J�V���D���F�R�P�S�D�V�V���Z�L�W�K�R�X�W���G�L�U�H�F�W�L�R�Q�´�����5�R�F�N���&�H�Q�W�H�U���I�R�U���&�R�U�S�R�U�D�W�H 
Governance at Stanford University Working Paper Forthcoming, Available at SSRN: https://ssrn.com/abstract=4179647 
�/�L�X���0�������������������³�4�X�D�Q�W�L�W�D�W�L�Y�H���(�6�*���G�L�V�F�O�R�V�X�U�H���D�Q�G���G�L�Y�H�U�J�H�Q�F�H���R�I���(�6�*���U�D�W�L�Q�J�V�´�� In Front. Psychol. DOI: 10.3389/fpsyg.2022.936798 
�/�R�S�H�]�� �&������ �&�R�Q�W�U�H�U�D�V�� �2������ �%�H�Q�G�L�[�� �-������ �������������� �³�(�6�*�� �5�D�W�L�Q�J�V���� �7�K�H�� �5�R�D�G�� �$�K�H�D�G�´���� �$�Y�D�L�O�D�E�O�H�� �D�W��
SSRN: https://ssrn.com/abstract=3706440 or http://dx.doi.org/10.2139/ssrn.3706440. 
�0�F�*�H�H���$�������.�K�D�\�N�L�Q���,�����������������������³�)�L�Q�D�Q�F�L�D�O���L�Q�V�W�L�W�X�W�L�R�Q���S�H�U�V�S�H�F�W�L�Y�H�V���R�Q���W�K�H���H�Y�R�O�Y�L�Q�J���U�R�O�H���R�I���H�Q�W�H�U�S�U�L�V�H-�Z�L�G�H���V�W�U�H�V�V���W�H�V�W�L�Q�J�´�����L�Q���=�K�D�Q�J�����-��
(ed), CCAR and Beyond �²  Capital Assessment Stress Testing and Applications, Risk Books. 
�0�R�R�G�\�¶�V�������������������³�*�H�Q�H�U�D�O���3�U�L�Q�F�L�S�O�H�V���I�R�U���$�V�V�H�V�V�L�Q�J���(�Q�Y�L�U�R�Q�P�H�Q�W�D�O�����6�R�F�L�D�O���D�Q�G���*�R�Y�H�U�Q�D�Q�F�H���5�L�V�N�V���0�H�W�K�R�G�R�O�R�J�\�´�� 
�0�6�&�,�������������������³�(�6�*���5�D�W�L�Q�J�V���0�H�W�K�R�G�R�O�R�J�\�´�� 
�1�H�L�V�H�Q���0�������%�U�X�K�Q���%�������/�L�H�Q�O�D�Q�G���'���������������������³�(�6�*���U�D�W�L�Q�J���D�V���L�Q�S�X�W���I�R�U���D���V�X�V�W�D�L�Q�D�E�L�O�L�W�\���F�D�S�L�W�D�O���E�X�I�I�H�U�´�����L�Q���-�R�X�U�Q�D�O���R�I���5�L�V�N���0�D�Q�D�J�Hment in 
Financial Institutions, 15 (1). 
�5�H�V�W�L���$���������������������³�&�R�P�H���F�D�P�E�L�D�Q�R�����H���S�H�U�F�K�p�����J�O�L���V�W�U�H�V�V���W�H�V�W���G�H�O�����������´����https://lavoce.info/archives/41755/come-cambiano-e-perche-
gli-stress-test-del-2016/ 
�6�F�D�O�H�W���6�������.�H�O�O�\���7���)�����������������������³�&�6�5���5�D�W�L�Q�J���$�J�H�Q�F�L�H�V�����:�K�D�W���L�V���7�K�H�L�U���*�O�R�E�D�O���,�P�S�D�F�W�"�´�����,�Q Journal of Business Ethics 94, pp. 69�±88. 
DOI: https://doi.org/10.1007/s10551-009-0250-6 
�6�F�K�X�H�U�P�D�Q�Q���7���������������������³�6�W�U�H�V�V���7�H�V�W�L�Q�J���%�D�Q�N�V�´�����,�Q���,�Q�W�H�U�Q�D�W�L�R�Q�D�O���-�R�X�U�Q�D�O���R�I���)�R�U�H�F�D�V�W�L�Q�J�������������S�S����������-728. 
�6�H�U�D�I�H�L�P���*�������<�R�R�Q���$���������������������³�6�W�R�F�N���S�U�L�F�H���U�H�D�F�W�L�R�Q�V���W�R���(�6�*���Q�H�Z�V�����W�K�H���U�R�O�H���R�I���(�6�*���U�D�W�L�Q�J�V���D�Q�G���G�L�V�D�J�U�H�H�P�H�Q�W�´�� In Rev Account Stud. 
DOI: https://doi.org/10.1007/s11142-022-09675-3 
�6�W�D�Q�G�D�U�G���D�Q�G���3�R�R�U�
�V�������������D�������³�6�	�3���*�O�R�E�D�O���(�6�*���6�F�R�U�H�V���0�H�W�K�R�G�R�O�R�J�\�´�� 
�6�W�D�Q�G�D�U�G���D�Q�G���3�R�R�U�
�V�������������E�������³�&�6�$���&�R�P�S�D�Q�L�R�Q�����������´�� 
�6�W�D�Q�G�D�U�G���(�W�K�L�F�V�������������D�������³�*�X�L�G�H���W�R���6�W�D�Q�G�D�U�G���(�W�K�L�F�V���5�D�W�L�Q�J�´�� 
�6�W�D�Q�G�D�U�G���(�W�K�L�F�V�������������E�������³�(�[�S�O�D�L�Q�L�Q�J���6�R�O�L�F�L�W�H�G���5�D�W�L�Q�J�V�´�� 
�6�W�X�E�E�V���:�������5�R�J�H�U�V���3���������������������³�/�L�I�W�L�Q�J���W�K�H���Y�H�L�O���R�Q���H�Q�Y�L�U�R�Q�P�H�Q�W-social-�J�R�Y�H�U�Q�D�Q�F�H���U�D�W�L�Q�J���P�H�W�K�R�G�V�´�����,�Q���6�R�F�L�D�O���5�H�V�S�R�Q�V�L�E�L�O�L�W�\���-�R�X�U�Q�D�O�� 
DOI: 9. 10.1108/SRJ-03-2012-0035. 
�6�X�V�W�D�L�Q�D�O�\�W�L�F�V�������������������³�(�6�*���5�L�V�N���5�D�W�L�Q�J�V��- �0�H�W�K�R�G�R�O�R�J�\���$�E�V�W�U�D�F�W�´�� 
�6�X�V�W�D�L�Q�D�O�\�W�L�F�V�������������E�������³�7�K�H���(�6�*���U�L�V�N���U�D�W�L�Q�J�V���G�H�I�L�Q�L�W�L�R�Q�V���R�I���P�D�W�H�U�L�D�O���(�6�*���L�V�V�X�H�V���D�Q�G���F�R�U�S�R�U�D�W�H���J�R�Y�H�U�Q�D�Q�F�H�´ 
�6�X�V�W�D�L�Q�D�O�\�W�L�F�V�������������F�������³�2�Y�H�U�Y�L�H�Z���R�I���6�X�V�W�D�L�Q�D�O�\�W�L�F�V�¶���P�D�W�H�U�L�D�O���(�V�J���L�V�V�X�H�V�´�� 
�7�D�Q�J���'�����<�������D�Q�G���<�D�Q���-�������<�D�R���<���������������������³�7�K�H���'�H�W�H�U�P�L�Q�D�Q�W�V���R�I���(�6�*���5�D�W�L�Q�J�V�����5�D�W�H�U���2�Z�Q�H�U�V�K�L�S���0�D�W�W�H�U�V�´�����,�Q���3�U�R�F�H�H�G�L�Q�J�V���R�I���3�D�U�L�V��
December 2021 Finance Meeting EUROFIDAI - ESSEC, Available at 
SSRN: https://ssrn.com/abstract=3889395 or http://dx.doi.org/10.2139/ssrn.3889395 
�8�1�(�3�������������������³�8�1�(�3���)�,�¶�V���&�R�P�S�U�H�K�H�Q�V�L�Y�H���*�R�R�G���3�U�D�F�W�L�F�H���*�X�L�G�H���W�R���&�O�L�P�D�W�H���6�W�U�H�V�V���7�H�V�W�L�Q�J�´ 
�9�L�V�F�R�� �,������ �³�/�¶�D�W�W�X�D�]�L�R�Q�H�� �G�H�O�O�¶�8�Q�L�R�Q�H�� �E�D�Q�F�D�U�L�D�� �H�X�U�R�S�H�D�� �H�� �L�O�� �F�U�H�G�L�W�R�� �D�O�O�¶�H�F�R�Q�R�P�L�D�´���� �D�X�G�L�]�L�R�Q�H�� �S�U�H�V�V�R�� �O�D�� �&�D�P�H�U�D�� �G�H�L�� �'�H�S�X�W�D�W�L���� �9�,��
Commissione (Finanze), Rome, 15 December 2014. 
 
Sitography 

https://www.bankingsupervision.europa.eu/banking/tasks/stresstests/html/index.it.html 

https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing 

https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2014 

https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2016 

https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2018 

https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2021 

 

 

 
 
 
 

https://dx.doi.org/10.2139/ssrn.3433728
https://doi.org/10.1080/09638180.2022.2088588
https://doi.org/10.1111/jacf.12346
https://ssrn.com/abstract=4179647
https://ssrn.com/abstract=3706440
https://dx.doi.org/10.2139/ssrn.3706440
https://lavoce.info/archives/41755/come-cambiano-e-perche-gli-stress-test-del-2016/
https://lavoce.info/archives/41755/come-cambiano-e-perche-gli-stress-test-del-2016/
https://doi.org/10.1007/s11142-022-09675-3
https://ssrn.com/abstract=3889395
https://dx.doi.org/10.2139/ssrn.3889395
https://www.bankingsupervision.europa.eu/banking/tasks/stresstests/html/index.it.html
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2014
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2016
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2018
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing/2021


 

RISK MANAGEME NT MAGAZINE �± Volume 19, Issue 1 �± Page - 84 - 
 

AIFIRM website section dedicated to free E-books publication 
 

AIFIRM is pleased to announce a new publication in the section of the Association's website dedicated to Free E-Books on Risk 
Management subject matters. 

The direct link to access is: https://www.aifirm.it/documenti/free-ebook/. 

�$�,�)�,�5�0�¶�V���F�R�P�P�L�W�P�H�Q�W�����D�V���D���S�X�E�O�L�V�K�H�U�����L�V���V�R�O�H�O�\���D�L�P�H�G���D�W���S�U�R�P�R�W�L�Q�J���W�K�H���G�L�V�V�H�P�L�Q�D�W�L�R�Q���R�I���F�X�O�W�X�U�H���D�Q�G���D�W���I�X�H�O�L�Q�J���W�K�H���G�H�E�D�W�H���R�Q���Iinancial 
risk topics, while the author maintains sole responsibility and rights to the contents of the work. 

The books �± contrary to what happens for the AIFIRM POSITION PAPERS �± are not subject to scientific assessment by the Technical 
�6�F�L�H�Q�W�L�I�L�F���&�R�P�P�L�W�W�H�H���D�Q�G���W�K�H���&�R�X�Q�F�L�O�����E�X�W���W�K�H���D�X�W�K�R�U�V�¶���F�R�P�S�H�W�H�Q�F�H���L�V���V�W�L�O�O���F�H�U�W�L�I�L�H�G���E�\���$�,�)�,�5�0���W�K�U�R�X�J�K���W�K�H���Y�H�U�L�I�L�F�D�W�L�R�Q���W�K�D�W��they have 
publications on risk management in scientific journals accredited by ANVUR or SCOPUS. 

The published contribution belongs to the series "AIFIRM Edizioni - Educational Series" and it is "Rischi finanziari e climatici: il 
ruolo dei derivati nella gestione del rischio" by Camillo Giliberto. 

-------------- 

FINANCIAL AND CLIMATE RISKS: THE ROLE OF DERIVATIVES IN RISK MANAGEMENT  

The derivatives market has rapidly grown in recent years. Derivatives are extremely useful tools for redistributing risk, they reduce 
transaction costs and help to more readily incorporate information about the performance of the economy into the prices of securities, 
currencies and commodities. 

This volume  provides a concise description of how derivative instruments are valid tools for risk management and the benefits that 
occur on the economic system if they are correctly used. The risk associated with derivatives can be particularly high when they take 
forms that amplify the extent of the benefits payable by the contracting parties through financial leverage mechanisms. 

First Chapter: financial and credit derivatives 

This chapter, in addition to describing the functioning and use of both financial and credit derivative instruments, highlights the 
importance of these instruments to mitigate the effects of the riskiness of financial assets that are not derivatives. 

The derivative instrument performs at least three fundamental functions. First of all, it is configured as a tool for risk protection; in 
fact, by purchasing the derivative you immunize your portfolio from adverse variations in the variable you want to hedge against. 
Secondly, the derivative provides information regarding the market's expectations regarding the future evolution of the underlying. 
Lastly, the derivative contributes to increasing the liquidity of the markets and decreasing the cost of transactions, allowing a better 
distribution of resources. Supervisory authorities, including the Bank of Italy, have also highlighted the fundamental role of derivatives 
as a tool for protecting the stability of financial markets as they contribute to redistributing risk more effectively 

Second Chapter: literature review 

This Chapter indicates the main studies in the literature that highlight the use of derivative instruments by financial and non-financial 
companies. 

From a study carried out by the Bank of Italy, it emerges that banks use derivatives mainly to hedge against financial risks, in particular 
interest rate risk and credit risk. 

Companies that use derivatives are typically those most exposed to financial risks and those with different economic-financial 
characteristics compared to companies that do not use these tools. From the analysis of certain risk indicators, a  relationship emerges 
between high exposure in derivatives and financial difficulties of the companies. 

Third Chapter: Climate Risks and derivatives for sustainable finance  

This chapter focuses on the Green finance. Sustainability is a central objective with a dual purpose: generating collective well-being 
and reducing the impact on the planet. "Sustainable finance" means considering environmental, social and corporate governance 
factors, the so-called ESG factors, in the investment decision-making process. ESG assessment thus becomes an integral part of the 
credit risk management process. ESG factors prove, in fact, helpful for enriching the knowledge on the company by integrating useful 
aspects for a more accurate risk estimate and, therefore, leverage for business development. 

Fourth chapter: Macroeconomic, Energy and Financial Risks 

This chapter focuses on macroeconomic, energy and financial risks in the recent context where the pandemic and Russia's aggression 
against Ukraine have resulted in a series of unprecedented supply shocks. Tensions on the raw materials markets, which had already 
emerged before the invasion of Ukraine, have increased with the worsening of the energy crisis. This has resulted in difficulties for 
some financial intermediaries operating in these markets, who have had to pay huge margins to cover their positions in derivatives, in 
the face of increasing and highly volatile energy prices. The tensions have also spread to non-financial companies that use derivatives 
on raw materials to hedge risks and not for speculative purposes. 

Fifth chapter: Credit derivatives 

This chapter highlights the importance of credit derivatives in managing credit risk. The strong interest on the part of intermediaries 
for credit risk has given rise to new forms of measurement, management and control. The link between the need for active credit risk 
management and the creation of financial operations and instruments that enable such risk mitigation is clear. The importance assumed 

https://www.aifirm.it/documenti/free-ebook/
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by credit derivatives depends on the fact that all subjects dealing with the financial market are subject to credit risk in different forms 
and degrees. 

About the author 

Giliberto Camillo, banking expert, graduated in Statistical Sciences with top grades and has also obtained three master's degrees on 
economic-financial topics: Master in Administration, Finance and Control (il Sole 24 ore), Master in Auditing and Internal Control in 
Banks (University of Pisa), Master in Economics and Banking (University of Siena). 

He is also the author of numerous articles published in national scientific journals. 

Recently, he also published a volume with the Edibank dedicated to the analysis of the impacts that the serious financial crisis of 
2007-2008 produced on the economic system in general and on the banking sector in Europe and Italy, generating large stocks of 
credits impaired and inducing banks to implement strategies to combat the NPLS phenomenon. 
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