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Abstract

From an Internal Audit perspective, the integration of Artificial Intelligence (Al) into creditn@ielling through Machine Learnir
(ML) algorithms presents significant challenges due to the complexity and multidimensional nature of these models.
enhances predictive performance and accuracy, its inherent lack of transparency and explantabdges the risk of contr|
deficiencies, potentially leading to financial losses, misrepresentation of information, unfair discrimination agairstatebturn
compliance with EU regulations. This paper introduces a comprehensive audit framesigmied¢o establish robust internal contf
over Al-driven credit risk models. Aligned with the Model Risk Management (MRM) lifecycle, we propose a structured set
tests and controls, organized by thematic area, to assess key aspects such dssigodehd performance, governance, reliabi

and regulatory compliance. Additionally, we provide practical examples in emerging areas to illustrate their applicatoaudihe

procedures aim to identify critical vulnerabilities while ensuring aelines to regulatory standards, including EBA/REP/2023/28
the evolving requirements of the EU Al Act.

Keywords Internal audit, Credit Risk, Artificial Intelligence, EU regulation, Model Risk

JEL Classification M42, G32, C45, C49

1. Introduction

In recent years, the banking system has recognized the need to improve creditworthiness evaluation in terms of preeisio
and responsiveness to detect credit distress, ensuring more efficient and controlled credit processes. A key advaickassitg
this challenge has been the introduction of Machine Learning (ML) algorithms. ML has become an essential tool in g
management, allowing banks to assess obligors more effectively throughout the entire credit lifecycle. Unlike ltistdtigiital
methods, ML enhances predictive accuracy, processes large volumes of data, identifies complex patterns, and quickhead
information. Notably, ML models leveraging higifequency transactional data have demonstrated superior precsio
discriminatory power, even in cases with limited information (Moscadtdil, 2019). Despite these advantages, integrating ML
credit risk assessment introduces new challenges, especially when it comes to internal control framework amd3detielfaudit
controls. The dynamic nature of ML models, which continuously learn from and adapt to new data, raises concerns aleniaty
and reliability. Additionally, the complexity of these algorithms can lead to outcomes that are not alwaysreksgyandable
HDUQLQJ WKHP W KHEHR OHivEddéds WhergEh@ Dyfuké and outputs are known, but the internal workings remain
opaque (Giudici and Gramegna, 2021). This poses a-tffidetween increasing accuracy on the one hand interpretability of
the other, of predictions made by the model, which must be balanced according to the model purpose and the contextisr
used. Finally, the regulatory landscape for credit risk management and the usage of Al techsiiguigensand constantly evolvin
with regulatory bodies like the EU Parliament and the European Banking Authority setting comprehensive standards. C

with these regulations demands transparency, accountability, and rigorous validation ofstreditdels, including evaluating the

impact of ML on the credit assessment process.

Consequently, the inherent complexity of ML models presents unique challenges in meeting the aforementioned req
Effective audit controls must address not only the technical aspects of model assessment but also the governance fihitse
rooH ZLWKLQ FUHGLW SURFHVVHV SDUWLFXODUO\ LQ UHODWLRQ WR WK}
Validation functions have primarily focused on assessing regulatory models due to the constraints imposed by reguktony
and maintenance requirements. Within this context, and given the currently limited oversight provided by th&gelcoontrol
function for ML credit risk models, the role of Internal Audit becomes crucial in mitigating residual risks. Therefoesséntial t
establish a comprehensive audit framework capable of assessing the complexity of these models from multiple perspe
quantitative, qualitative, etc.).

As reported by Clark (2018), various approaches exist for conducting a Machine Learning audit. These range from com
code reviewstinvolving an examination of underlying mathematical assumptions and relevant human interventions, cons
highly technical methodological evaluation of the ML algorithtio approaches focused exclusively on assessing the €
implications of ML. For instance, one assessment framework evaluates the different stages defir@dIBRBM (Crossindustry
Stardard Process for Data Miningjnodel, a robust and systematic framework for data mining projects. This method ¢
evaluation across six fundamental stages: Business Understanding, Data Understanding, Data Preparation, Modelling,dfnH
Deployment. The depth of analysiseatch stage may vary depending on the auditors' focus and exprtise (

Another framework, known 8SMACTR (Scoping, Mapping, Artefact Collection, Testing, and Reflecisot¢signed to asse
the compliance of Al algorithms with an organization's ethical values. This framework aims to ensure that Al systemipped

1 The views and opinions expressed in this paper are solely those of the author(s) and do not necessarily represerstirecefitidniCredit.

2 We would like to extend our sincere gratitudeDieloitte Financial Advisory s.r.l. S.®r their thorough review and invaluable support in the preparation o
paper. Your expertise and insights have been instrumental in enhancing the quality of our work.

3 For further details o€RISRDM, see Clark (2018).
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and implemented in alignment with ethical principles such as transparency, justice, fairness,-disdrimimation (Sandet al,
2022; Inioluwaet al, 2020).

Despite their strengths, such approaches have significant limitations, as they primarily focus on specific aspects of Mac
Learning models. For instance, frameworks like CRIB®W do not adequately address the risks associated with using these mode
in the credit assessment process. Moreover, they often operate at too high level, concentrating solely on regulatory watnmliince
offering detailed steps for auditing the algorithms or the processes they underpin. These shortcomings make such frame
insufficient for providing a comprehensive audit assessment that ensures compliance with the stringent requirementsAdf|the E
Act.

For this reason, we propose, as outlined by Sad(2022), an audit framework grounded in the phases of the credit model
lifecycle as defined in Model Risk Management. This approach facilitates a comprehensive evaluation of model risksy dadinessin
errors inherent to the modekuch as incorrect data 8awed desigr? and risks arising from the misuse or misapplication of| the
model. It also includes an assessment of the key stakeholders within the Model Risk Management (MRM) framework, fgcusin
their roles and responsibilities. Furthermore, as elaborated in the following paragraphs, this framework can systematpzatyenc
on top of already existing risks, tieensideration of ethical riskssuch as the potential for unfair discriminatfoat every stage of
WKH PRGHO¥Y OLIHF\FOH

W LV LPSRUWDQW WR QRWH WKDW WKH DXGLW IUDPHZRUN SUHVHQWIdG L
characteristics of Atriven credit risk models used for both regulatory and managerial purposes. Nevertheless, it is @ssentic
recognize that when Al and ML techniques are applied to regulatory nfosleth as Internal Rating®ased (IRB) models used fpr
capital requirements calculati@rthe internal audit framework must include additional tests beyond those discussed ipehis pa
These supplementary evaluations are necessary to ensure the compliance of such models with relevant regulatory require
Moreover, this paper tackles the distinct challenges posed by Machine Learning, including model explainability, |fairne
performance, and regulatory compliance. It proposes a comprehensive framework for establishing robust audit controls.
framework is specifically designed for banks and financial intermediaries, such as fintech firms, that utilize machigentealel
in the credit assessment. Given the growing reliance on ML algorithms in credit risk evaluation, defining a focused approac
auditing these models is crucial. By addressing these challenges, financial institutions can maximize the potentiatdéaranyin
while safeguarding the integrity and reliability of their credit risk assessment processes.

2. Regulatory requirements for Machine Learning in credit risk

In light of the widespread diffusion of Artificial Intelligence in recent years, regulators and policymakers across tihewgobe
tried, at different paces and with different levels of restrictiveness, to develop new regulatory frameworks with tHfesteriraf
the diffusion of Albased solutions while ensuring a correct use by companies and guaranteeing that customers and society as a
can benefit from fair and transparent Al technology.

At a global level, the European Union has acted as a pioneer in the regulation of Al, launching several years agoa| regul
process aimed at promoting the safe and responsible development and diffusidraeédlapplications. This process culminated i
July 2024 with the publication of the final version of thecatied Al Act @) in the official Journal of the EU. The Al Act defines a
risk-based approach to the regulation of Al, modulating its requirements on the basis of the level of risk posed by thelgpecifi
system and tailored to the role of the specific actor in the derednt/deployment/usage of the system. The regulation focuses|on th
potential harmful impact that Al solutions might have on the fundamental rights of individuals, introducing the needrfarghth
risk assessment and ethical considerations in thea@weht, deployment and usage ofl¥dsed solutions. Following the rislased
approach, the regulation identifies three different categories of Al systems:

1. Prohibited Al systems: these are Al systems characterized by an unacceptable risk, and which are therefore [prohil
Such systems are banned as they contradict the values of the European Union, violating fundamental rights. This cat
includes,amonRWKHUV $, VIVWHPYV WKDW FDQ PDQLSXODWH DQG GLVWRUMW
WKDW H[SORLW D SHUVRQTfY YXOQHUDELOLWLHY UHODWHG WR DJH C
for the evaluation or claggiation of natural persons and the related attribution of a social score.

2. High-risk Al systems: these are Al systems that pose alffisghto health and safety or to the fundamental rights of
natural persons and are therefore subject to a specific set of requirements, though not being prohibited. The EU A
identifies as highrisk systems, among others, the systems listed in Annex Il of the Regulation, which include Al syster
used in the areas of biometrics, critical infrastructure, education and vocational training, employment and| work
management, access to essentialgteéi and public services (including healthcare services, credit, life and healtl
insurance), law enforcement, migration, administration of justice and democratic processes. According to |
classification, credit risk models which are used to assessdtigveorthiness of potential borrowers for the purposge of
granting loans fall within the definition of higtisk Al systems and are therefore subject to the related requirements. Th
Al Act requirements on highisk Al systems will be summarized later hig paragraph.

3. Lowe-risk Al systems: these are Al systems that do not fall within the two above categories, and for which compliar
with minimum transparency standards is required, for example, concerning the need to inform users that they
interacting with an Al sysim and, in the case of content generated by Al tools that may be misconstrued as authentic
disclose that the content has been manipulated or generated using Al tools.

4 A key component of the MRM framework is the structuring of roles, responsibilities, and accountabilities for decisionrislakiagtrol, and governance. There
are several ways in which an organization can setup roles. However, it is important thaigéipes and incentives are clear. In a typical MRM framework, the
SWKUHH OLQHV RI GHIHQVH  PRebd 2016 ZLGHO\ DGRSWHG 6DWLVK

® Regulation (EU) 2024/1689 of the Europerarliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelljggnce
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In addition, it should be noted that the application of the above requirements depends also on the specific role #mazdtiergrg

(i.e., the bank in our case) plays with respe¢h&Al model. Indeed, the EU Al Act defines several key roles in the Al ecosys

x Provider: a natural or legal person, public authority, agency, or other body that is or has developed an Al syste
on the market, or to put into service under its own name or trademark.

x Deployer: a natural or legal person, public authority, agency, or other body using an Al system under its autho

x Importer: any natural or legal person within the EU that places on the market or puts into service an Al system
the name or trademark of a natural or legal person established outside the EU.

tem:

m to [

Fity.
that b

x Distributor: any natural or legal person in the supply chain, not being the provider or importer, who makes an Al syst

available in the EU market.

x Product manufacturer: a manufacturer of an Al system that is put on the market or a manufacturer that puts into se

an Al system together with its product and under its own name or trademark.

It is our understanding that the specific requirements applicable depend on the intersection between risk level ofeheahidsys

the role of the organization, as better described below.
Focusing on thaigh-risk system¢he EU Al Act defines the following requirements:
1) obligations forproviders:
a. General obligations:
i 3(IIHFWLYH GDWD JRYHUQDQFH" DUW

i. S0DLQWDLQLQJ DSSURSULDWH W H FXIQH & D@J G RIFX\W HROWHDW L 0D G
i. 37UDQVSDUHQF\ DQG SURYLVLRQ RI LQIRUPDWLRQ WR XVHUV’

iv. 3(QDEOLQJ DQG FRQGXFWLQJ KXPDQ RYHUVLJKW  DUW
V. 3&RPSOLDQFH ZLWK VWDQGDUGV IRU DFFXUDF\ UREXVWQH
Vi 3(VWDEOLVKLQJ DQG PDLQWDLQLQJ DSSURSULDWH $, ULVN

vii. 35HJLVWHULQYNKLIK\VWHPY RQ WKH (8 GDWDEDVH EHIRUH S
used for law enforcement, migration, asylum and border control, and critical infrastructure will be re
in a nonpublic section of the databas

In addition, a conformity assessment (check of compliance) should examine whether the requirements laid
have been met. In most cases, providers caraseéss. A thirgharty conformity assessment by an accredited bo
required if any of thedllowing criteria apply:

0 The Al system is part of a safety component subject to-fharty assessment under sectoral regulations.
0 The Al system is part of a biometric identification system.
0 Harmonized standards are not used.
b. On-going performance and conformity checks:
i. S0DLQWDLQLQJ O higet UHNQMNH NV DMWHEFP ¥\NIRU D SHULRG RI DW OH

VvV
DQ:

ODI
jister

out al
dy is

DV W

i. 3, PPHGLDWHO\ WDNLQJ WKH Q H F Haorfartdihgsystdras-hFaAdy 6riHthD iR Atk tRual vV

informing other operators in the value chain of the-rtoeRQIRUPLQJ VA\VWHPV"™ DUW
ii.h. 3@ RRSHUDWLQJ ZLWK WKH QDWLRQDO FRPSHWHQW DXWKRU

L WL

iv. S0ORQLWRULQJ SHUIRUPDQFH DQG VDIHW\ RI $, VIVWHPV WKURX.
v. 3 5HSRUWLQJ WR WKH DSSURSULDWH DXWKRULWLHYV VHULRXYV

IXQGDPHQWDO ULJKWV"™ DUW

vii 38QGHUJRLQJ QHZ FRQIRUPLW\ DVVHVVPHQWYV IRU VXEVWDQ
SXUSRVH RU FKDQJHVY WKDW DIIHFW KRZ LW PHHWY UHJXOD
limited or minimal risk, it will be inportant to check whether the original risk classification still applies
any changes.

2) obligations fordeployerqart. 26):

a. 3&RPSOHWLQJ D IXQGDPHQWDO ULJKWV LPSDFW DVVHVVPHQWYV
public bodies and private entities providing services of general interest including banks, insurers, hospitals|
which are deploying highLVN VAVWHPV ~

b. 3,PSOHPHQWLQJ KXPDQ RYHUVLJKW E\ SHRSOH ZLWK WKH DSSU
c. 3(QVXULQJ WKDW LQSXW GDWD LV UHOHYDQW WR WKH XVH RI W
d 36XVSHQGLQJ WKH XVH RI WKH VA\VWHP LI LW SRVHV D ULVN DW
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e. 3,QIRUPLQJ WKH $, VIVWHP SURYLGHU RI DQ\ VHULRXV LQFLGHQWYV

f. 3 5HWDLQLQJ WKH DXWRPDWLFDOO\ JHQHUDWHG V\VWHP ORJV’

g. 2&RPSO\LQJ ZLWK *'35 REOLJDWLRQV WR SHUIRUP D GDWD SURWHF

3) obligations forimportersanddistributors(art. 23):
a. 39HULI\LQJ WKH $, VI\VWHP LV FRPSOLDQW ZLWK WKH $, $FW DQG

b. 3, QIRUPLQJ SHRSOH WKDW WKH\ PLULWNE®H, VXEMHFW WR WKH XVH F

,Q WKH FDVH RI D EDQN GHYHORSLQJ $, PRGHOV IRU FUHGLW ULVN -risM
system, as it develops and deploys the Al systems internally for its own use. As a provider, the bank would be subgget anatye

requirements outlined above in point 1) for the higgk systems, including ensuring transparency, accountability, and conformity

with high-risk Al system assessments.

In addition to the general provisions provided by the Al Act for frigh Al systems, in the context of Mhased credit risk models

relevant attention must be also paid to the expectations and requirements of banking Supervision Authorities. AS éactatter o

2021 the European Banking Authority (EBA) initiated a discussion about potential requirementbé&sedicredit risk models usged

for regulatory purposes (IRB model$). (n 2023, the discussion was followed by the publication oFtiilow-up Report on the uge
of Machine Learning for IRB Models (EBA/REP/2023/@)ropean Banking Authority, 2023y hich defines some principleased

recommendations to be followed by banks if they plan to adopt ML techniques for the purpose of IRB modelling. It shaeatti be ni

that, while the EBA recommendations specifically refer to IRB models used to calculat#aagcapital requirements, the EU Al

Act requirements in the context of credit risk models apply in principle only to models which are used for assessing
FUHGLWZRUWKLQHVV RI LQGLYLGXDOV IRU WKH SXU $éhméhts BstabllisHedQby tiRgitad R D

Requirements Regulation (CRR) and theECB Guide to Internal Model8) (European Central Bank, 202i#ipose on banks the

use of estimates resulting from their IRB models within their risk management, deuiskimg and credit approval processes, thus

generating a potential overlap between IRB models and Al Act requirements that banks should ckefuolly tansideration.

Here follows a brief summary of the EBA recommendations related to the use of ML for IRB modelling:

1) All the relevant stakeholders, including the model Development Unit, the Credit Risk Control Unit and the |Interr

O9DOLGDWLRQ IXQFWLRQ VKRXOG KDYH DQ DSSURSULDWH OHYH(

R

management body and the semtanagement should be in a position to have a good understanding of the model and 1

underlying key drivers.

2) Banks should avoid unnecessary complexity and find an appropriate balance between model performance

explainability of the results.

3) Banks should ensure that the model is correctly interpreted and understood, by analyzing the statistical relationsh

risk drivers with the output variable and ensuring that potential biases in the model are promptly detected.

4) Banks should ensure a proper level of understanding of the model by the relevant staff, especially when human judge

and overrides are applied.

5) Banks should ensure a reliabledapth validation of ML models, addressing overfitting issues, challenging the mode
design, ensuring a sufficient level of representativeness and data quality and guaranteeing the stability of estimates

As can be noted from the points above, both the EU Al Act and the EBA recommendations draw specific attention tg the |
SURGXFHG E\ WKH $, VIVWHP UHODWHG QRW PHUHO\ WR LWV 3DOJRULULIMKPL
govenance and personnel involved in all stages of the model life cycle. Finally, additional guidelines on the adoption of Al/l
techniques in credit risk models are expected to be included in the next update of the ECB Guideline on Internal Mddkdd, sche

for the first quarter of 2025.

The regulation of Al systems shares significant touchpoints with personal data protection regulation, such as the Eiongean U
General Data Protection Regulation (GDPR); such interdependencies and potential overlaps should be carefully taken

consderation in the definition of an appropriate audit framework owlden credit risk models.

The GDPR governs the processing of personal data of individuals in the EU, focusing on how such data is collected] storec
used. Consequently, any Al system that processes personal data must comply with GDPR provisions, particularly thase rela

transparency regarding the use of such data.

For example, Articles 15 and 22 of the GDPR require that individuals subject to automated -aealsiomn be provided with
meaningful information about the logic involved in these processes. This implies that, in the contekaeédkcreditworthiness

asessment in loan application, a person whose request is denied can ask for information about the explanation of t{eedecisic

also sectior8.3.3for more details on this topic).

6 This discussion was launched with the publication of EB# Discussion Paper on Machine Learning for IRB Models (EBA/DP/202{Hi4ppean Banking
Authority, 2021)
" Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential requiremeritsrfstitetézhs and investment firms
Art. 144(1)(b) of such regulation states that, among the minimum standards required for IRB approval, competent alttRii€sG Y Hidterhal Vetia gs\&nd
default and loss estimates used in the calculation of own funds requirements and associated systems and processesnpédyals gsthe risk management and
decisioamaking process, and in the credit approval, internal capilakcation and corporate governance functions of the institufion.
8 Section 6.2 Use test requirement.
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In consideration of what described in the previous parts of this chapter, it is deemed that amastRMramework for auditin

9

ML credit risk models is the best and most logical solution to effectively address the new challenges posed by thesailagdels

ensuring compliance with relevant regulatory requirements.
3. Credit Risk Audit Framework

3.1 Model Risk Management perspective

According to Sandet al(2022), existing frameworks for auditing Al algorithms primarily focus on assessing specific dimepsion:
such as ethical risks, including potential discrimination based on protected or sensitive characteristics. Howeverjnathapted

previous paragrapthe new EU Al Act and EBA reports shift the focus toward risks of incorrect outcomes that could harm th
of individuals, especially for Abased credit risk models. While these regulations continue to emphasize addressing ethical r
alsohighlight the importance of managing risks from errors in Al algorithms, particularly those stemming from the compléxif
based credit risk models.

In this context, it seems evident that in order to assess the risk of incorrect outcomes from credit risk models invg
technology, the concepts of model risk and Model Risk Management (MRM) process can be applied. Indeed, as definedray
RHVHUYH 6\VWHP thePdRtentadfouddVexselcdnsequences from decisions based on incorrect or misuse
outputsorreport§ 7KLV FRQFHSW LV IXUWKHU UHLQIRUFHG E\ WKH (XURSHDQ dah
&HQWUDO %DQN Effeztikd. fddelVriskDnanddgement allows institutions to reduce the risk of potential loss

e rig
sks, t
y of £

lving
the F
d mo
Qw
es ar

underestimation of own funds requirements due to flaws in model development, implementation, or use. To mitigate these

institutions should have a modeski management framework in place that allows them to identify, understand, and mana
model risk for internal models across the group

By aligning regulatory requirements for -fhsed credit risk models with MRM principles, we can leverage the concept
model lifecycle, as defined in MRM, to systematically identify, measure, and address risks at every phase of the ropcel@)li

This alignment supports the development of a robust audit framework for Al credit risk models, incorporating tests éndintedfo

at effectively mitigating all potential risks associated with these models.

These controls address not only technical risks, such as incorrect or misused modeF @utputsisclassifying obligors ¢
misapplying concepts critical to creditworthiness assessridnisalso ethical risks specific to Adlased models, such as unf
discrimination against certain groups of debtors.

In our opinion, by leveraging the Model Risk Management (MRM) approach as a starting point, and by integrating th
risks dimension on top of risks already assessed by the MRM, we can:

x Effectively address all risk dimensions associated with the model lifecycle, from its initial development throu
final application.

x  Evaluate the governance of models and their role in the credit risk process.

x Account for controls implemented at different stages of the model lifecycle, wherever possible relying on

ge th

of the
e

=

air

e eth

yh to

analy

conducted by other lines of defence, and focusing audit efforts on areas that provide added value and emhanc

RUJDQL]DWLRQYY RSHUDWLRQV

By adopting this approach, we can strengthen the oversight and accountabilitba$ed credit risk models, ensuring their

reliability, compliance, and ethical integrity across all operational stages.

3.2Framework for Risk Assessment Across the Modadlifecycle
Our proposed framework divides the credit risk model lifecycle into four categories capable to cover all itg")haszsding

governance arrangements, developmiemplementation, validation, usage, review, and monitoring. Each of these areas aim {o cov

specific risks embedded in the life cycle of the model:

1) Governance and Organization: this area covers the governance structures, policies, procedures, controls, and ac
place to ensure that the model development, implementation, validation, and usage processes function as intende

main risk is relaté to unclear and improper formalization of roles and responsibilities of the different stake
involved.

noldel

2) Model Design and Application: this area gathers all information and evidence related to the model, including the busi
need it addresses, the data used, the modelling techniques applied, model formalization, performance expectation:

documentation FRYHULQJ WKH PRGHOYfV SXUSRVH PHWKRGRORJ\ DVV

XPS

inaccurate definition of the model design, leading to the risk of inappropriate performance of the model and, finally

the production of erroneous resultst blso covering the assessment of ethical risks posed by the model.

3) Model Validation and Controls: this area includes all the information needed to verify that the model func

tions

LQWHQGHG ,W LQYROYHV FULWLF xaa@iisbKadbedive gnidrrged pattelsl wRdrocarHd@niityK
model limitations and assumptions and recommend appropriate changgd GHUDO 5HVHUYH 6\VWHP

is that of an inappropriate validation and controls setup for the model under investigation.

9 This approach is algoroposedn Sanduet al (2022).

10 The MRM process can be divided into various areas of activity. In our framework, we identified four distinct areas; btvez\arthors may define a differgnt

number of areas. For more details, refer to the International Professional Practices Fra@@i@)rk
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4) Model Use, Monitoring and Review: this area gathers all information and evidence about how the model is ug

ed in

credit processes. The main risk is that of an inappropriate use of model results, as well as that of an improper monit

framework that Bould ensure that the model works properly over time.

Each of the areas included in our framework and details of the related checks are summarized in the tables belowlréae@y
specified within the introduction, it should be noted that the audit framework presented below is intended to covesjpadyfitt

,aS &
e

peculiarities of Aldriven credit risk models, without encompassing additional areas of analysis that should be considered when de

with regulatory models used for capital requirements calculation.

In that case, the Internal Audit framework presented below should be integrated with additional tests aimed at ass
compliance of these models with relevant regulatory requirements, as already done when dealing with traditional statidticg

Governance andOrganization
Test Objective Test Description
Verify:

1) whether a clear definition and segregation of roles and responsibilities ¢
across all functions involved and throughout every stage of the rifedgtle.

COUEEEE 2) the compliance with internal rules and policies related to the developr
maintenance, and documentation of Machine Learning Models.
3) the existence of a clear strategy regarding ML cneshit models and coherenc
with such a strategy.
Compliance with Verify the alignment with EU Al Act requirements in terms of Model Governar

EU Al Act Requirements  including Information Obligation, Risk Assessment and Model Registry requirements

Compliance with
GDPR Requirements Verify the alignment with EU GDPR requirements in terms of collection, processing
(only for Individuals storage of personal data.
models)

Tablel - Audit tests in the area of Governance and Organization (source: elaboration of the Authors)

JRU PRUH SUDFWLFDO GHWDLOV RQ WKH H[HFXWIBRQ RI WKH FKHFNV RQ 3

Model Design and Application

Test Objective TestDescription
Verify:

1) the alignment of the model design with its intended purposes and objectives
considering internal and external factors that may influence its developmer
performance.

2) the completeness of the moailcumentation, including description of mod
parameters (e.g., hyperparameters), assumptions, and limitations (e.g., us
for the algorithms), and its coherence with the model development steps, en
it complies with both internal policies and EJ Act requirements.

3) whether experbased choices are adequately justified.

Verify:

Model Design

1) the adequacy of the estimation data perimeter and its consistency with the n
objectives.

2) the quality of the data sources used, ancatterjuacy of the data quality checl
performed.

3) the alignment with the EU Al Act regarding the use of-d@triminatory and
representative input data.

Data Assessment

essin
I'm

FRY

RISK MANAGEME NT MAGAZINE #*Volume 20, Issuel +Page- 9 -



Data Processing & Verify the adequacy of the data processing (including sampling procedures, data tre
Features Creation and feature creation) with respect to the methodology used and the supporting ratiol

Verify:

1) the alignment of modelling methodologies (e.g., input mapping, data treat
ML algorithms used) with industry best practices and relevant literature.

2) the consistency between the code workflows in model development
corresponding documentation.

3) the methodology used for the feature selection and final model sele
(including module integration).

4) the presence and adequacy of human oversight in accordance with the EU
(such as the involvement of experts with independent feedback on the t
development steps and results).

5) the correctness and reproducibility of the model's results.

Verify:

Methodology

1) whether the model maintains adequate performance when applied to alter
datasetgout-of-sample / oubf-time);

2) whether the model's specification remains stable under different distribut
assumptions.

3) whether the complexity of the trained model is justified by a greater perform
compared to simpler alternatives.

4) whether the model's results are clearly interpretable and aligned with bu
sense, leveraging on interpretability techniques such as SHAP and LIME.

5) whether the results of the trained model do not discriminate against indivit
based on sensitive attributes.

Model Performance,
Interpretability &
Fairness

Verify:

1) whether the UAT activities performed ensure the alignment with busi
requirements, if the IT documentation is complete to support corr
implementation, and the consistency between the code workflows of the r

Model Implementation in production and corresponding documentation.

2) whether the model's results in production are consistent with those obtair
the development environment.

3) whether there is an appropriate level of human oversigtd., periodic
consistency checks evaluated by human beings on the outputs of the mc
production)and transparency during the model's production phase.

Table2 - Audit tests in the area of Model Design and Application (source: elaboration of the Authors)

JRU PRUH SUDFWLFDO GHWDLOV RQ WKH H[HFXWLRQ RI WKH FKHFN\WB.3X{or
tests 1), 2) and 3)), secti@3.3(for test 4) and sectioB.3.4 IRU WHVW ZKLOH IRU GHWDLOV RQ
,PSOHPHQWDWLR®%S VHH VHFWLRQ

Model Validation and Controls

Test Objective Test Description
Verify:

1) theadequacy of accuracy controls on data, IT processes and outputs relatec
model.

2) whether relevant internal regulation on ML credit risk model validation ex

Validation & Controls and if the validation has been conducted in compliance with such regulatiol

3) whether the validation results have been interpreted correctly and docurr
comprehensively.

4) whether the findings align with identified gaps also in terms of severity,
timeline is set to address these gaps, and if there is a system for tracki
resolution of findings.

Table3 - Audit tests in the area of Model Validation and Controls (source: elaboration of the Authors)

OR G
WK H
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Model Use, Monitoring and Review

Test Objective Test Description

Verify whether adequate documentation supportsrbdel's use, and whether the peoy
Model Use involved are properly trained to enable them to use the model effectively and imple
corrective actions in case of anomalies.

Verify:

1) whether there is an adequate framework for mod®iitoring and maintenance
focusing on performance, stability, and interpretability, and ensuring compli
with EU Al Act requirements (e.g., model fairness).

2) whether an appropriate recorkiseping system is in place in accordance with
EU Al Act requirements (e.g., maintaining logs for a period of at least
months).

Model Monitoring

Model Review Verify whether there is an adequate framework for model review, update and discha

Table4 - Audit tests in the area of Model Use, Monitoring and Review (source: elaboration of the Authors)
For more practical details on the execution of such checks, see se8ti®n

As previously stated, a key component of the Model Risk Management (MRM) framework is the structured definition
responsibilities, and accountabilities in decisioaking, risk control, and governance for models. While organizations may
different role structures, a typical MRM framework in financial institutions classifies stakeholders into three lines of eabté
with distinct roles and responsibilities)( The first line of defence, primarily composed of model developers and business U
responsible for designing, developing, and using models, while actively managing associated risks. The second linecohdedts
of independent risk managenméunnctions, such as internal validation and compliance. This function ensures oversight by estg
policies, validating models, and advising on model risk mitigation strategies, thereby maintaining risk control and yr¢
compliance. The thirdrie of defence, Internal Audit, performs independent assessments to evaluate the effectiveness and
of governance, risk management, and control processes related to modé). risk (

Given these distinctions, our goal is to prevent overlapping lines of defence while ensuring that Internal Audit aduswghl
independent assessments of governance, risk management, and control prigeShesa(so includes exploring innovative are
suchasno0UHJXODWRU\ PRGHOV ZKHUH ODFKLQH /HDUQLQJ WHFKQLTXHV DU
role may be less extensive, as its focus remains primarily on regulatory modeéfolidyene propose defining control areas tak
into consideration the assessments already conducted by the first two lines, particularly the Internal Validation fistatictnréd
approach may consider:

x If Internal Validation has not assessed the Machine Learning model, Internal Audit could perforrtdaveesgessment g
all the areas represented before.

x If Internal Validation has instead performed an assessment of the Machine Learning model, the activity of Inter
could be steered towards a challenging of the assessment performed by the Validation function on the most relg
(as also desityed in the following chapter) or could be limited towards making reliance on Internal Validation outco
addition, it could also cover areas not assessed by the Internal Validation, such as governance topics.

It is noted that the activities of Internal Audit in this regard should not be considered a substitute for the propemperfufrthe
duties of the Internal Validation function, which are in any case aimed at ensuring a second level control pregitiunaberedit
models to guarantee their soundness and robustness.

3.3Main Building Blocks

In this paragraph we provide a detailed exploration of the potential assessmelmttethat Audit could conduct, following th
previously summarized audit framework. The focus is to suggest a possible approach to conduct audit tests in moreareas/
with careful attention to fostering effective collaboration and avoiding ovevidp Internal Validation activities, as previous
outlined.

HFor further details please s@est Practices for Effective Model Risk Managemeutishet al, 2016.
2YRU IXUWKHU G H VihiztcOaudiSyour Al dlgbrivhrisBanduet al, 2022.
1 For further details please see the Institute of Internal Aliis://www.theiia.org/en/standards/wizaethe-standards/definitiof-internataudit/
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https://www.theiia.org/en/standards/what-are-the-standards/definition-of-internal-audit/

We believe that, compared to standard models, the most innovative areas of analysis that could benefit from an intfq
standardized best practices are the following:

x Governance and Organization, focusing on aspects related to EU Al Act requirements.

ducti

X Model Design and Performance, focusing on particular dimensions of ML models, such as interpretability, [fairne

performance, overfitting, complexity and causality.

X Model Implementation, focusing on transparency and human oversight aspects.

x Model Use, Monitoring and Review, focusing on aspects related to human oversight and the appropriate training of m

users, as well as on an appropriate model monitoring and receeging.

While each aspect of these areas is analyzed in detail in the following sections, we here emphasize that machine lgarning

algorithms are not inherently resource intensive. Nevertheless, their true potential is unlocked when applied to largefy
heterogeneous data, including unstructured data (e.g. web data). Consequently, financial institutions seeking to entrauiig

olum
thei

processes with Al must invest in advanced analytics platforms capable of handling vast data volumes and executing cor
computations efficiently. In this evolving landscape, Internal Audit, as an independent control function, must align #ith the

infrastructure used for model development. Operating within the same IT environment as the model development teq
congstency in software versions, computational resources, and data infrastructure. This alignment enables Internal Avati¢ly

m en
accu

replicate model outcomes, conduct unbiased testing, and provide objective feedback without being hindered by IT discFepancie
effectively oversee Adriven credit processes, Internal Audit must also align its Al expertise through specialized training and han

on experience. By strengthening its technical capabilities, auditors can better monitor Al models, adapt tg tvokengiogies, and

maintain independence, transparency, and accountability. This, in turn, reinforces trust and validatibasiedAdecisiomaking

for credit risk assessment. Therefore, a structured roadmap for adopting and scaling the propdsetsandgt be aligned with the

LOQVWLWXWLRQTV FXUUHQW $, LQIUDVWUXFWXUH DQG LWV SODQQHG HYRDXV

3.3.1Governance and Organization

Regarding the governance aspects of credit risk models, the audit framework should assess the governance structurg sup

WKH PRGHOYV GHYHORSPHQW LPSOHPHQWDWLRQ XVDJH DQG PRQLWRA

LQ.

organizational rules, as well as ensuring the clear and accurate formalization and effectiveness of roles and resporsithiéities a

segregation throughout the model lifecycle.

Focusing on the innovative aspects of Machine Learning models, a new item of assessment emerges, that is compliance w
EU Al Act requirements related to model governance. Indeed, as explained in 2eetjarding the general obligations for providers,

the EU Al Act establishes some specific requirements in this area, namely:

X Ensuring an appropriate risk assessment andbaslked classification of the Al system, including identifying rele
requirements if it falls within the highisk category.

x Providing an appropriate level of transparency and necessary information to deployers and users.
X Registering the system in the EU database for-higlhAl systems.

X Conducting a conformity assessment to verify compliance with general obligations for providers of models
creditworthiness evaluations.

Itis therefore important to ensure compliance with such requirements, where necessary establishing, as in our propaskd
appropriate audit checks on the compliance with EU Al Act model governance requirements for ML models falling intertble
category.

It is important to note that the EU Al Act requirements for ighb VN VAVWHPV ZLOO WDNH HIIHFW
publication (i.e., from August 2026). As such, compliance is not yet mandatory. However, during this transition periodoses
evaluating whether effective initiatives are in place to ensure the future compliance of credit models with these rexjoines|
they become applicable.

3.3.2Performance, Overfitting and Complexity

Performance

As already discussed in the introductory parts of this paper, one of the main drivers of the diffusioteohidiues in sever
fields, including risk management and credit risk modelling, is linked to their capacity to boost the performance ofepneatictis
both in terms of increased accuracy and enhanced reactivity to credit deterioration signaleaddonfraditional models. Again
this assumption, it would be therefore useful to bist such hypothetical increasing predictive capacity with respect to alter
models. How to do so?

ant
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In this case, one possible check that we propose is tfeB® rid-B-default’ assessment. The idea underlying this assessment
LV WR YHULI\ IRU D VDPSOH RI FRXQWHUSDUWLHYV-teW& B W QW H UPPH® Q QQIRWG

between the first signal of creditworthiness deterioration detectételiyjodel and the actual default of the counterparty, comp

the Machine Learning model with an alternative benchmark model (possibiMhdiased). The objective of thiest is to answer

aring

to the following question: is the Machine Learning technology producing a tangible increase in model performance? Ttierexpect

is therefore that the ML model is more responsive compared to thelh@me, meaning that it would anticitgasigns of deterioratio

n

LQ FUHGLWZRUWKLQHVY LQ D PRUH JUDGXDO PDQQH U-toRi€anlt'Tor the ME knodeV LV H
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Before entering into details, looking at the following graph representeéidume lhelps to better explain the main idea underlying
the proposed test.

«Timeto-default» assessment for a single counteparty (illustrative)
70%

65%
60%
55%

50%

PD

45%
40%
35%
30% /
PDML model
25%
==g== PD alternative model

20%

dic-21 gen-22 feb-22 mar-22 apr-22 mag-22 giu-22 lug-22 ago-22 set-22 ott-22 nov-22
Time

Figure 1 - Example of "timeto-default” assessment for a single counterparty (source: elaboration of the Authors)

The above chart shows, for a given counterparty which entered default status on 31/12/2022, the PD produced by the ML r
(yellow line), and the PD produced by the alternative-khanmodel (red line).

Looking at the lines, one notices that the yellow line anticipates the deterioration signals of the counterparty, slhosveasan
of the PD since almost one year before the default (January 2022), while the red one exhibits a sudden increasetlmntyefom@n
the default (October 2022).

In such a case, one can conclude that the ML model is indeed more reactive in detecting a deterioration of the crestitaforthin
the counterparties. It should be of course noticed that the proposed approach is intended to be a simple and intuitivéest d
ML model, and more complex and sophisticated approaches can be implemented, also depending on the available dat
observations.

Here below we summarize the main steps to conduct such an assessment:

1. Identify the sample population of analysis, which should be a set of counterparties that have experienced a dgfault
which are scored both by the ML model unohefestigation and by an alternative scoring model.

2. For each of these counterparties, calculate the monthly (or with different frequency, according to the time granularit
data available) change in the score / PD calculated by each model

S s 282 F 283
A28% L ———F——
T
3. ldentify the widest change in thg2 &calculated above and assume that such maximum change corresponds to|the fi
signal of deterioration identified by the model.

4. Count the months elapsed between the moment when the signal of deterioration emerged, and the moment of &
GHIDXOW RI WKH FRXQWHUSDU Wib-défauf'Kk WLPH HODSVHG LV WKH 3W|LPH

5. Cluster the magnitude of PD / score changes, calculated as per point 2., into different risk buckets (e.g., decile:
FDOFXODWH WKHE@MBYDW IWUPHDFK EXFNHW W VKRXOG EH QRWLFH
aggregateesult taking into consideration the different risk profile of the counterparties analyzed; also in this case, m
advanced approaches can be conceived to effectively produce an aggregate outcome for the test.

An example of application of the above testing steps and related results is repBigedar2below, where the sample populatipn
has been clustered in 10 risk buckets by dividing it in deciles according to the value of monthly PD change.

The yellow line represents the average timelefault per bucket based on the estimated PD of a Machine Learning model|(in thi
specific case the ML technique employed isextreme Gradient Boosting, XGBookBRU VKRUW EXW WKH SURS
DIQRVWLF DQG LW FDQ EH DSSOLHG LQGHSHQGHQWO\ RI WKH PRG H®defaftlJ D
per bucket stemming by the application of a traditional (logistic) PD model.
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Timeto-default» assessment for a portfolio of counterparties (illustrative)
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Figure 2 - Example of" time-to-default' assessmerfor a portfolio of counterpartiegsource: elaboration of the Authors)

As it can be noticed, the yellow line is consistently above the red one across all borckating supporting evidence for th
greater reactivity of the ML model in detecting signals of early distress for counterparties migrating to default. Agiditicnalso
interesting noting that the stronger is the PD variation (identified ascéntingisk buckets) the earlier the Machine Learning
anticipates the result of the alternative model. This can be seen in the chart where the distance between yellow aimtcredd
as the deterioration signal gets more evident in terms of PD.

It is important to remark that the aim of the above represented example is only to illustrate in a practical way howdbe
test could be employed to assess the predictive performance and reactivity of a Machine Learning model. The considg
conclusions drawn above should not be interpreted as a general statement of stronger ability of ML models in prededftiodf
of a counterparty, compared to traditional models. As a matter of fact, the outcomes of the presented analysis mifybtrcoa
casestudy to another, depending on several elements, such as the modelling techniques used, the characteristics of
considered, etc.

Overfitting

Machine Learning models are prone to overfitting: this can happen when the model trains for too long and becomes to
for example a decision tree with an excessive number of splits, which adapts too closely to the training data, andptbdarnsg
when applied to alternative datasets.

In contrast to the previous sylaragraph, here we refer to performance as the accuracy of predictions provided by thg
measured for instance by the Accuracy Ratio (AR) or Area Under the curve (AUC) in case of binary target variable (D.
model). This situation is known as overfitting and is surely an undesirable property for a predictive model.

Several techniques have been developed to mitigate the risk of overfitting. Indeed, in addition to the stantiaedi¢ / out
of-time testing, widely used also in the development and validation of traditional models, more advanced techniqudsfadg
cross validatiorare generally used when training ML models.

This involves splitting the dataset int équally sized folds, and the model is trainddimes, each time ork{1) folds and teste
on the remaining fold. The final performance of the model is then calculated as the average of the performances obtlir(&}
LWHUDWLRQV 7KLV PHWKRG KHOSY HQVXUH WKDW WKH PR GH Ot§sf sglit] allowiny
a greater generalization power of the model when applied to different data.

A robust audit framework should include controls aimed at assessing the risk of overfitting, first by verifying whetbditang
assessment has been performed during the development phase or by the Internal Validation function.

In case such checks have not been performed, or to challenge them also when they have been executed, we propose
controls:

Xx $ 3VWDQGDUG RYHUILWWLQJ" WHVW EDVHG RQ WKH HYDOXDWLRQ
testing set, which could be a classical-ofisample or, better, an eof-time sample, with more recent observatiq
allowing to make a assessment on the robustness of the model's performance over time. HaReawnple or oubf-
time performance does not show a significant decrease with respect testimapte performance, then the model d
not show overfitting issues.
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We report below a practical example of such assessment: the depicted table shows the performance (Area Undé
Curve, AUC) of a credit scoring model, trained for illustrative purpo¥gsnieasured both on the training sample and
on the test sample (i.e., a portion equal to 20% of the original sample kept out of the training phase for testing purpo

Sample AUC
In-sample 71.954%
Out-of-sample | 69.295%
Delta -2.659%
Delta % -3.696%

Table5 - Standard overfitting test: comparison between “sample" and "outof-sample" performance (source: elaboration of the Authors

$V LW FDQ EH QRWLFHG WKH BARSORUPDQFQGVHD WXDUBRXWEGP SOH™ EWLD
WR DURXQG VXJIJHVWLQJ D VOLIJKW GHFUHDVH HYHQ WKRXJK|QR
As a best practi, thresholds for this test are usually seb&/-10%, meaning that relative drops of performance beyond

these levels should be carefully assessed and the underlying drivers investigated. Genetdlycnexdit risk models

deployed in production mgw EH VXSSRUWHG E\ D 3PRQLWRULQJ GDVKERDUG"
metrics (such as AUC, stability indexes, etc.) updated to most recent data, allowing to continuously monitor and as
the proper functioning of the model over time amdnpptly detect potential deterioration of its performance. In|this
context, the first step of analysis for the Internal Audit function could be to analyze and assess the results ofithis per
monitoring, where necessary complementing it with specifepdiéve assessments (e.g., analyzing the performange of

specific model features, or investigating the performance of the model on specifiockdis of the population, etc.).
X $3UREXVWQHVV RI SHUIRUPDQFH"™ WHVW ZKLFK FRXOG EH FDUULHG

R

VHW RI DOWHUQDWLYH VDPSOHV 7KLV WHVW KDV WKH DLP WR LQYHYV
of possible senarios. Considering that in practice it might be difficult to identify and define multiple test samples, tt
LGHD LV WR OHYHUDJH RQ WKH ERRWVWUDSSLQJ SURFH Gafriples $tARINgE X
from the testing sand@ at hand (possibly also allowing for different distributional properties, i.e. through simple randorn

sampling, without stratification).Then, test the model performance on each of thesanguibs, and verify if the
performance of the model measured ba training sample falls within a reasonable boundary (e-§5 &ér 1690

SHUFHQWLOH RI WKH 3ERRWVWUDSSHG SHUIRUPDQFHV" 6XFK YHULIL

model is and how it is expected to perform over time, subjedistributional changes in the application dataset.

As done for the previous test, we report below a practical example of such assessment performed on the same illust
credit scoring model described before. The test sample kept out of the training phase consists of 200 observations
of the originalsample): to conduct this assessment, we used simple random sampling (without replacement) to build
testing subsamples (each of them with 100 observations) starting from the original testing set. Then the model is appl
and its performance evaludtén terms of AUC) on each ofthe s DPSOHV FRQVWUXFWLQJ D GLV
SHUIRUPDQFHYV"™ )LQDOO\ LW LV HYDOXDWHG KRZ WKH PRGHOYV SHU
such distribution, to assess whether it falithim a reasonable range of this distribution or if it rather positions at its the

extremes (i.e., beyond a certain percentile).
Here below a histogram depicting the distribution of the AUC measured on the set of 100 alternative testingphes]

Distribution of AUC on bootstrapped test samples

Count

o
0600 0625 0650 0675 0700 0725 0750 0775
AUC

Figure 3 - Distribution of model's performance on bootstrapped testing samples (source: elaboration of the Authors)

¥)RU WKLV SDSHU ZH GHYHORSHG D FUHGLW ULVN PRGHO XVLQJ WK HHSfand. TRi©datBsgtzan@iDEIeD 3 * |

records of individuals who received credit from a bank, each categorized as a "good" @rédédisk based on various features.
After an initial data exploration phase, we conducted a features engineering step. This involved handling missing \sgdpBsnanidbel encoding to categoriga
IHDWXUHV VXFK DV +RXVLQJ 6DYLQJ DFFRXQWYV ro@eBing& KHFNLQJ DFFRXQW"~ WR SUHSDUH
Then, we selected LightGBM as the model due to its strong performance with structured data, as it can directly utilizel saegbles, allowing us to avoid One
Hot Encoding and instead rely on label encoding. To optimize model accuracy, swenfidéryperparameters usiftpndomizedSearchCWiodel performance wals
evaluated primarily through accuracy to provide a reliable measure of predictive quality. For interpretability, we enkAdyedlGes and LIME analysis to better
XQGHUVWDQG WKH PRGHOTfV SUHGL rWle&edontgdRtbe axthoB KHU GHWDLOV RU WKH GDWDYV
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As it can be noticed, the distribution is centered around 70% (the median is 70.02%), drahth®™ percentiles equa
WR DQG UHVSHFWLYHO\ 5HFDOO DOVR WKDW WKH PRGH
to 71.95%, thus quite close to the center of the distribution. Also consider that, out of 100 testing samples, g
them exhibits an AUC below the relative threshold1f% of the training AUC (64.76%), while 36 of them fall bel
the -5% relative threhold (6836%). Based on these results, there is no strong evidence of the model overfittin
applied to a bunch of alternative testing samples. However, if the number of scenarios with performance under t
thresholds resulted to be higher, this cowdalwarning signal of potential overfitting issues which should be investig
IRULQVWDQFH HYDOXDWLQJ WKH PRGHOYV SHUIRUPDQFH RQ PRUH
performance deterioration over time.

Complexity

Another point of attention when dealing with Machine Learning models is complexity: it is without doubt that a ML model
complex, in terms of training procedures, debugging, features maintenance, interpretation and communication of reau
simpler, traditional, statistical or regression model.

Such increased complexity is justified, on the other hand, by greater predictive performance. But what if this is @6t tkkat
if a level of performance similar to that of our ML model can be achieved by a simpler model, which leverages on gless
modelling approach or less advanced and more interpretable variables?

To answer to these questions, we propose to introduce a test within the audit framework aimed at challenging the-¢
performance tradeff of the model under investigation, by verifying if it is possible to achieve similar performances by mea
simpler model. Also in this case, such checks could be possibly carried out also during the development stage of theyrtios
Internal Validation function during its assessment of the model. On the other side, whenever such controls are deenod
exhaustive, Internal Audit could challenge them through a dedicated complexity assessment. To do so, we must firsttded
PHDQ E\ 3 FRPSOH[LW\" ZKHQ VSHDNLQJ RI D PRGHO +HUH EHORZ ZH VXP
propose specific checks to assess each of them:

Complexity dimension Description Audit check on this dimension

$Q DOJRULWKP WKDW L\ If made possible by the structure of the
ER[" FRXOG OHDG WR | training dataset and its features, train g
Complexity of the algorithm | easily interpretable and produce addition  simpler model, such as a simple decisio
costs interms of development and tree or a logistic regression, and compare
retraining performance with that of the audited mod

A model that relies on complex featureg
(e.g., advanced variables based on comp
mathematical transformations) could lead

results that are difficult to interpret and

explain to relevant stakeholders

Train an alternative model based only o
the simplest and most interpretable
variables and compare its performance w
that of the audited model

Complexity of the model
features

Metrics such as the Akaike Information
A model that relies on a huge number o Criterion (AIC) and the Bayesian
features could determine additional costs Information Criterion (BIC) can be used {|

Complexity of the model in terms of model maintenance (e.g., in ter  assess this dimension, as they penaliz

of data collection and storage) and models with an increasing number of
terms of number of features - - X o .
complicate the relationship between features. In addition, an alternative modg
independent variables and the target, can be trained with lswer number of
making it more dificult to interpret variables, and its performance compare|

with that of the audited model

Table6 - Complexity dimensions and related possible audit checks (source: elaboration of the Authors)
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For the sake of awareness, it is important to highlight that model complexity, particularly in terms of the number sf feature

be evaluated using metrics such as the Akaike Information Criterion (AIC) and the Bayesian Information Criterion (B&]
criteria are widely used in regression models, such as logistic regression, and probabilistic machine learning modets
Bayesian Networks and Hidden Markov Models (HMMs). They help balance model fit and complexity by penalizing comple
ersuring a tradeff between overfitting and underfitting. However, in credit risk modelling, where machine learning techniq

). Thi

inclt
X MO
les re

heavily on ensemble methods based on decision trees, such as XGBoost, LightGBM, and CatBoost, AIC and BIC are not dil

applicable. These ensemble methods do not rely on probabilistic estimation, making traditional complexity measures U
Instead, alternative approaches must be used to manage the number of features and control model complexity. Among
appoaches for limiting the number of features may use:

nsuit
the p
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X 5HFXUVLYH )HDWXUH (OLPLQDWLRQ 35)(°" ZKLFK LWHUDWLYHO\ UHPR

identify an optimal feature subsét)(

X 3(DUBWRSSLQJ  PHWKR &ddingdik febtkreP ¢ubnQ the training until their marginal contributions c
considered negligible in terms of discriminatory power according to some ‘gz thresholds®.

X Additional regularization techniques can be applied through hyperparameter tuning to effectively control the n
features used in trdeased ensemble methods. Specifically, it is possible to limit tree depth using parameters

an be

Lmbe
such

max_depthandnum_leaveswhich constrain tree growth and reduce feature reliance. Furthermore, feature complexi
can be penalized through L1 regularizaticeg( alphg, which encourages sparsity by eliminating less important features,
and L2 regularizatiorrég_lambda, which shrinks feature weights to reduce overfitting while maintaining generalization

.
Finally, interpretability measures suchRidAP (SHapley Additive Explanatior@)dLIME (Local Interpretable ModeRgnostic

Explanations)can be leveraged to identify and eliminate weakly contributing features, thereby reducing model complexity withe

sacrificing performance. These interpretability techniques are described in detail in the nexB8sg@&ion

If the abovedescribed analyses highlight that less complex models can provide comparable levels of performance (i.e

, With

sufficiently limited interval), then the complexity of the ML model is not justified, suggesting room for an improvement i

performance or, alternatively, a simplification of the modelling techniques.

3.3.3Interpretability
The main advantage of machine learning models is that they are extremely powerful, as they are able to uncover ce
linear relationships between variables that are not identified by traditional, simpler, models. If on the one hand ¢hisdeases
the accuracy of Mibased predictive models, on the other hand it could complicate the interpretation of the identified relat
making the model's results opaque and more difficult to explain. Different from traditional regression modelsegrieestor

coefficients allow a direct grasp on what is the relative impact of a single model feature on the overall prediction |eaacinige

models do not have explicit parameters and coefficients. To address this challenge, various interpetabilifyes have beg
recently developed, which allow the contribution of each model variable on its predictions to be assessed and identified.

Generally, the greater the complexity of the ML technique adopted, the lower the transparency of results; for instarocends
of a complex neural network are far less interpretable than those of a (rather simple) decision tree or a rand@mifisésigortant
to emphasize that there is a distinction between machine learning (ML) models and black boxes. Not all ML models ale
black boxes, even though there is no strict boundary between simple and advanced models. Generally htheristis tradeff
between interpretability and accura@y more interpretable models tend to have lower accuracy, while highly accurate mod
often less interpretabl&igure 4below provides a graphical representation of such todide

High
Logit \
Decision trees \

ey

= K-nearest neighbors \

o
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o Generalized additive models
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Support vector machine
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Boosting
Low Deep learning
Low Accuracy High

Figure 4 - The relationship between interpretability and accuracy (source: Hottenhuis (2022))
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¥ /HYHUDJLQJ RQ WKH 3*HUPDQ &UHGLW 'DWD’ ZH LPSOHPHQWHG D QRFHD&BO konRythérHFaxkade L Y

sklearn.feature_selectidmo evaluate its effectiveness in feature selection. Specifically, we initialized an RFE object with a LightGBM clagbifidrase model to

iteratively rank feature importance. At each step, the least important feature was removed until the ntentzeniofy features matched features_to_selecthe
names of the most important features were then retrieved for further analysis. However, it is important to note theétthisetatzontained a limited number]
features, which may not provide significant improvements in model performance whgn@Ri-E.

6 /HYHUDJLQJ RQ WKH VDPH 3*HUPDQ &UHGLW 'DWD’° ZH DOVR FR P Edtdpping appidashUisieyny_$tddpmgX U H

method from python packagjightgbm.callbackto optimize feature selection and model performance. Specifically, we defined a validationedatiaset=[(x_valid,

y_valid)] to monitor model performance during training. The AUC score was used as the evaluationewedtrivgtric="auc}, and early stopping was configured

with callbacks=[early_stopping(50)]This setup ensures that training automatically stops if the AUC score fails to improve for 50 consecutive iterations.

17 The previous hyperparameters (engax_depthare usually optimized before the final training phase using#émelomizedSearchGunction from python package

sklearn.model_selectipmhich searches for the best combination through randomized sampling andatiaestson.
181t should be noted that a model which is excessively complex can lead, in addition to interpretability issues, alsttibg grelflems, which are described
section0.

in
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The interpretability (or explainability, these twegrms are usually used interchangeably) of ML models' results is then a key are

of concern, especially in a context, that of credit risk, where the ability to identify the key drivers behind a ceitaleasszh is

of utmost importance (e.g., explaivhy the loan application of a certain borrower has been refused). This is relevant also from

regulatory perspective; indeed, art. 15(1)(h) of the European General Data Protection Regulation {&pRR)des for the data

VXEMHFWY DQG theKiyht tdroxtein\fierR tHedodntrdller confirmation as to whether or not personal data concernimng hin

or her are being processed, and, where that is the case, access to the personal data and the following informaticexigtelnite

of automated desion-making and [...] meaningful information about the logic involved, as well as the significance and the envisag
consequences of such processing for the data subjetFFRUGLQJ WR %DQFD Gf,WDOLD WKLV
ontheORJLF LQYROY t@ligatidh $oDihterMedafes to provideseDOOHG SORFDO”™ H[SODQDWLRQV

the details of the main variables that contributed to a specific outcome regarding the loan approval of defal WKLV U
recent case concerning fully automated credit scoring, the Advocate General of the European Court of Justice expressed
regarding the level of disclosure and transparency that should be guaranteed to customers iautas®i@d decisiomaking.
According to this opinion, data subjects have the right to receive details about methods and criteria used, includitigrirdforting
parameters and input variables used in the determination of the rating and their influence on the caltutpésd r

To effectively understand and explain the relationships identified by a Machine Learning (ML) model, it is crucial titdialeg
explainability techniques available.

HJI
its o

su

This requirement is integral to any audit framework, which should include controls to assess whether model develgpers

applied appropriate explainability techniques. These techniques allow auditors and stakeholders to identify the variabls

tha

significantly impact the model's results and to check this estimated contribution against economic and business expectatigns.

We believe that the evaluation of model interpretability during audit activities can proceed along the following steps:

x Verify business relevance: ensure that explainability analyses condiwied the model development phase (or duf
validation activities, if performed by the Internal Validation function) align with business logic and expectations.

ng

X Assess the appropriateness of techniques: if the outcomes of the previous step align with expectations, verify tha
explainability methods used are suitable and consistent with established practices in the relevant literature. Canside

previous disussion and any cited references to confirm methodological soundness.

X Monitor result stability: review whether the outcomes of explainability analyses have been consistently monito
documented. Assess the stability of these results over time during both the development and validation phases.

x Challenger model testing: Since pbsic techniques are being used, consider testing a challenger model as a bench
further validate the reliability of the explanations provided.

The explainability of Machine Learning models commonly known asXAl (eXplainable Artificial Intelligence XML
(eXplainable Machine LearningandIML (Interpretable Machine Learningtusually refers to modelgnostic poshoc explanations

(Molnar, 2022). Two widely used explainability techniques, particularly relevant in credit risk modelling, are SHAP and theisHE.

red

marl

techniques are both local, mogajnostic explainability method/ RFDO” LPSOLHV WKDW WKH\ SURYLGH L(
IRU VSHFLILF REVHUY-DWQRQWLEKLQIBBEPBWHY WKH\ FDQ H[SODLQ SUHGLFWLR

XGBoost, neural networks). Notably, SHAP can also be applied to global explainability, offering insights into how setsfic

features influence predictions across a testing set.

SHAP

SHAP (SHapley Additive exPlanationss a method taexplain individual predictions, based on Shapley values. The theory
underlying Shapley values comes for coalitional game theory, which tells us how to fairly distribute the payout of aegame
prediction of the model in our case) among the differentgptafthe features). In the context of model interpretability, Shapley vialues
highlight how much each model's feature has contributed to the single (local) prediction compared to the average piegliction
Shapley value of a specific feature of the modéhe average marginal contribution of the feature value across all possible coalition

In pseudecode it works as follows?}):
1. Create the set of all possible feature combinations (called coalitions).

2. Calculate the average model prediction.

3. )RU HDFK FRDOLWLRQ FDOFXODWH WKH GLIIHUHQFH E [d\W Zhd [dv@ragéeK H

prediction.

JRU HDFK FRDOLWLRQ FDOFXODWH WKH GL Ii&httHeakdiade Hradictiohl Q WKH P

For each coalition, calculate how muckF KDQJHG WKH PRGHOTV SUHGLFWL&@p BY RHXS
represents the marginal contribution of feature

W K

6. Shapley value is equal to the average of all the values calculated in step 5 (i.e., the avfragePoD UJL QD O FRQ)

19 Regulation (EUR016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with régapdoessing of
personal data and on the free movement of such data [...] (General Data Protection Regulation).

0See2SLQLRQ RI $GYRFDWH *HQHUDO 5LFKDUG 'H /D 7TRXU GHOLYHUHG RQ 6HSWHPEHU
21 For further details on the pseudo code, please see the web reg&hapkesy Values A Gentle Introduction | H20.ai
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It should be noted that the exact calculation of the Shapley values for a faatiglwes the evaluation of all possible coalitigns

of feature values, with and without théh feature to calculate the exact Shapley value. For more than a few features, the exact
to this problem might become problematic as the number of possible coalitions exponentially increases as more featiegs
For this reason, in the mosbtramon packages used to calculate the Shapley values they are actually dongpajeproximatior]
(such as Monte&€arlo sampling).

More about the theoretical fundamentals of SHAP and Shapley values can be found in the Annex, as well as in Lundbe
(2017) and Molnar (2022).

Here below we propose a SHAP interpretability analysis, applied to an illustrative credit scoring model trained on the
DYDLODEOH GDWDVHW?3*HUPDQ &UHGLW 'DWD’
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Purpose
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mean(|SHAP value|) (average impact on model output magnitude)

Figure 5 - SHAP waterfall plot for the illustrative credit scoring model (source: elaboration of the Authors)
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5 represents the variable impact sorted for importance within our illustrative model. As can be noticed, the variable ényasrganc
JRRG OHYHO RI EXVLQHVY VHQVH DV WKH PRVW LPSRUWDQW ¥DHGDRDRBOHVRE G
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Figure 6 - SHAP beeswarm plot for the illustrative credit scoring model (source: elaboration of the Authors)

In addition, SHAP allows an assessment of the estimated impact of each variable on the model prediction is cohereotwiith ecol

business sense. The above chart presentedime 6YLVXDOL]HVY WKH LPSDFW RI HDFK IHDWXUH

of default in our illustrative model. In detail, theaxis shows the SHAP values, which represent the influence each feature
pushing the prediction toward a highar lower probability of default. Values to the left indicate a decreadbe probability of
default, while values to the right indicate an increase. As one can see:

X The "Checking account" feature appears to have a strong negative impact. This suggests that individuals with stab
accounts are perceived as lower risk.

X The "Duration"” seems to have a moderate positive impact. An increase of the loan term might be associated W
default risk.

27KH FUHGLW VFRULQJ PRGHO FRQVLGHUHG LV WKH VDPH DOUHDG\ GHVFULEHG LQ WKH 32Y
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X The "Credit amount" is a significant driver of the model's prediction. This aligns with intuition: larger loan amounts ofte

correlate with higher risk.

It is important to highlight that SHAP analysis could reveal somebusiness sense effects in the variables, for example in the
YDULDEOH &UWGHWHDPWROQRLTLQJ LQ WKH ULVN VHQVH EHWZHHQ 30ORZ" DQG *

raise attention in the phase of feature creation, suggesting for instance the need for a better treatment of missing values

LIME

$QRWKHU WHFKQLTXH WKDW FDQ EH XVHG LRME, Dhict stands@ilocal IidrpEethleModed W F
agnostic ExplanationsThe main idea behind LIME is to train a local interpretable model (for instance, a linear model) in proximif
of on observation of interest (local region), which acts as a simpler and explainable model (surrogate) to identifyeheHattu

drive theprediction of the model for this observation, i.e., to get a local explanation. The explanation prowidedibypler mode
does not represent a global explanation of the complex model predictions, but it represents a good explanation ofatetliorg
as it is trained on the local region in proximity of the observation of interest. How is the seimromgdl trained? Data points aroy
the observation of interest are perturbed and weighted according to their proximity to it, then the original modekshpradio

perturbed data points is used to tragirapler model that approximates the model accurately in the vicinity of such observation.

the local explanation is obtained by interpreting the local model (e.g., in case of a linear regression model usedesyloaigag
at the fitted weiglt of the regression).

Below we provide the main steps for training a local surrogate mtitel (
1. Select the observation of interest for which you want to have an explanation of its black box prediction.
2. Perturb the dataset and get the black box predictions for these new points.
3. Weight the new samples according to their proximity to the observation of interest.
4. Train a weighted, interpretable model on the dataset with the variations.
5. Explain the prediction by interpreting the local model.

For further details about the theoretical foundations of the LIME approach, please refer todtiagR016), Molnar (2022) an
Juscafresa (2022).

To raise awareness, we conduct a LIME (Local Interpretable Magtedstic Explanations) analysis based on the pre
illustrative credit scoring modét*). The purpose of this analysis is to provide insights into the model's prediction by identify
features that contribute the most positively or negatively to the specific outcome. By highlighting these influentia) feataira tg
enhance our undstanding of how the model arrives at its decision for a given input data of the test sample.

Local explanation for class Default

0= CheCking ecount == 1001 _

2295.50 < Credit amount <= 3914.25 -

rousing <= 0081 -

0.00 < Saving accounts <= 1.00

T T T T T T T T
—-0.06 —-0.04 -0.02 0.00 0.02 0.04 0.06 0.08

Figure 7 - Example of local explanation with LIME (source: elaboration of the Authors)

In Figure 7/ DERYH UHG EDUV UHSUHVHQW IHDWXUHV WKDW SXVK WKH 3ORF

p
nd

The

ious
ng th

VDPSOH WRHADDXOWR ZKLOH JUHHQ EDUV UHSUHVHQW IHDWXUHV WKDW SX

influendng the prediction are as follows:

X 3&KHFNLQJ $FFRXQW" JUHHQ 7KLV LV WKH PRVW LQIOXHQWLDO IHDODWX

LOQFUHDVHYV WKH OLNHOLKRRG RI WKH LQGLYLGXDO EHLQJ FODVVLIL

X 3&UHGLW $PRXQW" UHG 7KLV IHDWXUH KDV D VLIJQLILFDQW QHJDWLYH

are less likely to be classified as Default

2 Forfurther details please s8e2 Local Surrogate (LIME) | Interpretable Machine Learning
24 Forfurther details on LIME analysis please contact the authors.
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Xx 3XUDWLRQ" JUHHQ 7KLV IHDWXUH KDV D SRVLWLY HikélihbstFotthe mdividial
being classified as "Default.”

OR(

The results of the LIME approach, in terms of most important variables and the sign of their impact, are substantidiyitiligne

that resulting from the previous SHAP analysis, confirming the robust business sense of these model variables.

In this regard, empirical evidence showed that LIME can serve as a powerful tool for assessing the explanatory cédpeab
audited model within specific data clusters. For example, consider a scenario in which a subset of customers charamliere

data has been identified. In this case, it may be of interest to investigate whether LIME's explanations align withvitledebgro

SHAP. This comparison is particularly relevant to assess whether the model's predictors maintain an "explainaidaip” with
the target variable within specific subpopulations. Consequently, a meaningful approach could involve comparing globalugs|

with LIME explanations calculated only for the target subpopulation. However, being LIME explanationatedléar each single

instance, to make the comparison consistent, results from these two XAl techniques must bé&%anked (

lities
d by

AP v

To operationalize this approach, one could extract, for each instance within the selected cluster, the top five varidées wit

highest explanatory power according to LIME. By counting the frequency with which these variables appear in the tojnfiss
a ranking of variables based on their explanatory consistency across instances can be generated. If thd&sed eacking derive
from LIME aligns with the ranking of average SHAP values calculated over the whole population, this would MWdiK&eN W K
explanatory capability remains stable and reliable within the specific cluster under analysis.

Feature SHAP value (average) LIME top 5 explainer

Checking accoun 0.37 85%
Credit amount 0.34 75%
Housing 0.32 69%
Saving accounts 0.22 62%
Duration 0.2 55%

Table7 - Comparison between top 5 average SHAP values and top 5 frequleasgd LIME explanations (source: elaboration of the Authors)

rank

H P

It is important to highlight that implementing the previously discussed metrics requires careful consideration of theicoahputa
burden, especially when analyzing large datasets. To mitigate this challenge, both SHAP and LIME can be applied tossubsar

reducing computational costs without compromising the robustness of the insights. For instance, SHAP values can be ragn
for the top percentage of predictors based on their discriminatory power, as well as on specific clusters/subsangaeslopthen
sample, without compromising the robustness of test information. Additionally, when applying these tools, it is cemigniae
their potential limitations and shortcomings, which may impact their reliability or even lead to misleatthgioms. Some of theg
challenges include:

X For SHAP:

0 The exact computation of SHAP is complex, therefore their calculation for many instances or for
interpretability purposes might result time and computationally intensive.

0 SHAP ignores feature dependence, as it replaces feature values with random instances, and therefore m
misleading results in case of highly correlated variables.

X For LIME:

o LIME calculation is computationally burdensome for large datasets, as it requires generating multiple p
samples and making multiple predictions.

o0 LIME explanations are instable, thus hampering their reliability. As shown by AhNetis and Jaakkola (2018
YHU\ VPDOO SHUWXUEDWLRQV LQ WKH IHDWXUH YDOXHV WKDW
might produce significargffects on the explanations given by the surrogate model.

o /,00l H{SODQDWLRQV KHDYLO\ GHSHQG RQ WKH VHWWLQJ RI /,0(
(neighborhood), the surrogate model used, how the dataset is perturbed (sampling), etc.

For additional details on possible shortcoming of SHAPLAME, see Molnar (2022) as well as the web resources referred
the footnote %). In conclusion, speaking more generally of gost XAl techniques it is important to consider the following poi

x As acknowledged by EBA (2021), XAl typically offers only a partial understanding of a model. A potential solutig
place greater emphasis on inherently interpretable models, also referred to in the literature as white box mod
SH[SODLQDALPUBWVHWDELOLW\" LV GHVLIJQHG LQ $W SUHVHQW LW D
models for credit risk, instead focusing on tree ensemble models such as Random Forest and XGBoost.

X There is no established procedure to compare LIME and SHAP analyses. The proposed approach is an
methodology introduced within a real audit engagement, marking the first instance in which interpretability issug
based models were addressdmhgside computational challenges. A comparison between these two XAl approachg

%5 A similar approach based on rankings was proposed iat@h{2023). Our approach proposed in this paper does not aim to make LIME explanations global
it seeks a commaegense method for comparing the alignment of results from two different XAl techniques.
26 From Opadque to Transparent: Understanding Machine Learning Models with LIME | MegidmK DW TV :URQJ |[MeWiti /, 0 (
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local level was presented by Giudici and Gramegna (2021) using both an unsupervised appnoeahsKlustering) and
supervised approach, with the final result indicating that SHAP performs better.

3.3.4Fairness
A widely discussed topic in the realm of-Based decisiemaking applications with impact on individual persons is relate

ethical risks, i.e., the risk of discrimination against individuals or groups of individuals based on sensitive pelibortes éttich as

age, disability, gender, sexual or political orientation etc.). The property edisorimination of outputs produced by ML models
generally referred to dairness

One of the main causes of unfair outputs produced by Machine Learning models is bias, whose concegistiryuisthned as

a

dto

S

X Statistical or representation bias: this form of distortion arises when the data is not representative of the true popul:

it refers to. It can be caused by forms of selection bias, where the observations within the training data are nof

a rar

selecion of the true population. One example is that of data related to loan repayment capacity, which is observed
available only for individuals who have actually been granted credit in the past, and therefore not representativ

individuals who have apied for credit but have been denied it.

x Historical or societal bias: even if the data is not affected by statistical bias, there may be a form of distorticatan the

reflecting distorted behaviors or decisions occurred in the past. This can happen when there is a bias in label g
for instance when past decisions are systematically favorable/unfavorable towards certain groups of individuals
labels are used to train a ML model.

Fairness is a widely and deeply discussed topic in the current literature concerning the ethical implicatidressefl Aodels
including credit scoring models.

Ssign
, and

The first step of analysis when dealing with NHirness is defining the characteristics for which a model can be deemed fair. A

reported in Hurliret al (2024), the main definitions of fairness can be summarized as below:

x Demographic parityalso defined agmdependencer statistical parity: a model is said to satisfy this property if 1
predicted outcomedis independent of the sensitive attributegs).e., if 2¢ &
In the context of credit scoring, and considering gender as an example of sensitive protected attribéte. (efgr,
males, & L rfor females), this property implies that all applicants should have an equivalent opportunity of obt
good outcome (loan approva’ 2L 9, regardless of their gender, i.2,&aL s#& L soL 2 NAL s+#& L rolL
2NAL so
Looking at the above definition, and its practical implications, it is quite straightforward to highlight its flaws
imposes an equality of treatment for all individuals, thus not allowing to take into account their creditworthines
a good crdit scoring model should instead reflect.

x Conditional demographic paritya model is said to satisfy this property if the predicted outc@meéndependent of th
sensitive attribute(s)8, conditional to the value of nesensitive attributes:(,), i.e., if 2c & :, The conditioning
attributes, : 1, should be norsensitive variables that have a direct impact on the creditworthiness of individuals,
their income. Practically, in the credit scoriggnder example, this definition implies that males and females W
similar level of income (4, L T), should have an equivalent opportunity of obtaining a loan apprg¥al §, while
different outcomes between males and females should be justified by different level of in2ddj@s: s & L s& ., L
T, L 2N@Ls &Lr&a, LT, L 2NaLs :y,L T,

x Separation(also defined agquality of odds a model is said to satisfy this property if the predicted outcchise
independent of the sensitive attribute() conditional to the value of the actual outcomei.e., if 2c & ;. This
definition implies that all applicants with similaredit standing { L U should have the same opportunity of obtain
a loan approval £ L 9, regardless of their sensitive attribute characterisation; in other terms, it requires the n
have equal True Positive Rates (TPR) and False Positive Rates (FPR) across sensitive2didups & L s& L
U L2NaLs &Lrg LU L 2NALs ; L U, with UD<éss=

x  Sufficiencya model is said to satisfy this property if the actual outconsendependent of the sensitive attributegs
conditional to the value of the predictiaAmade by the model. In practice, this definition implies that all applig
receiving the same predictiofiby the scoring model, should have the same probability of having a certain creq
realisation (good/bad). From a rating model standpoint, this definition can be seen as requiring that individuals
same rating class (i.e., with predicted tpability of default within a specific bound) have a similar level of obse
riskiness (e.g., interms of defaultrat@N; L s &L sa&4 L %; L 2N; Ls &L r&dL %; L 2N; Ls 4L
%, where %defines the specific value of the attributed rating class

For a more extensive and deeper overview of fairness definitions and their practical implications, we refer & &l(2024),
Barocaset al(2023), Adebayo (2012), Castelnogbal (2021), Castelnovet al(2022).

The integration of fairness into existing model development workflows requires a structured approach and involv
assessment and mitigation across the entire machine learning modelling pipeline, i.e. fromplaizegsing to the evaluation of t

he
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embedded in each of the following stages of the model development workflow:
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of the applicant.
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X Preprocessing: methods that can be used in this stage of the modelling pipeline are based on the idea of]
potential unfair biases directly from the training dataset. Among these methods, the simplest one is to remov
sensitive attributeBom the dataset prior to the model training-¢edledFairness Through Unawarengss

X In-processing: methods used in this phase consist mainly in enforcing a model to produce fair outcomes |
FRQVWUDLQWY RU SHQDOWLHY WRDZWWY HR BERNWLIPOGHWR QR WR E HPX
time.

X Postprocessing: these strategies are focused on mitigating potential unfair outcomes of a Machine Learning ma
has already been trained. This can be achieved by defining a new classifier as a function of the (potential
outcomes of the unitigated model, optimizing some cost function over false positives and false negatives sy
some fairness constraint.

It is important to highlight that the abodescribed stages of fairness assessment play a key role in the activities o
development, while from an audit perspective, which by its nature is based on a downstream assessment of the modatipth
of fairness aspects is more strictly oriented towards the final outputs produced by the model.

In this context, we believe that the most suitable definitions of fairness, to be assessed as part of a sound audit fies
those of separation or sufficiency, better if paired with a verification oblthénessof the model, i.e., ensuring that no sensi
attributes are used as explanatory variables within the model, a situation which would lead to a direct risk of diseriminatio

We summarize below the key steps to conduct an assessment on the model fairness from an audit perspective:

x  Verify whether fairness was taken into account during the development phase, and if fairness assessments wers
during this phaséor during validation activities, if performed by the Internal Validation function).

X Assess the appropriateness of the definitions and techniques applied, by verifying that they are aligned with bu
practices and suited for the model and the use case under analysis (e.g., statistical parity is not well suited &dr
modds). In addition, verify if the list of sensitive attributes identified is in line with applicable regulatory require
and industry best practices.

X If possible or necessary, challenge the fairness assessment, for instance analyzing additional fairness metrics,
the nondiscrimination properties of the model on specific -bulskets of the population. If not done during
development or #validation phase of the model, two useful fairness tests could be the following:

1. Blindness: verify that the model does not contain explanatory variables based on sensitive attributes or rel
transformations.

2. Sufficiency (group fairness): verify that the individuals for which the model gives a similar prediction, are &
similar in terms of observed riskiness. To do so, we propose the application eampte Ztest for proportions
a statistical testaed to determine whether two proportions are different from each other, with the null hyp
that the two proportions are equal. Such a test is generally used for testing the homogeneity of individuals
to different buckets within the sameirgf class, where the proportion of each bucket is represented by its ¢
rate. The formula for the twsample Ztest for proportions is the following:

BFB
. s
§LSSFL5@2E76A

<L

where B is the proportion (the observed default rate) in the firstlmuiket and Js the related number ¢
observations b is the proportion (the observed default rate) in the secontsthet andJgthe related number ¢
observations, and.js the average proportion of the two dulickets (the observed default rate of the union o
two subbuckets). In practice, for each bucket of individuals which are similar in terms of model predictio
within the same rating class or within enited bound of estimated PD values), we check that the actual riskin
such individuals is similar despite their characterization of the sensitive attributes. To give a more practical
suppose we have a model withrating classes: for each class, split the borrowers between groups based
sensitive attribute (e.g., males vs. females) and verify that their riskiness, represented by the observed d
is not statistically different, using the above defile WHVW | WKH QXOO K\SRWKHVLV H
a certain bucket is not rejected (i.e., thegtue associated to thesfatistic is above the chosen significance ley

remc
E poOsS

oy ad
\@ | LD

delw
y bia
bject

mod
e eva

newor
ive

£ con

5ines:
credi
ment

Or ass
the

ated O

actual
othes
belon
lefaul

f

=9

the
n (e.g
ess 0
exam
on t
pfault
R 3|
el),

ZH FDQ FRQFOXGH WKDW WKH P R@&dat® simifartih@ividualsliR &sitMIKrDvey, deXréthiew

sensitive characterization.

Below we provide an example of practical application of the fairness assessment described above, based on a simpieg
model trained for illustrative purpose§ ( )RU WKH FRQVLGHUHG PRGHO WKH LQIRUPDWLR
is available. We did not use this information as an explanatory variable for training the model, hence the propertyes$ I
satisfied. However, we want to @tk also for sufficiency, that is we want to answer to the following question: is the model t
similarly males and females in our sample, in relation to their observed riskiness?

To conduct such test, we clustered our testing sample in 2 buckets (classes): observations with a predicted PD ahaté: 4
RIl IDOO ZLWKLQ D EDG” FOBRN WKHOBUEHORY LWEHGWRW 3JRRG ~ F @baleg
inside each bucket are treated similarly; thee& allows us to assess if borrowers within each cluster are similar also in t¢

2 The illustrative credit risk model considered here is the same already described in the previous paegagrapty theverfitting andinterpretability assessment
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observed riskiness. We then split each of the two buckets in twbumkets, based on gender, distinguishing males from fenkales,
and via the Aest we verified if these two sthuckets are homogeneous in term of default rate. The results of the assessment

summarized iTable 8below. As it can be noticed, for both buckets theapue is above the level of confidence (set in our exal
WR WKHUHIRUH WKH QXO0OO0O K\SRW R)HdhvaenRiHbtEKES &f GacMbucRelt danthdThi @jéctdd B
RQ WKHVH UHVXOWYV ZH FDQ FRQFOXGH WKDW RXU PRGHO LV 3D L fihitiorDo¥
sufficiency.

Count all Default Default Null
Count all Avg. PD ' Rate hypothesis
Class Gender [sub- Rate Z-score p-value _
[bucket] bucket] [bucket] [bucket] [sub- (DRu=DR¢)
bucket] E9)
Good Male 592 426 13.139% 13.086% 7.095% 1.277% 0.277 0.782 e
00 . . . .
Female 166 ° | 13.274% | 6.621% REJECTED
Male 264 55.115% 60.606% NOT
Bad 408 55.393% 63.235% -1.491 0.136
Female 144 55.903% 68.056% REJECTED
TOTAL 1,000 1,000 | 30.379% | 30.379% | 30.000% | 30.000%

Table8 - Results of the fairness assessment on the illustrative credit scoring model (source: elaboration of the Authors)

ple
et

LQ

In addition to what discussed above, when dealing with the fairnesstzfs&d credit risk models, a relevant point to be considered

is the tradeRIl EHWZHHQ WKH PRGHOYV SHUIRUPDQFH DQG WKH IDLUQHVY, iRd
reasonable to expect that more complex moddlswhich can ensure the achievement of higher levels of accuracy and perfor
might be more prone to exploit potential biases embedded in the training data, thus exacerbating the risk of produtingtaoliy
results.

UH
manc
Cri

While this tradeoff should be carefully evaluated during the modelling phase, we propose here a possible check that coulc

performed from the audit standpoint to assess the balance between the two dimensions of performance and fairnesstfdn

e ide:

proposed test is to verify whether, given a specific model under assessment, it is possible to obtain an alternatige roioakding

ZKLFK HQVXUHV VLPLODU OHYHOV RI DFFXUDF\ EXW DW WKH VDPH Wélbpfiist

EHL

identifying possible sensitive features included in the current model, and then challenge it through an alternative chodeésvhi

not rely on such features.

To give a more practical example, we leverage on the same illustrative credit scoring model already considered abtha.
WKLV PRGHO LQFOXGHYV 3$JH" DV DQ H[SODQDWRU\ YDULDEOH HYHQ Wder

Rece
X JK

in credit risk models and rating systems, one could argue that its inclusion in the model specification might lead atbypotent

discriminatory results against certain age groups of the population. In this context, our proposed test involveshariflieghative

PRGHO HTXDO WR WKH DXGLWHG RQH EXW ZLWK WKH H[FOXVLRQ RI wikH 3$.

(i.e. not too much lower) to that of the model under investigation.

Model specification AUC
Including "Age" 69.295%
Excluding "Age" 68.015%

Delta -1.280%

Table9 - AUC (test sample) of the credit scoring model with and without the "Age" variable (source: elaboration of the Authors)

$V LW FDQ EH QRWLFHG IURP WKH WDEOH DERYH WKH H[FOXVLRQ RigitéKH \
drop in the model performance (measured by its AUROC, which slightly decreases from 69% to 68%). In this contexttely audil
would suggest refusing the original model specification and prefer the alternative one, as it reduces the risk of pesaitd¢ bi

eventually, discrimination, stemming from the reference to sensitive characteristics of the individuals suchges. their

3.3.5Model Implementation

Model implementation is not a prerogative area of Machine Learning models, as Internal Audit checks on these aspect

expected to be conducted also for models based on traditional statistical techniques.

When it comes to Machine Learning models, it should be noted that the implementation of such¥)asleisu@lly done via

a

dedicated Data Analytics platform, that allows the management of the comprehensteeerddorocess of model development,

testing, deployment and implementation within a unique platform. By leveraging specific and advancediglada platforms, it is

possible to deploy a model in a production environment without the need to refactor the entire model development cogevior the

HQYLURQPHQW ,QVWHDG D VLPSOH 3GXPS”™ RI WKH PRGHOHP®@ GEHO BWHU
operation across all environments (development, testing, and production). In light of this, the incisiveness of théralsdieqaired
on these aspects of model implementation is limited.

KR

2% Similar to other validation tests that compare estimated PD and default rates, it is important to note that the estamdtedrfe®ponding rating classes are based
on data from time-1, while the performance window for counterparties in a spectiitgralass spans fromlt to t. This means that the test can only assess whether

the model was meeting the fairness condition 12 months ago.

30 When the number of observations within a class is low, it is advisable to also assess the power of the test. This temswasetio failing to reject the ny
hypothesis, the difference you are investigating does not actually exist (Type Il Error).

31 Complexity is intended here both as in terms of the algorithm employed as well as in terms of the explanatory varidelesidonghe model training.

32 This is primarily due to the complexity of ML/AI algorithms, such as ensemble tree methods, which rely on multiple deewsiamd are therefore challenging
deploy manually."
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Nevertheless, it should be taken into account that, as highlighted in s&cjpecific requirements for the providers of higgk
systems are foreseen by EU Al Act, covering also the area of model implementation. Indeed, in addition to the accunaeys)
and cybersecurity requirements set out by art. 15, the Regulatiopraiddes the requirement of record keeping of logs issug

the model over its lifetime (art. 12), to ensure the traceability of its functioning, as well as the obligegpmrttany serious incidenits

regarding the highisk system to market surveillance authorities (art. 73).

robus
d by

From an audit perspective, it is thus useful to introduce some audit checks on the implementation phase of the maug|, ass
the level of technical robustness of the implemented model and the framework for record keeping and incidents repotting set o

3.36 Model Use, Monitoring and Review

As depicted in Table 4, this area of our audit framework encompasses three phases, namely model use, model monitorin

model review.

Each of these three phases is relevant fronawait perspective, especially when dealing with ML models, which introduce

elements of specificity within each of these stages.

Regarding model use, it is important that people involved in the final use of the model's outcomes within credit proes
appropriate knowledge of how the model works, how it makes predictions and what these predictions are driven by. ik

both from a regulatory compliance standpoint (in particular, art. 14 of the EU Al Act requires a sufficient level of heraihiov
during the model functioning to ensure that the model is functioning as intended), but also from an internal arsyras that the

model's results are used consciously and appropriately. In addition, it allows the detection of potential model makimag
interventions with appropriate corrective actions in case of anomalous results.

sses
is rele

tions

It is therefore important, from an audit perspective, to check that all these elements are in place to allow for a @orrect

responsible use of the model and an adequate level of human oversight. Practical audit checks on this aspect coulel
following controls:

X Is there a complete and transparent documentation in place that clearly describes the model functioning an
drivers?

inclu

d its

x Does the documentation describe the limitations of the model, and/or situations where its outcomes should be consi

and used with a lower level of reliability?

X IsthereawellGHILQHG IUDPHZRUN RI HVFDODWLRQ UHPHGLDWLRQ LQ FDV

credit process has highlighted potential anomalies?

Model monitoring aims at ensuring that the model functions smoothly and correctly over time. To do so, it is importeane

hat t

is an adequate framework for the periodic monitoring and maintenance of the model, for instance with a periodic analysis

assessment of its predictive performance and established thresholds to trigger model maintenance interventions. Mbyetpes
audit framework in this area could include the following checks:

X Assess whether a structured monitoring framework has been defined to verify the adequate functioning of the
production over time. The monitoring framework should include at least tests in the areas of model performance
interpretabilityand fairness, with related thresholds to highlight potential anomalies and analyze their trend ove

x Assess whether the monitoring framework in place allows for a timely identification of malfunctioning and an
(i.e., if the controls are executed over a short time frame after the periodic model runs), and if results of the m
checks are intpreted correctly and communicated clearly to all relevant stakeholders.

An additional element to be considered in the model monitoring area is the presence of an appropriate-keepngrdystem
that allows to track and detect potential anomalies in the functioning of the system and ensure compliance with E
requrements.

Lastly, concerning the model review, it is important that there is an adequate framework in place providing clear igstr
terms of periodic model review and the conditions for a model update, as well aarte eefinition of the situations andralitions
that might lead to a decommissioning of the model. Examples of practical checks that could be performed in this seaiadhs

x Verify if the development function has defined, also in conjunction with the framework for model monitoring,
rules, metrics and thresholds to identify situations in which the review or the decommission of the model s
evaluated, and if sudlules, metrics and thresholds are sound and adequate.

x Verify if situations like those defined in the framework have occurred in the past and if the defined rules, me
thresholds have been applied consistently.

4. Conclusions

In recent years, the increasing availability of IT resources capable of managing and analyzing massive amounts of\d#la
WKH SRWHQWLDO FRQVHTXHQFHV RI %9DVHO ,99V UHJXODWRU\ PRGH @ addpy
a new class of cuttingdge models based on machine learning technology. These models aim to enhance competitiv
efficiency in creditworthiness assessment. Furthermore, recent reports from the European Banking Authority (EBA
annourcement that the upcoming version of the ECB Model Guide will include specific supervisory expectations on th
machine learning highlight the growing regulatory focus on credit risk models incorporating Al techniques. These deveiltsur
foreseea crucial role for audit functions in providing assurance on these models by ensuring their reliability, regulatory aan
and alignment with best practices in risk governance.
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In this light, this paper offers a structured audit approach for assessing and testiagedll credit risk models, systematica
identifying model risks throughout the model {dgcle phases defined in Model Risk Management (MRM). This approach
with both currehand emerging regulations while integrating established methodological references. The proposed framewq
provide a comprehensive method for identifying risks associated with Machine Learning models, addressing both rislslaice
to the credit risk modél such as obligor misclassificatisnDQG EURDGHU ULVNVY UHODWHG WR WKH
maintenance. Additionally, the framework incorporates considerations for ethical risks.

The proposed tests and their practical implementation present a potential approach for autiaisedAdredit risk models. Whi
not exhaustive or definitive, this approach aims to reflect the inherent complexity and multidimensional nature of the
emphasizing the need for flexibility and adaptability, recognizing the evolving challenges in this area.

Moreover, the proposed framework is designed to accommodate potential future extensions to recognize emerging a
matter of fact, Artificial Intelligence and Machine Learning science is continuously evolving, and this evolution can meoy
instruments to address challenges obaked credit risk models. An example of possible future extension of our framework is
to causality, a prominent emerging topic in Machine Learning literature: causality, also known as Causal Inference At, (
consists of a set of techniques which reveal the causal relationships that are embedded in the data, making it passibkt
predictive ML models and analyze the robustness of causal relationship identified. Further detail on causaldgtésdprethe
Annex.

A notable aspect of this framework is its consideration of future regulatory requirements, particularly those relatg
forthcoming EU Al Act. By integrating potential future obligations, the framework positions itself as felowkidg, helping
organizations stay compliant with evolving standards and best practices in Al governance. This proactive approach is oreiG;
where regulations around Al and Machine Learning are becoming increasingly stringent and impactful. However, in our
practical tests, we recommend evaluating a "transition period” prior to the full implementation of the EU Al Act.

Finally, it is important to emphasize that thisrk is intended as a starting point for further refinement and discussion. The dy
nature of both the regulatory landscape and advancements in Al technology means that ongoing development and adjbst
necessary. The aim here is to fosterraaber dialogue on how to effectively manage model risk while balancing regy
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compliance, ethical considerations, and technological innovation. Future research and industry input will be vital togeapdndi

refining the approaches discussed in fiaper.

5. Annex
Theoretical fundamentals on SHAP
SHAP and Shapley values allowittentify what is the contribution of a specific featufier a specific prediction of our mode
To calculate the Shapley we first create all possible coalitions of the other features of the modelatdate the model predictig
for every coalition, with and without the feature of interest, and calcthatelifference between this prediction and the ave
prediction. By comparing the change with respect to the average prediction, with and without the feature of intereshe

marginal contribution. The value of variables that are not in thetiovei$ replaced with a random value extracted from the avai
dataset. This marginal contribution is then averaged across all possible cotdii@tshe average marginal contribution.

In formulas:

S .
t')U:OéR;LT\ | 50 F5Fs;esR5é E F R5,7?
icacdk

where:

x the symbol ais used to indicate the cardinality (i.e., the numerosity) of a set of features (it is therefore not to be
DV WKH 3SDEVROXWH YDOXH’

X Ois the set of all features;

X %’éﬁq c sc«x identifies the average of the marginal contributions of featoker all possible coalitions;

x 5 C 30 <=is the subset of features that does not include fedture

x 5& 0 F 5 F s;ddentifies the weight, that is the product of the number of permutatiorsaofl the number g
permutations of the complement §fwhere 5is a subset of features used in the model;

x >R5 & E F R5;1s the marginal contribution of featuri®o the subset

It should be noted that the exact calculation of the Shapley values for a fdatioiees the evaluation of all possible coalitig
of feature values, with and without théh feature to calculate the exact Shapley value. For more than a few features, the exact
to this problem might become problematic as the number of possible coalitions exponentially increases as more featlaes
For this reason, in the mostramon packages used to calculate the Shapley values they are actually donmgpajeproximatior]
(such as Mont&€arlo sampling).

More about the theoretical fundamentals of SHAP and Shapley values can be found in Lundberg and Lee (2017) a
(2022).
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Theoretical fundamentals on LIME

Here we briefly introduce with the mathematical details of LIME which, as we will see, also depend on the interpretal
which is chosen as surrogate.

©L =N CE JeeBaCag; E x:C;
UPA

where:
x  Bthe complex model being explained.
X  Cthe interpretable model (e.g., a linear model) that approxinBlteslly aroundx.
X ):the set of all possible interpretable models.
x @ a%N, ; aloss function that measures the difference betvggeard Cin the neighborhood of &veighted by N..
x  Ng a locality measure, which assigns higher weights to data points cloger to
x  3:C; aregularization term that enforces simplicity@to ensure interpretability.

The goal of LIME is to minimize with an interpretable mod&the loss functionasaround T, with a penalty3: C; that keepsC

le mc

simple and interpretable. For further details about the theoretical foundations of the LIME approach, please refer &t Ribeiro

(2016), Molnar (2022) and Juscafresa (2022).

Causality

Machine Learning models leverage their power to recognize and exploit complex correlation patterns among variablés an

such correlations to make predictions.

However, as it is commonly said, correlation does not imply causation. Indeed, two variables that appear related based or

observational data, might instead be the outcome of a confounding variable, that is a (usually unobserved) variabientiest

infl

both observed features and leads to an apparent causal relationship that is actually spurious. Prediction modelsetisauievesag

correlation relationships might provide poor performances and inaccurate predictions when such relationshipsestkftiown.

To mitigate this problem, a prominent area of analysis is currently being developed, known as Causal Inference or Causse

Causal Al does not merely look at correlations, but it rather allows study of the causal relationships that are emineddasl

nt

Leveraging these tools, it is possible to béest predictive ML models analyzing the robustness of causal relationship identified.

An example of Causal Al is the usage of causal graphs, that represent graphically the assignment structure of a mode
the identification of direct and indirect causal relationships in a model. With causal graphs, one can identify andepisessiy

confoundingvariables, as well asediatorvariables. An example of causal graphs for this type of analysis is reported in gurés

9.

Figure 8 - Example of causal graph with a confounding variable (source: Barocas et al (2018))

Figure 9 - Example of causal graph with a mediator variable (source: Barocas et al (2018))

In Figure 8 we can see that variableacts as a confounder for the relationship betweeand ;, as it produces a positiy
correlation of : and ; which is a mere result of confounding, whileand ; are not linked by a causal relationship. A model
draws conclusions on the \ ; relationship without considering the effect of the variakleould most likely lead to inaccural
predictions. A similar effect, but due to a different situation, is that of a mediator variable, represEigacki® here we can notic|
that the relationship betweenand ; is two-fold: a direct relationship \ ;, and an indirect relationship \ <\ ;. Also in this
case, a model that attempts to model the relationship betward ; and make related predictions, should appropriately captu
effect of the mediator variable For additional details on Causal Al theory, and on causal graphs, please refer to &at{28438).
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Abstract

The rapid advancement of artificial intelligence (Al) technologies, particularly generative Al and large language modglshas
ushered in a new era of possibilities for the financial sector. This paper explores the integration of thesedgetticnologieg

M

into financial sector risk management, examining both the potential applications and the necessary regulatory framewovide Ve

a comprehensive analysis of how generative Al and LLMs can revolutionize risk assessment, fraud detecébanatgsis, ang

regulatory compliance. The study delves into the technical aspects of these Al models, their implementation challehges, an

implications for existing risk management practices. Furthermore, we propose a novel framework for theblesmtomion of Al

in financial risk management, addressing concerns related to model interpretability, data privacy, and algorithmicflrdmgsur
suggest that while generative Al and LLMs offer unprecedented opportunities for enhancing risk mahagpaislities, they also
necessitate a recalibration of regulatory approaches to ensure financial stability and consumer protection. This ré$ieates toon

the growing body of literature on Al in finance and provides actionable insights for ipreat#, policymakers, and researchers in
field.

Keywords: Generative Al, Large Language Models, Risk Management, Machine Learning
JEL Classification Codes G32, G18

1. Introduction

the

The financial sector has long been at the forefront of technological adoption, leveraging advancements in computiranahdicsta
to enhancedecisionmaking processes, improve operational efficiency, and manage risks more effectively. In recent years,

emergence of artificial intelligence (Al) and machine learning (ML) has presented unprecedented opportunities for inng
financial sevices. Among these Al technologies, generative Al and large language models (LLMs) stand out as pa
transformative, offering the potential to revolutionize how financial institutions approach risk management.

Generative Al refers to a class of artificial intelligence algorithms capable of creating new content, including text gintagesn

vatio
rticul

complex financial models. These systems learn from vast amounts of data to generate novel outputs that can miongatednan

content or produce entirely new insights. Large language models, a subset of generative Al, are specifically desigmsizmnal
and generate humdike text across a wide range of domains. The most advanced LLMs, such as GPT (Generdtaired

unde
e

Transformer) models, have demonstrated remarkable capabilities in natural language processing tasks, including latefi@ye tran:

text summarization, and even complex reasoning (Brown et al., 2020).

The integration of these technologies into financial sector risk management presents both immense opportunities and

signi

challenges. On one hand, generative Al and LLMs offer the potential to process and analyze vast amounts of structurec
unstrictured data at unprecedented speeds, potentially uncovering hidden patterns and risks that traditional methods might ove

They can automate complex risk assessment processes, enhance fraud detection systems, and -piroeidiesigats into marke
dynamics. Moreover, these technologies can assist in regulatory compliance by automating the interpretation of comigle

t
X fina

regulations and generating compliant documenta@arthe other hand, the adoption of such powerful Al technologies in the financial

sector raises important questions about model interpretability, data privacy, and the potential for algorithmic biaack bex'i
nature of many advanced Al models carked difficult for regulators and risk managers to understand and vatluatdecision

making processes (Rudin, 2019). There are also concerns about the security and privacy of sensitive financial dasinubeddo tr

models. Furthermore, the potential for Al systems to perpetuate or even amplify existing biases i fi@ais@mamaking processe
poses significant ethical and regulatory challenges (O'Neil, 2016).

Given these considerations, the development of appropriate regulatory frameworks becomes crucial. Regulators musitatek

ead

balance between fostering innovation and ensuring the stability and integrity of the financial system. This requiresda nua
understanding of the technical aspects of generative Al and LLMs, as well as their potential impacts on various aspecialpf fi

risk management.

This paper aims to provide a comprehensive examination of the integration of generative Al and large language modeks

n fine

sector risk management. We explore the technical foundations of these technologies, their potential applications agsoss vz
domains of risk management, and the regulatory considerations that arise from their adoption. Our analysis drawseatgeptting
research in Al, finance, and regulatory policy to offer insights into how these technologies can be leveraged responsibly

effectively.

The structure of this paper is as follows: Section 2 provides a detailed literature review, examining the current sidtgptibAlin
finance and the specific characteristics of generative Al and LLMs. Section 3 outlines our methodology for atmeyzinential
applications and regulatory implications of these technologies. Section 4 delves into the technical aspects of geaetiv®4]

exploring their architectures, training processes, and key capabilities. Section 5 examines the prplitatibrap of these

technologies in various areas of financial risk management, including credit risk assessment, market risk analysisal ojsdr
management, and regulatory compliance. Section 6 discusses the regulatory challenges and praopesesiaffsathe responsib
adoption of Al in financial risk management. Section 7 analyzes the potential impacts of widespread Al adoption on g
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sector and broader economy. Finally, Section 8 concludes the paper, summarizing key findings and outlining directiores| for fi
research.

By providing this comprehensive analysis, we aim to contribute to the growing body of literature on Al in finance araduziifde|v
insights for practitioners, policymakers, and researchers grappling with the complexities of integrating advancedliédieschmio
financial risk management practices.

2. Literature Review

—

The integration of artificial intelligence in the financial sector has been a topic of growing interest in academie ldeeattire pas
decade. This section provides a comprehensive review of the existing research on Al applications in finanpeyticitiiaa focus
on the emerging roles of generative Al and large language models in risk management.

The use of Al in finance has evolved significantly since its initial applications in the 1980s. Early research by Tamag (PR
explored the use of neural networks for bank failure prediction, demonstrating the potential of Al in financial sskness
Subsequent studies, such as those by Altman et al. (198#)and Lee (2005and Lagasio et al. (2022further developed th
application of Al techniques in credit scoring and bankruptcy prediction.

D o

As Al technologies advanced, their applications in finance expanded. Bahrammirzaee (2010) provided a comprehensivAlreview
techniques in financial markets, banking, and insurance, highlighting the growing use of expert systems, neural netéuzkg| and
logic across various financial domains. The advent of big data and increased computational power led to more sophisticats
applications, as discussed by Buchanan (2019) in his analysis of Al and big data in corporate financial management.

Machine learning, a subset of Al, has gained particular prominence in financial risk management. Kou et al. (2014) seiveyed t
of machine learning methods in financial risk analysis, emphasizing their effectiveness in credit risk assessmentiatectiand
Leo et al. (2019) further explored the application of machine learning in systemic risk assessment, demonstrating écimihese t
can enhance the prediction of financial crises.

In the realm of market risk, Sezer et al. (2020) provided an extensive review of deep learning models for financiaeime se
forecasting, showcasing the potential of these advanced Al techniques in predicting market movements and managing|inves
risks.

The development of generative Al and large language models represents a significant leap in Al capabilities. Whilenthlegéeech
are relatively new, their potential applications in finance have already garnered attention from researchers ame s atitito

Generative Al, particularly in the form of Generative Adversarial Networks (GANs), has shown promise in financial appljcatio
Wiese et al. (2020) demonstrated the use of GANs for generating synthetic financial time series data, which can bemadligble f
modeling and stress testing. Similarly, Fu et al. (2019) explored the application of GANs in credit card fraud detewtiasirgfjo
how generative models can enhance the identification of fraudulent transakctioges language models, exemplified ®penAl's
GPT series and Google's BERT, have primarily been studied in the context of natural language processing tasks. However
potential applications in finance are beginning to emerge. Araci (2019) investigated the use of BERT for finamgiairtg>xnd
sentiment analysis, demonstrating how these models can extract valuable insights from unstructured financial data.

The adoption of advanced Al technologies in finance has raised significant regulatory concerns. Danielsson et al. (2022) exar
the implications of Al for financial stability, highlighting both the potential benefits and risks associated with widéd@daption
in financial services. They emphasized the need for regulatory frameworks that can adapt to the rapid pace of tectawiggical c
Fligstein et al. (2017) explored the challenges of regulating algorithms in financial markets, arguing &seth¢ransparency and
accountability in algorithmic decisiemaking processes. This work laid the groundwork for discussions on the regulation af mor
advanced Al systems, including generative Al and LLMs.

The issue of model interpretability, particularly relevant to complex Al systems, has been addressed by several résaakzehets.
al. (2019) discussed the importance of explainable Al in financial services, proposing methods to enhance the ilitteqdretab
machine learning models used in credit risk assessment.

The potential for Al systems to perpetuate or amplify biases has been a growing concern in financial applicationsalF (@2t
examined the impact of machine learning on mortgage lending, finding that these technologies can affect the digtcitaatipand
potentially exacerbate existing inequalities. Their work underscores the importance of considering fairness and equity in
deployment of Al systems in finance.

While the literature on Al in finance is extensive, there is a notable gap in research specifically addressing theninfegratmative
Al and large language models in financial risk management. This paper aims to fill this gap by providing a cmnprahalysis
of the potential applications, technical challenges, and regulatory implications of these advanced Al technologiestextiuf |con
financial risk management.

3. Methodology

To comprehensively analyze the integration of generative Al and large language models (LLMs) in financial sector riskengnager
we employ a multfaceted methodological approach. This approach combines theoagiatgsis, technical examination, and policy
evaluation to provide a holistic understanding of the subject matter.

Our research employs an integrated methodological framework that combines theoretical analysis, technical examination, and |
evaluation to comprehensively analyze the integration of generative Al and large language models (LLMs) in financiedksector
management.
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This framework operates across three interconnected layers: theoretical foundation, technical implementation, and
compliance, creating a cohesive approach to understanding and evaluating Al integration in financial risk management.

The foundation of our methodology rests on the synthesis of three primary components that work in synergy:

X Theoretical foundation: The literature review was conducted using Google Scholar to avoid arbitrarily selecting
repository of academic papers. Given the cfidd nature of this topi€ spanning economics, finance, mathematics,
computer sciere? this approach ensures a broader and more comprehensive selection of relevant studies.

regul

a sir
and

X Technical implementation: We analyzed the methodologies proposed in recent studies and applied them to relevant fine

datasets. The study focuses on Al architectures, training processeas)pdgmientation challenges, including computatig
constraints and data security concerns.
X Regulatory compliance: Our policy analysis begins with a review of financial sector regulations on risk management,

nal

incluc

Basel Ill and GDPR, and extends to emerging frameworks such as the European Al Act. This ensures that Al adoption a

with estdlished and forthcoming regulatory guidelines.

Our research employs an integrated methodological framework that combines theoretical analysis, technical examination,
evaluation to comprehensively analyze the integration of generative Al and large language models (LLMs) in financiedks
management. This framework operates across three interconnected layers: theoretical foundation, technical implemer
regulatory compliance, creating a cohesive approach to understanding and evaluating Al integration in financial risk ntana|

The foundation of our methodology rests on the synthesis of three primary components that work in synergy. The {

foundation layer is grounded in established theories of financial risk management, artificial intelligence, and regataioricec

This layer provides the conceptual basis for understanding the role of generative Al and LLMs in financial risk manage
enables the development of theoretical models that explain the interaction between Al systems and financial risk.

The technical implementation layer focuses on the practical aspects of implementing Al systems in financial risk mafdge
includes the analysis of Al architectures, training processes, and deployment strategies, along with the evaluatioretidrealr
requirements and technical constraints. This layer bridges the gap between theoretical understanding and practical applic

The regulatory compliance layer addresses the regulatory implications and compliance requirements, ensuring alignnsimgy

financial regulations and guidelines while developing frameworks for responsible Al adoption in financial contextseil hexVag

as a crucial interface between technological innovation and regulatory requirements.

Our methodology encompasses comprehensive data collection and analysis approaches that span across all three laysss|.

research component includes technical analysis of states-art models such as GF3[ GPTF4, and BERT, along with evaluatig
of implementation challenges and solutions. This includes detailed assessment of computational resources, data regudr
model interpretability issues.

The secondary research component involves an extensive literature review of academic publications, industry repontg,
documents, and case studies. This comprehensive review ensures that our framework is built upon a solid foundatiog
knowledge while identifying gaps and opportunities for innovation.

We map technical capabilities to regulatory requirements, identify potential conflicts between technical optimizationlatodyr

compliance, and develop solutions that balance technical efficiency with regulatory constraints. This integrationnsuoessthat

our framework addresses the complex interplay between technical innovation and regulatory requirements.

Our synthesis approach combines insights from different layers to develop a comprehensive understanding of Al inte
financial risk management. Through careful analysis of patterns and relationships between technical, theoretical, angd
agects, we create unified frameworks that address all aspects of Al implementation.

The development of our integrated framework follows a structured process beginning with theoretical analysis. This i
thorough review of fundamental theories in financial risk management, analysis of Al principles and methodologies, atahi
of regulatory economic theories. The theoretical foundation is then expanded through technical examination, includah
analysis of Al architectures such as GR{Brown et al., 2020), GRZ (Kalyan et al., 2023; Niszczota and Abbas, 2023), andIB
(Devlin et al., 2018).

The regulatory evaluation phase examines existing regulations, including the Basel Il framework (Basel Committee or
Supervision, 2017) and the European Union's General Data Protection Regulation (GDPR). This evaluation ensure
framework #igns with current regulatory requirements while anticipating future regulatory developments.

We acknowledge that our methodology faces several limitations. The rapid pace of technological change may outpag
findings, and there is limited availability of reabrld implementation data. The complexity of integrating multiple methodolo
approaches and the challenges in balancing competing priorities across layers also present ongoing challenges thagfolilys
managed.

The resulting framework is designed for practical application in risk assessment and management processes, technidatiom
projects, regulatory compliance programs, and policy development initiatives. This comprehensive approach ensureséaatid
not only advances theoretical understanding but also provides practical guidance for the implementation of Al systerisili
risk management.

Through this integrated methodological approach, we ensure comprehensive coverage of all aspects related to Al int
financial risk management while maintaining logical connections between different components of the research. The f
provides a structured way to understand, implement, and regulate Al systems in financial risk management, while acknowl
dynamic nature of both technology and regulatory requirements.
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4. Technical Foundations of Generative Al and Large Language Models

To fully appreciate the potential applications and implications of generative Al and large language models (LLMs) i figkancia
management, it is crucial to understand their technical foundations. This section provides a detailed examinationesfyihg jund

technologies, their architectures, training processes, and key capabilities.

4.1 Generative Adversarial Networks (GANS)

Generative Adversarial Networks, introduced by Goodfellow et al. (2014), represent a significant advancement in generative
GANSs are based on a gastieoretic framework where two neural networkgeaerator and a discriminator, are pitted against gach

other in a minimax game.

The GAN architecture consists of these two key components: the generator network learns to create synthetic data dari@es, wi

discriminator network attempts to distinguish between real and generated samples. The objective of this adversariat e
generator to produce data that is indistinguishable from real data, as judged by the discriminator.

In the training process, the generator takes random noise as input and produces synthetic data samples. The discn
evaluates both real data samples and the generator's synthetic samples, attempting to classify them as real or fakéor ey
to maximize the probability of the discriminator making a mistake, while the discriminator aims to minimize its classiicatio

pis

inatc
ne

This process can be conceptualized as a minimax game where the generator tries to minimize a certain objective fumt¢kien, wh

discriminator tries to maximize it. The training continues until an equilibrium is reached, ideally resulting in a géraratoduces

highly realistic synthetic data and a discriminator that can no longer distinguish between real and synthetic sampieéintyith ce

In the context of financial applications, the architecture of GANs allows for the generation imigihsional, complex data

distributions, making them particularly suitable for modeling financial markets' intricate dynamics. For instance, ifnge

synthetic financial time series, the generator might be structured as a deep convolutional neural network or a re@lmetwodgr

(such as LSTM), capable of capturing temporal dependencies in the data.

nerai

However, training GANs can be challenging due to issues such ascoltajese and training instability. Mode collapse occurs when

the generator produces a limited variety of samples, failing to capture the full diversity of the true data distribstispafticularly
problematic in financial applications where captgrihe full range of market behaviors is crucial.

To address these challenges, several variants of GANs have been proposed. Wasserstein GANs (WGANS), introduced by| Arjov
al. (2017), use the Wasserstein distance as a measure of the difference between the real and generated data dissrdgptioashTh

provides more stable gradients during training and helps alleviate the mode collapse problem to some extent.

Another notable variant is the Progressive Growing of GANSs, proposed by Karras et al. (2017). This technique involvelsaihgwing

the generator and discriminator progressively, starting fromrésslution representations and adding new layers that irdead

higherresolution details as training progresses. While originally developed for image generation, this concept can be adapt

financial time series by progressively increasing the temporal resolution or the number of financial features considered.

Conditional GANSs, introduced by Mirza & Osindero (2014), extend the GAN framework by conditioning both the generator a

discriminator on additional information. In financial applications, this could involve conditioning on economic indicataker
events, allowing for more controlled generation of synthetic financial data.

In financial applications, GANs have shown promise in several areas. Wiese et al. (2020) demonstrated the use of GAddtrig
realistic financial time series data. Their approach, QuantGAN, uses a temporal convolutional architecture for battatbe aysm
discriminator, capable of capturing longnge dependencies in financial time series. This has significant implications for stress
and scenario analysis in risk management.

gen

testil

GANSs can also be used to create realistic but anonymized customer data, which is particularly valuable in financiallsergjces
data privacy regulations (such as GDPR) place strict limitations on data sharing and usage. This application of GANS\a&tgbles

preserving analytics, allowing financial institutions to share and analyze data without compromising individual custanyer priv

In the realm of fraud detection, Fu et al. (2019) applied GANs to augment datasets for improving the performance cédtimung

det

models. By generating synthetic examples of fraudulent transactions, GANs can help address class imbalance issuegraochmon i

detection tasks. This application demonstrates the potential of GANs to enhance the robustness of risk management
scenarios where realorld data may be limited or imbalanced.

moc

Furthermore, GANs can be employed to generate diverse economic scenarios for stress testing financial models. Thiskcgn he
managers assess model performance under a wide range of potential future conditions, including tail events that me
underrepesented in historical data. The ability to generate realistic, diverse scenarios is crucial for comprehensive risktassess

and management in the financial sector.

The application of GANs in financial risk management represents a significant advancement in our ability to model camgilz
systems. However, it also introduces new challenges, particularly in terms of model interpretability and the potestiefdtng
misleading or biased synthetic data.

fin

As such, the use of GANSs in financial applications must be accompanied by robust validation procedures and carefulosoos|derat

their limitations and potential biases.

The development of interpretable GANs and methods for detecting and mitigating biases-tpe@&ted data remain active argas

of research with significant implications for the responsible use of these models in financial risk management.
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4.2 Variational Autoencoders (VAES)

Variational Autoencoders, introduced by Kingma and Welling in 2013, represent another powerful approach to generatige [mode
offering a probabilistic perspective on the challenge of data generation. The VAE architecture comprises two primary tsompon
an encoder network and a decoder network. The encoder, often referred to as the recognition model, is tasked with dapgressin
data into a lowedimensional latent space representation. Conversely, the decoder, or generative model, aims to trélsenstruc
original data from this latent representation.

The training objective of VAEs is twofold: minimizing the reconstruction error while simultaneously ensuring that thepkatent
exhibits certain desirable properties, chief among them being continuity and completeness. This dual objective is aohigvied th
the optimization of a variational lower bound, which balances the reconstruction quality against the Kidibbrkdivergence
between the encoded latent distribution and a prior distribution, typically chosen to be a standard normal distribution.

The probabilistic nature of VAEs stems from their encoding of inputs not as single points in the latent space, but bty probal
distributions, usually parameterized as multivariate Gaussians. This probabilistic encoding allows VAES to captureyimctrgaint
input data and generate diverse outputs by sampling from the latent space.

In the realm of financial applications, VAEs have demonstrated significant utility across various domains. In the damaialgf a
detection, VAEs can be employed to model the distribution of normal transaction data. Transactions that deviate gidrtficant!
this learned distribution, as measured by their reconstruction error or likelihood under the model, can be flagge@dleamotetits
This approach has shown promise in detecting fraudulent transactions and other financial irregularities.

VAEs have also proven valuable for dimensionality reduction of complex financial datasets. By encodufighkiggional financia
data into a lowedimensional latent space, VAEs can uncover latent factors driving financial phenomena, aiding in risk fac
identification and analysis. This capability is particularly valuable in the context of systemic risk assessment, whsteendimger
the underlying drivers of market behavior is crucial.

Furthermore, the generative capabilities of VAEs make themsuékd for scenario generation in risk assessment and stress testing
By sampling from different regions of the latent space, risk managers can generate a diverse array of potentiahfriosg| sce

including rare but plausible tail events. This approach, as demonstrated by Fortuin et al. (2019), allows for more ciwe gtedens
testing than traditional historical simulation methods.

The probabilistic nature of VAEs makes them particularly adept at modeling uncertainty in financial data, a crucial asgect of
management. Unlike deterministic models, VAESs can provide not just point estimates but entire probability distributmtertiagf
outcomes. This probabilistic output aligns well with modern risk management practices, which emphasize the impqrtanc
understanding the full distribution of potential outcomes rather than focusing solely on expected values.

Despite their power, VAEs face challenges in financial applications. The assumption of a simple prior distributioneinttbjesed
may not always align with the complex, muitiodal nature of financial data. Advanced variants of VAESs, such as coatiMéits
and hierarchical VAEs, have been proposed to address these limitations, offering more flexible modeling capabilitiesefor com
financial datasets.

4.3 Transformer Architecture and Large Language Models

The Transformer architecture, introduced by Vaswani et al. in 2017, has revolutionized the field of natural languagegprodessi
serves as the foundation for stafethe-art Large Language Models (LLMs). The Transformer's key innovation lies inigaaelon
attention mechanisms, eschewing the recurrent and convolutional structures that had previously dominated sequencesksodeling

At the heart of the Transformer architecture is the-adfntion mechanism, which allows the model to weigh the importance of
different elements in the input sequence when processing each element. This mechanism enables the model to eapuege long
dependencies in the input, a crucial capability when processing complex financial documents or long time series of market data

The Transformer employs multiead attention, an extension of the basic attention mechanism that allows the model to attenc
different aspects of thimput simultaneously. This multiead structure enables the model to capture various types of relatianship
within the data, from local correlations to global trends, making it particularly suited for analyzing complex finanems syih
multiple intelacting factors.

Following the attention layers, the Transformer incorporatesfim®ehrd neural networks that process the outputs of the attgntion
mechanisms. These feéotward layers allow the model to learn nlimear transformations of the attended information, dnglit
to capture complex patterns in the data.

To maintain information about the sequence order in the absence of recurrence, the Transformer employs positionalléresslings.
encodings provide the model with information about the relative or absolute position of elements in the input sequahder, [cruci
understanding the temporal aspects of financial data or the structure of financial documents.

This architecture has proven highly effective in capturing J@mge dependencies in text, making it particularly suitable for
processing and generating complex language structures often found in financial documents. Its ability to parallelizeoosralzatat
allows for efficient training on large datasets, a key consideration in theickadomain of finance.

Large Language Models leverage the Transformer architecture at an unprecedented scale. These models are typically dev
through a twestage process: pteaining and finetuning. During pretraining, the model is exposed toast corpus of text data from
diverse sources, learning general language patterns and knowledge. This stage allows the model to develop a broadigioderstar
language and general knowledge, which can then be leveraged for specific tasks.
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The finetuning stage involves further training of the {r@ined model on domaispecific data to adapt it for particular tasks
industries. In the context of financial risk management, LLMs can betdimed on regulatory documents, financial repanitsk
assessment guidelines, and historical market commentary. This dspeaific training allows the models to develop a d
understanding of financial language and concepts, making them powerful tools for tasks such as regulatory compligraengs
and market analysis.

The massive scale of modern LLMs, with models like @Ribasting hundreds of billions of parameters, presents both opportl
and challenges for financial applications. Research by Kaplan et al. (2020) has demonstrated that the performance alh
improves predictably with scale, following powlakv relationships between model size, dataset size, and computational res
This scaling behavior has important implications for financial applications, potentially allowing for more nuanceduodither sif
complex financial concepts and relationships.

However, the scale of these models also raises concerns about computational resources and accessibility. The tralpymgemig
of such large models require significant computational power, potentially limiting their use to the largest finartcigissti his
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scale disparity could lead to new forms of competitive advantage in the financial sector, with implications for marketsdymdmi

regulatory oversight.

Moreover, the complexity of these large models poses challenges for interpretability and explainability, crucial considetiag
highly regulated domain of financial risk management. As these models are increasingly employed inmekisigrproceses,
developing methods to understand and explain their outputs becomes a critical area of research and development.

In conclusion, the Transformer architecture and the Large Language Models built upon it represent a significant ledp umy
ability to process and generate complex textual data. Their application in financial risk management offers excitiligepdssi

enhancing regulatory compliance, improving risk assessment, and generating more comprehensive market analyses.

realizing these benefits while addressing the associated challenges of scale, interpretability, and fairness will i@qgiresaagch
and careful consideration of their implementation in financial contexts.

4 4 Diffusion models

Diffusion models represent a significant advancement in generative Al, offering a novel approach to modeling complé&rruss
with applications that extend to financial risk management. First introduced byp®tdstein et al. (2015) and further démged by
Ho et al. (2020), diffusion models have gained prominence due to their ability to generatgiddighsamples and their tractal
learning process.

At their core, diffusion models operate on the principle of gradually adding Gaussian noise to data and then learnisg toig
process. This approach can be formalized as a Markov chain of diffusion steps. The forward Mdgekss ;, progressively add
noise to the data, while the reverse procéss,T.,5 Tg; learns to denoise the data. The objective is to train the reverse pro
match the true posterior of the forward process.

This is typically accomplished by training a neural network to predict the noise component, which can then be usecetthe
clean data.

In the context of financial risk management, diffusion models offer several advarftagesf all, dffusion models can generate

synthetic financial data with a high degree of realism, preserving complex dependencies and distributions presenticiad
time series. This capability is crucial for scenario generation in stress testing and ssknasg®Inlike GANs, diffusion models
allow for tractable likelihood computation, which is essential for many risk management applications, includiaty atetection
and probability density estimation of rare evehtgithermore, iffusion models can be easily conditioned on various inputs, allo
for the generation of financial scenarios under specific conditions or constraints. This is particularly useful fossirgamtier
different macroeconomic scenaridsstly, dffusion models tend to be more stable during training compared to GANs, whig
suffer from mode collapse and training instability. This reliability is crucial in financial Ggjdhs where model consistency
paramount.

Recent advancements in diffusion models, such as the-sasegl generative modeling approach introduced by Song and |
(2019), have further enhanced their capabilities. This approach frames the generative process as a sequence of der
matching problems, allowing for even more flexible and powerful models.

In financial applications, diffusion models can be adapted to handle the unique characteristics of financial data.ceéptonstaae
the nonGaussian nature of financial returns, one wadify the noise distribution in the forward process to better match em
observations. Additionally, incorporating temporal dependencies through techniques like conditional diffusion modelsuN
Dhariwal, 2021) allows for the generation of eoént time series data, crucial for many financial modeling tasks.

The computational complexity of diffusion models, particularly during inference, has been a concerntforeregplications in
finance. However, recent work on accelerating sampling in diffusion models, such as the Denoising Diffusion Implicit
(DDIMs) proposed by Song et al. (2020), has significantly reduced the number of steps requireddoaaliiglsample generatio
making these models more viable for thsensitive financial applications.
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Moreover, the interpretability of diffusion models, while still an active area of research, offers promising avenues&singgdr

regulatory requirements in financial risk management. The-Istegtep denoising process provides a natural framework
decomposing the generative process, potentially allowing for more transparent explanations of model outputs compareekto,
generative approaches.

As the field of diffusion models continues to evolve, their application in financial risk management is likely to groevrésdarch
directions include adapting diffusion models to handle mixed data types common in finance (e.g., continuous refsidesdikoete

for
other

D
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event data), incorporating structural financial knowledge into the diffusion process, and developing methods for cgediiatiin
that respect complex financial constraints and relationships.

The integration of diffusion models with other Al techniques, such as reinforcement learning for optimal -gealdiamn in risk

management, also presents an exciting frontier. As these models become more sophisticated and tailored to finan@asapplic:

they have the potential to significantly enhance our ability to model, predict, and manage complex financial riskséasingtycr
uncertain and interconnected global economy.

45 Technical Challenges and Limitations

While generative Al and LLMs offer powerful capabilities, they also face several technical challenges that are pariewiznlyim
the context of financial risk management

One of the first challenges pertains todel Interpretability The complex nature of these models, particularly deep leab@agd
architectures, often makes it difficult to interpret their decisimaking processes. This "black box" problem is particularly conce

ning

in financial applications where model decisiamsed to be explained to regulators, auditors, and customers. Techniques beir

developed to address this include LIME (Local Interpretable Magrbstic Explanations) (Ribeiro et al., 2016) &htAP (SHapley
Additive exPlanations) (Lundberg and Lee, 2017). However, these methods often provide only partial insights into mode
and may not be sufficient for all regulatory requirements.

FurthermoreAl models, including generative models and LLMs, can inadvertently learn and amplify biases present in thei
data. In financial risk management, this could lead to unfair or discriminatory outcomes in areas such as credit StRIaga i

behe

train

pricing. Addressing this challenge requires careful curation and balancing of training datasets, implementation of faima@sts const

in model training, and ongoing monitoring and auditing of model outputs for bias (Mehrabi et al., 2021).

The largescale data requirements of these models raise significant privacy concerns, especially when dealing with sensitiVie fina

information. Training LLMs on confidential financial data could potentially lead to information leakage through this matgpeits
Approaches to mitigate these risks include federated learning techniques that allow model training without central{Xiaggiat
al., 2019), differential privacy methods to add noise to training data or model outputs (Dwork and RotlgrzDddgure muiparty
computation for privacypreserving model training and inference (Zheng et al., 2019).

D

Another issue is related to potentialvarsarialattacks Generative Al models and LLMs can be vulnerable to adversarial atfacks,

where small, carefully crafted perturbations to inputs can cause significant changes in model outputs. In financiathisrtextd

be exploited to manipulate risk assessments/ade fraud detection systems. Research in this area focuses on adversarial training

improve model robustness (Madry et al., 2018), detection methods for identifying adversarial inputs (M#tz20%r), and formal
verification techniques to prove model behavior under certain conditions (Katz et al., 2017).

Lastly, he massive scale of statéthe-art generative Al and LLMs requires substantial computational resources for both trainini

and inference. This has implications for the economic feasibility of deploying these models in financial institutiongcthe eral
impact of energyintensive Al computations, and the potential concentration of Al capabilities in largeeaelirced organization
Efforts to address these issues include the development of more efficient model architectures ancethimiuges (Fedus et al.,
2021), research into specialized hardware for Al computations (Jouppi et al., 2017), and exploration edwarbaomputing
practices in Al development (Lacoste et al., 2019).

n

5. Applications of Generative Al and LLMs in Financial Risk Management

The integration of generative Al and large language models (LLMs) into financial risk management offers transformatiake
across various domains. This section explores the practical applications of these technol&giesatieas of financial risk
management, discussing both current implementations and future possibilities. Table 1 summarizes the main findings.

Table 1. Applications of Generative Al and LLMs in Financial Risk Management

potet

Risk Area Al Methodology Current Implementations Future Possibilities
Credit Risk LLMs for credit analysis, GANs for| LLMs used for analyzing unstructured credit | Integration of multimodal Amodels combining
Assessment synthetic credit histories data; GANs generating synthetic credit histori| structured and unstructured data for enhance
for better risk profiling. credit risk prediction.
Market Risk GANs and diffusion models for GANSs and diffusion models applied in market| Use of diffusion models for more precise mark
Management market simulations and tail risk risk simulations; used for tail risk modeling in| shock simulations and cressset risk

modeling

VaR calculations.

interactions.

Operational Risk

Autoencoders and GANs for

Autoencoders and GANs improving fraud

Advanced Atpowered fraud detection adapting

Management anomaly detection in fraud and detection; anomaly detection for operational rf new fraud patterns in reime, improving risk
operational risk monitoring. mitigation.

Regulatory LLMs for regulatory interpretation, | LLMs assisting in regulatory compliance Fully automated Adriven compliance monitorin

Compliance & generative Al for compliance automation; generative Al streamlining systems capable of retime regulatory

Reporting automation regulatory report generation. adaptation.

Liquidity Risk LLMs for early liquidity stress LLMs analyzing liquidity risk indicators from | Dynamic liquidity stress testing leveraging-Al

Management indicators, generative Al for scenari¢ market news; generative Al used for liquidity | driven macroeconomic forecasting and

simulation

stress scenario modeling.

sentiment analysis.

Systemic Risk
Assessment

Generative Al for systemic risk
simulations, LLMs for regulatory
analysis

Generative Al used for systemic risk modeling
LLMs supporting early warning system

development for regulators.

Al-driven financial network modeling for real
time systemic risk assessment and automate
crisis simulations.
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Climate Risk
Assessment

LLMs for climate risk analysis,
GANs for climatescenario modeling

LLMs evaluating climate risk disclosures; GA
generating climatadjusted financial scenarios

Realtime climate risk stress testing incorporati
policy changes and evolving environmental
factors.

Cybersecurity Risk

GANSs for cyberattack simulation,

GANSs simulating cyberattacks to strengthen

Al-powered seHearning security models

Management LLMs for reattime threat intelligencq defenses; LLMs analyzing security reports for] providing predictive threat assessment and
threat intelligence. autonomous cyber defenses.

Model Risk LLMs for model documentation, | LLMs automating model documentation; Hybrid Al-human frameworks for explainable A

Management generative Al for model validation [ generative Al enhancing stress testing and in risk modeling; Atassisted model governang

validation of financial models.

and stress testing and audit systems.

Conduct Risk
Management

LLMs for misconduct detection,
generative Al for conduct risk
scenario generation

LLMs monitoring communication for
misconduct detection; generative Al creating
conduct risk training scenarios.

Proactive Aldriven ethics monitoring detecting
potential misconduct before regulatory breac
occur.

5.1 Credit Risk Assessment

Credit risk assessment, a cornerstondimdncial institutions' risk management practices, involves evaluating the likeliho

od of

borrower default on debt obligations. The integration of Generative Al and Large Language Models (LLMSs) into this persess of

significant enhancements to traditibmaethodologies.

One of the primary advantages of these advanced Al technologies is their ability to expand the scope of credit assesgiment k
conventional structured data points. LLMs, in particular, can analyze vast amounts of unsttextusddiata from diverse sources
such as social media posts, news articles, and customer interactions. This capability allows for a more comprehensia¢e viev

borrower's creditworthiness, capturing nuances that might be missed by traditional cradit swatels. The approach aligns w|
research by Berg et al. (2019), which demonstrated that digital footprints can significantly improve the predictive poeitr|
scoring models.

Generative Adversarial Networks (GANs) offer another powerful tool in credit risk assessment through their ability te
synthetic credit histories. This capability is particularly valuable for augmenting limited datasets, especially for nesdsed
groups. By creating realistic, synthetic data, GANs can help address the challenge of inadequate historical datapiopakatiaim
segments, a common issue in credit risk modeling. The work of Xu and Veeramachaneni (2018) has shown thesffettvaNS
in generating synthetic tabular data for various machine learning tasks, including credit scoring.

The dynamic nature of these Al models also enables more responsive risk profiling. By continuously analytiing dead, thes
models can provide u-date credit risk assessments, a crucial capability in rapidly changing economic environmentsatibg
credit scores may quickly become outdated. This approach builds upon the work of Khandani et al. (2010), who demon
value of dynamic consumer credit risk models. Generative Al further enhances this approach by incorporating a widetatar
sources and more complex temporal patterns.

In the realm of financial statement analysis, LLMs offer significant advantages. These models can be trained to rap&lyngr

extract relevant information from lengthy financial reports, ensuring consistent application of assessment criteribbacrossess.
Moreover, advanced language models can identify subtle linguistic cues in financial narratives that may indicate pkteritras
application extends the research of Loughran and McDonald (2011), who showed that the language usethirrdjpats cat
provide valuable insights into a company's financial health. LLMs have the potential to capture even more nuance@#htiguis
and their relationship to credit risk.

Generative models also excel in stress testing and scenario analysis for credit portfolios. GANs and Variational Autp&hEsy
can generate a multitude of plausible economic scenarios, including extreme but rare events. These models -tanelokof
generate scenarios specific to particular industries or geographic regions, and their ability to continuously learndedenailews
for the adaptation of stress scenarios to reflect evolving economic conditions. This application extends|tequitimenzhes to stre
testing, such as those outlined in the Basel Committee on Banking Supervision's guidelines (BCBS, 2018), by allowing
diverse and tailored scenario generation.

5.2 Market Risk Management

Market risk management, which involves assessing and mitigating potential losses due to changes in market factoresest|
rates, exchange rates, and commodity prices, can be significantly enhanced through the application of Generative Al and

In the domain of advanced market modeling, generative models demonstrate a remarkable ability to capture coripeat,
relationships in market data. GANs and diffusion models can generate synthetic market data that accurately reflectste!
dynamics of real financial markets. This capability aligns with research by Wiese et al. (2020), who demonstrated thaNss
for generating realistic financial time series.

These models are particularly adept at modeling extreme events, crucial for assessing tail risks in market movemerebilitih
addresses a significant limitation in traditional Value at Risk (VaR) models, which often struggle to accurately aibpsks &g
noted by Embrechts et al. (2005). Furthermore, generative models can capture intricate dependencies between mukifdes
providing a more holistic view of market risks. This mualtiset modeling capability is particularly valuaipl¢he context of portfolig
management and systemic risk assessment.

Generative Al also offers opportunities to enhance the accuracy and robustness of key risk metrics. Synthetic datly &/t
can augment the statistical power of VaR and Expected Shortfall calculations, particularly beneficial for new oriilagaidl
instruments where historical data may be limited. Moreover, generative models enable more flexipteamairic estimations ¢
VaR, potentially capturing risk dynamics that parametric models might miss. This approach buildgpanamoetric V& estimation
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techniques, such as those proposed by Cai and Wang (2008), but leverages the power of generative models to capturemkore C
data distributions. Additionally, these models can generate scenarios conditional on specific market events or macrpecor

conditions, allowing for more nuanced risk assessments.

In the realm of market sentiment analysis, LLMs offer powerful capabilities foitinealinsights. By processing vast amountg
textual data from news articles, social media posts, and other sources, LLMs can quickly assess the potential marlaét| i

of
mpa

breaking news. This extends traditional sentiment analysis approaches, as discussed by Nassirtoussi et al. (2014indyheverag
more sophisticated language understanding capabilities of LLMs. These models can generate quantitative sentimenbasgidato
on qualitative information, potentially enhancing existing market sentiment indices by capturing more nuanced linguistic ct

Furthermore, by detecting subtle changes in market narratives, LLMs could potentially provide early warnings of gnmperkaity
shifts, aligning with research on using textual analysis for predicting financial crises, such as the work by Nymaiig).al. (2

5.3 Operational Risk Management

Operational risk management, which focuses on mitigating risks arising from internal processes, people, systems, agvkeksernal

can be significantly enhanced through the application of Generative Al and LLMs.

In the domain of fraud detection, generative models, particularly autoencoders and GANs, offer advanced capabilitiealyar

ano

detection. These models can learn normal patterns in transaction data without requiring labeled examples of fraudigsniaactivi

particularly valuable feature given the evolving nature of financial fraud and the scarcity of labeled fraud data. Byushnti
learning from new data, these models can adapt to evolving patterns of fraudulent behavior, addressing a keyirchiallehg
detection where static ruldmsed systems often struggle to keep pace with new fraud techniques. Some generative models

detect anomalies but also generate counterfactual examples to explain why a transaction is flagged as anomiaigpusittalig

regulatory requirements for explainable Al in financial services, as discussed by Bracke et al. (2019).

LLMs demonstrate significant potential in process mining and optimization. By analyzing unstructured data from variosis
such as logs, emails, and other documents, LLMs can map out complex operational processes and identify potential biott
risk points. This capability extends traditional process mining techniques, as described by van der Aalst (2016), bytingep

nu
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unstructured textual data. LLMs can also continuously monitor communications and process logs to ensure adherencedb|oper:
procedures and regulatory requirements, helping financial institutions maintain compliance with complex regulatory frasaelorks

as Basel Ill (BCBS, 2017). In the event of operational incidents, LLMs can analyze diverse data sources to idertifgeawaing

suggest preventive measures, enhancing traditional root cause analysis methods by incorporating a wider range of datd|sourc

identifying more subtle causal relationships.

Generative models offer powerful capabilities for scenario generation in operational risk assessment. GANs and other|gene
models can simulate rare but hihpact operational risk events, crucial for comprehensive risk assessment. This addregses a
challenge in operational risk modeling, where historical data on extreme events is often limited. These models carcgeagosie s

that capture the complex interdependencies between different operational risks, providing valuable insights intcopgstdiona
risks that may not be apparent when analyzing individual risk factors in isolation. Furthermore, models catubediteegenerate
scenarios specific to particular business units or operational processes, allowing for more targetedaamdisklassessments.

5.4 Regulatory Compliance and Reporting

The complex and evathanging nature of financial regulations presents significant challenges for financial institutions. Genh
Al and Large Language Models (LLMs) offer powerful tools to navigate this complexity. In the realm of automated reg

erati
ulatc

intelligence, LLMs can process and interpret vast amounts of regulatory text, providitimesalerts on relevant regulatory changes.

This capability is particularly valuable given the rapid pace of regulatory change in the financial sector. Fa;, imstheaftermath
of the 2008 financial crisis, the Doditank Act alone resulted in over 22,000 pages of rules and regulations, as noted by Batk
Brannon (2013).

LLMs can also perform croggrisdictional analysis, comparing and contrasting regulations across different jurisdictions.
application is crucial for global financial institutions operating in multiple regulatory environments, helping them reongas

ins ¢

Thi

crossborder regulatory landscapes such as those created by the interplay between the EU's Markets in Financial Instrumments Dir

Il (MiFID II) and the U.S. DodeFrank Act, as discussed by Chlistalla (2018). Furthermore, these models can aealyegulations
in the context of an institution's existing processes and suggest necessary adaptations, significantly reducing theftorte
required to assess regulatory impacts and implement changes.

and

In the domain of regulatory reporting, generative Al and LLMs can streamline processes by automating report generataam |LL M
compile relevant data and narratives to produce draft regulatory reports, significantly reducing manual effort. Thimm@pplica
addresses the growing regulatory reporting burden faced by financial institutions, exemplified by a Chartis Researd¢hd2018) :
which found that some global banks were spending over $1 billion annually on regulatory reporting. These models canealso e

consistency across different regulatory reports, flagging potential discreparecigaluable feature given the complex webh
overlapping regulatory requirements faced by many financial institutions. Moreover, LLMs can generate explanatory |n
regulatory reports, providing context and justification for reported figures, aligning with regulatory expectationsgareraysand
explainability in financial reporting as outlined by the Financial Stability Board (2020).

Generative models excel in regulatory scenario analysis, particularly for stress testing exercises mandated by regséatoosl€r:
can generate a wide range of plausible economic and financial scenarios that align with regulatory requirementg, etend
traditional scenario analysis methods. By leveraging historical data and regulatory guidelines, generative Al can eriade s
are both realistic and sufficiently severe to meet regulatory expectations. This capability enables rigstdutEspond mor
effectively to evolving regulatory focus areas, such as cliredéged financial risks, as highlighted by the Network for Greenin
Financial System (2020).
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In the contextof model risk management, a critical regulatory concern as financial institutions increasingly rely on complex mod
for decisioamaking, generative Al and LLMs offer significant enhancements. LLMs can assist in documenting model methqgdolog

by generahg comprehensive descriptions of model architectures, assumptions, and limitations. This facilitates the model

process, ensuring that model documentation meets regulatory standards for transparency and completeness, aguddimsd|in

such as SR 17 from the Federal Reserve (2011). Generative models can create synthetic datasets for model testing and

designed to stress test models under a wide range of conditions, including edge cases rare in historical alapaoddh helps

identify potential model weaknesses and biases that might not be apparent under normal conditions. Furthermore, ge

contributes to ongoing model performance monitoring by analyzing patterns in model errors and deviationgdcted &ehavior,
providing early warnings of potential model drift or degradation. This proactive approach aligns well with regulatoryienpéata

ongoing model monitoring and validation, as outlined by the Office of the Comptroller of the Curremgy. (2
5.5 Liquidity Risk Management

Liquidity risk management, crucial for ensuring that financial institutions can meet their financial obligations as thdye;orag

valida

valid

nerati

be significantly enhancettirough the application of generative Al and LLMs. Advanced language models can analyze a wide rar

of unstructured data sources, including news articles, social media posts, and corporate announcements, to providatealgf

ndi

potential liquiditystresses. By identifying subtle changes in market sentiment or early signs of financial distress in counterpar

these models can alert risk managers to emerging liquidity risks before they become apparent in traditional quantitative m

Generative models excel in simulating a wide range of liquidity scenarios, encompassing both idiosyncratic arvddeaskess
events. These simulations can capture complex interactions between various factors affecting liquidity, such as chakge|

etr

S in n

conditions, customer behavior, and regulatory requirements. By generating a large number of plausible scenarios, thesgidedels

a more comprehensive view of potential liquidity risks than traditional scenario analysis techniques.

Moreover, generative Al can optimize liquidity management strategies by simulating the outcomes of different liquidityneranage

actions under various scenarios. This capability helps institutions identify optimal strategies for maintaining adeglitstbuifers
while minimizing the opportunity cost of holding liquid assets. LLMs further enhance liquidity risk reporting by geneaatitige?
explanations to accompany quantitative liquidity metrics. These narratives provide context and interfoetediomplex liquidity

measures, making reports more accessible to a wide range of stakeholders, including senior management and board membe

may not have deep technical expertise in liquidity risk management.
5.6 Systemic Risk Assessment

Systemic risk, referring to the risk of collapse of an entire financial system or market, is a major concern for regul

ators

policymakers. Generative Al and LLMs provide valuable tools for assessing and monitoring these risks. Large languagenmodel
analyze vast amounts of financial news, research reports, and regulatory filings to identify emerging trends and stéenital sy

vulnerabilities. By processing and synthesizing information from diverse sources, these models offer a more holistithei
financial system than traditional quantitative models alone.

ew of

Generative models excel in simulating complex financial networks and their behavior under stress. These simulationsegan ce
intricate interdependencies between financial institutions, including those arising from complex financial instruments

interconnected trading strategies. By generating a wide range of scenarios, includimgbalility but highimpact events, these

models help regulators and risk managers better understand potential systemic vulnerabilities.

LLMs play a crucial role in interpreting complex systemic risk metrics. Many systemic risk measures, such as CoVaR @a8
be challenging to interpret, especially for Aehnical audiences. LLMs can generate clear, concise explanations of thesg

RISK,
met

and their implications, facilitating more effective communication of systemic risk assessments to policymakers and.the public

Furthermore, generative Al contributes to the development of early warning systems for systemic risk. By goetiierimg) in
historical data leading up to previous financial crises, these models can identify subtle indicators of building sysssmitten
applied to current data, they can flag potential warning signs that might be missed by traditional mappoaghes.

5.7 Climate Risk Assessment

As climate change increasingly impacts financial markets and institutions, the ability to assess and managelateddiaancia

risks has become a critical concern. Generative Al and LLMs offer powerful tools for addressing this complex andaseal\dfig

risk management. Large language models can process and synthesize vast amounts -oélefiethiaformation from scientifi
reports, policy documents, and corporate disclosures. This capability allows for a more comprehensive assessmemysi€al
risks (such as those arising from extreme weather events) and transition risks (such as those associated with tloevstefititore
economy).

Generative models excel in creating detailed climate scenarios for use in stress testing-gerthloisl assessment. These mog
can generate plausible pathways for key climate variables, such as temperature changes, sea level rise, and ctakiony pnice
account complex interactions between physical, economic, and policy factors. By producing a wide range of scenarigstdit
risk events, these models help financial institutions and regulators better understand potentialathtedfaancial risks.

LLMs assist in the analysis of climatelated disclosures from companies and financial institutions. As regulatory requireme
climate risk disclosure evolve, these models help assess the completeness and consistency of reported informatipaotdtatog

gaps or inconsistencies for further investigation. Generative Al also contributes to the development cfd|justad financial

models. For instance, these models can generate synthetic data that incorporates climate factors, allowiirag) itditiodels tq
be tested and calibrated under various climate scenarios. This approach helps financial institutions develop more
management practices that account for the potentiattienng impacts of climate change.
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5.8 Cybersecurity Risk Management

In an increasingly digital financial landscape, cybersecurity has become a critical aspect of risk management. Genearhtilz4
offer several applications that can enhance cybersecurity risk management practices in financial institutions. Laggentenalgs

can analyze vast amounts of cybersectmtated data, including threat intelligence reports, system logs, and dark web forums,

identify emerging cyber threats and attack patterns. By continuously processing and synthesizing this infdhmsg¢ianodels
provide reaftime threat intelligence, allowing institutions to proactively adapt their defenses.

Generative models, particularly GANs, excel in simulating cyberattacks, helping institutions test and improve their Gokseses.

models can generate a wide range of attack scenarios, including novel attack vectors that may not have been obsetilced

in th

This approach allows for more comprehensive penetration testing and can help identify potential vulnerabilities befamebijey ¢

exploited by real attackers.

LLMs enhance incident response capabilities by quickly analyzing and contextualizing security alerts. These models san prt

complex log data and provide clear, actionable summaries of potential security incidents, allowing security teams tmoesp
quickly and effectively to threats. Furthermore, generative Al contributes to the development of more sophisticated ersatithy
systems. By learning the normal patterns of network traffic and system behavior, these models can identify subtis tieatiatiay

ond
d

indicate a security breach. This approach is particularly effective in detecting advanced persistent threats (APTsketaatemay

traditional signaturdased detection methods.

In the realm of user authentication, generative models can create more robust behavioral biometrics systems. Thesalggstems
patterns in user behavior, such as typing rhythms or mouse movements, to continuously authenticate users and det@ot@aténtial

takeovers.

5.9 Model Risk Management

As financial institutions increasingly rely on complex models for decisiaking across various domains, model risk management
has become a critical concern. Generative Al and LLMs offer several applications that can enhance model risk managessent pra
Large language models assist in the documentation of model methodologies by generating clear, comprehensive desaoigieions of

architectures, assumptions, and limitations. This facilitates the model validation process, ensuring that model dooumeeitsti

regulatory standards for transparency and completeness. Moreover, these models help maintain consistency across

documentation, flagging potential discrepancies or gaps in the documentation of related models.

Generative models excel in creating synthetic datasets for model testing and validation. These synthetic datasetgyoaal e desi
stress test models under a wide range of conditions, including edge cases that may be rare in historical data. Thisepgroac
identify potential model weaknesses and biases that might not be apparent under normal conditions. Furthermore, by|gene
diverse datasets, these models help assess the robustness and generalizability of risk models across differentitiosikeincpnd

scenarios.

LLMs enhance the model review process by analyzing model code, documentation, and validation results to identify potntial i

or inconsistencies. These models can flag areas that may require further investigation, such as unusual parametguoténiicds

or

violations of model assumptions, thereby assisting human reviewers in conducting more thorough and efficient modebvaligatior

Generative Al contributes to the ongoing monitoring of model performance. By analyzing patterns in model errors andsgleviat
from expected behavior, these systems provide early warnings of potential model drift or degradation. This proactivetapproa

model risk management aligns well with regulatory expectations for ongoing model monitoring and validation.

In the context of machine learning models, which are increasingly being adopted in various risk management applicatitine, gene
Al plays a crucial role in explaining model decisions. By generating counterfactual examples or identifying key fedtures

influenced a particular decision, these models help address the "black box" problem often associated with complex mmcgin
models.

5.10 Conduct Risk Management

Conduct risk, which refers to the risk of inappropriate, unethical, or unlawful behavior on the part of an organizatagyésnerain

e le

or employees, is an area of growing concern for financial institutions and regulators. Generative Al and LLMs offel fwmisrfu
for managing and mitigating conduct risk. Large language models can analyze vast amounts of communication data, indkiding el

chat logs, and recorded phone conversations, to identify potential indicators of misconduct. These models ahtbadcignize

subtle linguistic patterns that may be associated with inappropriate behavior, such as attempts to manipulate marlketd| or m

customers. By flagging suspicious communications for further review, these systems help compliance teaffestivete monitor
conduct across the organization.

Generative models excel in creating realistic scenarios for conduttaiising and testing. These models can generate a wide [range

of situations that employees might encounter, allowing for more comprehensive and engaging training programs. These

sce

based training exercises help employees better understand and iméeronbtiuct risk principles, potentially reducing the likelihgod

of misconduct.

LLMs assist in the development and maintenance of conduct risk policies. By analyzing regulatory documents, industiydesst
and internal incident reports, these models help identify areas where policies may need to be updated or clarifiechr&uttiesr

pra

can generate clear, concise summaries of complex policies, making them more accessible to employees across the organizatic

Related tocustomer interaction, generative Al analyzes customer complaints and feedback to identify potential conduct issues

processing unstructured data from various sources, including social media and customer service logs, these modeldited]
proactively address conductlated concerns before they escalate into more serious issues.
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Generative models contribute to the development of more sophisticated insider threat detection systems. By analyziing
employee behavior, including system access logs, file transfers, and communication patterns, these models can ideiesftharn
may indicate potential misconduct or data breaches.

Moreover, LLMs enhance the effectiveness of whistleblowing systems by providing natural language interfaces that allee<s
to report concerns more easily and anonymously. These models also assist in the initial triage and analysis of repdrétylings
compliance teams prioritize and respond to potential conduct risks more efficiently.

6. Regulatory Challenges and Framework for Responsible Adoption

The integration of generative Al and large language models (LLMs) into financial risk management practices presentst
opportunities for enhancing risk assessment and mitigation strategies. However, it also raises important regulatorg tizd

patte
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Signifi
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must be carefully addressed to ensure the stability and integrity of the financial system. This section explores thgss emalle

proposes a framework for the responsible adoption of these technologies in financial risk management, with adettioiarto
recent regulatory developments such as the European Al Act.

The European Union's Artificial Intelligence Act, adopted in December 2023, represents a significant milestone in the rcsikrg)

regulation of Al systems. This legislation establishes abieed approach to Al regulation, which is particularly relevarthe
financial sector given the higétakes nature of financial risk management. The Act categorizes Al systems into four risk
unacceptable risk, high risk, limited risk, and minimal risk. Many Al applications in financial risk manageméwiate fall under
the "high risk" category, which includes credit scoring systems and Al used for essential private and public servicem
Parliament and Council, 2023).

One of the primary concerns addressed by the European Al Act, and which is particularly pertinent to financial risk mians
the issue of model interpretability and explainability. The Act requires thatrisigiil systems be designed and develofmedllow
for human oversight, including the ability to understand the system's output and intervene when necessary. This deghaidb
challenge of the "black box" nature of advanced Al models, particularly deep ledasad systems, which oftenakes it difficult
to understand and explain their decisimaking processes. As Rudin (2019) has argued, this lack of transparency can be e
problematic in higkstakes decisiemaking contexts such as financial risk assessment.

The European Al Act also places significant emphasis on data governance and quality, which is crucial in the conteidlafdln
management where Al and LLMs often require vast amounts of sensitive personal and financial data. The Act manmdatésyth
validation, and testing data sets be relevant, representative, free of errors, and complete. This requirement alignseutfot
clear data governance standards ind#iven financial risk management, including requirements for data quaiityacy protection
and security measures. These standards must be harmonized with existing data protection regulations such as the ¢
Protection Regulation (GDPR), as discussed by Voigt and Von dem Bussche (2017).

Addressing algorithmic bias and ensuring fairness is another key aspect of the European Al Act that has significanisniolr
financial risk management. The Act requires that fiigh Al systems be designed and developed to avoid unfair bia:
discrimination. This is particularly relevant in the context of financial services, where Al models could potentially peeiqr
amplify existing biases in areas such as credit scoring or insurance pricing. The Act's requirements align with brossitens
about fairness in machine learning, as explored by Mehrabi et al. (2021), and the potential for Al to exacerbate ayistiitigs
in financial services, as highlighted by Fuster et al. (2022).

The European Al Act also introduces requirements for ongoing monitoringepading of highrisk Al systems, which is crucial fq
addressing the dynamic nature of Al models in financial risk management. This aligns with the need for robust modelgyand
validation processes, extending beyond existing guidelines suck &ederal Reserve's SR-1X2011), which were not design
with the dynamic nature of advanced Al systems in mind.

In terms of systemic risk, while not explicitly addressed in the European Al Act, the potential for widespread adoptiier fIsj

models across multiple financial institutions to introduce new forms of systemic risk remains a significant conceatorRegad
to consider the broader systemic implications of Al adoption in risk management and develop approaches to monitor ar
potential systemic risks. This challenge relates to ongoing discussions about the impact of algorithmic tradiket atalnitity, as
explored by Kirilenko et al. (2017), and the potential for Al to create new forms of interconnectedness in the finaagialas
noted by the Financial Stability Board (2017).

The European Al Act's extraterritorial scope, which applies to providers placing Al systems on the EU market or puttimg
service in the EU, regardless of whether those providers are established within the EU or in a third country, highiggudsfain
international cooperation in Al governance. This aligns with the challenge of ensuring consistent regulatory approast
different jurisdictions, given the global nature of many financial institutions and the borderless nature of Al téehinolog

Addressing these regulatory challenges requires a comprehensive framework for the responsible adoption of generatid$\
in financial risk management. This framework should incorporate d&askd approach similar to that of the European Al Alcgre|
regulatory oversight is proportionate to the potential risks posed by the Al systems. Explainability requirements shkaid
component, potentially leveraging techniques such as LIME (Ribeiro et al., 2016) or SHAP (Lundberg and Lee, 201idet
insight into model decisions.

The framework should also include robust data governance standards, comprehensive model development and validatio
and mechanisms for ongoing monitoring and reporting. Fairness and bias mitigation should be central concerns, wittditsg
and the use of fairnesavare machine learning techniques. To address systemic risk, the framework should include stre
exercises that consider the potential for synchronized behaviors across multiple institutions using similar Allmedaimnal
cooperation will be crucial in developing and implementing this framework. Regulatory bodies should work towards
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harmonization of Al governance frameworks, building upon existing international regulatory cooperation frameworks, sseh as t

facilitated by the Basel Committee on Banking Supervision (2017).

Capacity building within regulatory bodies is essential to ensure effective oversight of Al systems in finance, as di@lylitjmﬂe

Financial Stability Board (2020). The development of ethical guidelines, aligned with efforts such as the |IEEE Ghibad bri

Ethics of Autonomous and Intelligent Systems (2019), should be a collaborative effort between regulators and induslgistakeho

The use of regulatory sandboxes, as discussed by Zetzsche et al. (2017), could allow for controlled testing of inrepyalttegidhs

in risk management. Given the rapid pace of Al development, the regulatory framework should be designed to benfigxible

adaptable, with regular reviews and updates.

In conclusion, while the adoption of generative Al and LLMs in financial risk management presents significant regulé&ageshal

the European Al Act provides a comprehensive framework for responsible adoption. By addressing key issues such as r

interpretability, data governance, and algorithmic fairness, this legislation sets a global standard for Al regulatiohelpa¢canre

Al enhances rather than undermines the stability and integrity of the financial system. As financial institutioaguaidrg
worldwide adapt to this new regulatory landscape, continued collaboration and innovation will be essential to harnesggioé
Al while effectively managing its risks.

7. Potential Impacts of Al Adoption on the Financial Sector

The widespread adoption of generative Al and large language models (LLMs) in financial risk management has the p
fundamentally transform the financial sector. This technological shift presents both opportunities and challenges far
institutions, markets, and the broader economy. At the core of this transformation is the enhancement of risk managemissg
across the financial sector.

Generative Al and LLMs offer the potential for more comprehensive, nuanced, aticheeakk assessments. By enabling finan
institutions to identify and mitigate risks more effectively, Al could contribute to greater overall financial stabilitgbilityeto
detect emerging risks early and respond quickly to changing market conditions could help prevent or mitigate financldlis
aligns with the goals of macqarudential regulation, which aims to enhance the resilience of the financiansgsta whole, 4
discussed by Hanson et al. (2011).

This enhanced risk assessment capability haseterhing implications. It could lead to more accurate pricing of risk across v
financial products and services, which in turn could result in more efficient allocation of capital throughout the e&trilgppn
(2019) argues that this improved efficiency in capital allocation could have significant positive impacts on economiwipyro
Moreover, improved risk pricing could lead to a more diverse and resilient financial system, as institutidyes lmeter able t
manage exposures to a wider range of assets and counterparties.

The personalization of financial services is another significant outcome of Al adoption in risk management. Al techmilog
enable more tailored approaches, allowing financial institutions to customize their products and services to the kpoffilesi

of individual customers or businesses. This could lead to more inclusive financial services, as institutions may beijeteitaq

serve customers who might have been considered too risky under traditional assessment methods. Howesegtasd. Ka6p2
point out in their study on the effects of machine learning on credit markets, this personalization also raises imstidastaioi
fairness and privacy that regulators will need to address.

The competitive landscape of the financial sector is likely to be significantly reshaped by Al adoption. Financialnsgtitayidind
themselves in an Al arms race, with significant investments required to develop and maintairedgird capabiligs. This could
potentially widen the gap between large, welourced institutions and smaller players. Zetzsche et al. (2020) discuss this p
concentration of Al capabilities and its implications for market structure and systemic risk in thedisaofaartificial intelligence in
finance.

Paradoxically, while creating potential barriers, Al could also lower entry barriers in some areas of feemaak. This coul
enable new fintech companies to compete with established institutions, potentially leading to increased competitioratiad in
the sector. However, as Vives (2019) points out, the data advantages of incumbent firms may sigjrplicant barriers to entr
This tension between concentration and democratization of financial services is likely to be a key dynamic-drittes Alture of
finance.

The workforce implications of Al adoption in financial risk management are substantial and multifaceted. There will |
increased demand for professionals with skills in Al, data science, and related fields. Conversely, some traditionalgéshkan
roles may become automated or require significant reskilling. This shift aligns with broader trends of technological thefejeoi
market, as analyzed by Acemoglu and Restrepo (2018) in their work on artificial intelligence, automation, and work.

New job roles are likely to emerge, such as Al ethicists, model risk managers specializing in Al, and professionalsrfdba
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intersection of Al and regulatory compliance. These roles reflect the need for specialized expertise to manage thelleniges cha

posed by Al in finance, as highlighted in the Al Talent Report by Tencent (2020). The rapid pace of Al development sitbte
a culture of continuous learning and adaptation within financial institutions, aligning with broader trends lifel@anddearning in
the face of rapid technological change, as discussed in the Future of Jobs Report by the World Economic Forum (2020).

The regulatory landscape will inevitably evolve in response to Al adoption in financial risk management. New regulateoyr ks
will need to be developed to address the unique challenges posed by Al in finance. This could lead to a period ofuegertiy)|
as these frameworks are developed and implemented. The development of these frameworks will likely draw on emerging
to Al governance in other sectors, as discussed by Cath et al. (2018) in their comparative analysis of Al gaygntautes.

Simultaneously, Al is likely to transform the practice of regulation itself. The use of Al in regulatory compliance anisisnp
often referred to as RegTech, is likely to grow. This could potentially make regulatory processes more efficient ized taftastl|
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also require regulators to develop new skills and capabilities. Arner et al. (2017) analyze this trend in their worlchnfFagTech
and the reconceptualization of financial regulation.

Given the global nature of financial markets and Al technologies, there will likely be increased pressure for interoat@ination
on Al governance in finance. This could lead to the development of new international standards or regulatory beddksriotl
in finance, building on existing frameworks for international financial regulation, as discussed by Brummer (2015) igdigscd
soft law and the global financial system.

na

Innovation in financial products and services is another key area of impact. Al could enable the creation of highlyzpéisonal

financial products tailored to individual risk profiles and preferences, ranging from customized insurance policies atizper
investment strategies. While this personalization could lead to more efficiershasig, it also raises concerns about privacy
potential discrimination, as highlighted by O'Neil (2016) in her critique of algorithmic degisading.

Generative Al could facilitate the development of new financial instruments for transferring and managing risk. For Akamyte
enable the creation of more sophisticated derivatives or insurance products designed to hedge against corrpleatdnasiks.
This could lead to more complete markets but may also introduce new complexities and potential sources of systeniscuisgee
by Battiston et al. (2016) in their analysis of the price of complexity in financial networks.

The potential for Al to enable more dynamic, reale pricing of risk in various financial products is particularly noteworthy. W
this could lead to more efficient markets, it might also increase volatility in some areas. Kirilenko et al. (20ighthighheed t(
carefully consider the implications of such hifyaquency risk pricing for market stability and liquidity in their study of the f
crash and higtfrequency trading.

While Al has the potential to enhance risk management capabilities, its widespread adoption also introduces new canfid

systemic risk. If many financial institutions adopt similar Al models or approaches, it could lead to homogeneity ipsisherss

and decisiormaking across the sector. This could potentially amplify market movements and increase systemic risk, §
concerns raised about the widespread use of VaR models prior to the 2008 financial crisis, as discussed by Dahi¢&322) éh
their analysis of artificial intelligence and systemic risk.

The increased complexity and interconnectedness that Al systems might bring to financial markets could make the one
opaquer and more difficult to regulate. This increased complexity could make it more challenging to identify and mitigggef
systemic risk, as argued by Battiston et al. (2016) in their work on the complexity of financial networks. MoreovesingeoslAl
systems could introduce new forms of systemic risk, such as the potential for cascading failures if widely usksAhalfunction
or are compromised.

The adoption of Al in finance will have significant implications for data economics and privacy. As Al models rely healetg
for training and operation, the value of financial and customer data is likely to increase. This could lead to new bodéie
centered around data aggregation and analytics. However, it also raises concerns about data monopolies and the aote
competitive behavior, as discussed by Zuboff (2019) in her analysis of surveillance capitalism.

The use of vast amounts of potentially sensitive data in Al models will heighten concerns about data privacy and sexaiidy|.

institutions will need to navigate complex tragffs between leveraging data for improved risk management and protacsiogner
privacy. This challenge is particularly acute given regulations like GDPR and increasing public awareness of data pesaey
analyzed by Voigt and Von dem Bussche (2017) in their comprehensive guide to GDPR.

The trend towards data sharing between financial institutions to improve the performance of Al models could acceletaieants;
open banking and data portability. While this could lead to increased competition and innovation, it also raises ajpestidats
ownership and consent, as discussed by Zachariadis and Ozcan (2017) in their analysis of open banking and digitaidrairs
financial services.

The ethical and societal implications of Al in financial risk management are profound and multifaceted. While Al hastiétpg
enable more inclusive financiaérvices, there are also risks that it could perpetuate or amplify existing biases. Ensuring fa
Al-driven financial decisions will be a crucial challenge, particularly given the potential for Al to exacerbate existinlifiggeaqu
access to fiancial services, as highlighted by O'Neil (2016) in her critique of algorithmic decisdéing.

The complexity of Al systems could potentially reduce transparency in financial deaiaking, potentially eroding public trust
financial institutions and markets. Maintaining public trust will require careful communication about the use of Al ast(
governance frameworks, as argued by Pasquale (2015) in his analysis of the black box society. As Al systems takead@sgre
risk assessment and decisimaking, questions of accountability for -8tiven decisions will become increasingly imizot,
including both legal liability and ethical responsibility, as discussed by Balkz and Kortz (2017) in their analysis
accountability of Al under the law.

The potential for Al adoption in finance to widen the digital divide is a significant concern. Those who have accexsnterdd
financial services may gain advantages over those who do not, potentially exacerbating existing inequalities. Thisodass

guestions about financial inclusion, as analyzed by Barocas and Selbst (2016) in their study of big data's disparate impact.

The environmental impact of Al adoption in finance is an emerging area of concern. Training and operating large Al mioel
energyintensive. As Al adoption in finance grows, managing the energy consumption and carbon footprint of these syg
become increasingly important. This aligns with growing concerns about the environmental impact of Al more broadly, laet
by Strubell et al. (2019) in their analysis of the energy and policy considerations for deep learning in NLP.

On a more positive note, Al could significantly enhance the ability of financial institutions to assess and manageltathtésks
potentially playing a crucial role in the transition to a foarbon economy. This aligns with increasing regulatocu$ on climate
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related financial risks, as discussed in the guide to climate scenario analysis by the Network for Greening the FitemdsIGEyS,
2020).

The economic impacts of widespread Al adoption in financial risk management are likely torbacfang. Improved ris
management and capital allocation could lead to greater economic efficiency and potentially higher economic growth. Hster
risk assessment could lead to better allocation of resources across the economy, as argued by Philippon (2019) in higheen
FinTech opportunity.

However, while Al has the potential to enhance financial stability through improved risk management, it could also iméno!
sources of instability if not properly managed. The net impact on financial stability will depend on how effectivelyi¢hgehaig
risks associated with Al adoption are addressed, as discussed by the Financial Stability Board (2017) in their antfigsé

intelligence and machine learning in financial services.
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The impact of Al on financial services could have significant implications for wealth distribution, potentially exaceobating

mitigating existing economic inequalities depending on how it is implemented and regulated. This relates to broadeabainq
the potential for Al to contribute to income inequality, as analyzed by Korinek and Stiglitz (2017) in their study i@ antéiigence
and its implications for income distribution and unemployment.

erns

In conclusion, the adoption of Al in financial risk management represents a complex and multifaceted transformatioran€idie fi

sector. While offering significant opportunities for enhanced efficiency, improved deaisiking, and more robust ris
management, it also presents substantial challenges in terms of regulation, ethics, privacy, and systemic risk. Navi
transformation will require ongoing collaboration between financial institutions, regulators, technology providers, ai
staleholders to ensure that the benefits of Al are realized while potential risks are effectively mitigated.

8. Conclusion and Future Directions

The integration of generative Al and large language models (LLMs) into financial risk management represents a g
technological leap with fareaching implications for the financial sector and the broader economy. Our analysis has reve
trarsformative potential of these advanced Al technologies in various aspects of financial risk management, from @
assessment and market risk modeling to regulatory compliance and emerging risk identification.

These technologies promise more comprehensive, nuanced, arttmeeaisk assessments, thus offering the possibility
significantly improving financial stability and market efficiency. However, their adoption also presents substantial rye
challerges, particularly in areas such as model interpretability, data privacy, algorithmic fairness, and systemic risk mati
Addressing these challenges will require the development of new regulatory frameworks and approaches that balanceniiting
consumer protection and financial system stability.

The adoption of Al is likely to reshape competitive dynamics within the financial sector. On one hand, it could ledthtuagteal
arms race among established institutions, with significant investments required to develop and maintaidgattikigapabilities.

On the other hand, it could create opportunities for new entrants, potentially democratizing access to advanced fincexidlssr

transformation of the competitive landscape is inherently linked to the anticipated changes in waddfoposition and skil
requirements, with increasing demand for Al and data science expertise.

While Al has the potential to enhance risk management capabilities, its widespread adoption also introduces new canfid
systemic risk. The potential homogeneity of Al models used by different financial institutions could amplify market mosach
increase interconnectedness, raising concerns similar to those raised about the widespread use of VaR models pri@
financial crisis. Moreover, the use of Al in financial risk management raises important ethical questions related $p
transparency, accountability, and the potential widening of the digital divide.

Based on these findings, several key areas emerge as priorities for future research. Firstly, there is a pressingeiepganore
effective methods for explaining and interpreting the decisions of complex Al models in financial contexts. Thislisictweily
for meeting regulatory requirements but also for building trust idMen risk management systems.

Secondly, more comprehensive studies are required to understand the potential systemic risk implications of widespptiad

in finance. This includes developing new models for assessing and monitoriregjaeld systemic risks, which may differ

significantly from traditional systemic risks.
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Another critical area for future research is the development of robust methods for detecting and mitigating biases ils Atsetbde

in financial risk management. This should include both technical approaches to bias mitigation and studies on thedmcttals
of Al-driven financial decisiormaking. Such research is fundamental to ensuring that Al adoption in the financial sector p
financial inclusion rather than exacerbating existing inequalities.

Given the growing importance of climatelated financial risks, research into how Al can enhance climate risk assessm
management in finance is a crucial area for future work. Al could potentially revolutionize how financial institutionsiag
manage climateelated risks, contributing to the transition to a{carbon economy.
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Studies on how to effectively combine human expertise with Al capabilities in financial risk management could yield import

insights for maximizing the benefits of Al while mitigating potential risks. This research is particularly important giveiidhl
role that human judgment will continue to play in financial risk management, even in an era of advanced Al.

For financial institutions, our findings underscore the importance of developing comprehensive strategies for Al adogki
management. This should include investments in Al capabilities and data infrastructure, as well as efforts to buildargH
cultures that can effectively integrate Al into existing risk management processes.

bN in
\nizat

RISK MANAGEME NT MAGAZINE z*Volume 20, Issuel *Page44



For regulators, this paper highlights the need for adaptive and feta@kithg approaches to overseeing Al use in finance. This
involve developing new supervisory techniques, building internal Al expertise, and fostering closer collaboration inglinsthe
and academia. The complexity and rapid evolution of Al technologies in finance require regulators to be proactive arteiqg
approach.

For policymakers, the potential impacts of Al on financial stability and the broader economy suggest a need for coaflitiyg
responses that balance innovation with risk mitigation. This could include initiatives to address potential workfordendisnoig
efforts to ensure that the benefits of Al in finance are broadly distributed.

In conclusion, the integration of generative Al and LLMs into financial risk management represents both a significamitypgorat
a complex challenge for the financial sector. While these technologies offer the potential for more sophisticatei] aefficitfective
risk management practices, they also introduce new risks and ethical considerations that must be carefully navigated.

As the financial industry continues to evolve in the age of Al, it will be crucial to maintain a balance between leVieeguinget]

of these technologies and ensuring the stability, fairness, and trustworthiness of the financial system. This wilingajaige

collaboration between financial institutions, regulators, technology providers, academics, and other stakeholders.

The journey of integrating Al into financial risk management is still in its early stages, and the full implicationsesfthédogical
shift are yet to be fully understood. However, by proactively addressing the challenges and thoughtfully haneesgpuartunities

may
ile i

ted p

presented by Al, the financial sector can work towards a future where advanced technologies enhance financial stabibty, pro

economic growth, and contribute to a more inclusive and resilient financial system.
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Abstract

The EU Corporate Sustainability Reporting Directive (CSRD) presents both challenges and criticisms, but it will alsc@E&G)
information for financial institutions' investments and exposures. Banks and investors are realizwgiibsging the superviso
expectations about nefimancial disclosureand risk managememépresents significantchallenge This articlestartsby briefly
exploring the regulatory requirements for the thematic areas covered by the European Sustainability Reportdg GE&RIB)
Next, we presenD VQDSVKRW RI 6LJQ LawdeEnssvandcaverage of ESREXS&IMdpicsby conducting a conte
analysisfocused orthar nonfinancial reporting We also outline some majgovernance and risk assessmactions thabanks
should take with regard to the CSRD. These insights can provide valuable considerations and guidance for financialksi
navigating the complex terrains of ESG risk management and reporting.

Keywords: CSRD, ESGbanks, double materiality, reporting, risk management

Introduction

As ESGissues and initiativeBecome more ingrained in corporaigerationsthe need for a clearer evaluation of their beng
and risks becomes cruciaspecially for the risk management perspective of investors, insurers or lenders.

Financial institutions are moving from a purely financial risk assessment to a broader approach that also emesgiegaon
financialrisks, through measurement tools and metrics to affsessFor instance,everal banksire dedicatingd hoc sections t
assessing credit risk under the climate risk dimenstgarding counterparty and collateral evaluaaiFIRM, 2021; AIFIRM,
2022).

Besides, th&uropearAuthorities(e.g. the European Central Bank and the other national central bevespeen increasing
focusing onemerging risksn the last few years, pushing on its integration intibsiness model and governance framewor
financial operators (ECB, 2020; EBA, 202Xyovernments are introducing new regulations that require banks to improve th
management procedures and data gathering process.

In addition, h an increasinglintricateglobal business landscafiems areaddressingconvergence aflimate andenvironmenta
responsibility (including biodiversity risks) VRFLDO UHVSRQVLELOLW\ DQG FRUSRUDWH J
Corporate Sustainability Reporting Directivadopted by the EU Parliament in November 2022 emeéred into forcén January
2023- represents a critical moment emphasizes the significanceafstainabilityreporting and underscores the critinaked for g
robustGovernance, Risk Management, and Compliance (GRC) framework with reinforced fundamentals.

The CSRD is poised tevolutionizesustainability reporting foapproximately50,000 companies, including Elidted entities
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large EU companies, and n&t companies with significant EU operations. This directive goes beyond conventional financiz

reporting, mandating comprehensive disclosures on environmental, social, and gogenatersnot without some painpoint
Similarly to the common standards for financial reportifgg introduction of standardized European Sustainability Repd
Standardsfurther standardizes these disclosuraisning to guaranteeonsistency and opennesghe reporting obligation fg
companies is being implementgdhdually and proportionallyn the EU between 2024 and 202@®m January 1, 2024 the first lar
public-interest companies have to comply (for reports published in 2025) if meeting two of the following three criteria: (1)
sheet total of at least 25 million euros, (2) net sales of at least 50 million &)rog(ber of employees more than 250.

The main focus of the CSRD tise concept ofdouble materiality’ On the one handpmpaniegincluding bankspre required
to report on how sustainability issues affect their busibesause external factors sucheaslogical diversity andlobal warming
will have a longterm impact on cash flow and, therefore, on any company's ability to of@ratadein perspectiveor Financial
Materiality). From the Impact Materialitperspective IGside-out perspective companiesalso have to disclostheir impact on
sustainability issugsby consideing the external impacts thebiusinessoperations have, including impacts on society and
environment. These include, for example, their contributions to pollution or thésiens of greenhouse gases (GHG#)s dual
focus requires ahallengingunderstanding of both internaperations and the broader value chain.

JURP WKH ILQDQFLDO L QiMsackwowiedgEdial/BSG fddtbvs ShblliVde éhsidered in the credit analysi
WKH FUHGLWZRUWKLQHVYVY HYDOXDWLRQ RI ERUURZHUV EHFDXVH WKHUudebt
obligations. Findings suggest that credit marlgitsuldreflect the ESG practices of firms and sectors: lenders and investor
improve credit risk management by considering the ESG performances of firms they finance and/or @wasbiandi eal. (2022)
show that not only do ESG rating changeSG momentuphave a consistent impact on equity performance, but also that the |
seems to reward those companies operating in industries with a high level of concentration of ESG materiality

In this vein, & important concern is about ESG data: scholars as well as practitioners expect an increasing availabilit
data in the future to reduce possible biases and to enhance the comparison betwesadES@ noSGrated firms and betwee

! The viewseventuallyexpressed are those of the autlod do not réect those ofiny other organization
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3 JRRG™ DQG (:EDG’" (A1d thed KRERDLVRIIPush companieso provide detailed (and assured) information about

sustainability strategies, risks and progress.

The structure of thiarticleincludes three section$he analysis begins with a review of the regulatory framewotlawed by
recentinsights into the, W D O L D Q -dnie @i fledd pf ESRS topics in their-fioancial reporting and risk governanéenally,

it discussessomemajor governance and risk management challenges and opportuhgigsanks have with regard to CSRD

requirements.

Through & exploratoryanalysis of these themes, we gain insights into the evolving landscamterol control challenge
amongfinancial institutions. The insights gainedn beuseful in understanding thiek between CSRD and other operational imp
(such as risk governancaid recognizinghatfurtherinvestigationand developments are needed.

CSRD and ESRS requirements in a nutshell

7]

ACts

The regulatoryESG landscape hascceleratedsince the Paris Agreement in 2015, with an inevitable impact on financial

institutions mainly concerning the environmental sphere.

With reference to the European context, many counimid¢isis region pioneered sustainability practices, with EU banks leading

compared to those located elsewhere (Ho et al., 2012; Chiaramonte et al., 2022; Agnese et al., 2023; Bruno & Lomisnon2
D UHJXODWRU\ SHUVSHFWLY Han €ty BifSekenFfiQ ofhét delmhDias wGdi thlkicy dbout climate reguld
(Bua et al., 2024): in particular, major steps have been taken to enhance-fimanoial disclosure to increase transparency and
DYDLODELOLW\ DV ZHOO DV WKH FOLPDWH DQG HQYLURQPHQW D Gonrgcledisks

023).
tion
data
VN

and opportunities (ECB, 2028runo & Lagasio, 2021 In this regard, several national central banks and financial authoritigs are
SURJUHVVLYHO\ FRQGXFWLQJ DQG HQKDQFLQJ FOLPDWH VFHQDUWYHR\DQ VK M

Nederlandsche Bank; the Autorité de Contréle Prudentiel et de Résolution and Banque de France).

In this vein, he EU is aiming to accelerate regulatory momentum by introducing obligations on disclosureemdtotpas
mandatory reporting standards and external assurance to create transparency and harmonization of sudisdhasilig/As a
recent report from Boston Consulting Group (2023) highlightsleACSRD extends the Nefinancial Reporting Directive (NFRD
compelling more companies to disclose ESG critenid policies ESRS addresses and formulates CSRD requirements$oope
entities. Given the high complexity and tlanountof ESGrelatedinformationrequirements, these commitments will posge
challenges for financial institutions andn-financialcorporates.

That saidthis new frameworkequires more than 100 ESG key performance indicators (KRPiahcial institutionsare urgedot
only to adjust reporting processes, but also to update their ESG governance and data cagabithiesone hand, the requir
implementation regardsultiple stagestfirst focusing on large publimterest entities, and lateovering SMEsOn the other hang
the disclosure requirement goes beyond the Environmental dimension of sustainability, covering Social and GovaeTzsioas
too. The first set of ESRS has been adopted in 2023 (EU Commission Delegated Regulation 2023/2772) and comprises
standards covering the various dimensions anedgulensions of environmental sustainability (ESRS E1 to E5), social sustain
(ESRSSL1 to S4) and governance (ESRS Ghd every standard includes oteebtopicsandsubsubtopics

1. E1 Climate changewhich entails the following sutopics: Climate change adaptatiorClimate change mitigatiory;

Energy

2. E2 Pollution, with the following main suitopics: Pollution of air; Pollution of water; Pollution of soil; Pollution ¢
living organisms and food resources; Substances of concern; Microplastics

3. E3 Water and marineresources whose main suiopics areWater consumptioand extraction and use of Marin
resources

4. E4 Biodiversity and ecosystemshich encompasses thegattand indirecdriversand impact®f biodiversity losge.g.
landuse change

5. E5 Circular Economy related to resource use and waste management;

S1 Own workforce regarding working environment and conditions (e.g. health and safety, adequate wage
dialogue, skills development);

7. S2 Workers in the value chain
8. S3 Affected communitiesvhose main subopics concernammunitiesfeconomic, social, and cultural rights

S4 Consumers and endsers whose main sutopics concern informatierelated impact for customers (e.g. privd
issues);

10. G1 Business Condugctvhich primarily regards corporate culture, management, corruption, and bribery.

The related granular KPIs that financial institutions need to submit across all dimensions follow a certainirdztaiing
descriptions of policies, targets, action plans, transition plans and potential financial impact (see Figure 1).

TheDelegated Act published by the European Commissisoincludessomeareas of flexibility: for instance, tapply standard
effectively all institutionsmay phaseLQ FHUWDLQ UHTXLUHPHQWY DIWHU W-gdihtd telatédto \duv
workforce. For companies with less than 750 employdierindicatorscan be omitted in the first two yeats. addition some
reporting areawill be voluntary disclosure abouiiodiversity transition plans or indicators concernivaykforce in he value chain
just to make few examples, wilbt be mandatory.
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Furthermore, the CSRDas introduced an audiequirement, in order to guarantassurance on sustainability information

disclosed Among themain challenges for financial institutionmany reports argue that thesguirements have been written w|

corporates in mingBCG, 2023):EFRAG has decided to postpone sedpecific standard$?erhaps, futurbankspecific standards

will require other addition&PIsandguidance on existing standards. Consequently, financial institutions should start préyeri
datacapabilities and develop their initial repad.

- KPI Type -
_LS,L Process Policies Targets? Action . Transition : Potential ; Other KPis Quantitative
b description Plans Plans financial KPI
CSRD effect
-
o © © © © © o it
Pollution ° ° ° ° 0 0 3
‘ Water & marine
E resources ° ° ° Q 0 ° 2/t
Biodiversity &
ecosystems e o ° ° Q ° 0/¢
Resource use
& circular ° ° ° ° ° o B
4 economy change
O
w:rr:(force ° 0 ° ° 0 ° 26
Workers in the
value chain o ° o ° ° ° 1
Affected
cor:m(immes 0 o ° ° 0 o 1
Consumers &
end-users 9 o ° ° ° 9 1
Busi
G canduct. © © © © o o 712
# Quantitative
KPI/T
] o

Source: BCG.

Note: This has been updated to facilitate cohesion and interoperationality between international standards in line with the Delegated Act cohesion
ammendment.

1. The overview shown represents a rough classification - within the category, individual KPlIs can vary per thematic block.

2. In the first step, publish those targets that insurance companies have already set. Increasing expectation that targets will also be set on the “target
KPIs" - therefore, further expansion stages should be taken into consideration.

ESRS = European Sustainability Reporting Standards.

Fig. 1KPI Type vs. ESG topic areas from CSRD/ESRSource: BCG (2023)

% D Q N-difte ldWareness about CSRiDelated issues: a snapshot and future prospects

Given the complexity of the CSRD/ESRS regulations and ambiguity of individualeahie KPIs and disclosure requiremer
severaffinancial institutionshave startedhinking about ESGisk reportingand management, especiadiggendered bgupervisory
guidelinesand initiativeqe.g., European Banking Authority, 2019, 2021; European Central Bank, 2020, 2021, 2023)

The European Central Bank (ECB) has reiterated the paramount importance of risk governance and disclosure, by rec
largefinancial institutions tenhance climate and environmergalernance structuseand capabilitiesithin the organizationThis
would ensure successful project management and prepare the grounccfallédnreging evolution of the frameworks.

On the other handhe ECB expectationgmidly claim thatthe climate and environmental (C&E) transitiprovokessocial and
governance implications. According to the concegusf transitiorf, banks have the opportunity to develop financial services
contribute to nezerogoalsin a socially inclusivevay, by setting a clear action plan that covers organizational culture, gover
risk, complianceand enhancingectorspecific expertise (Robins et al., 2020).

However, as also argued by recent acadeesearch, som& RFLDO DVSHFWYVY DUH RQ DY H U D-jdtated]
behavior(Robins et al., 202@oni & Scheitza, 2024 Thisfactmay be linked to the current regulatory pressurephiatarily seeks
to mobilize finance towards a more environmfiendly economy (e.g., the EU Action Plan and EU Taxonomy), whiesocial
dimensionis somewhat overlookedll these considerations seem to be confirmed by our exploratory analysis of the main
Significant Institutions (Sls).

Based on thdebate aboven the framework of our researake resorted taontent analysis methodologya Torre et al., 2024
assedsg the presence (or absence) of disclosure related to ESRS cobgegtamining their publicly available sustainabil
report$, Task Force on ClimatRelated Financial Disclosur¢ECFD) reportsandother relategbublications (Appendix).

2 Thejust transitionargument was included in the Paris Agreement adopted in #D&B)phasizéhe interests of workers and communities in
shift to a lowemissions economy. Since then, recognition has grown that climate success will be contingent on designing a trarsitioth
fair and seen to be fair across the socioeconomic spectaemgdmong others, Robins et al., 2020; UNEP FI, 2023; Monasterolo et al., 2024
8 Dichiarazione consolidata di carattere Non Finanziario ai sensi del D.lgs. 254/16
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,Q GHWDLO ZH FRQVLGHUHG E D QNWgARdnWik @goNsXhe Full Msivof \theh by ¢ Qb@nkzSince the
nature of this preliminary examination is purely explorative and aims to pave the wave for future teseaimtused on the Italig
Significant Banks. As highlighted by various scholars, larger bam&g be able to engage more resources and sophist
knowledgebased management tools to address related cormedngisclose them (see, among the others, Drempetic et al.,
Bolibok, 2024).They are alsaisuallyunder more pressufeom stakeholder groups to comply with E$@&nagement standarts
legitimize their strategies and businegserations According to theorganizational legitimacy theory, companies may voluntg
disclose ES@Gelated information to address the expectations of their VA DNHKR O GHUV D QG lkekse b aperktél
(Adams et al., 1998). Moreoven 2014 the HropeanUnion adopted the Noifrinancial Reporting Directive (2014/95/EU) th
requiredlargebanks to disclose information on the way they operate and manage social and environmental cf@Hergesonte
et al., 2022).

Sincebanksfinonfinancial information is disseminateish variousreports the following research material was included in
analysis: (1Bustainability Report / NefRinancial Report (Dichiarazione Non Finanziar{@) Pillar 3Disclosure (4) TCFD / Climate|
reports, (5) informatiorirom thematicsections/tabsR Q W K H E D Q NfotfexZripke\Sustaidable Finance, Risk Managen
Governance sectiopsinsights from this analysisonsiderdouble materiality trends, reporting formats, and depth of disclog
which are importanbeyondthe CSRD evolution and EU regulatory discussions on global competitivén€s8mpibus’ efforts.

Table 1 reports each standard's Mean Disclosure Coverage (as a ratio between ESRS Standard Topics addressed by
ESRS Standard Topics required).

Table 1IESRS and Disclosure Coverag RXUFH $XWKRUfVY HODERUDWLRQ IU

As expected, Table 1 highlights that banks have been primarily focusing on Climate & Environmental dirheastatisclosed

n
catec
2020

arily
HY}
at

the

ent,
ures,

the B

RP

topics includéWater and Marine Resourc88SRS E3 and Pollution (ESRS E2). These findings confirm the recent results pf the

Nasdag CSRD Insights Tracker. Schimperna and Loizzo (2022) note plaat of theESRS Elrequired quantitative information
already available to banks through the fimancial reports of the financed counterparties. In particular, the followirgulisitarizes
primary information that banks are expected to be able to retrieve from thénamcial reports of their counterparti¢as a
commonality with EBA disclosure requirements)

- GHG emissions (Scope 1, 2 and 3) [EBA Pillar 3 Template 1];
- Exposures subject to acute/chronic physical risk [EBA Pillae@plate 5];
- Taxonomyeligible (or aligned or enablingdxposures [EBA Pillar 3 templates 7 and 8];

- Exposures towards activities contributing to climate change mitigation and / or adaptation [EBA Pillar 3 te
1,4,7,8].

S

mplat

In recent years, the majority of banks have participated to nationaitentationalnitiatives of supervisory dialogue and thematic

reviews strengtheninghe relevance of climate risks and opportunities

However, financial institutions experienseveraHifficulties in retrieving information that is not publically available, such as
amount ofexposuretowards companies excluded from EU Paligned Benchmark. In additipras shown irseveral Pillar 3

documentsretrieving ESG quantitative information could be more complicated wé#latedto unlisted SMEs and listed micrp

enterprises, for which there is currently mandatoryESG disclosureWithin the Environment sphere, banks in our sample

progressively gaining more awarenesand, subsequently, reporting and disclosure capabitifédsut Biodiversity (ESRS E4) and

the

are

Circular Economy (ESRS E5), whereas Pollution (ESRS E2) and Marine resources (ESRS E3) are almost neglected by mpst of

Within the Social pillar, the Italian banks in our sample exhibit a certain degree of awareness and reporting, espeeiallyg¢

topics related to Own Workforce (ESRS S1) and Affected Communities (ESRS S3). We cautiously interpret these findings

on
since

VDPSOH LQFOXGHVY FRRSHUDWLYH EDQNLQJ JURXSYV KLVWRULFDOO\ @tdarddi G

et al., 2016; Schroder, 2021).

4 As data availabilityand standardizatiowill improve, due to the evolving regulatory landscape tredgrowingEDQNVY DZDUHQHVV [

further researckhallbe conducted
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Interestingly, topics related to ESRS G1 Business coratecbn averagenot covered in depth.

These preliminary findings suggest that banks are struggling to cover all topics require@bsofiesan Sustainability Reporting

Standarddut, especially in some areas, are proceeding in the proper manner. In particular, some banks have tried to ant
besteffort basis the evolving intricacy of several regulatory requirementapplying a range of risk management tqafecluding
engagement with counterpartasd development financial institutions (DFI, e.g. the European Investment Bank).

As concerning the soalledimpacts, Risks and Opportunities (IRGs)severalnstitutionsare developing process to determin

cipate

e

which sustainabilityrisk driversand to which extentould potentially have a material impact on their risk profile and operations (for

instance in terms of financial losses, businesmtinuityissuesor legal and reputationavent$. Following the initial identification
of risk drivers,severalinstitutions useheat mappingo assesshe severity level of each of the identifiggk drivers for each of th
sectors in which it is active (using the NACE sector classification). Each dtif@r example flood risk, resource scarcitpr

biodiversity losstreceives a severity level for easbctoronto which it is mapped. The outcome of beatmagexercise informs the

D

L QV WLWXWuRagtiofis irRter@RA measuring the materiality of the risks and allocating relevant resources within t
organizationDepending on the type of exposure and risk driver in scope, institutsagialitative and quantitative approaches to

assess thesk materiality. Only someinstitutions use scenario analyses to assess the impact on either probability of defg

ult (e

through changes idient revenues/costsibject to transition palor loss given default (e.g. through changes in the value of collateral)

for exposures with credit risk or loss estimates for exposures with market risk and operational risk.

Discussion and conclusive remarks

Forwardlooking, under the forthcoming Corporate Sustainability Reporting Directive (CSRD) and Corporate Sustainab
Diligence Directive (CSDDD), firmstincluding banks will be mandated to address and disclose social issues, such ag
dialogue, human rights, ancbommunity relationsMoreover this attention to social issues and to the concept of just transit
steadily intensifying among the policymakers and academics debates (Robins et al., 2020; Boni & Scheitza, 2024).

In essence, CSRD regards ESG reporting requirements. However, behind its basic definition, it encompasses severarns
with different degrees of complexity concerning sustainability strategy, accounting, risk management, and transparers)
Hence, financial institutions (Fis) should consider at least the following issues:

- Theyfundamentally diffefrom nonfinancial firmsas they interact with multiple industries through their financing

investing activities exerting only indirect control over theif X V W Rdpétatiang It is standard practice for Fls to

diversify lending andnvestmentortfolios towarda broadset ofindustriesand asset classes, creating a complex V
chain.

lity D
SOCi
on is

nside
of fi

and

alue

- EFRAGisyet to release financial sectspecific guidance, and indications suggest further guidance will not be receive

within the next 12 year§. This lack of guidance from EFRAG leaves fimancial industryin a tricky position as ead
bankhas theautonomyto chooseéts own approachpotentiallyresulting in a wide range efotso-comparableutputs.
This could in turn,result in variousF R P S D @ataHé(flests fromiifferentinvestors and lenders.

- The necessityto collect data fromborrowersand investeeso conduct Double Materiality Assessment (DMand

h

counterparty ESG risk assessmind severe challengéls mentioned, the data requirements for CSRD reporting are

extensive and, due to the breadtiseftors covered, data collectioraiparticularlydifficult process for FIsThey should
have plans in place to engage with clients over CE&RIZs

On the other side, financial institutions could, in principle, benefit from enhanced disclosure requirements involfimanoit
firms. While reaching out to every client/investee company is impossiée the coming years, there will be a wave of inconi
data from companigbat will beavailable for Fis to proces€ SRD seek# improve ESGlataaccessibility, trustand transparency

ng

as well as betterepresenthe ¥inancial valu€ of sustainability informationk-irms must present this information in a standardiged

format that enables investaaad lenderso assess ancompareF R X Q W H BSDeffaisart Visk profiles.

Thus, & lenders and investorEJs are arguablyamongthe most significantusers of R W K H U suistalrrabifydisclosures
Enhanced reporting lyorrowersand investee companiesuldbenefitFlsin somecritical areas:

X Reduce greenwashing and reputational riskenformation provided under ESRS will increase transparency in financial

marketsand potentiallyreducethe risk ofusing inaccuratand/or not detailedisclosures by clients and counterparties.

X Lower cost of data and analyticsaccessing standardized and externally verified information from clients wi)l cut$sts
in sourcing relevant and accurate sustainahiitgrmation Furthermorebanks will be able to gain more investigation ab
F O L ey \wnvifbnmental performance ratios based on turnover, CapEx and OpEx under the EU Taxonomy R¢
These are essential indicators for banksfarahcial intermediaries examiningand approvingustainabldinancing.

x ESG risk management-ESG risks of financial firms are on the rise, as are regulatory expectations and requir
especially in the EU (ECB, 2020; AIFIRM, 2022; EBA, 2025). To effectively assess complex climate;rakdttag and
social risks across their value chainspkmand other FIs can leverage more granular and accurate sustainability &
disclosed by their CSRiMer customers. As recently highlighted by the EBA (2025), while progress has been m

5 The CSRDalsorequires companies to report on their impgas, effects, both positive and negative, that a company could have on the envir
and stakeholders, and risks, i.pgtential negative consequences that a company could facec@ssagquencef sustainability issugsand
opportunities, i.e.potential benefits by addressing sustainabtlityics,including financial gains, improved reputation, and increased innova
This must be done through a double materiality assessment (DMA), which considersmathandfinancial materiality Banks areefering to
frameworks from other standards, such &b@l Reportinglnitiative, for broadeguidance.

6 https://www.efrag.org/en/sustainabilitgporting/esravorkstreams/sectorspeciasrs
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All'in all, our paper is intended to stimulate an initial reflection on the refinement of a sustainable business stratiégimgidrucial
aspects that can be considered in harmonizing the bank's transition path to sustainability and ESG risk nhaDagpiteerecen
political debates, financial institutions have to integrate CSRD/ESRS requirements into their existing operations drwbiritef
systems. This involves not only the disclosure sphere but also governance and risk management finadiicascial sector play
a pivotal role in the transition, not just through their capital provision but also in their influence and steering earett@nomy
Using the CSRD as a strategic tool alongside ensuring reporting compliance is egseaitialing FIs to support the Gree
Transition. Furthermoreghe European Banking Federati@BF ) is recentlywarning that the proposed rollback of g ESG ruleg
could make it harder for lenders tssesgredit risk.European banks have been waiting for years for their clients to provid
points under ESG reporting rules. But as the European Union looks set to dramatically water down planned reQuiatibns
Packagg, banks fear they will lose some necessary tools to conduct properdiZ8€&l credit risk analyses, according to the EB

analyzing ESG risks, there is still insufficient evidence on the impact of ESG factors on credit risk. Granular and &
data that should become available based on fully implemented CSRD could allow sound advancements for
exposures in theotning years. Further, the feasibility of introducing a standardized methodology for identifyin
qualifying ESG risks is expected to increase after the full implementation of the disclosure regulations. Howeve

mpar
corpt
g an
r, shc

these efforts be pursued, the Aottty suggest a sequenced approach, starting with climate risks related to exposure clas
for which best practices are advanced, such as large corporates, before potentially extending the approach to other exp
and other pillars of ESG risks. Lookjnat proactive practices, beyond regulatory compliance, a Global Systemically
,PSRUWDQW %DQN KDV UHFHQWO\ SXEGQG ldi¢gdtosigy i déthiH e intelguaRon7df Diighate. W

considerations into its business operations and risk management frameworks, aiming for net zero targets across i
activities. This plan comes after the other global significamtlFe reevaluating their climate plans. This Bank is develq
D FHQWUDO GDWD DQG UHSRUWLQJ LQIUDVWUXFWXUH DLPLQJ WR G

s fina
ping
Y D (

$OLIQPHQW 7RRO" OHYHUDJHV WKH RRIUMtludes $imdlationRrepons) Elixrd DisghtR endH
dashboards that can be used by Relationship Managers and Risk Management teams to simulate financed emissions fc

/transactions, thus aiding capital allocation and credit risk decision makitids vein,machine learning modesomay

be useful to capture the relationship between ESG scores andristeditdetect ESGelated misconduct rislas they can

capture nonlinearity. Furthermore, ensemble machine learning models could mitigate the lack of standardization by,
model averaged estimates, as showAgdpsto et al. (203), Gabbi et al. (2024), Lagasio (2024), Giudici & Wu (2025)

7 https://av.sc.com/corpn/nr/content/docs/Transitigelan. pdf

8 https://finance.yahoo.com/news/eurdmnkswarn-hiddencredit050000027.html
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Appendix

List of banks analysed:

Unicredit S.p.A.

Intesa Sanpaolo S.p.A.

BancaNazionale delLavoro Sp.A.

Banco BPM S.p.A.

Iccrea Banca S.p.A

Banca Monte dei Paschi di Siena S.p.A.
BPER Banca S.p.A

CreditoEmilianoSp.A.

Banca Popolare di SondriopsA.

10. Mediobanca Banca di Credito Finanzia8@.A.
11. Crédit Agricole Italia S.p.A.

12. Banco di Desio e della Brianza S.p.A.

13. Cassa Centrale Bane&redito Cooperativo Italiano S.p.A.
14. Banca Mediolanum S.p.A.
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A Structured Approach to Enterprise Risk Management in Ethiopian Commercial Banks
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Abstract

The aim of thestudywasto develop an enterprise risk management framework for Ethiopian commercial banks. This 4
is undertaken to enhance the risk management systems and practices and foster the soundness and stability of tharkthg
system. The study employed a musgitage mixed methods research design that includes content analysis, survey study an
techniques. The study established an enterprise risk management framework that comprisesreeeenstructs and seviactors.
The factors include Vision, mission, core values and strategy, Risk management environment, Risk management fun
Management tools and process, Risk appetite and tolerance limit, Alignment and integration, and Enhanced value.

Keywords: Enterprise Risk Management; commercial banks; risk management framework; Ethiopia
JEL Classification: G21; G32G34

1. Introduction

Commercial banks collect funds from depositors and allocate to borrowers as a financial intermediation (Rundassad
2016:108; Mutava & Ali, 2016:15). Increasing the sophistication of the banking business and the mutable working envikes
thetask of risk management a vital function of organisations (Abdullah, ABHukor & Rahmat, 2017:2). The 26@009 global
ILQDQFLDO FULVLVY DQG WRGD\TV YRODWLOH HFRQRPLF FRQGLWLR Qe Bbdnkirg
industry (Olayinka, Emoarehi, Jonah & Ame, 2017:938).

The Banking industry has begun to expand and diversify rapidly and has been showing a significant improvement in i
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and quality of performance. The increasing competition in different aspects, the introduction of innovative productssasidgnc

deregulation have underlined the need for banks to improve their risk management practices (Attarwala & Balasub
2015:10).

In 2006, the Basel Il Accord was promulgated and entailed provisions designed to enhance risk management for ban
& Young, 2013:603). Later in 2010, Basel Il was developed to deal with the limitations of teegiseregulatory frameworks.

also serves as a guideline for a resilient banking system (Basel Ill, 2017:1). Due to the sophistication of the Basek fizan&sjo

in Africa find it difficult to comply with the set of rules and standards as prescribed by the Basel accords (NyaStakg0&5:14
and to enhance their risk management based on these frameworks. The rules suggested by the Basel Committee aresaid(
for African banks due to their low integration into global financial business

Risk management is a vital function for financial institutions. Various institutions have started employing ERM fun
establish a harmonised and integrated entergride approach to manage risks. Ethiopian financial institutions also need to
vibrant ERM functions to manage their risks and achieve objectives in the most economical way (Tamiru & Singla, 20
However, the main activity of risk management function in the Ethiopian banking industry is compliance with standardsfi
focusing on creating strategic advantage and enhancing firm value. ERM is not yet fully understood by Ethiopian findmtgad i
since ERM is a strategic imperative to enhance firm value (Bisrat, 2018:71).

The banking business in Ethiopia started during the reign of Emperor Menelik 1l in 1905. The Bank of Abyssinia, thé& firg
Ethiopia, stared its operation on February 17, 1905, to issue currency notes and engage in commercial banking (Ale
Tekemedhin, 2012:1; Chanie, 2015:138yen though the banking business has a long history in Ethiopia, it is still in its in
has emerging intermediary sector and the financial system is underdeveloped (Fanta & Makina, 2016:152; Fanta, 204 631
yet competitive and efficient, nor is it capable of accelerating the economic growth of the country, which remains aigir]
2020:60).

The implementation of ERM in Ethiopian financial institutions is quite inadequate and is in its infant stage having liessd)
ERM practices compared to international organisations (Tamiru & Singla, 2019:5289). The risk management function of
financial institutions has a weakness in defining a clear risk appetite that is aligned with the strategic objectinsttatitions. In
addition, there is a lack of skill and experience specific to risk management in Ethiopian financial ins{Bisi@is2018:71). Thg
major challenges facing Ethiopian banks in managing their entefpvigkrisks are weak ton at the top and less attention fron
management, absence of workable environment, absence of qualified staff and lack of advancedgiskerda software (Yetaye
2020:49).

Regulators are responsible for ensuring the existence of a strong risk management systems and practices in banks
reliance on the banking industry. The National Bank of Ethiopia (NBE) conducted its first bank risk management survetpi
evduate the risk management practices of Ethiopian banks and to resolve challenges and fill gaps. The survey resulttbpi
existence of poor risk management systems and practices in Ethiopian banking industry (NBE -P80®Ba&Sed on the result
the survey and following the significant expansion of the banking system in Ethiopia, the NBE has revised the Bank Riskevit
Guidelines, which was established in 2003. In the revised guideline, the NBE requires all banks operating in Ethiapiestoa
comprehensive risk management programme by focusing on credit, liquidity, market and operational risks (NBE, 2010).
most of the banks are either did not establish the programme at all or failed to establish a comprehensive risk mamagaemarg
(Samuel, 2015:3).
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Overall, the risk management function of Ethiopian banks did not provide relevant and timely information to the management

board of directors that can help to make informed decisions. In addition, it is not integrated with other functionsawithksttand

risk appetites and tolerances are not properly defined (Asfaw & Veni, 2015:2). Background has established that it is timporta

manage all risk types within banks holistically by integrating them with other banking functions. These issuestipeifsct that
there is no structured approach to ERM in Ethiopian banks.

2. Literature R eview

Risk management is a key concern of governance, which comprises a major function of control. It is an integral parand policy

strategy setting, assisting the management of organisations in setting objectives, assessing and identifying oppdntiskiiesnah
ultimately achieving their goals (Braumann, 2018:241). Identifying and mitigating risks is also a challenging task featagsn
Due to this fact, many insurance and contract agreements entail concrete evidence of a sound risk mamactgongh®O© 31000,

2018:1). The formation of risk management initiatives should consider the expected values in advance, when it stancks tieeenhar

performance of risk management in the organisations. The result of a sound risk management programses @wsurance,
compliance and improved decisiomaking (AIRMIC, Alarm & IRM, 2010:2).

The failure of some big corporations in the USA during the early 1990s and its flush forwards gave a message and gmafning
for regulatory bodies and investors to pay attention to the enhancement of risk management functions (Khan et al., 2016:1

Financial institutions have been badly affected by the 2007 global financial and economic crises and thé Caavidemic (Agnese

& Capuano, 2021:302). Ahmad, Ng, and McManus (2014:541) argued that one of the main triggers for the 2008 globalrfgigncial «

was the failure of risk management in financial institutions. The traditional risk management (TRM) approach has defic|e

managing enterpriskevel risks. Therefore, the concept of enterprise risk management has been developed to managé resgsou

with the enterprise in a holistic manner, which is a gap of TRM (Shad & Lai, 2015:1; Soomro & Lai, 2017:329). According 1o
Stolzle and Xu (2018:159), ERM is a method of dealing with all enterfaiss risks in a holistic and integrategpmoach by
managing and coordinating any offsetting risks within organisations.

Khan et al. (2016:1886) noted that ERM is a risk management approach that invites integration of all entdeprisks ang
conducts a portfolio perspective of corporate risk management. ERM involves all types of risks, whether external aniatgatet

ncie

Be

and considers at all risks comprehensively. It builds enterpride awareness for protecting, creating, and maximising the value of

shareholders by managing risks and taking opportunities in a continual practice (Mardessi & Arab, 2018:444) Nghraad
OFODQXV GHVFULEHG WKDW (50 LV DQ DSSURDFK WKDW KHOSV P|L
businesses. It is an enterprisele process that identifies the possibility of negative events and delivers mitigatbianisns fo
those risks.

ERM enables the creation of economies of scale and synergies by sharing information and exploiting natural hedgesgor

Wl

bala

firm risks that minimise overall risk management expenses. ERM may be highly successful by supporting organisatiomigjtyavert

damaging cash shortfalls that need high costs of capital acquisition or the loss of valuable investment opportunitte® Trereyyet
2018:17). The integrated approach of ERM supports the management to identify all risks that the organisatioediscerpas

develop effective strategies to mitigate risks and manage within its risk appetite (Anju & Uma, 2017:194; Jivaasha, 2021.

Accordingly, ERM is linked to organisational performance that is expected to lead to sustainable growth in the ek @lal,
2017:938).

The ERM system consists of risk appetite, control environment, risk management framework, and controlling activitieg (Ange

& Teng, 2016:155). The ERM framework guides organisations to provide appropriate investment within the given risk tohérgn

cel

It also helps organisations to confirm that the -aslusted return is effectively managed for the sustainability of the organisatior
(Lanz, 2018:10). A comprehensive and successful ERM framework covers all the relevant risks exposed to an orgacisation,

financial, strategic, operational, IT, regulatory, and reputational risks (Tuten, 2018:3).

The board of directors strives to realise a risk oversight role by formulatingedvighobjectives, setting an internal framewark,
and approving broatlased resource allocations. The senior management is accountable to the board of directors fod the s

execution of each ERM component. To implement this appropriately, it is important to recognise the relationships witkin
ERM components (Braumann, 2018:241).

spe:

The speedy growth of ERM thought indicates that the concern of risk management has to move from the usual financial

operational risk to further strategic analysis of risks for business success (Woon et al., 2011:26). The developnrantefsiakd
enterprisewide approaches to risk management promotes the function of risk management to broaden entpiaseoss all
business lines and different types of risks (Bessis, 2012:43). A familiar model in the private sector, particularlyahifieitutions,

insurance, and banking sectors, ERM had received special attention following the Enron scandal and the passage-O&arpane:

(Brandt, 2018:28).

The ERM framework proposes perfect guidance to handle enterprise risks and help organisations reduce losses andwisks. |
of that, it becomes the main issue within companies. ERM intends to integrate risk management into organisational gtrateg
corporate governance (Heong et al., 2108:84). Anton (2018:152) also noted that the ERM framework helps organisations|to ide

and measure all of their exposures and handle them in a comprehensive, ongoing, and widely intensive way.

A number of principlesbased ERM frameworks have been developed to encourage the implementation of ERM and tg

sup|

organisations in designing and implementing ERM processes (Beasley, Branson & Pagach, 2015:220). The developmert of lite

related toERM has increased, and ERM implementation frameworks have been broadly introduced. The purposdarfuE&dy

risk management is to create value for organisations (Silva et al., 2019:687). Different institutions, such as COSO,0l$SO 31

FERMA, and SarbarseOxley Act (SOX) in the US, have each developed worldveidespted ERM frameworks. The following fqu
nonregulatory ERM frameworks and standards are frequently adopted by corporations:
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f The Committee of Sponsoring Organisations of the Treadway Commission (COSO) Enterprise Risk Managerr

Integrated Framework (revised in 2017);

f 1SO 31000: 200Risk Management Principles and Guidelines on Implementation of Enterprise Risk Mana
(revised in 2018);

f AS/INZS 4360:2004: Risk Management Standard (it was superseded by the ISO 31000 at the end of 2009); an
f Federation of European Risk Management Associations (FERMR)sk Management Standard.

After the publication of the ISO 31000 and COSO ERM frameworks, ERM is embedded in vibrant processes set and im
by firms that contain particular steps to manage the risks at an acceptable level. These stages involve setting a foa
organigtional risk management, identifying risks, analysing risks, treating risks, monitoring and reviewing (Mardessi
2018:445). Various ERM frameworks provide guidance for organisations on ERM implementation. However, the defin
number of compoents identified by each framework are different. Due to this fact, the list of core components of ERM is d
(Braumann, 2018:241).

Both 1ISO and COSO use an integrated and formal approach that can be applicable to any firm consistent with its sess
size, or activity. By embracing a contingency approach to ERM implementation, organisations can avoid proposing a igki
management process that could be operational in different conditions. The suitable ERM process is different amongrs
(Mardessi & Arab, 2018:445). The ERM frameworks involve a risk management policy, risk process, risk tolerance, risk
risk governance, strong risk culture, and integrated deemiaking (Tuten, 2018:6).

2.1 COSO ERM Frameworks
The COSO released its first broad ERM guideline, Enterprise Risk Managértegrated Framework, in 2004. According
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Prewett and Terry (2018:16), this framework was similar in tone and structure to the 1992 Internal Control Framewolktdstt the
framework was mainly focused on and expanded on the risk assessment part of the foremost framework. The ERM framewaork rel

by COSO overcomes the TRM approach and instantly becomes a reference guide for risk management programmes (Flo
2017:59).

[io & |

The TRM framework for organisations is not different from the following five steps: risk identification, risk evaluatian, ris

PHDVXUHPHQW ULVN WUHDWPHQW DQG ULVN PRQLWRULQJ :KLOH WKH &
internal environment, risk assessment, event identification, control activities, information and communication, risk g
monitoring (Woon et al., 2011:26).

Figure 1: COSQ004ERM Framework
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h

E’I:;,:ﬂm G’"ivl"j

tification

TR

“ma@m&“

Source: COSO (2004:5)

The COSGERM EnterpriseWide Integrated Risk Management Framework is the most widely accepted ERM framewor
organisations are inclined towards this framework when they look for guidance in implementing ERM (Raschke & Mann,
Shad et al., 201917). The COSO model for ERM consists of the overall approach and structure of ERM that recognises th
of companies to modify and adopt it in the environments in which they undertake their business (Brandt, 2018:28). i toq
ensure italignment, analyse prospects, examine all risks, focus on strategic risks, and evaluate alternative strategies, lao
the business context and interconnectedness of risks for using the-ERI@@amework effectively (Walker, 2018:1).

In June of 2017, COSO released a new, complex, and more detailed ERM framework named Enterprise Risk Ma|
Integrating with Strategy and Performance. The emphasis of the 2017 framework is on the integration of ERM witlssttiatg
and performancdt also gives high acknowledgement for the contribution of culture and governance to embedding a comp
framework and encourages organisations to be aware of integrating these key components (Prewett & Terry, 2018:160f
the COSO frameRUN WLWOH WR WKH QHZ 3(QOUWHSUDWH GL\ZN VR GMWIWHPW B D Q (
3(QWHUSULVH 5LVQWHODDWPEQWDPHZRUN" ORRNY OLNH D VLPSOH DFW R
approach. COS@nderstands that the dynamic and comprehensive behaviour of ERM stands with the vision, mission, and ¢
of firms through enhanced value creation (Fox, 2018:6).
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Figure 2: COSO 2017 ERM Framework
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Different from the 2004 simplified ERM cube, the 2017 framework is more complex. The 2017 COSO framework includ
focus on strategy setting, corporate governance, and culture. The new framework includes five components and 20 prén2i{};
principles are included to clearly explain the five components embedded in the framework (Prewett & Terry, 2018:17).

2.2 1SO 31000: Risk Management Frameworks

The global financial crisis in 2008 signified that building a sound risk management function is important for organ

esm
les. T

isatio

Following the crisis, a number of new international risk management standards have been developed, including ISO 31000:
manageentPrinciples and guidelines. This standard plays a significant role in the enhancement of risk management fungtions

provides a structured approach for ERM implementation (AIRMIC, Alarm & IRM, 2010:2). ISO published its first risk mang

geme

documentL Q QDPHG 35LVN3BDQPUSPHYWQG JXLGHOLQHV  7KH GRFXPHQW L

framework, and processes (ISO 31000, 2009). The ISO 31000 definition of risk shifts focus to the probability of areeffaetiigp

an efect of objectives, from the previous preoccupations with the possibility of an event or something happening (Purdy)2010:8

Figure 3: Risk management principles, framework and process
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After evaluating various alternatives, ISO 31000:2009 established an extensive process for managing risk. The prodgs
steplike, and practically there is a significant iteration among the steps and the continuously functional features of ebiom
and consultation, and monitoring and review. Both elements of the process can be taken as a continuous process (P23l
7KH LPSOHPHQWDWLRQ RI ULVN PDQDJHPHQW GHSHQGV RQ HDFK \éptiena Brig
FULWHULD %\ FRQVLGHULQJ WKLV IDFW WKH ,62 ULVN PDQDJ ktierH
DW WKH EHJLQQLQJ RI ILUPVY ULVN PDQDJHPHQW SURFHVVHV |6 Jrocess ig

concentrated on establishing a context and then performing risk assessment, leading to risk treatment. The procesiefigigins by

what the firm desires to realise and the internal and external causes that could affect the successfishameatrgilthose objective
This process is known as establishing the context and is an important pioneer in risk identification.

Under ISO 31000 (2009:17), risk assessment encompasses the stages of risk identification, risk analysis, and riskRigkl
identification needs the presentation of an organised process to recognise what could happen, how, when, and whyisRisk
the 1SO 3100 framework, is focused on creating an understanding of all risks, their results, and the probability ofctross.
Then risk evaluation entails deciding on the degree of risk and the priority for attention over the implementahgomedsure
established when the framework is developed. Risk treatment is focused on altering the scale and probability of outag
negative and positive, to realise the net growth of values. The result of risk treatment is control, andiite abjeatnodify riskg
(Purdy, 2010:882). ISO31000 (2009:19) provides a set of overall alternatives that should be taken into consideratidskg
treatment. The list of priorities shows a preference, and notably, the alternatives address bbtit hgke tupside and/or downsi
consequences.

Recently, in 2018, the ISO published a revised version of its risk management guidelines. 1SO (2018:3) contended th
31000:2018 gives more strategic guidance than the ISO 31000:2009 and provides a high focus on both the participatig
maragement and the incorporation of risk management within the enterprise. The guidance also recommended that or]
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develop a risk management policy or statement confirming that the essential resources are allocated to managing téskefife sta
or policy should ensure that the assigning authorities, risk management commitment, responsibilities and accountpilitie:
established at an appropriate level within the institution.

Figure 4: Risk management principles, framework, and process
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Fox (2018:6) argued that the 2018 revised version of the ISO 3100 risk management standard presents a simpler jand «
framework than the previous version of 2009 for anyone who needs to protect and create value for a firm. The newly introd
standardalso endorses the risk management function as part of organisational strategy, structure, objectives, processegsand ac
It gives more focus on value creation as the main driver of risk management and other features related to value, sudbagéne
of stakeholders, continual enhancement, being customised to the firm, and understanding of cultural and human facte@d(ISO 3
2018:3).

The 2018 version of the ISO 31000 risk management standard recognises that firms may have previously established a
frameworks, principles, and processes for risk management. Due to that, the focus of the revised document is on theesidhifica
customising and enhancing undestablished functions to better support firms in strategy setting, making informed decisions, at
achieving objectives (Fox, 2018:6).

Overall, the concept of ERM has developed to fill the gaps in traditional risk management. Various institutions, such as C(
and 1SO, have adopted various ERM frameworks. The COSO ERM framework is the most widely accepted ERM framewofk. Re
developmerg in ERM frameworks are focused on the alignment of risk management functions with strategy setting and performa
Overall, establishing a comprehensive risk management function enables organisations to increase their growth anty,profita
particulaly, and to create sustainable economic growth entirely.

3. Methodology

The objective of the study is to develop a workable ERM framework for Ethiopian commercial banks, aiming to enhange the
management function within the Ethiopian banking industry. In order to achieve the objectives of the study, the reseaddpedha
a multistage mixed methods design consisting of content analysis, a survey, and a Delphi study.

The first stage of the study was content analysis, which is qualitative. The content analysis includes the thematuaf dmalysis
Bank Risk Management Guidelines developed by NBE and the internationally most accepted ERM frameworks, namely the C
ERM framework and the 1S0:31000 risk management framework. The key themes were identified from these documents, an
draft questionnaire was revised based on themes developed through the content analysis.

The second phase of the study was a collection of quantitative data using a questionnaire and analyse the data. Taieequesti
developed from the content analysis was administered to risk managers and risk management officers of Ethiopian conkwercial |
The questionnaire was distributed to respondents through email. The researcher appieditsareey method and used the Lime
6 XUYH\ WR UHDFK RXW WR WKH UHVSRQGHQWYV YLD WKH UHVSRQGHK@anag&rsH P L
and risk management officers. The results of the descriptive and statistical analysis of the survey study were usqdaaldstelo
ERM framework.
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The third phase was the Delphitechnique. The Delphi technique process of this study consists of identifying bank rislentanage

experts and collecting opinions of the experts on the developed ERM framework. This method was used to remove some

grey

WKDW QHHG H[SHUWVY RSLQLRQVY DQG WR YDOLGDWH WKH GUDIW (50 IUlpbPHZ

interview mainly included opeanded questions that could invite the participants to give their opinions on the draft ERM@ndas)
and the measures that could be taken by Ethiopian banks to establish a mature risk management culture.

4. Data and Results

4.1 Content Analysis

The purpose of the content analysis was to develop the main themes of ERM frameworks from internationally accepted |
frameworks, namel£ OSO FramewoHERM Integrating with Strategy and Performance (2017), ISO Risk Management Guideline

(2018), and the NBE Bank RisManagement Guidelines (2010)he three documents were inserted into the Atlagrsion 9

software and qualitative data analysis was conducted by employing the thematic data analysis t@ttenipoeiments were coded

using Atlasti Software and 460 codes were developed. From the total 460 codes, 4fi8gubwere created. From 108 categol

ies,

30 themes that were used to develop the conceptual framework of the study were developed. The themes were summairised

(seven) ERMpillars. The themes, which were developed from risk management standards, were also used to improve|
questionnaire of the survey study.

4.1.1 Factor 1: Vision, Mission, Core values and Strategy

the |

From the total 46@odesthatwere developed throughematic analysis, twentsix (26) codes that related with vision, mission,

core values and strategy were categorised into sevegreups. As stipulated in Table 1 below, the-gubups were mission ar
vision, core values, strategy setting, strategymtanage risks, strategy implementation, strategy review, and objective S
Furthermore, these seven sgiloups were summarised under three themes: Vision, mission and core values, Strategy assl
objective.

Table 1: Vision, Mission, Core Values aSttategy

Sub-group Theme Factor

Vision and Mission Vision, mission, and core|
Core values values

Strategy Setting
Strategy to manage risks

Vision, Mission, Core

Strategy implementation Strategy Values, and Strategy
Strategy Review
Objective setting Busines®bjective

Finally, the three themes were combined and constructed as one of the pillars or factors for the ERM framewimgiarf
commercial banks, namelyision, Mission, Core Values, arstrategy (VMCS). The factor explained that the risk manage
function of an organisation needs to emanate from its vision, mission, and core values and should align with its st
2017:2).

4.1.2 Factor 2: Risk Management Environment

Forty-nine (49) codes thatererelated to risk management environment were categorised under seventeen-(réupstand

d
etting
Busil

Eth
ment

Jy (Co

the groups were categorised under four themes as illustrated in Table 2 Beothemes were internal and external context,

governance and culture, board risk oversight roles, and management risk management roles.
Table 2: Risk Management Environment

Sub-group Theme | Factor
Internal context
External context
Culture
Governance
Approving strategy and policy
Ensuring development of procedures
Understanding the risk level/profile of the bank
Ensuring all risks are properly managed Board risk oversight roles
Setting risk limits
Providing risk guidance
Board risk oversight
Senior Management roles
Establishing a risk management system
Managing all risks properly Management risk manageme
Capacity to manage risks roles
Commitment to implement ERM
Involving all management in risk management

Internal and external context

Governance andulture

Risk Managemen
Environment
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Finally, the four themes were combined and constructed as the second factor of the ERM framework of Ethiopian c(
banks, namely: Risk Management Environment (RME). The factor explained that timearisigement environment involves
setting that needs to be considered to establish an effective ERM function. It includes external and internal contexi;eane
culture, board risk oversight, and management risk management roles.

4.1.3 Factor 3: Risk Management Tools

From the total codes developed under the thematic analysis;tisigt (63) codes related to risk management tools
categorised under fourteen (14) sydoups and the su@roups wee summarisednder four themes, as outlined under table 3 be
The themes wereesources for risk managemerisk management policies and procedurisk exposure limitsandclearly defined
risk management authority.

Table3: Risk Management Tools

Sub-groups \ Theme [ Factor
. Resources for rish
Resources for risk management
management

Risk philosophy

Establishment of policies

Risk management policies

Review of risk management policies
Development of risk management procedures
Risk taking guidance

Risk controlling and monitoring procedure
Credit concentration

Risk exposure limits for all risks

Risk tolerance limits

Risk appetite

Clear level ofdelegation with risk management functiong Clearly defined risk
Segregation of duties for risk management management authority

Risk management policie
and procedures

Risk Managemen
Tools

Risk exposure limits

Overall, the above four themes were combined to construct the third factor of the ERM framework of Etbimprencial banks,

DMME
he
n

were
low.

namely: Risk Management Tools (RMT). Risk management tools are the resources and systems required to establish & sou

management function. It comprises resources, policies and procedures, risk exposure limits, and clearlysiiefirzegement

authorities.

4.1.4 Factor 4: Risk Management Function

Sixty-one (61) codes that describe the risk management function of firms were categndsedhirteen (13) sufroups. The

thirteen subgroups were summarised under five themes as shown in Tables 4. The themes were independent risk functi
control, internal audit of risk management activities, MIS, and ERM function.

Table 4: Risk Management Function

Sub-group \ Theme Factor
Independent risk review
Independent risk reporting
Internal control of risk management
Internal control authority
Internal audit ofisk management activities | Internal audit of risk management activitig
MIS for risk management activities
MIS for risk exposure Management information systems
Accurate and timely information
Risk management framework
Comprehensive risk management approach
Comprehensive risk management programr| ERM function
Risk management principles and processes
ERM practice

Independent risk function

Internal control

Risk Managemen
Function

Finally, the five themes combined and constructed the fourth factor of the ERM framework of Etlciopiarercial banks,

namely: Risk Management Function (RMF). The factor explained that the requirement of the risk management function
independent risk function, internal audit of risk management activities, internal control, MIS and ERM framework.

4.1.5 Factor 5: Risk Management Process

One hundred sixtyour (164) codes dealing with risk management processes were summarised uness\hint{37) sugroups

hn, in

comp

and six themes, namely, risk identification, risk measurement, risk controlling, risk monitoring, information, commuaitdtion

reporting, and regular review and revision.
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Finally, the six themes were combined and constructed the fifth factor of the ERM framework of Ethiopian commerci
namely: Risk Management Process (RMP). The factor underscored that the risk management process is the core comp
ERM funcion. The risk management process includes risk identification, measurement, controlling, monitoring, info

communication and reporting, and regular review and revision.

Table 5: Risk Management Process

Sub-group \
Risk identification policy and procedure
Identify the risk profile of the bank
Identify all risks
Identify risks in all functional areas
Assess interdependency of risks
Risk anticipation
Continuous risk identification
Assess risks on new products

Theme | Factor

Risk identification

Risk measurement policy and procedure
Accurate and timely measurement
Measuring all risks

Stresdesting

Risk measurement methods

Internal risk rating

Risk measurement dimension

Measure cash flows

Estimate potential loss

Measure adequacy of capacity to absorb losses
Risk measurement techniques

Risk measurement

Risk Managemen

Control all risks

Risk mitigation mechanism

Risk avoidance

Risk controlling strategy, policy, and procedure
Regular control of activities

Mitigate risks

Provision for losses

Process

Risk controlling

Credit management

Monitoring all risks

Monitoring changes in risk profile
Measures for effective risk monitoring

Risk monitoring

Information
Communication
Reporting

Information,
communication anq
reporting

Periodic review of risk management strategies, policies|
procedures

Regular review of risk limits

Review of major operations/activities

Continual improvement

Regular  Review and
revision

4.1.6 Factor 6: Comprehensiveness, Integration and Alignment

al bar
onen
rmatic

Forty-four (44) codes that present the comprehensiveness, integration, and alignment of risk management actiities

catagorised under eight (8) sghoups and summarised under three themes: comprehensiveness of risk management

integrating rsk management activities, and alignment of risk management, strategy, and performance.

Table 6: Comprehensiveness, Integratenmd Alignment

Sub-group | Theme Factor
Addressing all types of risks Comprehensiveness (
Addressing all functional areas/managing risks at all activities | risk managemen
Addressing all factors leads to risk/risk sources function
Addressing interrelated risks . . | Comprehensivenes
= — — — Integrating risk :
Integrating risk management function in all organisational activi Integration and

Integrating risk management with strategy and performance

management activities Alignment

Alignment of risk management with strategy and performance | Alignment  of  risk

performance enterprisgide

Alignment of strategy with Vision, mission and core values, | management, strated

andperformance

funct
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The three themes were summarised constitute the sixth factor of the ERM framework for Ethiopian commercial bank
factor is termed as Comprehensiveness, Integration and Alignment (CIA). This factor explains that the main principlgdf
approach is undertaking risk managemactivities comprehensively. It stresses the necessity of integrating the risk manag
function into all organisational activities and functions. Further, the risk management function of organisations shauilth sitigir
vision, mission, core valge and strategy.

4.1.7 Factor 7: Enhanced Value

Fifty-three (53) codes that present the impact of ERM on the enhancement of organisational values were catagorised u
(12) subgroups and summarised under five themes: informed degiséiing, responding to change, performance, compliance
procedures, directives and regulations, and value creation.

Table 7: Enhanced Value

Sub-groups Theme [ Factor
Informed decision making
Strategic decision making
Accommodate change

Informed decision making

Contingency planning Responding to change

ERM future consideration

Improv_e performance - Performance improvement Enhanced Value
Compliance with risk management legislations

Compliance with NBE directives Compliance

Compliance withprocedures
Create value

Enhance value Value creation
Reduce adverse effects

5. The
the E
geme

nder:
with

Finally, the five themes were synthesisedl constructed as the last and seventh factors of the ERM framework for Ethiopia
commercial banks and the factor is named as Enhanced Value (EV). The factor explained that the main objective of the

PDQDJHPHQW IXQFWLRQ LV VAR piafesti QoftiedineH ILUP TV YDOXH

ERM enhances firm value by supporting the board and management to make informed decisions. It also helps to mak

e pro

responses to adverse changes. ERM supports firms to comply with their own policies and procedures and relevant la\asand legis

Overall, thirty (30) themes and seven (7) factors were developed from the thematic analysis of ERM standards. Baseem

factors developed from the content analysis of ERM frameworks and NBE guidelinfasiding of the ERM framework for Ethiopian

commercial banks are presented in Figure 5 below.

Figure 5: Pillars for ERM Framework for Ethiopian commercial banks

4.2 Survey Study

The objective of the survey study was to identify the important factors that could be considered in developing an ERNKf

n the

ame\

for Ethiopian banks. The constructs and factors proposed in the draft questionnaire were derived from the main thenedsrdevelo

the conceptual framework of the study.

In addition, the draft questionnaire was revised based on the themes developed by the thematic analysis and improwed
that enabled to development of an ERM framework for Ethiopian commercial banks.

inar

The result of the survey study allowed for the development of the draft ERM framework for Ethiopian commercial banks. -

proposed items/variables for the ERM framework of Ethiopian commercial banks were rated by the study participants.
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4.2.1 Reliability Statistics
To test the internal consistency of items&d) RQEDFKfV $OSKD WHVW ZDV FRQGXFWHG EHI

RUF

As can be displayed in Table 8 below, the result of the rating scale measurement of the ERM framework of commercial ban

(WKLRSLD WKH &URQEDFKTV $OSKD IRU HDFK GLPHQVLRQ ZDV JUHDJ¥W tti¢h
is well above the acceptable level of 0.7.

7TKHUHIRUH WKH UHOLDELOLW\ RI WKH UDWLQJ VFDOH ZDV IRXQG \M&nds

VKD

H D

from the summary of 152 respondents were used as input variables for Principal Component Analysis (PCA) to extract fagtors.

Table 8: Reliability Statistics Result

Sub-sections No. of Items &URQEDFKIV $0SK
Vision, mission, core values and strategy 16 0.963
Risk management environment 18 0.959
Risk Management tools 13 0.956
Risk management function 19 0.971
Risk management process 42 0.990
Comprehensiveness, integration and alignment 12 0.964
Enhanced value 14 0.968
Total 134 0.995

4.2.2 Principal Component Analysis Results

The study employed principal component analysis to identify the significant factors needed to establish an ERM fram

eworl

Ethiopian commercial banks and verify and validate the factors. Principal component analysis (PCA) is a technique used to re
the number of variables in big data models, thereby reducing the curse of dimensionality. This is achieved by identifiniogp#ie p

components that explain the most variation in the data, creating a set of uncorrelated components. Overall, PCBléstaoldbra

addressing the challenges of dimensionality in big data analysis. This includes computing the reliability coefficiestalesthsing
&URQEDFKYV DOSKD itaaHQatibnlv@lueDrBtaining\thd Bignificant componeatanax rotation, the KMO tes
and finally defining the factors.

,Q WKH ILUVW VWHS WKH FRQVWUXFWITV GRPDLQ LV GHILQHG DQ Gte¥.In
the present study, perceived ERM dimensions were defined using the COSO ERM framework (2017), ISO Risk M
Guidelines (2018), and the NBBank Risk Management Guidelines (2010). This definition is important to delimit the domain

—

SO
hagel
of risk

management and determine relevant literature from which the researcher can generate sample items from the ERM coreiructs. C

basel on the review of the academic articles, relevant trade press articles, and guidelines, one hundirezl fif6) representativye

items were identified and categorised in seven (7) dimensions of ERM and thirty (3®ctians.

The sample items were initially assessed by risk management experts to test their content validity. Three risk managgsnent e

were asked to evaluate the items and make changes to eliminate repetitive items, techomatbrtented items, and stddtributes

of higherlevel attributes. Subsequently, some irrelevant and repeated items were deleted, and one hundived ¢th84y attributes

remained in the list. The 1dtem instrument was administered to the Ethiopian commercial banks risk magiagjesk manageme

Nt

officers. A total of 152 staff members fully completed the survey of the study. The collected data was screened by distending

that showed low corrected itetatal correlations. After discarding seventeen (17) items with antidahcorrelations value of 0.70

and below, one hundred seventeen (117) items remained in the pool of items.

Next, the 117tem instrument was factanalysed to examine the dimensionality of the constructs. In the quest for a stabl
structure, the study followed an iterative procedure that began with submitting the items to a factor analysis probedure&x
rotation. There are no accepted or absolute standards for tbfsuhe choice is based on judgement, the purpose of the stud

prior studies. Since the objective of this study is to examine the most significant loadings in interheefecidr solution, the

researcher decided to use a-offtpoint of 0.50 for item loadings and a factor of seven, based on the recommendation of Fa
al. (1999). After the iterations, the researcher examined item loadings and eliminated itelsrtbateet the loading coff level.
A total of seventyone (71) items remained at the end of the factor analysis procedure.

There is no direct statistical test for sample adequacy specifically in Principal Component Analysis (PCA). Howeve

e fact
[
Y, an

brigar

[, SEeV

indirect methods and general guidelines can help assess the suitability of sample size. As a rule of thumb, a minincaseair150

a ratio of 5 to 10 cases per variable is often suggested. To confirm whether the data from the measurements was rsfatitie
analysis, the KMO test (Lorenz6HYD 7LPPHUPDQ .LHUYV DQG WKH %DUWOH Vén/
performed and tested for validity. The KaidédeyerOlkin (KMO) Measure is an indirect method for assessing sample size ade
While it is primarily used for factor analysis, a high KMO value (closer to 1) can also indicate a reasonable safopleGkeas
it suggests that there are adequate correlations among variables (Pallant, 2016:187).

7TDEOH .02 DQG %DUWOHWWYIV 7THVW

Kaiser-Meyer-Olkin Measure of Sampling Adequacy .839
UANDNURATTAON 2 RN ) = [l s RVAARSE BN Approx. Chi-Square 28488.490
Df 6786
Sig. 0.000

nt fo
Vv
guacy
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Bartlett's Test of Sphericity is the other indirect measure of sample size adequacy. A significant-vedudt €00.05) indicates
that the variables are correlated, which [merequisite for principal component analysis. Hence, the KMO test results, with g valu
RI DERYH WKH UHFRPPHQGHG PLQLPXP YDOXH RI DQG FORVHUvaLR I
of 0.000 (below the recommended tireld of P < 0.05), indicate that the sample size is adequate for PCA.

As can be seen in Table 10 below, the PCA results indicate that the first seven components explain approximately 78,33%
total variance in the data, while the elex@mponents account for 79.5%. Parallel analysis is a technique used to determine t
optimal number of components to retain in a PCA. All components from 1 to 7 have eigenvalues significantly larger than t
corresponding random data eigenvalues. Thegefiased on the parallel analysis, it is recommended to retain the first 7 componen
This suggests that these components are meaningful and should be retained for further analysis and . capture a stibstatial po
the information in the dataset. Tualy understand the components, the component loadings are examined. These loadings reveal
relationship between the original variables and the extracted components. By interpreting these loadings, meaningfid |name
assigned to the components, gdirg insights into the underlying structure of the data.

Table10: Total Variance Explained

Extraction Sums of Squared Rotation Sums of Squared

Initial Eigenvalues

ST : Loadings : Loadings :
Total 0A?of Cumulative Total %of Cumulative Total 0A?of Cumulative
Variance % Variance ) Variance )

1 76.393 65.293 65.293[ 76.393] 65.293 65.293| 17.352 14.831 14.831

2 2.478 2.118 67.411] 2.478 2.118 67.411] 15.754 13.465 28.296

3 2.170 1.855 69.266] 2.170 1.855 69.266| 15.737 13.451 41.746

4 2.000 1.709 70.975 2.000 1.709 70.975| 10.789 9.221 50.967

5 1.874 1.602 72577 1.874 1.602 72.577| 10.603 9.062 60.029

6 1.701 1.454 74.031] 1.701 1.454 74.031| 10.050) 8.590 68.619

7 1.520 1.300 75.331] 1.520 1.300 75.331] 7.852 6.711 75.331

8 1.409 1.204 76.535

9 1.313 1.122 77.657

10 1.175 1.005 78.661

11 1.031 0.881 79.542

12 0.977 0.835 80.377

13 0.933 0.798 81.175

14 0.895 0.765 81.940

The factor loadings are examined to understand the relationship between the original variables and the componentsuteligh ak
values indicate strong relationships. Meaningful names were also assigned to the components based on the variablgs witl
loadings. As can be seen in Table 10, the seven (7) factors with the gross variance extracted equal to 75.3%, mearéng|that t
factors can attribute to the 75.3% of the ERM in Ethiopian commercial banks. The calibration model comprises of 7 fdeives tha
DQ LPSDFW RQ WKH (50 IDFWRU QR ZKLFK LV UHIHUUHG WR LQ WKH tdfW X C
QR WHUPHG 5LVN ODQDJHPHQW (QYLURQPHQW 50( IDFWRU QR W ldndl|P H (
5LVN 5HYLHZ )XQFWLRQ ,55) IDFWRU QR WHUPHG 9LVLRQ OLVVLRA)DQC
and the final factor termed "Integration and alignment” (IA). The rotated component matrix structure is presentedriaxhe A

From the seventpne (71) items that were proposed to measure the ERM function of Ethiopian commercial banks, seventeen
were grouped under component one, the rotated factor analysis output of the risk management tools and capabilities| The
loadings for all items were 0.508 and above. These were greater than the recommended value of 0.50, as suggested by Hai
(2006). An eigenvalue greater than 76.39 was established in this factor explaining the 65.29% of the variance in theeflatg] Th
sufficient evidence of convergence validity was provided for the factor. The reliability values were above the recomrhendéd va
0.70, as considered by Hair et al. (2006). The result implies that risk management tools and capabilities are rdrebdidléaator,
for the ERM practice of the Ethiopian commercial banks.

Fourteen (14) items were grouped under component two, termed Risk Management Environment, follwing the rotataed f:
analysis output. The factor loading for all items were 0.51 and above, and an eigenvalue greater than 2.47 was estaidished
factar, which explains 2.12% of the variance in the data. Therefore, sufficient evidence of convergent validity was pro\iéed for
factor. It can be inferred that establishing a sound risk management environment is a valid and reliable factor for ERM gract
Ethiopian banking sector.

Among the seventpne (71) items that were proposed to measure ERM, fifteen (15) variables having greater than Q.5 fa
loading were retained under component number three, which is named as Enhanced Value. The factor loadings surpass
acceptable value of 0.50, and demonsitated an eigenvalue of greater than 2.17, explaining 1.86% of the variance in the data.
findings provide sufficient evidence of convergent validity, indicatied that enhanced value is a reliable and valid veayite the
ERM practices in commercial banks that are operating in Ethiopia.

In addtion, eight items expected to measure risk management loaded together on an independent risk review functi@séctor.
items exhibited factor loadings of 0.520 and above, surpassing the recommended threshold. An eigenvalue of 2.0 was estab
which explains 1.71% of the variance in the data. It can be suggested that the independent risk review function isuadrekdidle
ERM construct for the Ethiopian banking sector.
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Futhermore, from the seventne (71) items that were proposed to measure ERM, ten variables, having greater than (
loadings, were retained under component number five, named vision, mission, and strategy. An eigenvalue greater thg
estaltished in this factor explaining the 1.60% variance in the data. Therefore, sufficient evidence of convergent validityieexs
for the factor, indicating indicating that vision, mission, and strategy are reliable and valid to measure the ERMifutioti
Ethiopian commercial banks.

Moveover, from the total of sevengne (71) items that were proposed to measure the ERM function of Ethiopian com
banks, four were retained under component six, named risk appetite. These items exhibted factor loading of 0.504 aitld ab
Eigenvalue greater than 1.70 was established, explaining 1.45% of the variance in the data, thus providing sufficienofe
convergent validity. The result infers that risk appetite is a reliable and valid practice for ERM in Ethiopian commuésial ba

Simliarly, four variables, having factor loading greater than 0.5, were retained under component number seven, nanad
and alignment of risk management activities. The items provide sufficient evidence of convergent validity with an Eigél
gerater than 1.52, it can be postulated that integration and alignment are a reliable and valid factors for Ethiopiari. d@@mE!
ERM practices. Based on the result of the factor analysis and as described in the above section of the studghtredessape
the draft ERM framework for Ethiopian commercial banks, as depicted in Figure 6.

Figure 6: Draft ERM Framework for Ethiopian Commercial Banks

4.3 The Delphi Interview
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The Delphi interview comprised questions inviting participants to validate the constructs and factors developed by the su

study, and seeking their practical views on enhancing ERM implementation in Ethiopian commercial banks. This part gf

the s

helped validate the constructs and factors, revise the draft ERM framework, and develop a structured approach to ERMafof Ethi
banks. Furthermore, it facilitated the identification of measures that could enhance the ERM function of the banks. The De

participants of the study were selected from Chief Risk Officers and Risk Management Directors at Ethiopian commerc
Eight participants were selected based on their educational background, work experience in the risk management degaitin
managementelated certifications.

4.3.1 Validate the Constructs of Framework

The Delphi interview participants were asked the following questions to validate the representativeness of the corsltypet};
under each factor: Are the constructs developed under each fact@efdidn) representative of the factors, which carstitute an
ERM? Which constructs are irrelevant under each factor (if any)? Most of the Delphi interview participants have supgd
relevance of the constructs and their alignment with the respective factors. They confirmed that all factorsegmeseited by th
corresponding constructs and that all constructs are relevant to the respective factors.

The Delphi interview participants were also given comments on the constructs included in the proposed factors. The
under the factor Risk Management Tools and Capabilities, noted that risk identification involves the identificatioraosesind
potential consequences suggested to revised as Risk identification involves the identification of risk sources, aressevkimg
their causes, probability of occurrences, and potential consequences since risk identification activity inggbrebability of

ial ba
ent, &

dev

orted

D

const

a

occurrence of an adverse event. In addition, the constructs that stated ERM aligns strategy with the vision and migsion ¢

organization suggested to include the concept of business objectives and revise as ERM aligns strategysiaith thission, and

core values of the banks.

A construct under the factor RME stated that risk identification should be a continuing process was suggested to teigke
management processes should be countiniug practices, as the whole risk management activity is a countinuing proceks.
Delphi participant argued that the construct under factor Enhanced Value noted about increasing volatility, complaxibjgaityl

as A
Furtt
a

LV EHWWHU WR UHYLVH WKH FRQVWUXFW E\ LQFOXGLQJ WKH ZRtdrc Moreayerd U W

WKH SDUWLFSDQW KLJKOLWHG WKDW WKH WZR FRQVWUXFWYV WKDW @Ry

HG

ULVNV® DQG 3*$ EDQN VKRXOG KDYH DQ DGHTXDWH VA\VWHP RseemQatiuhdat BikteF R

policies are riskcontrol tools.
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In addition, the Delphi participants commented to include some constructs under the factors. They argued that coristtiicts r

to risk registers and risk incidents should be included to produce an adequate ERM framework for Ethiopian commerg

ial be

Further, including a construct on the factor Risk Management Tools and Capabilities that could address risk managemeantifrainin

awareness creation programmes was recomme@iegiconstruct that notes the role of the first line of defence to own and m

itigate

risk based on the established policy under the factor Risk Management Environment and a construct or phase that rastastiee imp

of periodic revision of risk appetite dar the factor Risk Appetite was suggested to be added.

The Delphi participants also recommend that some constructs move from one factor to the other. The participants recom
moving two constructs under the factor Risk Management Environment; Banks should have clearly defined policies fomiihiting
contrdling risks; and Risk identification should be a continuing process for the factor Risk Management Tools and Capabilities

addition, construct noted the ERM framework geared to achieve the organisational mission of the banks, is indicatesl bereith
of the ERM framework to achieve an organisations objective. The construct is more noted for the importance of ERM ig

th
achie

the banks mission and value realisation and suggested moving the construct to the factor Enhanced Value from Visipanjissiot

Strategy.
Moreover, the Delphi participants argued that the notion of the two constructs VMS2 and VMS3 under the factor Vision

, Miss

and Strategy is more related to alignment, and it is better to move to the factor Alignment and Integration. In additiods con
IRRF2 and IRRF4 under the factor Independent Risk Review Function are more representative of the factor Risk Management

and Capabilities and the construct IFFR6 is more related to the factor Vision, Mission and Strategy. The construct|HRRF& ¢
representative of the factor of Alignment and Integration. Furthermore, from constructs under the factor Risk Managetioen
RME2 and RME4 are related to Governance; RMES5 is a risk appetite concept and deals with activities to be pedontneldrisk
limits and related to the factor Risk Appetite. Moreover, the construct RMTC4 under the factor Risk Management T|

Capabilities has a nature of risk appetite, and recommended moving to the factor Risk Appetite. Accordingly, baseddiratke

of the participants, revisions of the notion and narration of some constructs were undertaken.

4.3.2 Validate the Names of the Factors that Constitute the Framework

Factors represent the underlying constructs that summarise the original set of observed variables. After an accep

a
Func

00ls

able

solution is obtained in which all variables have a significant loading on a factor, researchers attempt to assign sogi theanin

pattern of the factors (Hair et al, 2014:136). The researcher identified variables with the greatest contribution ttoeactd
DVVLIQHG WKHP D 2QDPH” WR UHSUHVHQW WKH IDFWRUTV FRQFH S WtKipandts
were asked to validate the names given to each factor that constitutes the ERM framework or to recommend alternativénes
factors.

fac
PHL
ames

Most of the participants agreed on the names given to all the factors, and they validated that the factors are repoésentative

constructs grouped under each factor. However, the Delphi participants also commented on some revisions to the rfagtessq
Accordingly, the subject of core values was added to the factor Vision, Mission, and Strategy, thereby revising it tdi¥&som
Core values and Strategy (VMCS). In addition, the factor name of Independent Risk Review Function sugdgestegtdoto Ris
Management Function (RMF), considering independency issue could be addressed in the policy. Furthermore, the factditRi
is advised to modified as Risk Appetite and Tolerance Limit (RATL) and move the constructs related todRahkc€dhat involve
in Risk Management Tools and Capabilities. Moreover, the factor Risk Management Tools and Capabilities was adjust
Management Tools and Processes (RMTP) since the factor comprises variables related with risk identifikatieasdrement, rig
monitoring, and risk reporting processes.

4.3.3 Validate the Adequacy of the Framework

After validating the constructs and the factors with some revision comments, the Delphi participants were questioned
their opinions on the adequacy of the draft ERM framework to establish a structured approach to ERM in Ethiopian coamkst
Most of the participants agreed that, considering the context of the Ethiopian banking industry, the framework is adetpditsht
a structured ERM function in Ethiopian commercial banks.

Figure 7: Draft ERM Framework for Ethiopian Commercial Banks
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However, some of the Delphi participants noted that some additional factors need to be considered to establish a r
framework for Ethiopian commercial banks. The Delphi respondents recommended additional factors such as risk g
governanceand culture, risk culture, values and behaviours and key risk policies. Overall, the participants agreed that th

bbust
bvern:
P atta

framework (see Figure 7 above), the proposed factors, and the constructs under each factor (see the Annex) are addjshie to €

a sound ERM function in Ethiopian commercial banks.

4.3.4 Validate the Structure of the Framework

Following the opinion of the participants on the adequacy of the draft ERM framework and their overall reflection on t

framework, the respondents were asked to comment on the relationship of the factors and their opinions on the diaghaft

of the

ERM framework. Most of the participants agreed that the relationship between the factors is well represented by the draft E

diagram. However, some participants commented on the interlink between the factors and the diagram of the proposed
The paricipants noted that the factor alignment and integration should be linked to only the three factors: vision, missiategy

frame
d str

independent risk review function, and risk management environment. The participants also argued to set the factoretalkemtijanag

environment before the independent risk review function, to link the factor risk appetite with vision, mission, andasichtéesk
management tolls and capabilities with both sides of the arrow and to remove the arrow that links vision, misstoategy with
enhanced value.

The interlinks between the factors were also revised based on the comments of the Delphi participants. Finally,

the E

framework that could help Ethiopian commercial banks enhance their risk management practices was developed as shown in |

8 below. Please see the Annex for the constructs included under each factor).

Figure 8: ERM Framework for Ethiopian Commercial Banks

4.3.5 Establishing a Mature Risk Management Function and culture

Further from the validation of the ERM Framewrok by Ethiopian commecrcail banks, the responses of the Delphi partigipant

the measurs that colud be taken by the Ethiopian commercail banks to enhance thier risk function and to esablish &
manaement culture were analysed.

In order to enhance risk management within Ethiopian commercial banks, a range of potential measures have been s
the Delphi participants. These include establishing the right tone at the top, emanating from both the board and exegedive
levels. In addition, there is a call to strengthen risk management functions with adequate and qualified staff, inciyatingntheen
of a CRO. Training and development initiatives are recomendded to risk management staff to bridge any exiatiddshkiltledg

matur

ugge:
a

gaps among the staff. Furthermore, creating awareness about risk management at all levels of the banks and furnighing tt

management function with MIS and risk management tools are highlighted as key measures.

To establish a mature risk management culture within Ethiopian commercial banks, various approaches are recommeénded
entails considering risk management as a vital function to enhance organisational value and get out of the compliatkce men
Setthg the right tone at the top remains imperative, alongside establishing with a participatory risk management process. C
awareness about risk management and make everyone with the banks as a risk manager deemed essential. Integratingemgk man
practices into strategy setting, performance management systems and other key management functions is advised. Mareove

recommended that the risk management function should provide the board and executive management with accurate,
timely reports to support informed decisiomaking.

Lastly, to enhance the risk management culture of Ethiopian commercial banks, sagitifis were suggested by the Del
participants. This includes setting the right tone at the top and ensuring that the risk management function actively galys
creation activities to support management decisions. Incorporating risk managatoehbth strategic and ongoing decis
processes is highlighted. Establishing a comprehensive ERM program, setting clearly authority and responsibilities éttkg,
creating awareness about risk management across work units, and facilitatingrdipeagf communication and information shar
channels are all considered integral components in fortifying the risk management culture.
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5. Conclusions

The main objective of this research was to develop an ERM framework for Ethiopian commercial banks to enhance

management functions and practices. To enhance the risk management of the banks, the study establishes an ERM fra
comprisesseventyone (71) items and seven factors. The factors include Vision, Mission, Core values, and Strategy (VM(

Management Environment (RME), Risk Management Function (RMF), Risk Management Tools and Process (RMTP), Ris
and Tolerance Limi(RATL), Alignment and Integration (Al), and Enhanced Value (EV).

Beyond that, the study identified measures that could be taken to enhance the risk management function and cultusng

FRPPHUFLDO EDQNV 6HWWLQJ WKH ULJKW WRQH DW WKH WRS HQKDOQffhg

the risk management function with skilled and qualified staff, training risk management staff, using MIS and risk mariagksy

establishing ERM, and appointing a CRO for their risk management function are the main measures that could be takee
the risk management function and culture of Ethiopian commercial banks.
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ANNEX

COMPOUNDED ROTATED MATRIX

Rotated Component Matrix?
Component
1123 |4|5|6]|7

When designing the framework for managing risk, the organisation should exam 513
understand its vision, and the framework should align with the vision. '
ERM enhances strategy selection by analysisks and aligning resources with 557
vision of the organisation. '
The ERM framework is geared to achieve the organisational mission of the ban .520
When designing the framewaork for managing risk, the organisation should exam 624
understand its mission. '
ERM enhances strategy selection by analysisks and aligning resources with 600
mission of the organisation. '
When designing the framework for managing risk, a bank should examin 580
understand its core values. '
ERM and strategy should work together in sti@tegic planning process. 522
Considering ERM in strategy development allows banks to examine alter

) . 2 : .614
strategies and consider these inputs to implement the selected strategy.
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Deploying ERM as part of selecting and refiningsteategy helps to gain a bet
awareness of how the explicit consideration of risk may impact the choice of str

.532

ERM enriches management dialogue by adding perspective to the strengt
weaknesses of a strategy as conditions change and how well a strategy fits
RUJDQLVDWLRQTVY PLVVLRQ DQG YLVLRQ

.539

ERM provides the right framework for boardsatssess risk and embrace a mindss
resilience.

.542

The board is responsible for understanding all the risks run by a bank and for e
that those risks are appropriately managed.

.553

Management is responsible fonplementing strategies in a manner that limits r
DVVRFLDWHG ZLWK WKH EDQNTY DFWLYLWLHV

.597

ODQDJHPHQW VKRXOG HQVXUH WKDW ULVN PD(
activities and functions and should demonstrate leadershipamihitment.

.550

The risk manager shall ensure that effective processes are in place for esta
policies, practices, and other control mechanisms to manage risks.

.541]

Banks should allocate appropriate resources formakagement.

.607

7KH EDQNVY ULVN PDQDJHPHQW SROLF\ VKRX(
commitment to risk management.

.619

Banks should have clearly defined policies and procedures for limiting and cont
risks.

.550

Banks should ensure that risk management is integrated into all activities by is
policy that establishes a risk management approach, plan, or course of action.

.540

To ensure diversification, exposure limits are needed in all areas &Eh@ NV O
that involve risks.

.508

Policies and procedures for controlling risks should reflect the tolerance limits
risk types and identify quantitative parameters that define the acceptable level g

.545

Banksneed to determine if the strategy works in tandem with their risk appetit
how it will help drive the bank to set objectives.

.518

Banks should establish clear responsibilities and levels of delegation within bt
units and riskmanagement functions for the management and control of all risks

.584

The risk management function should provide independent oversight ¢
management of risks inherent to the bank.

.564

Banks should ensure that there jgeaiodic independent internal or external assess
of all their functions.

.520

Banks should ensure that internal audits review their risk management fun
systems, processes, and significant business functions on an ongoing basis.

.635

The internal audit should ensure that the significant activities of the banktine
necessary standards of accuracy, promptness, and completeness.

.552

A bank should have an adequate system of internal controls over its risk mang
process.

.642

Internal controls should be seen as the major tool for managhksy and their value i
mitigating risks is very critical.

573

Banks must have adequate MIS and analytical techniques that enable me
monitoring, controlling, and reporting all types of risk exposures.

.530

Banks shoulestablish MIS to monitor significant changes in risk profiles and eva
WKH WUHQGYV LQ WKH EDQNYV DJJUHJDWH ULVN

.516

Banks should have the necessary risk management frameworks for managing r

.629

A bank shoulcevaluate its existing risk management practices and processes, i
any gaps, and address those gaps within the framework.

.546

Banks should establish their own comprehensive risk management program
systems tailored to their needs and circumstances.

.534

The risk management framework and the process should be custoarisk
SURSRUWLRQDWH WR WKH EDQNTVY H[WHUQDO D

.580

The risk management framework is to assist banks in integrating risk managem
significant activities and functions.

.640

Criteria foridentifying and reporting potential risks should be defined by procedu

.506

,QWHUQDO DQG HIWHUQDO HYHQWYV DIIHFWLQJ V|
identified.

.611]

Risk identification should involve thielentification of risk sources, areas of impa
events, their causes, and their potential consequences.

.536

Banks should apply risk identification tools and techniques that are suited t
objectives, capabilities, and the risks they face.

541

Banks should establish effective processes for identifying the current and en
risks in their products and activities, and risk should be understood at bot
transaction and portfolio levels.

.563

Risk identification should be a continuing process.

.592
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Products and activities that are new to the bank should be reviewadure that the
risk features are understood and can be incorporated into its risk management |

.631]

Measuring risks requires both determining the probability of a loss event a

potential size of the loss. S

The risk measurement system should include estimating the potential risk le

considering different worstasescenarios and assumptions. <25

Risk measurement provides input to decisions about whether the risk and/or mg
are acceptable, need to be treated, the priority for treatment implementation,
most appropriate treatment methods.

.587

Banks should establish and communicate -csktrol mechanisms that defi
responsibility, authority, and the parameters under which risks are to be controll

511

Banks need to establish MIS and reporting systems that identify and monitor sigt

changes in the risk profiles and monitor changes in controls that have been in p Sl

Monitoring can be applied to a risk management framework, piskess, risk, g

control, and its result should be recorded and used as input for review and impro Sl

Banks should periodically revaluate significant risk management policies as we

overall business strategies that affect thisk exposures. .

Periodic reviews should be conducted to determine whether the organisation c 648

with its risk management policies and procedures. '

Banks should review the alignment of strategy and business objectives wihQ@he/ 621

stated mission, vision, and core values. '

Periodic reviews of the risk management process should address a review of li 565

on various risk exposures and any significant changes in limits. '

Banks shoulgeriodically review risk management performance against indicato .543

The risk management process should address all functional areas and all acti 540

the bank. '

ERM aligns strategy with the vision and mission of the organisation. .501
7KH ULVN PDQDJHPHQW SURFHVV VKRXOG EH 509
processes, structure, and strategy. '
ERM provides greater insight into thieks between strategy, risk, and performanc 511
ERM helps banks comply with their own internal procedures. .634

ERM helps banks comply with regulatory directives and other legislations. .696

ERM provides a framework for banks to assess risk, embrace a mindset of reg 636

and fashion their plan by seeing change more clearly. '

Over the long term, ERM enhances enterprise resilience. .658

ERM helps banks manage and prosper in the increasing volatility, uncertaint 627

ambiguity of the world by making them more change adoptive. '

Banks should have contingency plans that address the strategy for handling une 597

problems. '

Managing risk is iterative and assists organisations in setting strategy, acl 613

objectives, and making informed decisions. '

ERM enhances strategy selection, helps to makeinfeimed choices, and helps

choose astrategy through structured decisioraking that analyses risk and alig .618

resources with the mission and vision.

Demonstrating ERM practices throughout an entity helps to accelerate grow 556

enhance performance. ]

ERM helps to optimise outcomes by considering risks in the formulation 561
RUJDQLVDWLRQTY VWUDWHJ\ DQG EXVLQHVV RE '

ERM helps banks manage their risks in creating, protecting, and realising value .509

Deploying ERM capabilities as part of selecting and refining strategy helps er 549

ILUPVY FRPSHWLWLYH DGYDQWDJH '

ERM can reduce thigkelihood of adverse impacts and related costs or losses. .614

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalisation.

a. Rotation converged in 15 iterations.

The Factors and Constructs of theeRM Framework for Ethiopian Commcercail Banks

Factor 1: Risk Management Tools and Processes (RMTP)

The following seventeenitems are proposed tmeasurerisk management tools and process factor on the risk manag

practices of Ethiopian commercial banks.

emen
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Factor

Iltem

RMTC 1

7KH EDQNVY ULVN PDQDJHPHQW SROLF\ VKRXOG FOHDUO\
management.

RMTC 2

Banks should ensure that risk management is integrated into all activities by issuing a policy that es
a risk management approach, plan, or course of action.

RMTC 3

7R HQVXUH GLYHUVLILFDWLRQ H[SRVXUH OLPLWV DUH QHH

RMTC 4

Policies and procedures for controlling risks should reflect the tolerance limits for all risk types and i
guantitative parameters that define the acceptable level of risks.

RMTC 5

Banks shouldestablish clear responsibilities and levels of delegation within business units an
management functions for the management and control of all risks.

RMTC 6

Banks should ensure that internal audits review their risk management functions, systems, proce
significant business functions on an ongoing basis.

RMTC 7

The internal audit should ensure that the significant activities of the bank meet the necessary star
accuracy, promptness, and completeness.

RMTC 8

A bank should have amdequate system of internal controls over its risk management process.

RMTC 9

Internal controls should be seen as the major tool for managing risks, and their value in mitigating
very critical.

RMTC 10

Banks must have adequate MIS and analytical techniques that enable measuring, monitoring, co
and reporting all types of risk exposures.

RMTC 11

Banks should have the necessary risk management frameworks for managing risks.

RMTC 12

Risk identification should involve thidentification of risk sources, areas of impacts, events, their ca
probability of occurrences, and their potential consequences.

RMTC 13

Banks should establish effective processes for identifying the current and emerging risks in their g
and activities, and risk should be understood at both the transaction and portfolio levels.

RMTC 14

Measuring risks requires both determining the probability of a loss event and the potential size of tf

RMTC 15

The risk measurement system shomidude estimating the potential risk levels by considering diffe
worstcase scenarios and assumptions.

RMTC 16

Banks need to establish MIS and reporting systems that identify and monitor significant changes in
profiles and monitor changes in controls that have been in place.

RMTC 17

Monitoring can be applied to a risk management framework, risk process, risk, or control, and it

should be recorded and used as input for review and improvement.

Factor 2: Risk ManagementEnvironment (RME)

The followingfourteen items are proposed toeasureisk management environment factor on the risk management practi

Ethiopian commercial banks.

Factor Item
RME 1 | ERM provides the right framework for boards to assess rislearimace a mindset of resilience.
RME 2 The board is responsible for understanding all the risks run by a bank and for ensuring that those
appropriately managed.
RME 3 Management is responsible for implementing strategies ina mann®@ th&L WV ULVNV DVVRH
activities.
RME 4 The risk manager shall ensure that effective processes are in place for establishing policies, pract
other control mechanisms to manage risks.
RME 5 | Banks should have cleartiefined policies and procedures for limiting and controlling risks.
A bank should evaluate its existing risk management practices and processes, identify any gaps, an
RME 6 o
those gaps within the framework.
RME 7 Banks should establish their own comprehensive risk management programme and systems tailore
needs and circumstances.
7KH ULVN PDQDJHPHQW IUDPHZRUN DQG WKH SURFHVV VKR
RME 8 : . o
external and internal context related to its objectives.
RME 9 The risk management framework is to assist banks in integrating risk management into significant &
and functions.
RME 10| ,QWHUQDO DQG HIWHUQDO HYHQWYV D lddieEtiek @ust\Wekdentieédk L H Y H
Banks should apply risk identification tools and techniques that are suited to their objectives, capabilif
RME 11 )
the risks they face.
RME 12| Risk management processes should be continuous practices.
Products and activities that are new to the bank should be reviewed to ensure that their risk fea
RME 13 : R
understood and can be incorporated into its risk management process.
Banks should establish and communicate-cisitrol mechanisms thaefine responsibility, authority, an
RME 14 L
the parameters under which risks are to be controlled.

ces o
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Factor 3: Enhanced Value (EV)

The following twelve items are proposed to measure enhanced value factor on the risk management practices of

commercial banks.

Factor ltem

EV 1 [ ERM helps banks comply with their own internal procedures.

EV 2 [ ERM helps banks comply with regulataffirectives and other legislations.

EV 3 ERM p'rovides a framework for banks to assess risk, embrace a mindset of resilience, and fashion t
by seeing change more clearly.

EV 4 [ Over the long term, ERM enhances enterprise resilience.
ERM helps banks manage and prosper in the increasing volatility, uncertainty, complexity, and ambi

EV 5 . .
the world by making them more change adoptive.

EV 6 | Banks should have contingency plans that address the strategy for handling unexpected problems.

EV 7 Managing ris'k'is iterative and assists organisations in setting strategy, achieving objectives, and
informed decisions.

EV 8 ERM enhances strategy selection, helps to makeimfelimed choices, and helps to choose a strat
throughstructured decisiomaking that analyses risk and aligns resources with the mission and vision|

EV 9 [ Demonstrating ERM practices throughout an entity helps to accelerate growth and enhance perform

EV 10 ERM helps to optimiseRXWFRPHV E\ FRQVLGHULQJ ULVNV LQ WKH IRU
business objectives.

EV 11 | ERM helps banks manage their risks in creating, protecting, and realising value.

EV 12 Deploying ERM capabilities as part of selecting abdHILQLQJ VWUDWHJ\ KHOSV |
advantage.

Factor 4: Risk Management Function (RMF)

The following eight items are proposed to measure risk Management Function factor on the risk management pra

Ethiopian commercial banks.

Factor Item

IRRF 1 | Banks should allocate appropriate resources for risk management.

IRRE 2 ;Lhebriskkmanagememmction should provide independent oversight of the management of risks inhe

e bank.

IRRF 3 | Banks should ensure that there is a periodic independent internal or external assessment of all their 1
Banks shouldperiodically reevaluate significant risk management policies as well as overall bus

IRRF 4 . .
strategies that affect their risk exposures.

IRRE 5 Periodic reviews_ _should be conducted to determine whether the organisation complies with
management policies and procedures.

IRRE 6 %DQNV VKRXOG UHYLHZ WKH DOLJQPHQW RI VWUDWHJ\ DQG
and core values.

IRRE 7 Periodic reviews of fche_ _risk managemgnt_ process should address a review of limits set on vari
exposures and any significant changes in limits.

IRRF 8 | Banks should periodically review risk management performaga@st indicators.

Factor 5: Vision, Mission, Core Values, and Strategy (VMCS)

The followingtenitems are proposed to measure Vision, mission, core values, and strategy factor on the risk managemet

of Ethiopian commercial banks.

Factor ltem
When designing the framework for managing risk, the organisation should examine and understand if
VMS 1 X . o
and the framework should align with the vision.
VMS 2 | ERM enhances strategy selection by analydsig and aligning resources with the vision of the organisaf
VMS 3 | The ERM framework is geared to achieve the organisational mission of the banks.
VMS 4 When designing the framework for managing risk, the organisation should examine and underg
mission.
VMS 5 ERM enhances strategy selection by analysing risks and aligning resources with the mission
organisation.
VMS 6 | When designing the framework for managing risk, a bank should examine and understand its core v
VMS 7 | ERM and strategy should work together in the strategic planning process.
VMS 8 Considering ERM in strategy development allows banks to examine altersiatitegies and consider the
inputs to implement the selected strategy.
Deploying ERM as part of selecting and refining a strategy helps to gain a better awareness of how th
VMS 9 . . ; ; .
consideration of risk may impact the choice of strategy.

Ethio
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VMS 10

ERM enriches management dialogue by adding perspective to the strengths and weaknesses of a {

FRQGLWLRQV FKDQJH DQG KRZ ZHOO D VWUDWHJI\ ILWV ZLWH

Factor 6: Risk Appetite and Tolerance Limit (RATL)

The following four items are proposed to measure risk appetite and tolerance limit factor on the risk management pr

Ethiopian commercial banks.

Factor ltem

RA 1 Banks need to determine if the strategy works in tandem with theapistite and how it will help drive th
bank to set objectives.

RA 2 Banks should establish MIS to monitor significant changes in risk profiles and evaluate the trend
EDOQNTVY DJJUHJDWH ULVN H[SRVXUH

RA 3 | Criteria for identifying and reporting potential risks should be defined by procedures.

RA 4 Risk measurement provides input to decisions aboyt whether the risk and/or_magnitude are accepts
to be treated, the priority for treatment implementation, and the most appraddisent methods.

Factor 7: Integration and Alignment

The followingfour items are proposed to measure integration and alignment factor on the risk management practices of

commercial banks.

Factor Item
A 1 ODQDJHPHQW VKR.XOG HQyXUH WKDW ULVN PDQDJH Pfdr@tiwhd avid
should demonstrate leadership and commitment.
IA2 | ERM aligns strategy with the vision and mission of the organisation.
IA 3 7KH ULVN PDQDJHPHQW SURFHVV VKRXO Qulteré] pboCeksk§ Istictdre Vé
strategy.
IA4 | ERM provides greater insight into the links between strategy, risk, and performance.

actice
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Soddisfare i requisiti normativi, gestire le operazioni finanziarie,
affrontare ogni singolo rischio ed elaborare una strategia integrata per
rischio e finanza, sono tutti aspetti su cui lavoriamo insieme a piu’ di
800 banche.

Le nostre soluzioni consentono una gestione integrata del rischio, dalla
contabilita’ alle segnalazioni di vigilanza, agevolando gli adeguamenti
normativi e consentendo la condivisione dei dati certificati in maniera
trasversale. Cio consente ai vari dipartimenti di lavorare insieme per
ottenere una visione unica e prendere solide decisioni strategiche.

Wolters Kluwer FRR € pronta a facilitare la vostra gestione operativa
dei rischi nel rispetto delle normative. La nostra soluzione integrata
e modulare ha ricevuto numerosi riconoscimenti da enti indipendenti
del settore. La rivista Risk ci ha nominati “Sistema di segnalazioni di
vigilanza dell'anno” per tre anni consecutivi e la Chartis RiskTech100
ci ha indicati come il fornitore numero 1in due diverse categorie:
segnalazioni di vigilanza e rischio di liquidita.

Scopri la nostra soluzione finanziaria OneSumX su wolterskluwer.com

OneSumX’

RiskTech100

wolterskluwer.com



