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Abstract 
From an Internal Audit perspective, the integration of Artificial Intelligence (AI) into credit risk modelling through Machine Learning 
(ML) algorithms presents significant challenges due to the complexity and multidimensional nature of these models. While AI 
enhances predictive performance and accuracy, its inherent lack of transparency and explainability increases the risk of control 
deficiencies, potentially leading to financial losses, misrepresentation of information, unfair discrimination against debtors, and non-
compliance with EU regulations. This paper introduces a comprehensive audit framework designed to establish robust internal controls 
over AI-driven credit risk models. Aligned with the Model Risk Management (MRM) lifecycle, we propose a structured set of audit 
tests and controls, organized by thematic area, to assess key aspects such as model design and performance, governance, reliability, 
and regulatory compliance. Additionally, we provide practical examples in emerging areas to illustrate their application. These audit 
procedures aim to identify critical vulnerabilities while ensuring adherence to regulatory standards, including EBA/REP/2023/28 and 
the evolving requirements of the EU AI Act. 

Keywords����Internal audit, Credit Risk, Artificial Intelligence, EU regulation, Model Risk 

JEL Classification����M42, G32, C45, C49 

1. Introduction  
In recent years, the banking system has recognized the need to improve creditworthiness evaluation in terms of precision, accuracy, 

and responsiveness to detect credit distress, ensuring more efficient and controlled credit processes. A key advancement in addressing 
this challenge has been the introduction of Machine Learning (ML) algorithms. ML has become an essential tool in credit risk 
management, allowing banks to assess obligors more effectively throughout the entire credit lifecycle. Unlike traditional statistical 
methods, ML enhances predictive accuracy, processes large volumes of data, identifies complex patterns, and quickly adapts to new 
information. Notably, ML models leveraging high-frequency transactional data have demonstrated superior precision and 
discriminatory power, even in cases with limited information (Moscatelli et al, 2019). Despite these advantages, integrating ML into 
credit risk assessment introduces new challenges, especially when it comes to internal control framework and particular 3rd level/audit 
controls. The dynamic nature of ML models, which continuously learn from and adapt to new data, raises concerns about consistency 
and reliability. Additionally, the complexity of these algorithms can lead to outcomes that are not always easily understandable, 
�H�D�U�Q�L�Q�J���W�K�H�P���W�K�H���O�D�E�H�O���R�I���³�E�O�D�F�N-�E�R�[�H�V�´���± models where the inputs and outputs are known, but the internal workings remain largely 
opaque (Giudici and Gramegna, 2021). This poses a trade-off between increasing accuracy on the one hand, and interpretability on 
the other, of predictions made by the model, which must be balanced according to the model purpose and the context in which it is 
used. Finally, the regulatory landscape for credit risk management and the usage of AI techniques is stringent and constantly evolving, 
with regulatory bodies like the EU Parliament and the European Banking Authority setting comprehensive standards. Compliance 
with these regulations demands transparency, accountability, and rigorous validation of credit risk models, including evaluating the 
impact of ML on the credit assessment process. 

Consequently, the inherent complexity of ML models presents unique challenges in meeting the aforementioned requirements. 
Effective audit controls must address not only the technical aspects of model assessment but also the governance framework and its 
rol�H�� �Z�L�W�K�L�Q�� �F�U�H�G�L�W�� �S�U�R�F�H�V�V�H�V���� �S�D�U�W�L�F�X�O�D�U�O�\�� �L�Q�� �U�H�O�D�W�L�R�Q�� �W�R�� �W�K�H�� �S�D�U�D�O�O�H�O�� �D�G�R�S�W�L�R�Q�� �R�I�� �,�5�%���U�H�J�X�O�D�W�R�U�\�� �P�R�G�H�O�V���� �6�R�� �I�D�U���� �E�D�Q�N�V�¶�� �,�Q�W�H�U�Q�Dl 
Validation functions have primarily focused on assessing regulatory models due to the constraints imposed by regulatory validation 
and maintenance requirements. Within this context, and given the currently limited oversight provided by the second-level control 
function for ML credit risk models, the role of Internal Audit becomes crucial in mitigating residual risks. Therefore, it is essential to 
establish a comprehensive audit framework capable of assessing the complexity of these models from multiple perspectives (e.g., 
quantitative, qualitative, etc.). 

As reported by Clark (2018), various approaches exist for conducting a Machine Learning audit. These range from comprehensive 
code reviews �± involving an examination of underlying mathematical assumptions and relevant human interventions, constituting a 
highly technical methodological evaluation of the ML algorithm �± to approaches focused exclusively on assessing the ethical 
implications of ML. For instance, one assessment framework evaluates the different stages defined in the CRISP-DM (Cross-Industry 
Standard Process for Data Mining) model, a robust and systematic framework for data mining projects. This method enables 
evaluation across six fundamental stages: Business Understanding, Data Understanding, Data Preparation, Modelling, Evaluation, and 
Deployment. The depth of analysis at each stage may vary depending on the auditors' focus and expertise (3). 

Another framework, known as SMACTR (Scoping, Mapping, Artefact Collection, Testing, and Reflection), is designed to assess 
the compliance of AI algorithms with an organization's ethical values. This framework aims to ensure that AI systems are developed 

 
1 The views and opinions expressed in this paper are solely those of the author(s) and do not necessarily represent the official stance of UniCredit. 
2 We would like to extend our sincere gratitude to Deloitte Financial Advisory s.r.l. S.B for their thorough review and invaluable support in the preparation of this 
paper. Your expertise and insights have been instrumental in enhancing the quality of our work. 
3 For further details on CRISP-DM, see Clark (2018). 
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and implemented in alignment with ethical principles such as transparency, justice, fairness, and non-discrimination (Sandu et al, 
2022; Inioluwa et al, 2020). 

Despite their strengths, such approaches have significant limitations, as they primarily focus on specific aspects of Machine 
Learning models. For instance, frameworks like CRISP-DM do not adequately address the risks associated with using these models 
in the credit assessment process. Moreover, they often operate at too high level, concentrating solely on regulatory compliance without 
offering detailed steps for auditing the algorithms or the processes they underpin. These shortcomings make such frameworks 
insufficient for providing a comprehensive audit assessment that ensures compliance with the stringent requirements of the EU AI 
Act.  

For this reason, we propose, as outlined by Sandu et al (2022), an audit framework grounded in the phases of the credit model 
lifecycle as defined in Model Risk Management. This approach facilitates a comprehensive evaluation of model risks, addressing both 
errors inherent to the model�² such as incorrect data or flawed design�² and risks arising from the misuse or misapplication of the 
model. It also includes an assessment of the key stakeholders within the Model Risk Management (MRM) framework, focusing on 
their roles and responsibilities. Furthermore, as elaborated in the following paragraphs, this framework can systematically incorporate, 
on top of already existing risks, the consideration of ethical risks�² such as the potential for unfair discrimination�² at every stage of 
�W�K�H���P�R�G�H�O�¶�V���O�L�I�H�F�\�F�O�H����4). 

�,�W���L�V���L�P�S�R�U�W�D�Q�W���W�R���Q�R�W�H���W�K�D�W���W�K�H���D�X�G�L�W���I�U�D�P�H�Z�R�U�N���S�U�H�V�H�Q�W�H�G���L�Q���W�K�L�V���S�D�S�H�U���F�D�Q���E�H���F�R�Q�V�L�G�H�U�H�G���D�V���D���³�E�D�V�H�O�L�Q�H�´���W�R���D�G�G�U�H�V�V���W�K�H���X�Q�Lque 
characteristics of AI-driven credit risk models used for both regulatory and managerial purposes. Nevertheless, it is essential to 
recognize that when AI and ML techniques are applied to regulatory models�² such as Internal Ratings-Based (IRB) models used for 
capital requirements calculation�² the internal audit framework must include additional tests beyond those discussed in this paper. 
These supplementary evaluations are necessary to ensure the compliance of such models with relevant regulatory requirements. 
Moreover, this paper tackles the distinct challenges posed by Machine Learning, including model explainability, fairness, 
performance, and regulatory compliance. It proposes a comprehensive framework for establishing robust audit controls. This 
framework is specifically designed for banks and financial intermediaries, such as fintech firms, that utilize machine learning model 
in the credit assessment. Given the growing reliance on ML algorithms in credit risk evaluation, defining a focused approach to 
auditing these models is crucial. By addressing these challenges, financial institutions can maximize the potential of machine learning 
while safeguarding the integrity and reliability of their credit risk assessment processes. 

2. Regulatory requirements for Machine Learning in credit risk  
In light of the widespread diffusion of Artificial Intelligence in recent years, regulators and policymakers across the globe have 

tried, at different paces and with different levels of restrictiveness, to develop new regulatory frameworks with the aim of fostering 
the diffusion of AI-based solutions while ensuring a correct use by companies and guaranteeing that customers and society as a whole 
can benefit from fair and transparent AI technology. 

At a global level, the European Union has acted as a pioneer in the regulation of AI, launching several years ago a regulatory 
process aimed at promoting the safe and responsible development and diffusion of AI-based applications. This process culminated in 
July 2024 with the publication of the final version of the so-called AI Act (5) in the official Journal of the EU. The AI Act defines a 
risk-based approach to the regulation of AI, modulating its requirements on the basis of the level of risk posed by the specific AI 
system and tailored to the role of the specific actor in the development/deployment/usage of the system. The regulation focuses on the 
potential harmful impact that AI solutions might have on the fundamental rights of individuals, introducing the need for a thorough 
risk assessment and ethical considerations in the development, deployment and usage of AI-based solutions. Following the risk-based 
approach, the regulation identifies three different categories of AI systems: 

1. Prohibited AI systems: these are AI systems characterized by an unacceptable risk, and which are therefore prohibited. 
Such systems are banned as they contradict the values of the European Union, violating fundamental rights. This category 
includes, among �R�W�K�H�U�V�����$�,���V�\�V�W�H�P�V���W�K�D�W���F�D�Q���P�D�Q�L�S�X�O�D�W�H���D�Q�G���G�L�V�W�R�U�W���D���S�H�U�V�R�Q�¶�V���E�H�K�D�Y�L�R�U���W�K�U�R�X�J�K���V�X�E�O�L�P�L�Q�D�O���W�H�F�K�Q�L�T�X�H�V���R�U��
�W�K�D�W���H�[�S�O�R�L�W���D���S�H�U�V�R�Q�¶�V���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���U�H�O�D�W�H�G���W�R���D�J�H�����G�L�V�D�E�L�O�L�W�\���R�U���V�S�H�F�L�I�L�F���V�R�F�L�D�O���R�U���H�F�R�Q�R�P�L�F���V�L�W�X�D�W�L�R�Q�����D�Q�G���$�,���V�\�V�W�H�P�V��
for the evaluation or classification of natural persons and the related attribution of a social score.  

2. High-risk AI systems: these are AI systems that pose a high-risk to health and safety or to the fundamental rights of 
natural persons and are therefore subject to a specific set of requirements, though not being prohibited. The EU AI Act 
identifies as high-risk systems, among others, the systems listed in Annex III of the Regulation, which include AI systems 
used in the areas of biometrics, critical infrastructure, education and vocational training, employment and workers 
management, access to essential private and public services (including healthcare services, credit, life and health 
insurance), law enforcement, migration, administration of justice and democratic processes. According to this 
classification, credit risk models which are used to assess the creditworthiness of potential borrowers for the purpose of 
granting loans fall within the definition of high-risk AI systems and are therefore subject to the related requirements. The 
AI Act requirements on high-risk AI systems will be summarized later in this paragraph.  

3. Low-risk AI systems: these are AI systems that do not fall within the two above categories, and for which compliance 
with minimum transparency standards is required, for example, concerning the need to inform users that they are 
interacting with an AI system and, in the case of content generated by AI tools that may be misconstrued as authentic, to 
disclose that the content has been manipulated or generated using AI tools. 

 
4 A key component of the MRM framework is the structuring of roles, responsibilities, and accountabilities for decision making, risk control, and governance. There 
are several ways in which an organization can setup roles. However, it is important that reporting lines and incentives are clear. In a typical MRM framework, the 
�³�W�K�U�H�H���O�L�Q�H�V���R�I���G�H�I�H�Q�V�H�´���P�R�G�H�O���L�V���Z�L�G�H�O�\���D�G�R�S�W�H�G�����6�D�W�L�V�K��et al, 2016). 
5 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence [...]. 



 
 

 
RISK MANAGEME NT MAGAZINE �± Volume 20, Issue 1 �± Page - 6 - 

 

In addition, it should be noted that the application of the above requirements depends also on the specific role that the organization 
(i.e., the bank in our case) plays with respect to the AI model. Indeed, the EU AI Act defines several key roles in the AI ecosystem: 

�x Provider: a natural or legal person, public authority, agency, or other body that is or has developed an AI system to place 
on the market, or to put into service under its own name or trademark. 

�x Deployer: a natural or legal person, public authority, agency, or other body using an AI system under its authority. 

�x Importer: any natural or legal person within the EU that places on the market or puts into service an AI system that bears 
the name or trademark of a natural or legal person established outside the EU. 

�x Distributor: any natural or legal person in the supply chain, not being the provider or importer, who makes an AI system 
available in the EU market. 

�x Product manufacturer: a manufacturer of an AI system that is put on the market or a manufacturer that puts into service 
an AI system together with its product and under its own name or trademark. 

It is our understanding that the specific requirements applicable depend on the intersection between risk level of the AI system and 
the role of the organization, as better described below.  

Focusing on the high-risk systems the EU AI Act defines the following requirements: 

1) obligations for providers: 

a. General obligations: 

i. �³�(�I�I�H�F�W�L�Y�H���G�D�W�D���J�R�Y�H�U�Q�D�Q�F�H�´�����D�U�W������������ 

ii.  �³�0�D�L�Q�W�D�L�Q�L�Q�J���D�S�S�U�R�S�U�L�D�W�H���W�H�F�K�Q�L�F�D�O���G�R�F�X�P�H�Q�W�D�W�L�R�Q���D�Q�G���U�H�F�R�U�G-�N�H�H�S�L�Q�J�´�����D�U�W�L�F�O�H�V���������D�Q�G���������� 

iii.  �³�7�U�D�Q�V�S�D�U�H�Q�F�\���D�Q�G���S�U�R�Y�L�V�L�R�Q���R�I���L�Q�I�R�U�P�D�W�L�R�Q���W�R���X�V�H�U�V�´�����D�U�W������������ 

iv. �³�(�Q�D�E�O�L�Q�J���D�Q�G���F�R�Q�G�X�F�W�L�Q�J���K�X�P�D�Q���R�Y�H�U�V�L�J�K�W�´�����D�U�W������������ 

v. �³�&�R�P�S�O�L�D�Q�F�H���Z�L�W�K���V�W�D�Q�G�D�U�G�V���I�R�U���D�F�F�X�U�D�F�\�����U�R�E�X�V�W�Q�H�V�V�����D�Q�G���F�\�E�H�U�V�H�F�X�U�L�W�\���I�R�U���W�K�H���L�Q�W�H�Q�G�H�G���S�X�U�S�R�V�H�´�����D�U�W������������ 

vi. �³�(�V�W�D�E�O�L�V�K�L�Q�J���D�Q�G���P�D�L�Q�W�D�L�Q�L�Q�J���D�S�S�U�R�S�U�L�D�W�H���$�,���U�L�V�N���D�Q�G���T�X�D�O�L�W�\���P�D�Q�D�J�H�P�H�Q�W���V�\�V�W�H�P�V�´�����D�U�W������������ 

vii.  �³�5�H�J�L�V�W�H�U�L�Q�J���K�L�J�K-�U�L�V�N���$�,���V�\�V�W�H�P�V���R�Q���W�K�H���(�8���G�D�W�D�E�D�V�H���E�H�I�R�U�H���S�O�D�F�L�Q�J���W�K�H�P���R�Q���W�K�H���P�D�U�N�H�W�´�����D�U�W���������������V�\�V�W�H�P�V��
used for law enforcement, migration, asylum and border control, and critical infrastructure will be registered 
in a non-public section of the database. 

In addition, a conformity assessment (check of compliance) should examine whether the requirements laid out above 
have been met. In most cases, providers can self-assess. A third-party conformity assessment by an accredited body is 
required if any of the following criteria apply: 

o The AI system is part of a safety component subject to third-party assessment under sectoral regulations. 

o The AI system is part of a biometric identification system. 

o Harmonized standards are not used. 

b. On-going performance and conformity checks: 

i. �³�0�D�L�Q�W�D�L�Q�L�Q�J���O�R�J�V���J�H�Q�H�U�D�W�H�G���E�\��high-�U�L�V�N���V�\�V�W�H�P�V���I�R�U���D���S�H�U�L�R�G���R�I���D�W���O�H�D�V�W���V�L�[���P�R�Q�W�K�V�´�����D�U�W�L�F�O�H�V�������D�Q�G���������� 

ii.  �³�,�P�P�H�G�L�D�W�H�O�\���W�D�N�L�Q�J���W�K�H���Q�H�F�H�V�V�D�U�\���F�R�U�U�H�F�W�L�Y�H���D�F�W�L�R�Q�V���I�R�U���Q�R�Q-conforming systems already on the market and 
informing other operators in the value chain of the non-�F�R�Q�I�R�U�P�L�Q�J���V�\�V�W�H�P�V�´�����D�U�W������������ 

iii.  �³�&�R�R�S�H�U�D�W�L�Q�J���Z�L�W�K���W�K�H���Q�D�W�L�R�Q�D�O���F�R�P�S�H�W�H�Q�W���D�X�W�K�R�U�L�W�L�H�V���R�U���W�K�H���$�,���2�I�I�L�F�H�´�����D�U�W������������ 

iv. �³�0�R�Q�L�W�R�U�L�Q�J���S�H�U�I�R�U�P�D�Q�F�H���D�Q�G���V�D�I�H�W�\���R�I���$�,���V�\�V�W�H�P�V���W�K�U�R�X�J�K�R�X�W���W�K�H�L�U���O�L�I�H�W�L�P�H�´�����D�U�W������������ 

v. �³�5�H�S�R�U�W�L�Q�J�� �W�R�� �W�K�H�� �D�S�S�U�R�S�U�L�D�W�H�� �D�X�W�K�R�U�L�W�L�H�V�� �V�H�U�L�R�X�V�� �L�Q�F�L�G�H�Q�W�V�� �D�Q�G�� �P�D�O�I�X�Q�F�W�L�R�Q�V�� �W�K�D�W�� �O�H�D�G�� �W�R�� �E�U�H�D�F�K�H�V�� �R�I��
�I�X�Q�G�D�P�H�Q�W�D�O���U�L�J�K�W�V�´�����D�U�W������������ 

vi. �³�8�Q�G�H�U�J�R�L�Q�J���Q�H�Z���F�R�Q�I�R�U�P�L�W�\���D�V�V�H�V�V�P�H�Q�W�V���I�R�U���V�X�E�V�W�D�Q�W�L�D�O���P�R�G�L�I�L�F�D�W�L�R�Q�V�����H���J�������F�K�D�Q�J�H�V���W�R���D���V�\�V�W�H�P�¶�V���L�Q�W�H�Q�G�H�G��
�S�X�U�S�R�V�H���R�U���F�K�D�Q�J�H�V���W�K�D�W���D�I�I�H�F�W���K�R�Z���L�W���P�H�H�W�V���U�H�J�X�O�D�W�L�R�Q�V���´�����D�U�W���������������)�R�U���$�,���V�\�V�W�H�P�V���W�K�D�W���D�U�H���F�R�Q�V�L�G�H�U�H�G���W�R���K�D�Y�H��
limited or minimal risk, it will be important to check whether the original risk classification still applies after 
any changes. 

2) obligations for deployers (art. 26): 

a. �³�&�R�P�S�O�H�W�L�Q�J�� �D�� �I�X�Q�G�D�P�H�Q�W�D�O�� �U�L�J�K�W�V�� �L�P�S�D�F�W�� �D�V�V�H�V�V�P�H�Q�W�V�� ���)�5�,�$���� �E�H�I�R�U�H�� �S�X�W�W�L�Q�J�� �W�K�H�� �$�,�� �V�\�V�W�H�P�� �L�Q�� �X�V�H�� ���U�H�O�H�Y�D�Q�W�� �I�R�U��
public bodies and private entities providing services of general interest including banks, insurers, hospitals, schools, 
which are deploying high-r�L�V�N���V�\�V�W�H�P�V���´�� 

b. �³�,�P�S�O�H�P�H�Q�W�L�Q�J���K�X�P�D�Q���R�Y�H�U�V�L�J�K�W���E�\���S�H�R�S�O�H���Z�L�W�K���W�K�H���D�S�S�U�R�S�U�L�D�W�H���W�U�D�L�Q�L�Q�J���D�Q�G���F�R�P�S�H�W�H�Q�F�H�� 

c. �³�(�Q�V�X�U�L�Q�J���W�K�D�W���L�Q�S�X�W���G�D�W�D���L�V���U�H�O�H�Y�D�Q�W���W�R���W�K�H���X�V�H���R�I���W�K�H���V�\�V�W�H�P�´�� 

d. �³�6�X�V�S�H�Q�G�L�Q�J���W�K�H���X�V�H���R�I���W�K�H���V�\�V�W�H�P���L�I���L�W���S�R�V�H�V���D���U�L�V�N���D�W���D���Q�D�W�L�R�Q�D�O���O�H�Y�H�O�´�� 
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e. �³�,�Q�I�R�U�P�L�Q�J���W�K�H���$�,���V�\�V�W�H�P���S�U�R�Y�L�G�H�U���R�I���D�Q�\���V�H�U�L�R�X�V���L�Q�F�L�G�H�Q�W�V�´�� 

f. �³�5�H�W�D�L�Q�L�Q�J���W�K�H���D�X�W�R�P�D�W�L�F�D�O�O�\���J�H�Q�H�U�D�W�H�G���V�\�V�W�H�P���O�R�J�V�´�� 

g. �³�&�R�P�S�O�\�L�Q�J���Z�L�W�K���*�'�3�5���R�E�O�L�J�D�W�L�R�Q�V���W�R���S�H�U�I�R�U�P���D���G�D�W�D���S�U�R�W�H�F�W�L�R�Q���L�P�S�D�F�W���D�V�V�H�V�V�P�H�Q�W�´�� 

3) obligations for importers and distributors (art. 23): 

a. �³�9�H�U�L�I�\�L�Q�J���W�K�H���$�,���V�\�V�W�H�P���L�V���F�R�P�S�O�L�D�Q�W���Z�L�W�K���W�K�H���$�,���$�F�W���D�Q�G���W�K�D�W���D�O�O���U�H�O�H�Y�D�Q�W���G�R�F�X�P�H�Q�W�D�W�L�R�Q���L�V���H�Y�L�G�H�Q�F�H�G�´�� 

b. �³�,�Q�I�R�U�P�L�Q�J���S�H�R�S�O�H���W�K�D�W���W�K�H�\���P�L�J�K�W���E�H���V�X�E�M�H�F�W���W�R���W�K�H���X�V�H���R�I���K�L�J�K-�U�L�V�N���$�,�´�� 

�,�Q���W�K�H���F�D�V�H���R�I���D���E�D�Q�N���G�H�Y�H�O�R�S�L�Q�J���$�,���P�R�G�H�O�V���I�R�U���F�U�H�G�L�W���U�L�V�N�����L�W���Z�R�X�O�G���S�U�L�P�D�U�L�O�\���I�D�O�O���X�Q�G�H�U���W�K�H���U�R�O�H���R�I���D���³�S�U�R�Y�L�G�H�U�´���R�I���D���K�L�J�K-risk 
system, as it develops and deploys the AI systems internally for its own use. As a provider, the bank would be subject to the regulatory 
requirements outlined above in point 1) for the high-risk systems, including ensuring transparency, accountability, and conformity 
with high-risk AI system assessments. 

In addition to the general provisions provided by the AI Act for high-risk AI systems, in the context of ML-based credit risk models 
relevant attention must be also paid to the expectations and requirements of banking Supervision Authorities. As a matter of fact, in 
2021 the European Banking Authority (EBA) initiated a discussion about potential requirements for AI-based credit risk models used 
for regulatory purposes (IRB models) (6). In 2023, the discussion was followed by the publication of the Follow-up Report on the use 
of Machine Learning for IRB Models (EBA/REP/2023/28) (European Banking Authority, 2023), which defines some principle-based 
recommendations to be followed by banks if they plan to adopt ML techniques for the purpose of IRB modelling. It should be noted 
that, while the EBA recommendations specifically refer to IRB models used to calculate regulatory capital requirements, the EU AI 
Act requirements in the context of credit risk models apply in principle only to models which are used for assessing the 
�F�U�H�G�L�W�Z�R�U�W�K�L�Q�H�V�V���R�I���L�Q�G�L�Y�L�G�X�D�O�V���I�R�U���W�K�H���S�X�U�S�R�V�H���R�I���J�U�D�Q�W�L�Q�J���O�R�D�Q�V�����+�R�Z�H�Y�H�U�����W�K�H���³�X�V�H���W�H�V�W�´���U�H�T�Xirements established by the Capital 
Requirements Regulation (CRR) (7) and the ECB Guide to Internal Models (8) (European Central Bank, 2024) impose on banks the 
use of estimates resulting from their IRB models within their risk management, decision-making and credit approval processes, thus 
generating a potential overlap between IRB models and AI Act requirements that banks should carefully take into consideration. 

Here follows a brief summary of the EBA recommendations related to the use of ML for IRB modelling: 

1) All the relevant stakeholders, including the model Development Unit, the Credit Risk Control Unit and the Internal 
�9�D�O�L�G�D�W�L�R�Q�� �I�X�Q�F�W�L�R�Q���� �V�K�R�X�O�G�� �K�D�Y�H�� �D�Q�� �D�S�S�U�R�S�U�L�D�W�H�� �O�H�Y�H�O�� �R�I�� �N�Q�R�Z�O�H�G�J�H�� �R�I�� �W�K�H�� �P�R�G�H�O�¶�V�� �I�X�Q�F�W�L�R�Q�L�Q�J���� �,�Q�� �D�G�G�L�W�L�R�Q���� �W�K�H��
management body and the senior management should be in a position to have a good understanding of the model and the 
underlying key drivers.  

2) Banks should avoid unnecessary complexity and find an appropriate balance between model performance and 
explainability of the results. 

3) Banks should ensure that the model is correctly interpreted and understood, by analyzing the statistical relationship of 
risk drivers with the output variable and ensuring that potential biases in the model are promptly detected. 

4) Banks should ensure a proper level of understanding of the model by the relevant staff, especially when human judgement 
and overrides are applied. 

5) Banks should ensure a reliable in-depth validation of ML models, addressing overfitting issues, challenging the model 
design, ensuring a sufficient level of representativeness and data quality and guaranteeing the stability of estimates.  

As can be noted from the points above, both the EU AI Act and the EBA recommendations draw specific attention to the risks 
�S�U�R�G�X�F�H�G�� �E�\�� �W�K�H�� �$�,�� �V�\�V�W�H�P���� �U�H�O�D�W�H�G�� �Q�R�W�� �P�H�U�H�O�\�� �W�R�� �L�W�V�� �³�D�O�J�R�U�L�W�K�P�L�F�´�� �F�R�P�S�R�Q�H�Q�W���� �E�X�W�� �D�O�V�R�� �W�R�� �L�W�V�� �G�H�S�O�R�\�P�H�Q�W���� �X�V�D�J�H���� �D�Q�G�� �W�K�H�� �U�H�O�Dted 
governance and personnel involved in all stages of the model life cycle. Finally, additional guidelines on the adoption of AI/ML 
techniques in credit risk models are expected to be included in the next update of the ECB Guideline on Internal Models, scheduled 
for the first quarter of 2025. 

The regulation of AI systems shares significant touchpoints with personal data protection regulation, such as the European Union's 
General Data Protection Regulation (GDPR); such interdependencies and potential overlaps should be carefully taken into 
consideration in the definition of an appropriate audit framework on AI-driven credit risk models. 

The GDPR governs the processing of personal data of individuals in the EU, focusing on how such data is collected, stored, and 
used. Consequently, any AI system that processes personal data must comply with GDPR provisions, particularly those related to 
transparency regarding the use of such data. 

For example, Articles 15 and 22 of the GDPR require that individuals subject to automated decision-making be provided with 
meaningful information about the logic involved in these processes. This implies that, in the context of AI-based creditworthiness 
assessment in loan application, a person whose request is denied can ask for information about the explanation of the decision (see 
also section 3.3.3 for more details on this topic).  

 
6 This discussion was launched with the publication of the EBA Discussion Paper on Machine Learning for IRB Models (EBA/DP/2021/04) (European Banking 
Authority, 2021). 
7 Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential requirements for credit institutions and investment firms. 
Art. 144(1)(b) of such regulation states that, among the minimum standards required for IRB approval, competent authorities s�K�R�X�O�G���Y�H�U�L�I�\���W�K�D�W���³internal ratings and 
default and loss estimates used in the calculation of own funds requirements and associated systems and processes play an essential role in the risk management and 
decision-making process, and in the credit approval, internal capital allocation and corporate governance functions of the institution.�  ́
8 Section 6.2 - Use test requirement. 
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In consideration of what described in the previous parts of this chapter, it is deemed that an MRM-based framework for auditing 
ML credit risk models is the best and most logical solution to effectively address the new challenges posed by these models while 
ensuring compliance with relevant regulatory requirements.  

3. Credit Risk Audit Framework  

3.1 Model Risk Management perspective  
According to Sandu et al (2022), existing frameworks for auditing AI algorithms primarily focus on assessing specific dimensions, 

such as ethical risks, including potential discrimination based on protected or sensitive characteristics. However, as noted in the 
previous paragraph, the new EU AI Act and EBA reports shift the focus toward risks of incorrect outcomes that could harm the rights 
of individuals, especially for AI-based credit risk models. While these regulations continue to emphasize addressing ethical risks, they 
also highlight the importance of managing risks from errors in AI algorithms, particularly those stemming from the complexity of AI-
based credit risk models. 

In this context, it seems evident that in order to assess the risk of incorrect outcomes from credit risk models involving ML 
technology, the concepts of model risk and Model Risk Management (MRM) process can be applied. Indeed, as defined by the Federal 
R�H�V�H�U�Y�H���6�\�V�W�H�P�������������������P�R�G�H�O���U�L�V�N���L�V���³the potential for adverse consequences from decisions based on incorrect or misused model 
outputs or reports�´�����7�K�L�V���F�R�Q�F�H�S�W���L�V���I�X�U�W�K�H�U���U�H�L�Q�I�R�U�F�H�G���E�\���W�K�H���(�X�U�R�S�H�D�Q���&�H�Q�W�U�D�O���%�D�Q�N�����(�&�%�����L�Q���L�W�V���*�X�L�G�H���W�R���,�Q�W�H�U�Q�D�O���0�R�G�H�O�V�����(�X�U�R�Sean 
�&�H�Q�W�U�D�O���%�D�Q�N�������������������Z�K�L�F�K���V�W�D�W�H�V�����³Effective model risk management allows institutions to reduce the risk of potential losses and 
underestimation of own funds requirements due to flaws in model development, implementation, or use. To mitigate these risks, 
institutions should have a model risk management framework in place that allows them to identify, understand, and manage their 
model risk for internal models across the group��� ́

By aligning regulatory requirements for AI-based credit risk models with MRM principles, we can leverage the concept of the 
model lifecycle, as defined in MRM, to systematically identify, measure, and address risks at every phase of the model's lifecycle (9). 
This alignment supports the development of a robust audit framework for AI credit risk models, incorporating tests and controls aimed 
at effectively mitigating all potential risks associated with these models. 

These controls address not only technical risks, such as incorrect or misused model outputs�² e.g., misclassifying obligors or 
misapplying concepts critical to creditworthiness assessments�² but also ethical risks specific to AI-based models, such as unfair 
discrimination against certain groups of debtors.  

In our opinion, by leveraging the Model Risk Management (MRM) approach as a starting point, and by integrating the ethical 
risks dimension on top of risks already assessed by the MRM, we can: 

�x Effectively address all risk dimensions associated with the model lifecycle, from its initial development through to its 
final application. 

�x Evaluate the governance of models and their role in the credit risk process. 

�x Account for controls implemented at different stages of the model lifecycle, wherever possible relying on analyses 
conducted by other lines of defence, and focusing audit efforts on areas that provide added value and enhance the 
�R�U�J�D�Q�L�]�D�W�L�R�Q�¶�V���R�S�H�U�D�W�L�R�Q�V�� 

By adopting this approach, we can strengthen the oversight and accountability of AI-based credit risk models, ensuring their 
reliability, compliance, and ethical integrity across all operational stages. 

      3.2 Framework for Risk Assessment Across the Model Lifecycle  
Our proposed framework divides the credit risk model lifecycle into four categories capable to cover all its phases (10), including 

governance arrangements, development, implementation, validation, usage, review, and monitoring. Each of these areas aim to cover 
specific risks embedded in the life cycle of the model: 

1) Governance and Organization: this area covers the governance structures, policies, procedures, controls, and actors in 
place to ensure that the model development, implementation, validation, and usage processes function as intended. Its 
main risk is related to unclear and improper formalization of roles and responsibilities of the different stakeholders 
involved.  

2) Model Design and Application: this area gathers all information and evidence related to the model, including the business 
need it addresses, the data used, the modelling techniques applied, model formalization, performance expectations, and 
documentation (�F�R�Y�H�U�L�Q�J�� �W�K�H�� �P�R�G�H�O�¶�V�� �S�X�U�S�R�V�H���� �P�H�W�K�R�G�R�O�R�J�\���� �D�V�V�X�P�S�W�L�R�Q�V���� �D�Q�G�� �O�L�P�L�W�D�W�L�R�Q�V������ �7�K�H�� �P�D�L�Q�� �U�L�V�N�� �L�V�� �W�K�H��
inaccurate definition of the model design, leading to the risk of inappropriate performance of the model and, finally, to 
the production of erroneous results, but also covering the assessment of ethical risks posed by the model. 

3) Model Validation and Controls: this area includes all the information needed to verify that the model functions as 
�L�Q�W�H�Q�G�H�G�����,�W���L�Q�Y�R�O�Y�H�V���F�U�L�W�L�F�D�O�O�\���F�K�D�O�O�H�Q�J�L�Q�J���W�K�H���P�R�G�H�O���W�K�U�R�X�J�K���³analysis by objective, informed parties who can identify 
model limitations and assumptions and recommend appropriate changes�´�����)�H�G�H�U�D�O���5�H�V�H�U�Y�H���6�\�V�W�H�P�������������������7�K�H���P�D�L�Q���U�L�V�N��
is that of an inappropriate validation and controls setup for the model under investigation. 

 
9 This approach is also proposed in Sandu et al (2022). 
10 The MRM process can be divided into various areas of activity. In our framework, we identified four distinct areas; however, other authors may define a different 
number of areas. For more details, refer to the International Professional Practices Framework (2018). 
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4) Model Use, Monitoring and Review: this area gathers all information and evidence about how the model is used in the 
credit processes. The main risk is that of an inappropriate use of model results, as well as that of an improper monitoring 
framework that should ensure that the model works properly over time. 

 

Each of the areas included in our framework and details of the related checks are summarized in the tables below. Again, as already 
specified within the introduction, it should be noted that the audit framework presented below is intended to cover only the specific 
peculiarities of AI-driven credit risk models, without encompassing additional areas of analysis that should be considered when dealing 
with regulatory models used for capital requirements calculation. 

In that case, the Internal Audit framework presented below should be integrated with additional tests aimed at assessing the 
compliance of these models with relevant regulatory requirements, as already done when dealing with traditional statistical models. 

 

Governance and Organization 

Test Objective Test Description 

Governance 

Verify: 
 

1) whether a clear definition and segregation of roles and responsibilities exists 
across all functions involved and throughout every stage of the model lifecycle. 

2) the compliance with internal rules and policies related to the development, 
maintenance, and documentation of Machine Learning Models. 

3) the existence of a clear strategy regarding ML credit-risk models and coherence 
with such a strategy. 

Compliance with 
EU AI Act Requirements 

Verify the alignment with EU AI Act requirements in terms of Model Governance, 
including Information Obligation, Risk Assessment and Model Registry requirements. 

Compliance with 
GDPR Requirements 
(only for Individuals 

models) 

Verify the alignment with EU GDPR requirements in terms of collection, processing, and 
storage of personal data. 

Table 1 - Audit tests in the area of Governance and Organization (source: elaboration of the Authors) 

 
�)�R�U���P�R�U�H���S�U�D�F�W�L�F�D�O���G�H�W�D�L�O�V���R�Q���W�K�H���H�[�H�F�X�W�L�R�Q���R�I���W�K�H���F�K�H�F�N�V���R�Q���³�*�R�Y�H�U�Q�D�Q�F�H�´�����V�H�H���V�H�F�W�L�R�Q 3.3.1. 
 
 
 

Model Design and Application 

Test Objective Test Description 

Model Design 

Verify: 
 

1) the alignment of the model design with its intended purposes and objectives, also 
considering internal and external factors that may influence its development and 
performance. 

2) the completeness of the model documentation, including description of model 
parameters (e.g., hyperparameters), assumptions, and limitations (e.g., use cases 
for the algorithms), and its coherence with the model development steps, ensuring 
it complies with both internal policies and EU AI Act requirements. 

3) whether expert-based choices are adequately justified. 

Data Assessment 

Verify: 
 

1) the adequacy of the estimation data perimeter and its consistency with the model's 
objectives. 

2) the quality of the data sources used, and the adequacy of the data quality checks 
performed. 

3) the alignment with the EU AI Act regarding the use of non-discriminatory and 
representative input data. 
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Data Processing & 
Features Creation 

Verify the adequacy of the data processing (including sampling procedures, data treatment 
and feature creation) with respect to the methodology used and the supporting rationales. 

Methodology 

Verify: 
 

1) the alignment of modelling methodologies (e.g., input mapping, data treatment, 
ML algorithms used) with industry best practices and relevant literature.  

2) the consistency between the code workflows in model development and 
corresponding documentation. 

3) the methodology used for the feature selection and final model selection 
(including module integration). 

4) the presence and adequacy of human oversight in accordance with the EU AI Act 
(such as the involvement of experts with independent feedback on the model 
development steps and results). 

5) the correctness and reproducibility of the model's results. 

Model Performance, 
Interpretability & 

Fairness 

Verify: 
 

1) whether the model maintains adequate performance when applied to alternative 
datasets (out-of-sample / out-of-time); 

2) whether the model's specification remains stable under different distributional 
assumptions. 

3) whether the complexity of the trained model is justified by a greater performance 
compared to simpler alternatives. 

4) whether the model's results are clearly interpretable and aligned with business 
sense, leveraging on interpretability techniques such as SHAP and LIME. 

5) whether the results of the trained model do not discriminate against individuals 
based on sensitive attributes. 

Model Implementation 

Verify: 
 

1) whether the UAT activities performed ensure the alignment with business 
requirements, if the IT documentation is complete to support correct 
implementation, and the consistency between the code workflows of the model 
in production and corresponding documentation. 

2) whether the model's results in production are consistent with those obtained in 
the development environment. 

3) whether there is an appropriate level of human oversight (e.g., periodic 
consistency checks evaluated by human beings on the outputs of the model in 
production) and transparency during the model's production phase. 

Table 2 - Audit tests in the area of Model Design and Application (source: elaboration of the Authors) 

 
�)�R�U���P�R�U�H���S�U�D�F�W�L�F�D�O���G�H�W�D�L�O�V���R�Q���W�K�H���H�[�H�F�X�W�L�R�Q���R�I���W�K�H���F�K�H�F�N�V���R�Q���³�0�R�G�H�O���3�H�U�I�R�U�P�D�Q�F�H�����,�Q�W�H�U�S�U�H�W�D�E�L�O�L�W�\���	���)�D�L�U�Q�H�V�V�´�����V�H�H���V�H�F�W�L�R�Q 3.3.2 (for 
tests 1), 2) and 3)), section 3.3.3 (for test 4) and section 3.3.4 ���I�R�U���W�H�V�W�����������Z�K�L�O�H���I�R�U���G�H�W�D�L�O�V���R�Q���W�K�H���H�[�H�F�X�W�L�R�Q���R�I���W�K�H���F�K�H�F�N�V���R�Q���³�0�R�G�H�O��
�,�P�S�O�H�P�H�Q�W�D�W�L�R�Q�´���V�H�H���V�H�F�W�L�R�Q 3.3.5. 
 
 

Model Validation and Controls 

Test Objective Test Description 

Validation & Controls 

Verify: 
 

1) the adequacy of accuracy controls on data, IT processes and outputs related to the 
model. 

2) whether relevant internal regulation on ML credit risk model validation exists 
and if the validation has been conducted in compliance with such regulations. 

3) whether the validation results have been interpreted correctly and documented 
comprehensively. 

4) whether the findings align with identified gaps also in terms of severity, if a 
timeline is set to address these gaps, and if there is a system for tracking the 
resolution of findings. 

Table 3 - Audit tests in the area of Model Validation and Controls (source: elaboration of the Authors) 
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Model Use, Monitoring and Review 

Test Objective Test Description 

Model Use 
Verify whether adequate documentation supports the model's use, and whether the people 
involved are properly trained to enable them to use the model effectively and implement 
corrective actions in case of anomalies. 

Model Monitoring 

Verify: 
 

1) whether there is an adequate framework for model monitoring and maintenance, 
focusing on performance, stability, and interpretability, and ensuring compliance 
with EU AI Act requirements (e.g., model fairness). 

2) whether an appropriate records-keeping system is in place in accordance with the 
EU AI Act requirements (e.g., maintaining logs for a period of at least six 
months). 

Model Review Verify whether there is an adequate framework for model review, update and discharging. 

Table 4 - Audit tests in the area of Model Use, Monitoring and Review (source: elaboration of the Authors) 

For more practical details on the execution of such checks, see section 3.3.6. 

As previously stated, a key component of the Model Risk Management (MRM) framework is the structured definition of roles, 
responsibilities, and accountabilities in decision-making, risk control, and governance for models. While organizations may adopt 
different role structures, a typical MRM framework in financial institutions classifies stakeholders into three lines of defence, each 
with distinct roles and responsibilities (11). The first line of defence, primarily composed of model developers and business units, is 
responsible for designing, developing, and using models, while actively managing associated risks. The second line of defence consists 
of independent risk management functions, such as internal validation and compliance. This function ensures oversight by establishing 
policies, validating models, and advising on model risk mitigation strategies, thereby maintaining risk control and regulatory 
compliance. The third line of defence, Internal Audit, performs independent assessments to evaluate the effectiveness and soundness 
of governance, risk management, and control processes related to model risk (12). 

Given these distinctions, our goal is to prevent overlapping lines of defence while ensuring that Internal Audit adds value through 
independent assessments of governance, risk management, and control processes (13). This also includes exploring innovative areas, 
such as non-�U�H�J�X�O�D�W�R�U�\���P�R�G�H�O�V�����Z�K�H�U�H���0�D�F�K�L�Q�H���/�H�D�U�Q�L�Q�J���W�H�F�K�Q�L�T�X�H�V���D�U�H���L�Q�F�U�H�D�V�L�Q�J�O�\���D�G�R�S�W�H�G�����,�Q���W�K�H�V�H���D�U�H�D�V�����,�Q�W�H�U�Q�D�O���9�D�O�L�G�D�W�L�R�Q�¶�V��
role may be less extensive, as its focus remains primarily on regulatory models. Therefore, we propose defining control areas taking 
into consideration the assessments already conducted by the first two lines, particularly the Internal Validation function. A structured 
approach may consider: 

�x If Internal Validation has not assessed the Machine Learning model, Internal Audit could perform a deep-dive assessment on 
all the areas represented before. 

�x If Internal Validation has instead performed an assessment of the Machine Learning model, the activity of Internal Audit 
could be steered towards a challenging of the assessment performed by the Validation function on the most relevant areas 
(as also described in the following chapter) or could be limited towards making reliance on Internal Validation outcomes. In 
addition, it could also cover areas not assessed by the Internal Validation, such as governance topics. 

It is noted that the activities of Internal Audit in this regard should not be considered a substitute for the proper performance of the 
duties of the Internal Validation function, which are in any case aimed at ensuring a second level control presidium on internal credit 
models to guarantee their soundness and robustness.  

3.3 Main Build ing Blocks  
In this paragraph we provide a detailed exploration of the potential assessments that Internal Audit could conduct, following the 

previously summarized audit framework. The focus is to suggest a possible approach to conduct audit tests in more innovative areas, 
with careful attention to fostering effective collaboration and avoiding overlap with Internal Validation activities, as previously 
outlined. 

 
11For further details please see �³Best Practices for Effective Model Risk Management�´����Satish et al, 2016. 
12 �)�R�U���I�X�U�W�K�H�U���G�H�W�D�L�O�V���S�O�H�D�V�H���V�H�H���³Time to audit your AI algorithms�´����Sandu et al, 2022. 
13 For further details please see the Institute of Internal Audit  https://www.theiia.org/en/standards/what-are-the-standards/definition-of-internal-audit/. 

https://www.theiia.org/en/standards/what-are-the-standards/definition-of-internal-audit/
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We believe that, compared to standard models, the most innovative areas of analysis that could benefit from an introduction of 
standardized best practices are the following: 

�x Governance and Organization, focusing on aspects related to EU AI Act requirements. 

�x Model Design and Performance, focusing on particular dimensions of ML models, such as interpretability, fairness, 
performance, overfitting, complexity and causality. 

�x Model Implementation, focusing on transparency and human oversight aspects.  

�x Model Use, Monitoring and Review, focusing on aspects related to human oversight and the appropriate training of model 
users, as well as on an appropriate model monitoring and records-keeping. 

While each aspect of these areas is analyzed in detail in the following sections, we here emphasize that machine learning (ML) 
algorithms are not inherently resource intensive. Nevertheless, their true potential is unlocked when applied to large volumes of 
heterogeneous data, including unstructured data (e.g. web data). Consequently, financial institutions seeking to enhance their credit 
processes with AI must invest in advanced analytics platforms capable of handling vast data volumes and executing complex 
computations efficiently. In this evolving landscape, Internal Audit, as an independent control function, must align with the AI 
infrastructure used for model development. Operating within the same IT environment as the model development team ensures 
consistency in software versions, computational resources, and data infrastructure. This alignment enables Internal Audit to accurately 
replicate model outcomes, conduct unbiased testing, and provide objective feedback without being hindered by IT discrepancies. To 
effectively oversee AI-driven credit processes, Internal Audit must also align its AI expertise through specialized training and hands-
on experience. By strengthening its technical capabilities, auditors can better monitor AI models, adapt to emerging technologies, and 
maintain independence, transparency, and accountability. This, in turn, reinforces trust and validation in AI-based decision-making 
for credit risk assessment. Therefore, a structured roadmap for adopting and scaling the proposed audit tests must be aligned with the 
�L�Q�V�W�L�W�X�W�L�R�Q�¶�V���F�X�U�U�H�Q�W���$�,���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���D�Q�G���L�W�V���S�O�D�Q�Q�H�G���H�Y�R�O�X�W�L�R�Q�����F�R�Q�V�L�G�H�U�L�Q�J���E�R�W�K���,�7���U�H�V�R�X�U�F�H�V���D�Q�G���V�N�L�O�O���G�H�Y�H�O�R�S�P�H�Q�W���� 

     3.3.1 Governance and Organization 
Regarding the governance aspects of credit risk models, the audit framework should assess the governance structure supporting 

�W�K�H�� �P�R�G�H�O�¶�V�� �G�H�Y�H�O�R�S�P�H�Q�W���� �L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���� �X�V�D�J�H���� �D�Q�G�� �P�R�Q�L�W�R�U�L�Q�J���� �7�K�L�V�� �L�Q�F�O�X�G�H�V�� �H�Y�D�O�X�D�W�L�Q�J�� �F�R�P�S�O�L�D�Q�F�H�� �Z�L�W�K�� �L�Q�W�H�U�Q�D�O���S�R�O�L�F�L�H�V�� �D�Qd 
organizational rules, as well as ensuring the clear and accurate formalization and effectiveness of roles and responsibilities and their 
segregation throughout the model lifecycle. 

Focusing on the innovative aspects of Machine Learning models, a new item of assessment emerges, that is compliance with the 
EU AI Act requirements related to model governance. Indeed, as explained in section 2 regarding the general obligations for providers, 
the EU AI Act establishes some specific requirements in this area, namely: 

�x Ensuring an appropriate risk assessment and risk-based classification of the AI system, including identifying relevant 
requirements if it falls within the high-risk category. 

�x Providing an appropriate level of transparency and necessary information to deployers and users. 

�x Registering the system in the EU database for high-risk AI systems. 

�x Conducting a conformity assessment to verify compliance with general obligations for providers of models used in 
creditworthiness evaluations. 

It is therefore important to ensure compliance with such requirements, where necessary establishing, as in our proposed framework, 
appropriate audit checks on the compliance with EU AI Act model governance requirements for ML models falling into the high-risk 
category.  

It is important to note that the EU AI Act requirements for high-�U�L�V�N���V�\�V�W�H�P�V���Z�L�O�O���W�D�N�H���H�I�I�H�F�W���������P�R�Q�W�K�V���D�I�W�H�U���W�K�H���5�H�J�X�O�D�W�L�R�Q�¶�V��
publication (i.e., from August 2026). As such, compliance is not yet mandatory. However, during this transition period, we propose 
evaluating whether effective initiatives are in place to ensure the future compliance of credit models with these requirements once 
they become applicable. 

      3.3.2 Performance, Overfitting and Complexity 
 

      Performance 

As already discussed in the introductory parts of this paper, one of the main drivers of the diffusion of ML techniques in several 
fields, including risk management and credit risk modelling, is linked to their capacity to boost the performance of predictive models, 
both in terms of increased accuracy and enhanced reactivity to credit deterioration signals compared to traditional models. Against 
this assumption, it would be therefore useful to back-test such hypothetical increasing predictive capacity with respect to alternative 
models. How to do so? 

In this case, one possible check that we propose is the so-�F�D�O�O�H�G���³time-to-default" assessment. The idea underlying this assessment 
�L�V���W�R���Y�H�U�L�I�\�����I�R�U���D���V�D�P�S�O�H���R�I���F�R�X�Q�W�H�U�S�D�U�W�L�H�V���W�K�D�W���H�Q�W�H�U�H�G���L�Q�W�R���G�H�I�D�X�O�W���V�W�D�W�X�V�����Z�K�D�W���L�V���W�K�H���³�W�L�P�H-to-�G�H�I�D�X�O�W�´�����P�H�D�Q�L�Q�J���W�K�H���W�L�P�H���H�O�D�S�V�H�G��
between the first signal of creditworthiness deterioration detected by the model and the actual default of the counterparty, comparing 
the Machine Learning model with an alternative benchmark model (possibly non-ML based). The objective of this test is to answer 
to the following question: is the Machine Learning technology producing a tangible increase in model performance? The expectation 
is therefore that the ML model is more responsive compared to the non-ML one, meaning that it would anticipate signs of deterioration 
�L�Q���F�U�H�G�L�W�Z�R�U�W�K�L�Q�H�V�V���L�Q���D���P�R�U�H���J�U�D�G�X�D�O���P�D�Q�Q�H�U�����D�Q�G���D�V���V�X�F�K���L�W���L�V���H�[�S�H�F�W�H�G���W�R���R�E�V�H�U�Y�H���D���J�U�H�D�W�H�U���³�W�L�P�H-to-default" for the ML model.  
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Before entering into details, looking at the following graph represented in Figure 1 helps to better explain the main idea underlying 
the proposed test.  

 

 

                Figure 1 - Example of "time-to-default" assessment for a single counterparty (source: elaboration of the Authors) 

 

The above chart shows, for a given counterparty which entered default status on 31/12/2022, the PD produced by the ML model 
(yellow line), and the PD produced by the alternative, non-ML model (red line). 

Looking at the lines, one notices that the yellow line anticipates the deterioration signals of the counterparty, showing an increase 
of the PD since almost one year before the default (January 2022), while the red one exhibits a sudden increase only 2 months before 
the default (October 2022). 

In such a case, one can conclude that the ML model is indeed more reactive in detecting a deterioration of the creditworthiness of 
the counterparties. It should be of course noticed that the proposed approach is intended to be a simple and intuitive method to test the 
ML model, and more complex and sophisticated approaches can be implemented, also depending on the available data and 
observations. 

Here below we summarize the main steps to conduct such an assessment: 

1. Identify the sample population of analysis, which should be a set of counterparties that have experienced a default, and 
which are scored both by the ML model under investigation and by an alternative scoring model. 

2. For each of these counterparties, calculate the monthly (or with different frequency, according to the time granularity of 
data available) change in the score / PD calculated by each model �I : 

�Â���2�&�ç
�à 
L

�2�&�ç
�à 
F �2�&�ç�?�5

�à

�2�&�ç�?�5
�à  

3. Identify the widest change in the �¿�2�& calculated above and assume that such maximum change corresponds to the first 
signal of deterioration identified by the model. 

4. Count the months elapsed between the moment when the signal of deterioration emerged, and the moment of actual 
�G�H�I�D�X�O�W���R�I���W�K�H���F�R�X�Q�W�H�U�S�D�U�W�\�����6�X�F�K���W�L�P�H���H�O�D�S�V�H�G���L�V���W�K�H���³�W�L�P�H-to-default". 

5. Cluster the magnitude of PD / score changes, calculated as per point 2., into different risk buckets (e.g., deciles) to 
�F�D�O�F�X�O�D�W�H���W�K�H���D�Y�H�U�D�J�H���³�W�L�P�H-to-�G�H�I�D�X�O�W�´���I�R�U���H�D�F�K���E�X�F�N�H�W�����,�W���V�K�R�X�O�G���E�H���Q�R�W�L�F�H�G���W�K�D�W���W�K�L�V���O�D�V�W���V�W�H�S���D�O�O�R�Z�V���W�K�H���S�U�R�G�X�F�W�L�R�Q���R�I���D�Q��
aggregate result taking into consideration the different risk profile of the counterparties analyzed; also in this case, more 
advanced approaches can be conceived to effectively produce an aggregate outcome for the test.  

An example of application of the above testing steps and related results is reported in Figure 2 below, where the sample population 
has been clustered in 10 risk buckets by dividing it in deciles according to the value of monthly PD change. 

The yellow line represents the average time-to-default per bucket based on the estimated PD of a Machine Learning model (in this 
specific case the ML technique employed is an Extreme Gradient Boosting, XGBoost �I�R�U�� �V�K�R�U�W���� �E�X�W�� �W�K�H�� �S�U�R�S�R�V�H�G�� �W�H�V�W�� �L�V�� �³�P�R�G�H�O-
�D�J�Q�R�V�W�L�F�´���D�Q�G���L�W���F�D�Q���E�H���D�S�S�O�L�H�G���L�Q�G�H�S�H�Q�G�H�Q�W�O�\���R�I���W�K�H���P�R�G�H�O�O�L�Q�J���D�S�S�U�R�D�F�K���D�G�R�S�W�H�G�������Z�K�L�O�H���W�K�H���U�H�G���O�L�Q�H���V�K�R�Z�V���W�K�H���D�Y�H�U�D�J�H���W�L�P�H-to-default 
per bucket stemming by the application of a traditional (logistic) PD model.  
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     Figure 2 - Example of " time-to-default"  assessment for a portfolio of counterparties (source: elaboration of the Authors) 

 

As it can be noticed, the yellow line is consistently above the red one across all buckets, providing supporting evidence for the 
greater reactivity of the ML model in detecting signals of early distress for counterparties migrating to default. Additionally, it is also 
interesting noting that the stronger is the PD variation (identified ascendingly by risk buckets) the earlier the Machine Learning PD 
anticipates the result of the alternative model. This can be seen in the chart where the distance between yellow and red lines increases 
as the deterioration signal gets more evident in terms of PD. 

It is important to remark that the aim of the above represented example is only to illustrate in a practical way how the proposed 
test could be employed to assess the predictive performance and reactivity of a Machine Learning model. The considerations and 
conclusions drawn above should not be interpreted as a general statement of stronger ability of ML models in predicting the default 
of a counterparty, compared to traditional models. As a matter of fact, the outcomes of the presented analysis might change from one 
case-study to another, depending on several elements, such as the modelling techniques used, the characteristics of the portfolio 
considered, etc.  

Overfitting 

Machine Learning models are prone to overfitting: this can happen when the model trains for too long and becomes too complex, 
for example a decision tree with an excessive number of splits, which adapts too closely to the training data, and then underperforms 
when applied to alternative datasets. 

In contrast to the previous sub-paragraph, here we refer to performance as the accuracy of predictions provided by the model, 
measured for instance by the Accuracy Ratio (AR) or Area Under the curve (AUC) in case of binary target variable (e.g., for a PD 
model). This situation is known as overfitting and is surely an undesirable property for a predictive model. 

Several techniques have been developed to mitigate the risk of overfitting. Indeed, in addition to the standard out-of-sample / out-
of-time testing, widely used also in the development and validation of traditional models, more advanced techniques, such as k-fold 
cross validation are generally used when training ML models. 

This involves splitting the dataset into (k) equally sized folds, and the model is trained (k) times, each time on (k-1) folds and tested 
on the remaining fold. The final performance of the model is then calculated as the average of the performances obtained from all (k) 
�L�W�H�U�D�W�L�R�Q�V�����7�K�L�V���P�H�W�K�R�G���K�H�O�S�V���H�Q�V�X�U�H���W�K�D�W���W�K�H���P�R�G�H�O�¶�V���S�H�U�I�R�U�P�D�Q�F�H���L�V���U�R�E�X�V�W���D�Q�G���Q�R�W���G�H�S�H�Q�G�H�Q�W���R�Q���D���S�D�U�W�L�F�X�O�D�U���W�U�D�L�Q-test split, allowing 
a greater generalization power of the model when applied to different data. 

A robust audit framework should include controls aimed at assessing the risk of overfitting, first by verifying whether an overfitting 
assessment has been performed during the development phase or by the Internal Validation function. 

In case such checks have not been performed, or to challenge them also when they have been executed, we propose two possible 
controls: 

�x �$���³�V�W�D�Q�G�D�U�G���R�Y�H�U�I�L�W�W�L�Q�J�´���W�H�V�W�����E�D�V�H�G���R�Q���W�K�H���H�Y�D�O�X�D�W�L�R�Q���R�I���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���W�K�H���P�R�G�H�O���Z�K�H�Q���D�S�S�O�L�H�G���W�R���D�Q���D�O�W�H�U�Q�D�W�L�Y�H��
testing set, which could be a classical out-of-sample or, better, an out-of-time sample, with more recent observations, 
allowing to make an assessment on the robustness of the model's performance over time. If the out-of-sample or out-of-
time performance does not show a significant decrease with respect to the in-sample performance, then the model does 
not show overfitting issues. 
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We report below a practical example of such assessment: the depicted table shows the performance (Area Under the 
Curve, AUC) of a credit scoring model, trained for illustrative purposes (14), measured both on the training sample and 
on the test sample (i.e., a portion equal to 20% of the original sample kept out of the training phase for testing purposes).  

Sample AUC 

In-sample 71.954% 

Out-of-sample 69.295% 

Delta -2.659% 

Delta % -3.696% 

Table 5 - Standard overfitting test: comparison between "in-sample" and "out-of-sample" performance (source: elaboration of the Authors) 

�$�V���L�W���F�D�Q���E�H���Q�R�W�L�F�H�G�����W�K�H���S�H�U�I�R�U�P�D�Q�F�H���P�H�D�V�X�U�H�G���³�L�Q-�V�D�P�S�O�H�´���V�W�D�Q�G�V���D�W���D�U�R�X�Q�G�������������������Z�K�L�O�H���³�R�X�W-of-�V�D�P�S�O�H�´���L�W���L�V���H�T�X�D�O��
�W�R���D�U�R�X�Q�G�������������������V�X�J�J�H�V�W�L�Q�J���D���V�O�L�J�K�W���G�H�F�U�H�D�V�H�����H�Y�H�Q���W�K�R�X�J�K���Q�R�W���H�[�W�U�H�P�H�O�\���P�D�W�H�U�L�D�O�����R�I���W�K�H���P�R�G�H�O�¶�V���G�L�V�F�U�L�P�L�Q�D�W�R�U�\���S�R�Z�H�U����
As a best practice, thresholds for this test are usually set at -5%/-10%, meaning that relative drops of performance beyond 
these levels should be carefully assessed and the underlying drivers investigated. Generally, real-life credit risk models 
deployed in production mig�K�W�� �E�H�� �V�X�S�S�R�U�W�H�G�� �E�\�� �D�� �³�P�R�Q�L�W�R�U�L�Q�J�� �G�D�V�K�E�R�D�U�G�´���� �Z�K�L�F�K�� �S�H�U�L�R�G�L�F�D�O�O�\�� �S�U�R�Y�L�G�H�V�� �S�H�U�I�R�U�P�D�Q�F�H��
metrics (such as AUC, stability indexes, etc.) updated to most recent data, allowing to continuously monitor and assess 
the proper functioning of the model over time and promptly detect potential deterioration of its performance. In this 
context, the first step of analysis for the Internal Audit function could be to analyze and assess the results of this periodic 
monitoring, where necessary complementing it with specific deep-dive assessments (e.g., analyzing the performance of 
specific model features, or investigating the performance of the model on specific sub-buckets of the population, etc.). 

�x �$���³�U�R�E�X�V�W�Q�H�V�V���R�I���S�H�U�I�R�U�P�D�Q�F�H�´���W�H�V�W�����Z�K�L�F�K���F�R�X�O�G���E�H���F�D�U�U�L�H�G���R�X�W���E�\���D�V�V�H�V�V�L�Q�J���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���W�K�H���P�R�G�H�O���R�Q���D���P�H�D�Q�L�Q�J�I�X�O��
�V�H�W���R�I���D�O�W�H�U�Q�D�W�L�Y�H���V�D�P�S�O�H�V�����7�K�L�V���W�H�V�W���K�D�V���W�K�H���D�L�P���W�R���L�Q�Y�H�V�W�L�J�D�W�H���W�K�H���E�H�K�D�Y�L�R�U���R�I���W�K�H���P�R�G�H�O�¶�V���S�H�U�I�R�U�P�D�Q�F�H���X�Q�G�H�U���D���Z�L�G�H���V�H�W��
of possible scenarios. Considering that in practice it might be difficult to identify and define multiple test samples, the 
�L�G�H�D���L�V���W�R���O�H�Y�H�U�D�J�H���R�Q���W�K�H���E�R�R�W�V�W�U�D�S�S�L�Q�J���S�U�R�F�H�G�X�U�H���W�R���³�E�X�L�O�G�´���D�����S�R�W�H�Q�W�L�D�O�O�\���O�D�U�J�H�����V�H�W���R�I���D�O�W�H�U�Q�D�W�L�Y�H���V�X�E-samples starting 
from the testing sample at hand (possibly also allowing for different distributional properties, i.e. through simple random 
sampling, without stratification).Then, test the model performance on each of these sub-samples, and verify if the 
performance of the model measured on the training sample falls within a reasonable boundary (e.g., 5-95 or 10-90 
�S�H�U�F�H�Q�W�L�O�H�����R�I���W�K�H���³�E�R�R�W�V�W�U�D�S�S�H�G���S�H�U�I�R�U�P�D�Q�F�H�V�´�����6�X�F�K���Y�H�U�L�I�L�F�D�W�L�R�Q���D�O�O�R�Z�V���W�R���J�H�W���D�� �V�H�Q�V�H���R�Q���K�R�Z���U�H�O�L�D�E�O�H���W�K�H���S�U�H�G�L�F�W�L�R�Q��
model is and how it is expected to perform over time, subject to distributional changes in the application dataset.  
As done for the previous test, we report below a practical example of such assessment performed on the same illustrative 
credit scoring model described before. The test sample kept out of the training phase consists of 200 observations (20% 
of the original sample): to conduct this assessment, we used simple random sampling (without replacement) to build 100 
testing sub-samples (each of them with 100 observations) starting from the original testing set. Then the model is applied, 
and its performance evaluated (in terms of AUC) on each of the sub-�V�D�P�S�O�H�V�����F�R�Q�V�W�U�X�F�W�L�Q�J���D���G�L�V�W�U�L�E�X�W�L�R�Q���R�I���³�E�R�R�W�V�W�U�D�S�S�H�G��
�S�H�U�I�R�U�P�D�Q�F�H�V�´�����)�L�Q�D�O�O�\�����L�W���L�V���H�Y�D�O�X�D�W�H�G���K�R�Z���W�K�H���P�R�G�H�O�¶�V���S�H�U�I�R�U�P�D�Q�F�H���R�Q���W�K�H���W�U�D�L�Q�L�Q�J���V�D�P�S�O�H���E�H�K�D�Y�H�V���Z�K�H�Q���F�R�P�S�D�U�H�G���W�R��
such distribution, to assess whether it falls within a reasonable range of this distribution or if it rather positions at its the 
extremes (i.e., beyond a certain percentile).  
Here below a histogram depicting the distribution of the AUC measured on the set of 100 alternative testing sub-samples: 

 

Figure 3 - Distribution of model's performance on bootstrapped testing samples (source: elaboration of the Authors) 

 
14 �)�R�U���W�K�L�V���S�D�S�H�U�����Z�H���G�H�Y�H�O�R�S�H�G���D���F�U�H�G�L�W���U�L�V�N���P�R�G�H�O���X�V�L�Q�J���W�K�H���S�X�E�O�L�F�O�\���D�Y�D�L�O�D�E�O�H���³�*�H�U�P�D�Q���&�U�H�G�L�W���'�D�W�D�´���G�D�W�D�V�H�W���S�U�H�S�D�U�H�G���E�\���3�U�R�I����Hofmann. This dataset contains 1,000 
records of individuals who received credit from a bank, each categorized as a "good" or "bad" credit risk based on various features. 
After an initial data exploration phase, we conducted a features engineering step. This involved handling missing values and applying label encoding to categorical 
�I�H�D�W�X�U�H�V�����V�X�F�K���D�V�����+�R�X�V�L�Q�J���������6�D�Y�L�Q�J���D�F�F�R�X�Q�W�V�����D�Q�G���³�&�K�H�F�N�L�Q�J���D�F�F�R�X�Q�W�´���W�R���S�U�H�S�D�U�H���W�K�H���G�D�W�D���I�Rr modelling. 
Then, we selected LightGBM as the model due to its strong performance with structured data, as it can directly utilize categorical variables, allowing us to avoid One-
Hot Encoding and instead rely on label encoding. To optimize model accuracy, we fine-tuned hyperparameters using RandomizedSearchCV. Model performance was 
evaluated primarily through accuracy to provide a reliable measure of predictive quality. For interpretability, we employed SHAP values and LIME analysis to better 
�X�Q�G�H�U�V�W�D�Q�G���W�K�H���P�R�G�H�O�¶�V���S�U�H�G�L�F�W�L�R�Q�V�����)�R�U���I�X�U�W�K�H�U���G�H�W�D�L�O�V���R�U���W�K�H���G�D�W�D�Vet please contact the authors. 
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As it can be noticed, the distribution is centered around 70% (the median is 70.02%), and the 5th and 95th percentiles equal 
�W�R�����������������D�Q�G�������������������U�H�V�S�H�F�W�L�Y�H�O�\�����5�H�F�D�O�O���D�O�V�R���W�K�D�W���W�K�H���P�R�G�H�O�¶�V���S�H�U�I�R�U�P�D�Q�F�H���P�H�D�V�X�U�H�G���R�Q���W�K�H���W�U�D�L�Q�L�Q�J���V�D�P�S�O�H���L�V���H�T�X�D�O��
to 71.95%, thus quite close to the center of the distribution. Also consider that, out of 100 testing samples, only 12 of 
them exhibits an AUC below the relative threshold of -10% of the training AUC (64.76%), while 36 of them fall below 
the -5% relative threshold (68.36%). Based on these results, there is no strong evidence of the model overfitting when 
applied to a bunch of alternative testing samples. However, if the number of scenarios with performance under the defined 
thresholds resulted to be higher, this could be a warning signal of potential overfitting issues which should be investigated, 
�I�R�U���L�Q�V�W�D�Q�F�H���H�Y�D�O�X�D�W�L�Q�J���W�K�H���P�R�G�H�O�¶�V���S�H�U�I�R�U�P�D�Q�F�H���R�Q���P�R�U�H���U�H�F�H�Q�W���G�D�W�D���W�R���D�V�V�H�V�V���Z�K�H�W�K�H�U���W�K�H�\���F�R�X�O�G���E�H���D�Q���H�D�U�O�\���Z�D�U�Q�L�Q�J���R�I��
performance deterioration over time. 

 

Complexity 

Another point of attention when dealing with Machine Learning models is complexity: it is without doubt that a ML model is more 
complex, in terms of training procedures, debugging, features maintenance, interpretation and communication of results, than a 
simpler, traditional, statistical or regression model. 

Such increased complexity is justified, on the other hand, by greater predictive performance. But what if this is not the case? What 
if a level of performance similar to that of our ML model can be achieved by a simpler model, which leverages on a less complex 
modelling approach or less advanced and more interpretable variables? 

To answer to these questions, we propose to introduce a test within the audit framework aimed at challenging the complexity-
performance trade-off of the model under investigation, by verifying if it is possible to achieve similar performances by means of a 
simpler model. Also in this case, such checks could be possibly carried out also during the development stage of the model or by the 
Internal Validation function during its assessment of the model. On the other side, whenever such controls are deemed to be not 
exhaustive, Internal Audit could challenge them through a dedicated complexity assessment. To do so, we must first define what we 
�P�H�D�Q���E�\���³�F�R�P�S�O�H�[�L�W�\�´���Z�K�H�Q���V�S�H�D�N�L�Q�J���R�I���D���P�R�G�H�O�����+�H�U�H���E�H�O�R�Z���Z�H���V�X�P�P�D�U�L�]�H���V�R�P�H���S�R�V�V�L�E�O�H���G�L�P�H�Q�V�L�R�Q�V���R�I���P�R�G�H�O���F�R�P�S�O�H�[�L�W�\���D�Q�G��
propose specific checks to assess each of them: 

 

Complexity dimension Description Audit check on this dimension 

Complexity of the algorithm 

�$�Q���D�O�J�R�U�L�W�K�P���W�K�D�W���L�V���W�R�R���F�R�P�S�O�H�[�����³�E�O�D�F�N��
�E�R�[�´�����F�R�X�O�G���O�H�D�G���W�R���U�H�V�X�O�W�V���W�K�D�W���D�U�H���Q�R�W��

easily interpretable and produce additional 
costs in terms of development and 

retraining 

If made possible by the structure of the 
training dataset and its features, train a 

simpler model, such as a simple decision 
tree or a logistic regression, and compare its 
performance with that of the audited model 

Complexity of the model 
features 

A model that relies on complex features 
(e.g., advanced variables based on complex 
mathematical transformations) could lead to 

results that are difficult to interpret and 
explain to relevant stakeholders 

Train an alternative model based only on 
the simplest and most interpretable 

variables and compare its performance with 
that of the audited model 

Complexity of the model in 
terms of number of features 

A model that relies on a huge number of 
features could determine additional costs in 
terms of model maintenance (e.g., in terms 

of data collection and storage) and 
complicate the relationship between 
independent variables and the target, 
making it more difficult to interpret 

Metrics such as the Akaike Information 
Criterion (AIC) and the Bayesian 

Information Criterion (BIC) can be used to 
assess this dimension, as they penalize 
models with an increasing number of 

features. In addition, an alternative model 
can be trained with a lower number of 

variables, and its performance compared 
with that of the audited model 

Table 6 - Complexity dimensions and related possible audit checks (source: elaboration of the Authors) 

 

For the sake of awareness, it is important to highlight that model complexity, particularly in terms of the number of features, can 
be evaluated using metrics such as the Akaike Information Criterion (AIC) and the Bayesian Information Criterion (BIC). These 
criteria are widely used in regression models, such as logistic regression, and probabilistic machine learning models, including 
Bayesian Networks and Hidden Markov Models (HMMs). They help balance model fit and complexity by penalizing complex model, 
ensuring a trade-off between overfitting and underfitting. However, in credit risk modelling, where machine learning techniques rely 
heavily on ensemble methods based on decision trees, such as XGBoost, LightGBM, and CatBoost, AIC and BIC are not directly 
applicable. These ensemble methods do not rely on probabilistic estimation, making traditional complexity measures unsuitable. 
Instead, alternative approaches must be used to manage the number of features and control model complexity. Among the possible 
approaches for limiting the number of features may use: 
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�x �5�H�F�X�U�V�L�Y�H���)�H�D�W�X�U�H���(�O�L�P�L�Q�D�W�L�R�Q�����³�5�)�(�´�����Z�K�L�F�K���L�W�H�U�D�W�L�Y�H�O�\���U�H�P�R�Y�H�V���W�K�H���O�H�D�V�W���L�P�S�R�U�W�D�Q�W���I�H�D�W�X�U�H�V���D�Q�G���U�H�W�U�D�L�Q�V���W�K�H���P�R�G�H�O���W�R��
identify an optimal feature subset (15).  

�x �³�(�D�U�O�\-�6�W�R�S�S�L�Q�J�´���P�H�W�K�R�G�V�����Z�K�L�F�K���P�H�D�Q�V��adding up features during the training until their marginal contributions can be 
considered negligible in terms of discriminatory power according to some expert-based thresholds (16). 

�x Additional regularization techniques can be applied through hyperparameter tuning to effectively control the number of 
features used in tree-based ensemble methods. Specifically, it is possible to limit tree depth using parameters such as 
max_depth and num_leaves, which constrain tree growth and reduce feature reliance. Furthermore, feature complexity 
can be penalized through L1 regularization (reg_alpha), which encourages sparsity by eliminating less important features, 
and L2 regularization (reg_lambda), which shrinks feature weights to reduce overfitting while maintaining generalization 
(17). 

Finally, interpretability measures such as SHAP (SHapley Additive Explanations) and LIME (Local Interpretable Model-Agnostic 
Explanations) can be leveraged to identify and eliminate weakly contributing features, thereby reducing model complexity without 
sacrificing performance. These interpretability techniques are described in detail in the next section 3.3.3. 

If the above-described analyses highlight that less complex models can provide comparable levels of performance (i.e., within a 
sufficiently limited interval), then the complexity of the ML model is not justified, suggesting room for an improvement in 
performance or, alternatively, a simplification of the modelling techniques.  

3.3.3 Interpretability 
The main advantage of machine learning models is that they are extremely powerful, as they are able to uncover complex non-

linear relationships between variables that are not identified by traditional, simpler, models. If on the one hand this feature increases 
the accuracy of ML-based predictive models, on the other hand it could complicate the interpretation of the identified relationships, 
making the model's results opaque and more difficult to explain. Different from traditional regression models, where regression 
coefficients allow a direct grasp on what is the relative impact of a single model feature on the overall prediction, machine learning 
models do not have explicit parameters and coefficients. To address this challenge, various interpretability techniques have been 
recently developed, which allow the contribution of each model variable on its predictions to be assessed and identified. 

Generally, the greater the complexity of the ML technique adopted, the lower the transparency of results; for instance, the outcomes 
of a complex neural network are far less interpretable than those of a (rather simple) decision tree or a random forest (18). It is important 
to emphasize that there is a distinction between machine learning (ML) models and black boxes. Not all ML models are inherently 
black boxes, even though there is no strict boundary between simple and advanced models. Generally, there is a heuristic trade-off 
between interpretability and accuracy �²  more interpretable models tend to have lower accuracy, while highly accurate models are 
often less interpretable. Figure 4 below provides a graphical representation of such trade-off: 

 

 

Figure 4 - The relationship between interpretability and accuracy (source: Hottenhuis (2022)) 

 
15 �/�H�Y�H�U�D�J�L�Q�J�� �R�Q�� �W�K�H�� �³�*�H�U�P�D�Q�� �&�U�H�G�L�W�� �'�D�W�D�´���� �Z�H�� �L�P�S�O�H�P�H�Q�W�H�G�� �D�Q�� �H�[�D�P�S�O�H�� �R�Q�� �5�H�F�X�U�V�L�Y�H�� �)�H�D�W�X�U�H�� �(�O�L�P�L�Q�D�W�L�R�Q�� ���5�)�(���� �X�V�L�Q�J��RFE method from python package 
sklearn.feature_selection) to evaluate its effectiveness in feature selection. Specifically, we initialized an RFE object with a LightGBM classifier as the base model to 
iteratively rank feature importance. At each step, the least important feature was removed until the number of remaining features matched n_features_to_select. The 
names of the most important features were then retrieved for further analysis. However, it is important to note that the dataset used contained a limited number of 
features, which may not provide significant improvements in model performance when applying RFE. 
16 �/�H�Y�H�U�D�J�L�Q�J���R�Q���W�K�H���V�D�P�H���³�*�H�U�P�D�Q���&�U�H�G�L�W���'�D�W�D�´���� �Z�H���D�O�V�R���F�R�P�E�L�Q�H�G���5�H�F�X�U�V�L�Y�H���)�H�D�W�X�U�H���(�O�L�P�L�Q�D�W�L�R�Q�����5�)�(���� �Z�L�W�K���D�Q���H�D�U�O�\-stopping approach (using early_stopping 
method from python package lightgbm.callback) to optimize feature selection and model performance. Specifically, we defined a validation dataset eval_set=[(x_valid, 
y_valid)] to monitor model performance during training. The AUC score was used as the evaluation metric (eval_metric="auc"), and early stopping was configured 
with callbacks=[early_stopping(50)]. This setup ensures that training automatically stops if the AUC score fails to improve for 50 consecutive iterations. 
17 The previous hyperparameters (e.g., max_depth) are usually optimized before the final training phase using the RandomizedSearchCV function from python package 
sklearn.model_selection, which searches for the best combination through randomized sampling and cross-validation. 
18 It should be noted that a model which is excessively complex can lead, in addition to interpretability issues, also to overfitting problems, which are described in 
section 0. 
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The interpretability (or explainability, these two terms are usually used interchangeably) of ML models' results is then a key area 
of concern, especially in a context, that of credit risk, where the ability to identify the key drivers behind a certain credit decision is 
of utmost importance (e.g., explain why the loan application of a certain borrower has been refused). This is relevant also from a 
regulatory perspective; indeed, art. 15(1)(h) of the European General Data Protection Regulation (GDPR) (19) provides for the data 
�V�X�E�M�H�F�W�V�����D�Q�G���W�K�X�V���F�X�V�W�R�P�H�U�V�����³the right to obtain from the controller confirmation as to whether or not personal data concerning him 
or her are being processed, and, where that is the case, access to the personal data and the following information: [...] the existence 
of automated decision-making and [...] meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject�´�����$�F�F�R�U�G�L�Q�J���W�R���%�D�Q�F�D���G�¶�,�W�D�O�L�D�������������������W�K�L�V���U�H�T�X�H�V�W���I�R�U���³�P�H�D�Q�L�Q�J�I�X�O���L�Q�I�R�U�P�D�W�L�R�Q��
on the �O�R�J�L�F���L�Q�Y�R�O�Y�H�G�´���L�P�S�O�L�H�V���D�Q���³obligation for intermediaries to provide so-�F�D�O�O�H�G���³�O�R�F�D�O�´���H�[�S�O�D�Q�D�W�L�R�Q�V���W�R���D�S�S�O�L�F�D�Q�W�V�����L�Q�F�O�X�V�L�Y�H���R�I��
the details of the main variables that contributed to a specific outcome regarding the loan approval or denial�´�����,�Q���W�K�L�V���U�H�J�D�U�G�����L�Q���D��
recent case concerning fully automated credit scoring, the Advocate General of the European Court of Justice expressed its opinion 
regarding the level of disclosure and transparency that should be guaranteed to customers in case of automated decision making. 
According to this opinion, data subjects have the right to receive details about methods and criteria used, including information on the 
parameters and input variables used in the determination of the rating and their influence on the calculated rating (20).  

To effectively understand and explain the relationships identified by a Machine Learning (ML) model, it is crucial to have suitable 
explainability techniques available. 

This requirement is integral to any audit framework, which should include controls to assess whether model developers have 
applied appropriate explainability techniques. These techniques allow auditors and stakeholders to identify the variables that most 
significantly impact the model's results and to check this estimated contribution against economic and business expectations.  

We believe that the evaluation of model interpretability during audit activities can proceed along the following steps: 

�x Verify business relevance: ensure that explainability analyses conducted during the model development phase (or during 
validation activities, if performed by the Internal Validation function) align with business logic and expectations. 

�x Assess the appropriateness of techniques: if the outcomes of the previous step align with expectations, verify that the 
explainability methods used are suitable and consistent with established practices in the relevant literature. Consider the 
previous discussion and any cited references to confirm methodological soundness. 

�x Monitor result stability: review whether the outcomes of explainability analyses have been consistently monitored and 
documented. Assess the stability of these results over time during both the development and validation phases. 

�x Challenger model testing: Since post-hoc techniques are being used, consider testing a challenger model as a benchmark to 
further validate the reliability of the explanations provided. 

The explainability of Machine Learning models �± commonly known as XAI (eXplainable Artificial Intelligence), XML 
(eXplainable Machine Learning), and IML (Interpretable Machine Learning) �± usually refers to model-agnostic post-hoc explanations 
(Molnar, 2022). Two widely used explainability techniques, particularly relevant in credit risk modelling, are SHAP and LIME. These 
techniques are both local, model-agnostic explainability methods. �³�/�R�F�D�O�´���L�P�S�O�L�H�V���W�K�D�W���W�K�H�\���S�U�R�Y�L�G�H���L�Q�V�L�J�K�W�V���L�Q�W�R���L�Q�G�L�Y�L�G�X�D�O���S�U�H�G�L�F�W�L�R�Q�V��
�I�R�U���V�S�H�F�L�I�L�F���R�E�V�H�U�Y�D�W�L�R�Q�V�����Z�K�L�O�H���³�P�R�G�H�O-�D�J�Q�R�V�W�L�F�´���L�Q�G�L�F�D�W�H�V���W�K�H�\���F�D�Q���H�[�S�O�D�L�Q���S�U�H�G�L�F�W�L�R�Q�V���I�U�R�P���D�Q�\���0�/���P�R�G�H�O���W�\�S�H�����H���J�������U�D�Q�G�R�P���I�R�U�H�V�W����
XGBoost, neural networks). Notably, SHAP can also be applied to global explainability, offering insights into how specific model 
features influence predictions across a testing set. 

SHAP 

SHAP (SHapley Additive exPlanations) is a method to explain individual predictions, based on Shapley values. The theory 
underlying Shapley values comes for coalitional game theory, which tells us how to fairly distribute the payout of a game (the 
prediction of the model in our case) among the different players (the features). In the context of model interpretability, Shapley values 
highlight how much each model's feature has contributed to the single (local) prediction compared to the average prediction. The 
Shapley value of a specific feature of the model is the average marginal contribution of the feature value across all possible coalitions. 
In pseudo-code it works as follows (21): 

1. Create the set of all possible feature combinations (called coalitions). 

2. Calculate the average model prediction. 

3. �)�R�U�� �H�D�F�K�� �F�R�D�O�L�W�L�R�Q���� �F�D�O�F�X�O�D�W�H�� �W�K�H�� �G�L�I�I�H�U�H�Q�F�H�� �E�H�W�Z�H�H�Q�� �W�K�H�� �P�R�G�H�O�¶�V�� �S�U�H�G�L�F�W�L�R�Q�� �Z�L�W�K�R�X�W�� �W�K�H�� �I�H�D�W�X�U�H��i and the average 
prediction. 

4. �)�R�U���H�D�F�K���F�R�D�O�L�W�L�R�Q�����F�D�O�F�X�O�D�W�H���W�K�H���G�L�I�I�H�U�H�Q�F�H���E�H�W�Z�H�H�Q���W�K�H���P�R�G�H�O�¶�V���S�U�H�G�L�F�W�L�R�Q���Z�L�W�K��i and the average prediction. 

5. For each coalition, calculate how much i �F�K�D�Q�J�H�G���W�K�H���P�R�G�H�O�¶�V���S�U�H�G�L�F�W�L�R�Q���I�U�R�P���W�K�H���D�Y�H�U�D�J�H�����L���H�������V�W�H�S�������± step 3). This 
represents the marginal contribution of feature i. 

6. Shapley value is equal to the average of all the values calculated in step 5 (i.e., the average of i�¶�V���P�D�U�J�L�Q�D�O���F�R�Q�W�U�L�E�X�W�L�R�Q�V���� 

 
19 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data [...] (General Data Protection Regulation). 
20 See �2�S�L�Q�L�R�Q���R�I���$�G�Y�R�F�D�W�H���*�H�Q�H�U�D�O���5�L�F�K�D�U�G���'�H���/�D���7�R�X�U�����G�H�O�L�Y�H�U�H�G���R�Q���������6�H�S�W�H�P�E�H�U���������������&�D�V�H���&�)������������. 
21 For further details on the pseudo code, please see the web resources Shapley Values - A Gentle Introduction | H2O.ai. 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62022CC0203
https://h2o.ai/blog/2022/shapley-values-a-gentle-introduction/
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It should be noted that the exact calculation of the Shapley values for a feature i involves the evaluation of all possible coalitions 
of feature values, with and without the i-th feature to calculate the exact Shapley value. For more than a few features, the exact solution 
to this problem might become problematic as the number of possible coalitions exponentially increases as more features are added. 
For this reason, in the most common packages used to calculate the Shapley values they are actually computed via approximation 
(such as Monte-Carlo sampling).  

More about the theoretical fundamentals of SHAP and Shapley values can be found in the Annex, as well as in Lundberg and Lee 
(2017) and Molnar (2022). 

Here below we propose a SHAP interpretability analysis, applied to an illustrative credit scoring model trained on the publicly 
�D�Y�D�L�O�D�E�O�H���G�D�W�D�V�H�W���³�*�H�U�P�D�Q���&�U�H�G�L�W���'�D�W�D�´����22).   

 

 

Figure 5 - SHAP waterfall plot for the illustrative credit scoring model (source: elaboration of the Authors) 

�2�Q�H���R�I���W�K�H���I�H�D�W�X�U�H�V���R�I���6�+�$�3���L�V���W�K�D�W���L�W���D�O�O�R�Z�V���W�K�H���D�V�V�H�V�V�P�H�Q�W���R�I���W�K�H���³�J�O�R�E�D�O���I�H�D�W�X�U�H���L�P�S�R�U�W�D�Q�F�H�´���R�I���D���P�R�G�H�O�����L���H�������W�R���X�Q�G�H�U�V�W�Dnd 
�Z�K�L�F�K���D�U�H���W�K�H���P�R�V�W���L�P�S�R�U�W�D�Q�W���I�H�D�W�X�U�H�V���W�K�D�W���D�U�H���G�U�L�Y�L�Q�J���W�K�H���P�R�G�H�O�¶�V���S�U�H�G�L�F�W�L�R�Q���L�Q���D���J�L�Y�H�Q���W�H�V�W�L�Q�J���V�H�W�����7�K�H���D�E�R�Y�H���F�K�D�U�W���S�U�H�V�H�Q�Wed in Figure 
5 represents the variable impact sorted for importance within our illustrative model. As can be noticed, the variable importance has a 
�J�R�R�G���O�H�Y�H�O���R�I���E�X�V�L�Q�H�V�V���V�H�Q�V�H�����D�V���W�K�H���P�R�V�W���L�P�S�R�U�W�D�Q�W���Y�D�U�L�D�E�O�H�V���D�S�S�H�D�U���W�R���E�H���³�&�K�H�F�N�L�Q�J���D�F�F�R�X�Q�W�´�����³�'�X�U�D�W�L�R�Q�´���D�Q�G���³�&�U�H�G�L�W���$�P�R�X�Q�W�´�� 

 

Figure 6 - SHAP beeswarm plot for the illustrative credit scoring model (source: elaboration of the Authors) 

In addition, SHAP allows an assessment of the estimated impact of each variable on the model prediction is coherent with economic 
business sense. The above chart presented in Figure 6 �Y�L�V�X�D�O�L�]�H�V���W�K�H���L�P�S�D�F�W���R�I���H�D�F�K���I�H�D�W�X�U�H���R�Q���W�K�H���P�R�G�H�O�¶�V���S�U�H�G�L�F�W�L�R�Q���R�I���W�K�H���S�U�R�E�D�E�L�O�L�W�\��
of default in our illustrative model. In detail, the x-axis shows the SHAP values, which represent the influence each feature has on 
pushing the prediction toward a higher or lower probability of default. Values to the left indicate a decrease in the probability of 
default, while values to the right indicate an increase. As one can see: 

�x The "Checking account" feature appears to have a strong negative impact. This suggests that individuals with stable checking 
accounts are perceived as lower risk.  

�x The "Duration" seems to have a moderate positive impact. An increase of the loan term might be associated with higher 
default risk. 

 
22 �7�K�H���F�U�H�G�L�W���V�F�R�U�L�Q�J���P�R�G�H�O���F�R�Q�V�L�G�H�U�H�G���L�V���W�K�H���V�D�P�H���D�O�U�H�D�G�\���G�H�V�F�U�L�E�H�G���L�Q���W�K�H���³�2�Y�H�U�I�L�W�W�L�Q�J�´���V�H�F�W�L�R�Q��  
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�x The "Credit amount" is a significant driver of the model's prediction. This aligns with intuition: larger loan amounts often 
correlate with higher risk.  

 
It is important to highlight that SHAP analysis could reveal some non-business sense effects in the variables, for example in the 
�Y�D�U�L�D�E�O�H���³�&�U�H�G�L�W���D�P�R�X�Q�W�´ �W�K�H�U�H���L�V���D���P�L�[�L�Q�J���L�Q���W�K�H���U�L�V�N���V�H�Q�V�H���E�H�W�Z�H�H�Q���³�O�R�Z�´���D�Q�G���³�K�L�J�K�´���Y�D�O�X�H�V�����6�L�W�X�D�W�L�R�Q�V���O�L�N�H���W�K�H���S�U�H�Y�L�R�X�V���R�Q�H���V�K�R�X�O�G��
raise attention in the phase of feature creation, suggesting for instance the need for a better treatment of missing values. 

LIME 

�$�Q�R�W�K�H�U���W�H�F�K�Q�L�T�X�H���W�K�D�W���F�D�Q���E�H���X�V�H�G���I�R�U���D�X�G�L�W�L�Q�J���0�/���P�R�G�H�O�¶�V���L�Q�W�H�U�S�U�H�W�D�E�L�O�L�W�\���L�V��LIME, which stands for Local Interpretable Model-
agnostic Explanations. The main idea behind LIME is to train a local interpretable model (for instance, a linear model) in proximity 
of on observation of interest (local region), which acts as a simpler and explainable model (surrogate) to identify the features that 
drive the prediction of the model for this observation, i.e., to get a local explanation. The explanation provided by the simpler model 
does not represent a global explanation of the complex model predictions, but it represents a good explanation of the local prediction, 
as it is trained on the local region in proximity of the observation of interest. How is the surrogate model trained? Data points around 
the observation of interest are perturbed and weighted according to their proximity to it, then the original model's prediction on the 
perturbed data points is used to train a simpler model that approximates the model accurately in the vicinity of such observation. Then, 
the local explanation is obtained by interpreting the local model (e.g., in case of a linear regression model used as surrogate, by looking 
at the fitted weights of the regression).  

Below we provide the main steps for training a local surrogate model (23): 

1. Select the observation of interest for which you want to have an explanation of its black box prediction. 

2. Perturb the dataset and get the black box predictions for these new points. 

3. Weight the new samples according to their proximity to the observation of interest. 

4. Train a weighted, interpretable model on the dataset with the variations. 

5. Explain the prediction by interpreting the local model. 

For further details about the theoretical foundations of the LIME approach, please refer to Ribeiro et al (2016), Molnar (2022) and 
Juscafresa (2022).  

To raise awareness, we conduct a LIME (Local Interpretable Model-agnostic Explanations) analysis based on the previous 
illustrative credit scoring model (24). The purpose of this analysis is to provide insights into the model's prediction by identifying the 
features that contribute the most positively or negatively to the specific outcome. By highlighting these influential features, we aim to 
enhance our understanding of how the model arrives at its decision for a given input data of the test sample.  

 

 
Figure 7 - Example of local explanation with LIME (source: elaboration of the Authors) 

In Figure 7 �D�E�R�Y�H�����U�H�G���E�D�U�V���U�H�S�U�H�V�H�Q�W���I�H�D�W�X�U�H�V���W�K�D�W���S�X�V�K���W�K�H���³�O�R�F�D�O�´���S�U�H�G�L�F�W�L�R�Q�����L���H�������W�K�H���S�U�H�G�L�F�W�L�R�Q���I�R�U���D���V�L�Q�J�O�H���R�E�V�H�U�Y�D�W�L�R�Q���R�I���W�K�H��
�V�D�P�S�O�H���� �W�R�Z�D�U�G�� �³�1�R-�'�H�I�D�X�O�W�´���� �Z�K�L�O�H�� �J�U�H�H�Q�� �E�D�U�V�� �U�H�S�U�H�V�H�Q�W�� �I�H�D�W�X�U�H�V�� �W�K�D�W�� �S�X�V�K�� �W�K�H�� �S�U�H�G�L�F�W�L�R�Q�� �W�R�Z�D�U�G�� ���'�H�I�D�X�O�W������ �7�K�H�� �N�H�\�� �I�H�D�W�X�U�H�V��
influencing the prediction are as follows: 

�x �³�&�K�H�F�N�L�Q�J���$�F�F�R�X�Q�W�´�����J�U�H�H�Q�������7�K�L�V���L�V���W�K�H���P�R�V�W���L�Q�I�O�X�H�Q�W�L�D�O���I�H�D�W�X�U�H�����O�D�U�J�H�V�W���J�U�H�H�Q���E�D�U�������$���O�R�Z���F�K�H�F�N�L�Q�J���D�F�F�R�X�Q�W���Y�D�O�X�H���V�W�U�R�Q�J�O�\��
�L�Q�F�U�H�D�V�H�V���W�K�H���O�L�N�H�O�L�K�R�R�G���R�I���W�K�H���L�Q�G�L�Y�L�G�X�D�O���E�H�L�Q�J���F�O�D�V�V�L�I�L�H�G���D�V���³�'�H�I�D�X�O�W�´�� 

�x �³�&�U�H�G�L�W���$�P�R�X�Q�W�´�����U�H�G�������7�K�L�V���I�H�D�W�X�U�H���K�D�V���D���V�L�J�Q�L�I�L�F�D�Q�W���Q�H�J�D�W�L�Y�H���L�P�S�D�F�W�����P�H�D�Q�L�Q�J���L�Q�G�L�Y�L�G�X�D�O�V���Z�L�W�K���F�U�H�G�L�W���D�P�R�X�Q�W�V���L�Q���W�K�L�V���U�D�Q�J�H��
are less likely to be classified as Default. 

 
23 For further details please see 9.2 Local Surrogate (LIME) | Interpretable Machine Learning. 
24 For further details on LIME analysis please contact the authors.  

https://christophm.github.io/interpretable-ml-book/lime.html
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�x �³�'�X�U�D�W�L�R�Q�´�����J�U�H�H�Q�������7�K�L�V���I�H�D�W�X�U�H���K�D�V���D���S�R�V�L�W�L�Y�H���H�I�I�H�F�W�����Z�L�W�K���O�R�Q�J�H�U���O�R�D�Q���G�X�U�D�W�L�R�Q�V���L�Q�F�U�H�D�V�L�Q�J���W�K�H��likelihood of the individual 
being classified as "Default." 

The results of the LIME approach, in terms of most important variables and the sign of their impact, are substantially aligned with 
that resulting from the previous SHAP analysis, confirming the robust business sense of these model variables.  

In this regard, empirical evidence showed that LIME can serve as a powerful tool for assessing the explanatory capabilities of an 
audited model within specific data clusters. For example, consider a scenario in which a subset of customers characterized by outlier 
data has been identified. In this case, it may be of interest to investigate whether LIME's explanations align with those provided by 
SHAP. This comparison is particularly relevant to assess whether the model's predictors maintain an "explainable relationship" with 
the target variable within specific subpopulations. Consequently, a meaningful approach could involve comparing global SHAP values 
with LIME explanations calculated only for the target subpopulation. However, being LIME explanations calculated for each single 
instance, to make the comparison consistent, results from these two XAI techniques must be ranked (25).    

To operationalize this approach, one could extract, for each instance within the selected cluster, the top five variables with the 
highest explanatory power according to LIME. By counting the frequency with which these variables appear in the top five rankings, 
a ranking of variables based on their explanatory consistency across instances can be generated. If the frequency-based ranking derived 
from LIME aligns with the ranking of average SHAP values calculated over the whole population, this would indicate �W�K�D�W���W�K�H���P�R�G�H�O�¶�V��
explanatory capability remains stable and reliable within the specific cluster under analysis.   

Feature SHAP value (average) LIME top 5 explainer  

Checking account 0.37 85% 

Credit amount 0.34 75% 

Housing 0.32 69% 

Saving accounts 0.22 62% 

Duration 0.2 55% 

Table 7 - Comparison between top 5 average SHAP values and top 5 frequency-based LIME explanations (source: elaboration of the Authors) 

It is important to highlight that implementing the previously discussed metrics requires careful consideration of the computational 
burden, especially when analyzing large datasets. To mitigate this challenge, both SHAP and LIME can be applied to subsamples, 
reducing computational costs without compromising the robustness of the insights. For instance, SHAP values can be computed only 
for the top percentage of predictors based on their discriminatory power, as well as on specific clusters/subsamples of the development 
sample, without compromising the robustness of test information.  Additionally, when applying these tools, it is crucial to recognize 
their potential limitations and shortcomings, which may impact their reliability or even lead to misleading conclusions. Some of these 
challenges include: 

�x For SHAP: 

o The exact computation of SHAP is complex, therefore their calculation for many instances or for global 
interpretability purposes might result time and computationally intensive. 

o SHAP ignores feature dependence, as it replaces feature values with random instances, and therefore might lead to 
misleading results in case of highly correlated variables. 

�x For LIME: 

o LIME calculation is computationally burdensome for large datasets, as it requires generating multiple perturbed 
samples and making multiple predictions. 

o LIME explanations are instable, thus hampering their reliability. As shown by Alvarez-Melis and Jaakkola (2018), 
�Y�H�U�\���V�P�D�O�O���S�H�U�W�X�U�E�D�W�L�R�Q�V���L�Q���W�K�H���I�H�D�W�X�U�H���Y�D�O�X�H�V�����W�K�D�W���K�D�Y�H���P�L�Q�L�P�D�O���R�U���Q�R���H�I�I�H�F�W���R�Q���W�K�H���X�Q�G�H�U�O�\�L�Q�J���P�R�G�H�O�¶�V���S�U�H�G�L�F�W�L�R�Q�V����
might produce significant effects on the explanations given by the surrogate model. 

o �/�,�0�(���H�[�S�O�D�Q�D�W�L�R�Q�V���K�H�D�Y�L�O�\���G�H�S�H�Q�G���R�Q���W�K�H���V�H�W�W�L�Q�J���R�I���/�,�0�(���K�\�S�H�U�S�D�U�D�P�H�W�H�U�V�����L���H�����W�K�H���G�H�I�L�Q�L�W�L�R�Q���R�I���W�K�H���³�O�R�F�D�O���U�H�J�L�R�Q�´��
(neighborhood), the surrogate model used, how the dataset is perturbed (sampling), etc.  

For additional details on possible shortcoming of SHAP and LIME, see Molnar (2022) as well as the web resources referred to in 
the footnote (26). In conclusion, speaking more generally of post-hoc XAI techniques it is important to consider the following points: 

�x As acknowledged by EBA (2021), XAI typically offers only a partial understanding of a model. A potential solution is to 
place greater emphasis on inherently interpretable models, also referred to in the literature as white box models, where 
�³�H�[�S�O�D�L�Q�D�E�L�O�L�W�\���L�Q�W�H�U�S�U�H�W�D�E�L�O�L�W�\�´���L�V���G�H�V�L�J�Q�H�G���L�Q�����$�W���S�U�H�V�H�Q�W�����L�W���D�S�S�H�D�U�V���W�K�D�W���W�K�H���I�L�Q�D�Q�F�L�D�O���L�Q�G�X�V�W�U�\���L�V���Q�R�W���F�R�Q�V�L�G�H�U�L�Q�J���Z�K�L�W�H���E�R�[��
models for credit risk, instead focusing on tree ensemble models such as Random Forest and XGBoost. 

�x There is no established procedure to compare LIME and SHAP analyses. The proposed approach is an innovative 
methodology introduced within a real audit engagement, marking the first instance in which interpretability issues in AI-
based models were addressed alongside computational challenges. A comparison between these two XAI approaches at the 

 
25 A similar approach based on rankings was proposed in Shi et al (2023). Our approach proposed in this paper does not aim to make LIME explanations global; rather, 
it seeks a common-sense method for comparing the alignment of results from two different XAI techniques. 
26 From Opaque to Transparent: Understanding Machine Learning Models with LIME | Medium and �:�K�D�W�¶�V���:�U�R�Q�J���Z�L�W�K���/�,�0�( | Medium. 

https://ishwaryasriraman.medium.com/from-opaque-to-transparent-understanding-machine-learning-models-with-lime-3f2a2d147642
https://medium.com/towards-data-science/whats-wrong-with-lime-86b335f34612
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local level was presented by Giudici and Gramegna (2021) using both an unsupervised approach (K-means clustering) and a 
supervised approach, with the final result indicating that SHAP performs better. 

3.3.4 Fairness 
A widely discussed topic in the realm of AI-based decision-making applications with impact on individual persons is related to 

ethical risks, i.e., the risk of discrimination against individuals or groups of individuals based on sensitive personal attributes (such as 
age, disability, gender, sexual or political orientation etc.). The property of non-discrimination of outputs produced by ML models is 
generally referred to as fairness. 

One of the main causes of unfair outputs produced by Machine Learning models is bias, whose concept may be distinguished as: 

�x Statistical or representation bias: this form of distortion arises when the data is not representative of the true population 
it refers to. It can be caused by forms of selection bias, where the observations within the training data are not a random 
selection of the true population. One example is that of data related to loan repayment capacity, which is observed and 
available only for individuals who have actually been granted credit in the past, and therefore not representative of 
individuals who have applied for credit but have been denied it. 

�x Historical or societal bias: even if the data is not affected by statistical bias, there may be a form of distortion in the data 
reflecting distorted behaviors or decisions occurred in the past. This can happen when there is a bias in label assignment, 
for instance when past decisions are systematically favorable/unfavorable towards certain groups of individuals, and such 
labels are used to train a ML model.  

Fairness is a widely and deeply discussed topic in the current literature concerning the ethical implications of AI-based models, 
including credit scoring models.  

The first step of analysis when dealing with ML-fairness is defining the characteristics for which a model can be deemed fair. As 
reported in Hurlin et al (2024), the main definitions of fairness can be summarized as below: 

�x Demographic parity (also defined as independence or statistical parity): a model is said to satisfy this property if the 
predicted outcome �;
à is independent of the sensitive attribute(s) �&, i.e., if �;
à�c �&. 
In the context of credit scoring, and considering gender as an example of sensitive protected attribute (e.g., �&
L �s for 
males, �&
L �r for females), this property implies that all applicants should have an equivalent opportunity of obtaining a 
good outcome (loan approval (27), �;
à
L �s), regardless of their gender, i.e., �2�N
k�;
à
L �s�+�&
L �s
o
L �2�N
k�;
à
L �s�+�&
L �r
o
L
�2�N
k�;
à
L �s
o. 
Looking at the above definition, and its practical implications, it is quite straightforward to highlight its flaws, as it 
imposes an equality of treatment for all individuals, thus not allowing to take into account their creditworthiness, which 
a good credit scoring model should instead reflect. 

�x Conditional demographic parity: a model is said to satisfy this property if the predicted outcome �;
à is independent of the 
sensitive attribute(s) �&, conditional to the value of non-sensitive attributes (�: �¼), i.e., if �;
à�c �&�����: �¼. The conditioning 
attributes, �: �¼, should be non-sensitive variables that have a direct impact on the creditworthiness of individuals, such as 
their income. Practically, in the credit scoring-gender example, this definition implies that males and females with a 
similar level of income (�: �¼
L �T), should have an equivalent opportunity of obtaining a loan approval (�;
à
L �s), while 
different outcomes between males and females should be justified by different level of incomes: �2�N�:�;
à
L �s�������&
L �s�á�: �¼
L
�T�;��
L ���2�N�:�;
à
L �s�������&
L �r�á�: �¼
L �T�;��
L ���2�N�:�;
à
L �s�������: �¼
L �T�;. 

�x Separation (also defined as equality of odds): a model is said to satisfy this property if the predicted outcome �;
à is 
independent of the sensitive attribute(s) �&, conditional to the value of the actual outcome �; , i.e., if �;
à�c �&�������; . This 
definition implies that all applicants with similar credit standing (�; 
L �U) should have the same opportunity of obtaining 
a loan approval (�;
à
L �s), regardless of their sensitive attribute characterisation; in other terms, it requires the model to 
have equal True Positive Rates (TPR) and False Positive Rates (FPR) across sensitive groups: �2�N�:�;
à
L �s�������&
L �s�á�; 
L
�U�;��
L ���2�N�:�;
à
L �s�������&
L �r�á�; 
L �U�;��
L ���2�N�:�;
à
L �s�������; 
L �U�;, with �U���Ð�<�r�á�s�=. 

�x Sufficiency: a model is said to satisfy this property if the actual outcome �;  is independent of the sensitive attribute(s) �&, 
conditional to the value of the prediction �;
à made by the model. In practice, this definition implies that all applicants 
receiving the same prediction �;
à by the scoring model, should have the same probability of having a certain credit type 
realisation (good/bad). From a rating model standpoint, this definition can be seen as requiring that individuals within the 
same rating class (i.e., with predicted probability of default within a specific bound) have a similar level of observed 
riskiness (e.g., in terms of default rate): �2�N�:�; 
L �s�������&
L �s�á�4 
L �%�Þ�;��
L ���2�N�:�; 
L �s�������&
L �r�á�4 
L �%�Þ�;��
L ���2�N�:�; 
L �s�������4 
L
�%�Þ�;, where �%�Þ defines the specific value of the attributed rating class �4.   

For a more extensive and deeper overview of fairness definitions and their practical implications, we refer to Hurlin et al (2024), 
Barocas et al (2023), Adebayo (2012), Castelnovo et al (2021), Castelnovo et al (2022). 

The integration of fairness into existing model development workflows requires a structured approach and involves a bias 
assessment and mitigation across the entire machine learning modelling pipeline, i.e. from data pre-processing to the evaluation of the 
�P�R�G�H�O�¶�V���U�H�V�X�O�W�V�����$�V���D���P�D�W�W�H�U���R�I���I�D�F�W�����D�V���D�O�V�R���G�H�W�D�L�O�H�G���L�Q���&�D�V�W�H�O�Q�R�Y�R��et al (2021), the bias mitigation and fairness assessment can be 
embedded in each of the following stages of the model development workflow: 

 
27 �+�H�U�H���W�K�H���I�R�F�X�V���L�V���R�Q���W�K�H���³�H�T�X�D�O�L�W�\���R�I���W�U�H�D�W�P�H�Q�W�´�����I�R�U���W�K�L�V���U�H�D�V�R�Q���W�K�H���F�R�Q�G�L�W�L�R�Q���L�V���L�P�S�R�V�H�G���R�Q���W�K�H���R�X�W�F�R�P�H���R�I���W�K�H���O�R�D�Q���D�S�S�U�R�Y�Dl process, rather than on the actual default 
of the applicant. 
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�x Pre-processing: methods that can be used in this stage of the modelling pipeline are based on the idea of removing 
potential unfair biases directly from the training dataset. Among these methods, the simplest one is to remove possible 
sensitive attributes from the dataset prior to the model training (so-called Fairness Through Unawareness). 

�x In-processing: methods used in this phase consist mainly in enforcing a model to produce fair outcomes by adding 
�F�R�Q�V�W�U�D�L�Q�W�V���R�U���S�H�Q�D�O�W�L�H�V���W�R���L�W�V���R�S�W�L�P�L�]�D�W�L�R�Q���S�U�R�E�O�H�P�����³�I�D�L�U�Q�H�V�V-�D�Z�D�U�H���F�R�V�W���I�X�Q�F�W�L�R�Q�V�´�������W�K�X�V���L�P�S�R�V�L�Q�J���I�D�L�U�Q�H�V�V���D�W���W�U�D�L�Q�L�Q�J��
time. 

�x Post-processing: these strategies are focused on mitigating potential unfair outcomes of a Machine Learning model which 
has already been trained. This can be achieved by defining a new classifier as a function of the (potentially biased) 
outcomes of the unmitigated model, optimizing some cost function over false positives and false negatives subject to 
some fairness constraint.  

It is important to highlight that the above-described stages of fairness assessment play a key role in the activities of model 
development, while from an audit perspective, which by its nature is based on a downstream assessment of the model, the evaluation 
of fairness aspects is more strictly oriented towards the final outputs produced by the model. 

In this context, we believe that the most suitable definitions of fairness, to be assessed as part of a sound audit framework, are 
those of separation or sufficiency, better if paired with a verification on the blindness of the model, i.e., ensuring that no sensitive 
attributes are used as explanatory variables within the model, a situation which would lead to a direct risk of discrimination. 

We summarize below the key steps to conduct an assessment on the model fairness from an audit perspective: 

�x Verify whether fairness was taken into account during the development phase, and if fairness assessments were conducted 
during this phase (or during validation activities, if performed by the Internal Validation function). 

�x Assess the appropriateness of the definitions and techniques applied, by verifying that they are aligned with business best 
practices and suited for the model and the use case under analysis (e.g., statistical parity is not well suited for credit risk 
models). In addition, verify if the list of sensitive attributes identified is in line with applicable regulatory requirements 
and industry best practices. 

�x If possible or necessary, challenge the fairness assessment, for instance analyzing additional fairness metrics, or assessing 
the non-discrimination properties of the model on specific sub-buckets of the population. If not done during the 
development or the validation phase of the model, two useful fairness tests could be the following: 

1. Blindness: verify that the model does not contain explanatory variables based on sensitive attributes or related direct 
transformations. 

2. Sufficiency (group fairness): verify that the individuals for which the model gives a similar prediction, are actually 
similar in terms of observed riskiness. To do so, we propose the application of a two-sample Z-test for proportions, 
a statistical test used to determine whether two proportions are different from each other, with the null hypothesis 
that the two proportions are equal. Such a test is generally used for testing the homogeneity of individuals belonging 
to different buckets within the same rating class, where the proportion of each bucket is represented by its default 
rate. The formula for the two-sample Z-test for proportions is the following: 

�<
L
�L�5
Þ 
F �L�6
Þ


§�L��̧:�s
F �L��̧;�@
�s
�J�5


E
�s
�J�6

�A
 

where �L�5
Þ is the proportion (the observed default rate) in the first sub-bucket and �J�5 the related number of 
observations, �L�6
Þ is the proportion (the observed default rate) in the second sub-bucket and �J�6 the related number of 
observations, and �L� ̧is the average proportion of the two sub-buckets (the observed default rate of the union of the 
two sub-buckets). In practice, for each bucket of individuals which are similar in terms of model prediction (e.g., 
within the same rating class or within a limited bound of estimated PD values), we check that the actual riskiness of 
such individuals is similar despite their characterization of the sensitive attributes. To give a more practical example, 
suppose we have a model with �0 rating classes: for each class, split the borrowers between groups based on the 
sensitive attribute (e.g., males vs. females) and verify that their riskiness, represented by the observed default rate, 
is not statistically different, using the above defined Z-�W�H�V�W�����,�I���W�K�H���Q�X�O�O���K�\�S�R�W�K�H�V�L�V���R�I���³�H�T�X�D�O�L�W�\���R�I���G�H�I�D�X�O�W���U�D�W�H�V�´���Z�L�W�K�L�Q��
a certain bucket is not rejected (i.e., the p-value associated to the Z-statistic is above the chosen significance level), 
�Z�H���F�D�Q���F�R�Q�F�O�X�G�H���W�K�D�W���W�K�H���P�R�G�H�O���L�V���³�I�D�L�U�´���I�R�U���W�K�D�W���E�X�F�N�H�W�����D�V���Lt treats similar individuals in a similar way, despite their 
sensitive characterization.  

Below we provide an example of practical application of the fairness assessment described above, based on a simple credit scoring 
model trained for illustrative purposes (28�������)�R�U���W�K�H���F�R�Q�V�L�G�H�U�H�G���P�R�G�H�O�����W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���W�K�H���E�R�U�U�R�Z�H�U�¶�V���J�H�Q�G�H�U�����P�D�O�H���Y�V�����I�H�P�D�O�H����
is available. We did not use this information as an explanatory variable for training the model, hence the property of blindness is 
satisfied. However, we want to check also for sufficiency, that is we want to answer to the following question: is the model treating 
similarly males and females in our sample, in relation to their observed riskiness?  

To conduct such test, we clustered our testing sample in 2 buckets (classes): observations with a predicted PD above a certain cut-
�R�I�I���I�D�O�O���Z�L�W�K�L�Q���D���³�E�D�G�´���F�O�D�V�V�����Z�K�L�O�H���E�H�O�R�Z���W�K�H���3�'���F�X�W-�R�I�I���W�K�H�\���D�U�H���D�V�V�L�J�Q�H�G���W�R���D���³�J�R�R�G�´���F�O�D�V�V�����:�H���Z�D�Q�W���W�R���Y�H�U�L�I�\���L�I���P�D�O�H�V���D�Q�G females 
inside each bucket are treated similarly; the Z-test allows us to assess if borrowers within each cluster are similar also in terms of 

 
28 The illustrative credit risk model considered here is the same already described in the previous paragraphs regarding the overfitting and interpretability assessments.  
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observed riskiness. We then split each of the two buckets in two sub-buckets, based on gender, distinguishing males from females, 
and via the Z-test we verified if these two sub-buckets are homogeneous in term of default rate. The results of the assessment are 
summarized in Table 8 below. As it can be noticed, for both buckets the p-value is above the level of confidence (set in our example 
�W�R�������������W�K�H�U�H�I�R�U�H���W�K�H���Q�X�O�O���K�\�S�R�W�K�H�V�L�V���R�I���³�H�T�X�D�O�L�W�\���R�I���G�H�I�D�X�O�W���U�D�W�H�V�´����29) between sub-buckets of each bucket cannot be rejected. Based 
�R�Q���W�K�H�V�H���U�H�V�X�O�W�V�����Z�H���F�D�Q���F�R�Q�F�O�X�G�H���W�K�D�W���R�X�U���P�R�G�H�O���L�V���³�I�D�L�U�´�����D�V���L�Q���D�G�G�L�W�L�R�Q���W�R���W�K�H���E�O�L�Q�G�Q�H�V�V���S�U�R�S�H�U�W�\���L�W���D�O�V�R���V�D�W�L�V�I�L�H�V���W�K�H���G�Hfinition of 
sufficiency. 

Class Gender 
Count all 
[bucket] 

Count all 
[sub-

bucket] 

Avg. PD 
[bucket] 

Avg. PD 
[sub-

bucket] 

Default 
Rate 

[bucket] 

Default 
Rate 
[sub-

bucket] 

Z-score p-value 

Null 
hypothesis 

(DRM=DRF) 
(30) 

Good 
Male 

592 
426 

13.139% 
13.086% 

7.095% 
7.277% 

0.277 0.782 
NOT 

REJECTED Female 166 13.274% 6.627% 

Bad 
Male 

408 
264 

55.393% 
55.115% 

63.235% 
60.606% 

-1.491 0.136 
NOT 

REJECTED Female 144 55.903% 68.056% 

TOTAL  1,000 1,000 30.379% 30.379% 30.000% 30.000%    

Table 8 - Results of the fairness assessment on the illustrative credit scoring model (source: elaboration of the Authors) 

In addition to what discussed above, when dealing with the fairness of AI-based credit risk models, a relevant point to be considered 
is the trade-�R�I�I�� �E�H�W�Z�H�H�Q�� �W�K�H�� �P�R�G�H�O�¶�V�� �S�H�U�I�R�U�P�D�Q�F�H�� �D�Q�G�� �W�K�H�� �I�D�L�U�Q�H�V�V�� �R�I�� �U�H�V�X�O�W�V�� �W�K�D�W�� �V�X�F�K�� �P�R�G�H�O�� �S�U�R�G�X�F�H�V���� �$�V�� �D�� �P�D�W�W�H�U�� �R�I�� �I�D�F�W, it is 
reasonable to expect that more complex models (31), which can ensure the achievement of higher levels of accuracy and performance, 
might be more prone to exploit potential biases embedded in the training data, thus exacerbating the risk of producing discriminatory 
results.  

While this trade-off should be carefully evaluated during the modelling phase, we propose here a possible check that could be 
performed from the audit standpoint to assess the balance between the two dimensions of performance and fairness. The idea of the 
proposed test is to verify whether, given a specific model under assessment, it is possible to obtain an alternative challenger model 
�Z�K�L�F�K���H�Q�V�X�U�H�V���V�L�P�L�O�D�U���O�H�Y�H�O�V���R�I���D�F�F�X�U�D�F�\���E�X�W���D�W���W�K�H���V�D�P�H���W�L�P�H���E�H�L�Q�J���³�I�D�L�U�H�U�´���W�K�D�Q���W�K�H���R�Q�H���X�Q�G�H�U���H�Y�D�O�X�D�W�L�R�Q�����7�K�L�V���F�D�Q���E�H���G�Rne by first 
identifying possible sensitive features included in the current model, and then challenge it through an alternative model which does 
not rely on such features. 

To give a more practical example, we leverage on the same illustrative credit scoring model already considered above. Recall that 
�W�K�L�V���P�R�G�H�O���L�Q�F�O�X�G�H�V���³�$�J�H�´���D�V���D�Q���H�[�S�O�D�Q�D�W�R�U�\���Y�D�U�L�D�E�O�H�����H�Y�H�Q���W�K�R�X�J�K���V�X�F�K���L�Q�I�R�U�P�D�W�L�R�Q���K�D�V���E�H�H�Q���V�R���I�D�U���Z�L�G�H�O�\���F�R�Q�V�L�G�H�U�H�G���D�Q�G���L�Q�F�Ouded 
in credit risk models and rating systems, one could argue that its inclusion in the model specification might lead to potentially 
discriminatory results against certain age groups of the population. In this context, our proposed test involves verifying if an alternative 
�P�R�G�H�O�����H�T�X�D�O���W�R���W�K�H���D�X�G�L�W�H�G���R�Q�H���E�X�W���Z�L�W�K���W�K�H���H�[�F�O�X�V�L�R�Q���R�I���W�K�H���³�$�J�H�´���Y�D�U�L�D�E�O�H�����F�D�Q���D�F�K�L�H�Y�H���D�Q���D�F�F�X�U�D�F�\���Z�K�L�F�K���L�V���V�X�I�I�L�F�L�H�Q�W�O�\���Vimilar 
(i.e. not too much lower) to that of the model under investigation.  

Model specification AUC 

Including "Age" 69.295% 

Excluding "Age" 68.015% 

Delta -1.280% 

Table 9 - AUC (test sample) of the credit scoring model with and without the "Age" variable (source: elaboration of the Authors) 

�$�V���L�W���F�D�Q���E�H���Q�R�W�L�F�H�G���I�U�R�P���W�K�H���W�D�E�O�H���D�E�R�Y�H�����W�K�H���H�[�F�O�X�V�L�R�Q���R�I���W�K�H���V�H�Q�V�L�W�L�Y�H���Y�D�U�L�D�E�O�H���³�$�J�H�´���O�H�D�G�V���R�Q�O�\���W�R���D���P�L�Q�R�U���D�Q�G���V�X�U�H�O�\���Q�H�Jligible 
drop in the model performance (measured by its AUROC, which slightly decreases from 69% to 68%). In this context, the audit test 
would suggest refusing the original model specification and prefer the alternative one, as it reduces the risk of possible bias and, 
eventually, discrimination, stemming from the reference to sensitive characteristics of the individuals such as their age. 

3.3.5 Model Implementation 
Model implementation is not a prerogative area of Machine Learning models, as Internal Audit checks on these aspects are 

expected to be conducted also for models based on traditional statistical techniques.  

When it comes to Machine Learning models, it should be noted that the implementation of such models (32) is usually done via a 
dedicated Data Analytics platform, that allows the management of the comprehensive end-to-end process of model development, 
testing, deployment and implementation within a unique platform. By leveraging specific and advanced data analytics platforms, it is 
possible to deploy a model in a production environment without the need to refactor the entire model development code for the new 
�H�Q�Y�L�U�R�Q�P�H�Q�W���� �,�Q�V�W�H�D�G���� �D�� �V�L�P�S�O�H�� �³�G�X�P�S�´�� �R�I�� �W�K�H�� �P�R�G�H�O�� �F�D�Q�� �E�H�� �S�H�U�I�R�U�P�H�G���� �H�Q�V�X�U�L�Q�J�� �S�H�U�I�H�F�W�� �D�O�L�J�Q�P�H�Q�W�� �L�Q�� �W�K�H�� �P�R�G�H�O�¶�V�� �I�X�Q�F�W�L�R�Q�L�Q�J��
operation across all environments (development, testing, and production). In light of this, the incisiveness of the audit controls required 
on these aspects of model implementation is limited.  

 
29 Similar to other validation tests that compare estimated PD and default rates, it is important to note that the estimated PD and corresponding rating classes are based 
on data from time t-1, while the performance window for counterparties in a specific rating class spans from t-1 to t. This means that the test can only assess whether 
the model was meeting the fairness condition 12 months ago. 
30 When the number of observations within a class is low, it is advisable to also assess the power of the test. This ensures that, in case of failing to reject the null 
hypothesis, the difference you are investigating does not actually exist (Type II Error).  
31 Complexity is intended here both as in terms of the algorithm employed as well as in terms of the explanatory variables considered for the model training. 
32 This is primarily due to the complexity of ML/AI algorithms, such as ensemble tree methods, which rely on multiple decision trees and are therefore challenging to 
deploy manually." 
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Nevertheless, it should be taken into account that, as highlighted in section 2, specific requirements for the providers of high-risk 
systems are foreseen by EU AI Act, covering also the area of model implementation. Indeed, in addition to the accuracy, robustness 
and cybersecurity requirements set out by art. 15, the Regulation also provides the requirement of record keeping of logs issued by 
the model over its lifetime (art. 12), to ensure the traceability of its functioning, as well as the obligation to report any serious incidents 
regarding the high-risk system to market surveillance authorities (art. 73).  

From an audit perspective, it is thus useful to introduce some audit checks on the implementation phase of the model, assessing 
the level of technical robustness of the implemented model and the framework for record keeping and incidents reporting set out.  

      3.3.6 Model Use, Monitoring and Review 
As depicted in Table 4, this area of our audit framework encompasses three phases, namely model use, model monitoring and 

model review. 

Each of these three phases is relevant from an audit perspective, especially when dealing with ML models, which introduce 
elements of specificity within each of these stages. 

Regarding model use, it is important that people involved in the final use of the model's outcomes within credit processes have 
appropriate knowledge of how the model works, how it makes predictions and what these predictions are driven by. This is relevant 
both from a regulatory compliance standpoint (in particular, art. 14 of the EU AI Act requires a sufficient level of human oversight 
during the model functioning to ensure that the model is functioning as intended), but also from an internal one, as it ensures that the 
model's results are used consciously and appropriately. In addition, it allows the detection of potential model malfunctions and 
interventions with appropriate corrective actions in case of anomalous results.  

It is therefore important, from an audit perspective, to check that all these elements are in place to allow for a correct and 
responsible use of the model and an adequate level of human oversight. Practical audit checks on this aspect could include the 
following controls: 

�x Is there a complete and transparent documentation in place that clearly describes the model functioning and its main 
drivers? 

�x Does the documentation describe the limitations of the model, and/or situations where its outcomes should be considered 
and used with a lower level of reliability? 

�x Is there a well-�G�H�I�L�Q�H�G���I�U�D�P�H�Z�R�U�N���R�I���H�V�F�D�O�D�W�L�R�Q�������U�H�P�H�G�L�D�W�L�R�Q���L�Q���F�D�V�H�V���Z�K�H�U�H���W�K�H���D�S�S�O�L�F�D�W�L�R�Q���R�I���P�R�G�H�O�¶�V���R�X�W�F�R�P�H�V���L�Q���W�K�H��
credit process has highlighted potential anomalies?  

Model monitoring aims at ensuring that the model functions smoothly and correctly over time. To do so, it is important that there 
is an adequate framework for the periodic monitoring and maintenance of the model, for instance with a periodic analysis and 
assessment of its predictive performance and established thresholds to trigger model maintenance interventions. More practically, the 
audit framework in this area could include the following checks: 

�x Assess whether a structured monitoring framework has been defined to verify the adequate functioning of the model in 
production over time. The monitoring framework should include at least tests in the areas of model performance, stability, 
interpretability and fairness, with related thresholds to highlight potential anomalies and analyze their trend over time. 

�x Assess whether the monitoring framework in place allows for a timely identification of malfunctioning and anomalies 
(i.e., if the controls are executed over a short time frame after the periodic model runs), and if results of the monitoring 
checks are interpreted correctly and communicated clearly to all relevant stakeholders. 

An additional element to be considered in the model monitoring area is the presence of an appropriate log record-keeping system, 
that allows to track and detect potential anomalies in the functioning of the system and ensure compliance with EU AI Act 
requirements. 

Lastly, concerning the model review, it is important that there is an adequate framework in place providing clear instructions in 
terms of periodic model review and the conditions for a model update, as well as an ex-ante definition of the situations and conditions 
that might lead to a decommissioning of the model. Examples of practical checks that could be performed in this area are the following: 

�x Verify if the development function has defined, also in conjunction with the framework for model monitoring, a set of 
rules, metrics and thresholds to identify situations in which the review or the decommission of the model should be 
evaluated, and if such rules, metrics and thresholds are sound and adequate. 

�x Verify if situations like those defined in the framework have occurred in the past and if the defined rules, metrics and 
thresholds have been applied consistently. 

4. Conclusions 
In recent years, the increasing availability of IT resources capable of managing and analyzing massive amounts of data, along with 

�W�K�H���S�R�W�H�Q�W�L�D�O���F�R�Q�V�H�T�X�H�Q�F�H�V���R�I���%�D�V�H�O���,�9�¶�V���U�H�J�X�O�D�W�R�U�\���P�R�G�H�O���U�R�O�O�E�D�F�N�����K�D�V���G�U�L�Y�H�Q���E�D�Q�N�V���D�Q�G���I�L�Q�D�Q�F�L�D�O���L�Q�V�W�L�W�X�W�L�R�Q�V���W�R���G�H�Y�H�O�R�S���D�Qd adopt 
a new class of cutting-edge models based on machine learning technology. These models aim to enhance competitiveness and 
efficiency in creditworthiness assessment. Furthermore, recent reports from the European Banking Authority (EBA) and the 
announcement that the upcoming version of the ECB Model Guide will include specific supervisory expectations on the use of 
machine learning highlight the growing regulatory focus on credit risk models incorporating AI techniques. These developments also 
foresee a crucial role for audit functions in providing assurance on these models by ensuring their reliability, regulatory compliance, 
and alignment with best practices in risk governance. 
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In this light, this paper offers a structured audit approach for assessing and testing AI-based credit risk models, systematically 
identifying model risks throughout the model life-cycle phases defined in Model Risk Management (MRM). This approach aligns 
with both current and emerging regulations while integrating established methodological references. The proposed framework tries to 
provide a comprehensive method for identifying risks associated with Machine Learning models, addressing both risks directly linked 
to the credit risk model�² such as obligor misclassification�² �D�Q�G���E�U�R�D�G�H�U���U�L�V�N�V���U�H�O�D�W�H�G���W�R���W�K�H���P�R�G�H�O�¶�V���X�V�H�����J�R�Y�H�U�Q�D�Q�F�H�����P�R�Q�L�W�R�U�L�Q�J�����D�Q�G��
maintenance. Additionally, the framework incorporates considerations for ethical risks. 

The proposed tests and their practical implementation present a potential approach for auditing AI-based credit risk models. While 
not exhaustive or definitive, this approach aims to reflect the inherent complexity and multidimensional nature of the subject, 
emphasizing the need for flexibility and adaptability, recognizing the evolving challenges in this area.  

Moreover, the proposed framework is designed to accommodate potential future extensions to recognize emerging aspects; as a 
matter of fact, Artificial Intelligence and Machine Learning science is continuously evolving, and this evolution can provide new 
instruments to address challenges of AI-based credit risk models. An example of possible future extension of our framework is related 
to causality, a prominent emerging topic in Machine Learning literature: causality, also known as Causal Inference or Causal AI, 
consists of a set of techniques which reveal the causal relationships that are embedded in the data, making it possible to back-test 
predictive ML models and analyze the robustness of causal relationship identified. Further detail on causality is presented in the 
Annex. 

A notable aspect of this framework is its consideration of future regulatory requirements, particularly those related to the 
forthcoming EU AI Act. By integrating potential future obligations, the framework positions itself as forward-looking, helping 
organizations stay compliant with evolving standards and best practices in AI governance. This proactive approach is crucial in an era 
where regulations around AI and Machine Learning are becoming increasingly stringent and impactful. However, in our proposed 
practical tests, we recommend evaluating a "transition period" prior to the full implementation of the EU AI Act. 

Finally, it is important to emphasize that this work is intended as a starting point for further refinement and discussion. The dynamic 
nature of both the regulatory landscape and advancements in AI technology means that ongoing development and adjustment will be 
necessary. The aim here is to foster a broader dialogue on how to effectively manage model risk while balancing regulatory 
compliance, ethical considerations, and technological innovation. Future research and industry input will be vital to expanding and 
refining the approaches discussed in this paper. 

5. Annex 
Theoretical fundamentals on SHAP 

SHAP and Shapley values allow to identify what is the contribution of a specific feature �E for a specific prediction of our model. 
To calculate the Shapley we first create all possible coalitions of the other features of the model, and re-calculate the model prediction 
for every coalition, with and without the feature of interest, and calculate the difference between this prediction and the average 
prediction. By comparing the change with respect to the average prediction, with and without the feature of interest, we get the 
marginal contribution. The value of variables that are not in the coalition is replaced with a random value extracted from the available 
dataset. This marginal contribution is then averaged across all possible coalitions to get the average marginal contribution.  

 

In formulas: 

�ö�Ü���:�0�á�R�; 
L ��
�s

���0���è

Í ���5���è�:���0��
F ���5��
F�s�;�è���>�R�:�5���ë���E�;��
F ���R�:�5�;�?

�Ì�C���3���Ç�<�Ü�=

�� 

 

where: 

�x the symbol ���ä�� is used to indicate the cardinality (i.e., the numerosity) of a set of features (it is therefore not to be intended 
�D�V���W�K�H���³�D�E�V�R�O�X�W�H���Y�D�O�X�H�´���� 

�x �0 is the set of all features; 

�x 
�5

���Ç���è
�Ã �ä�Ì�C���3�Ç�<�Ü�= identifies the average of the marginal contributions of feature �E over all possible coalitions; 

�x �5���C���3���0�<�E�= is the subset of features that does not include feature �E; 

�x ���5���è�:���0��
F ���5��
F �s�;�è identifies the weight, that is the product of the number of permutations of �5 and the number of 
permutations of the complement of �5, where �5 is a subset of features used in the model; 

�x �>�R�:�5���ë���E�;��
F ���R�:�5�;�? is the marginal contribution of feature �E to the subset �5. 

It should be noted that the exact calculation of the Shapley values for a feature i involves the evaluation of all possible coalitions 
of feature values, with and without the i-th feature to calculate the exact Shapley value. For more than a few features, the exact solution 
to this problem might become problematic as the number of possible coalitions exponentially increases as more features are added. 
For this reason, in the most common packages used to calculate the Shapley values they are actually computed via approximation 
(such as Monte-Carlo sampling).  

More about the theoretical fundamentals of SHAP and Shapley values can be found in Lundberg and Lee (2017) and Molnar 
(2022). 
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Theoretical fundamentals on LIME 
 

Here we briefly introduce with the mathematical details of LIME which, as we will see, also depend on the interpretable model 
which is chosen as surrogate. 

 

�C
Ü��
L �=�N�C���I�E�J
�Ú���Ð���À

�æ�:�B�á���C�á���è�ë�;��
E���×�:�C�;�� �� 

where: 

�x �B: the complex model being explained. 

�x �C: the interpretable model (e.g., a linear model) that approximates �B locally around x. 

�x �) : the set of all possible interpretable models. 

�x �æ�:��̂á���‰�á���N�v�;: a loss function that measures the difference between �B and �C in the neighborhood of x�á weighted by �N�ë. 

�x �N�ë: a locality measure, which assigns higher weights to data points closer to �T. 

�x �3�:�C�;: a regularization term that enforces simplicity in���C to ensure interpretability. 

The goal of LIME is to minimize with an interpretable model �C
Ü  the loss function �æ around �T, with a penalty �3�:�C�; that keeps �C 
simple and interpretable. For further details about the theoretical foundations of the LIME approach, please refer to Ribeiro et al 
(2016), Molnar (2022) and Juscafresa (2022).  

Causality 
 

Machine Learning models leverage their power to recognize and exploit complex correlation patterns among variables and use 
such correlations to make predictions. 

However, as it is commonly said, correlation does not imply causation. Indeed, two variables that appear related based on their 
observational data, might instead be the outcome of a confounding variable, that is a (usually unobserved) variable that influences 
both observed features and leads to an apparent causal relationship that is actually spurious. Prediction models that leverage spurious 
correlation relationships might provide poor performances and inaccurate predictions when such relationships shift or break down. 

To mitigate this problem, a prominent area of analysis is currently being developed, known as Causal Inference or Causal AI. 
Causal AI does not merely look at correlations, but it rather allows study of the causal relationships that are embedded in the data. 
Leveraging these tools, it is possible to back-test predictive ML models analyzing the robustness of causal relationship identified.  

An example of Causal AI is the usage of causal graphs, that represent graphically the assignment structure of a model, and allow 
the identification of direct and indirect causal relationships in a model. With causal graphs, one can identify and visually represent 
confounding variables, as well as mediator variables. An example of causal graphs for this type of analysis is reported in figures 8 and 
9. 

 

Figure 8 - Example of causal graph with a confounding variable (source: Barocas et al (2018)) 

 
 

 

Figure 9 - Example of causal graph with a mediator variable (source: Barocas et al (2018)) 

 

In Figure 8, we can see that variable �< acts as a confounder for the relationship between �:  and �; , as it produces a positive 
correlation of �:  and �;  which is a mere result of confounding, while �:  and �;  are not linked by a causal relationship. A model that 
draws conclusions on the �: ���\ �;  relationship without considering the effect of the variable �< would most likely lead to inaccurate 
predictions. A similar effect, but due to a different situation, is that of a mediator variable, represented in Figure 9: here we can notice 
that the relationship between �:  and �;  is two-fold: a direct relationship �: ���\ �; , and an indirect relationship �: ���\ �<�\ �; . Also in this 
case, a model that attempts to model the relationship between �:  and �;  and make related predictions, should appropriately capture the 
effect of the mediator variable �<. For additional details on Causal AI theory, and on causal graphs, please refer to Barocas et al (2018). 
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Abstract 

The rapid advancement of artificial intelligence (AI) technologies, particularly generative AI and large language models (LLMs), has 
ushered in a new era of possibilities for the financial sector. This paper explores the integration of these cutting-edge technologies 
into financial sector risk management, examining both the potential applications and the necessary regulatory frameworks. We provide 
a comprehensive analysis of how generative AI and LLMs can revolutionize risk assessment, fraud detection, market analysis, and 
regulatory compliance. The study delves into the technical aspects of these AI models, their implementation challenges, and the 
implications for existing risk management practices. Furthermore, we propose a novel framework for the responsible adoption of AI 
in financial risk management, addressing concerns related to model interpretability, data privacy, and algorithmic bias. Our findings 
suggest that while generative AI and LLMs offer unprecedented opportunities for enhancing risk management capabilities, they also 
necessitate a recalibration of regulatory approaches to ensure financial stability and consumer protection. This research contributes to 
the growing body of literature on AI in finance and provides actionable insights for practitioners, policymakers, and researchers in the 
field. 

Keywords: Generative AI, Large Language Models, Risk Management, Machine Learning 

JEL Classification Codes: G32; G18 

1. Introduction 

The financial sector has long been at the forefront of technological adoption, leveraging advancements in computing and data analytics 
to enhance decision-making processes, improve operational efficiency, and manage risks more effectively. In recent years, the 
emergence of artificial intelligence (AI) and machine learning (ML) has presented unprecedented opportunities for innovation in 
financial services. Among these AI technologies, generative AI and large language models (LLMs) stand out as particularly 
transformative, offering the potential to revolutionize how financial institutions approach risk management. 

Generative AI refers to a class of artificial intelligence algorithms capable of creating new content, including text, images, and even 
complex financial models. These systems learn from vast amounts of data to generate novel outputs that can mimic human-created 
content or produce entirely new insights. Large language models, a subset of generative AI, are specifically designed to understand 
and generate human-like text across a wide range of domains. The most advanced LLMs, such as GPT (Generative Pre-trained 
Transformer) models, have demonstrated remarkable capabilities in natural language processing tasks, including language translation, 
text summarization, and even complex reasoning (Brown et al., 2020). 

The integration of these technologies into financial sector risk management presents both immense opportunities and significant 
challenges. On one hand, generative AI and LLMs offer the potential to process and analyze vast amounts of structured and 
unstructured data at unprecedented speeds, potentially uncovering hidden patterns and risks that traditional methods might overlook. 
They can automate complex risk assessment processes, enhance fraud detection systems, and provide real-time insights into market 
dynamics. Moreover, these technologies can assist in regulatory compliance by automating the interpretation of complex financial 
regulations and generating compliant documentation. On the other hand, the adoption of such powerful AI technologies in the financial 
sector raises important questions about model interpretability, data privacy, and the potential for algorithmic bias. The "black box" 
nature of many advanced AI models can make it difficult for regulators and risk managers to understand and validate the decision-
making processes (Rudin, 2019). There are also concerns about the security and privacy of sensitive financial data used to train these 
models. Furthermore, the potential for AI systems to perpetuate or even amplify existing biases in financial decision-making processes 
poses significant ethical and regulatory challenges (O'Neil, 2016). 

Given these considerations, the development of appropriate regulatory frameworks becomes crucial. Regulators must strike a delicate 
balance between fostering innovation and ensuring the stability and integrity of the financial system. This requires a nuanced 
understanding of the technical aspects of generative AI and LLMs, as well as their potential impacts on various aspects of financial 
risk management. 

This paper aims to provide a comprehensive examination of the integration of generative AI and large language models in financial 
sector risk management. We explore the technical foundations of these technologies, their potential applications across various 
domains of risk management, and the regulatory considerations that arise from their adoption. Our analysis draws on cutting-edge 
research in AI, finance, and regulatory policy to offer insights into how these technologies can be leveraged responsibly and 
effectively. 

The structure of this paper is as follows: Section 2 provides a detailed literature review, examining the current state of AI adoption in 
finance and the specific characteristics of generative AI and LLMs. Section 3 outlines our methodology for analyzing the potential 
applications and regulatory implications of these technologies. Section 4 delves into the technical aspects of generative AI and LLMs, 
exploring their architectures, training processes, and key capabilities. Section 5 examines the practical applications of these 
technologies in various areas of financial risk management, including credit risk assessment, market risk analysis, operational risk 
management, and regulatory compliance. Section 6 discusses the regulatory challenges and proposes a framework for the responsible 
adoption of AI in financial risk management. Section 7 analyzes the potential impacts of widespread AI adoption on the financial 
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sector and broader economy. Finally, Section 8 concludes the paper, summarizing key findings and outlining directions for future 
research. 

By providing this comprehensive analysis, we aim to contribute to the growing body of literature on AI in finance and offer valuable 
insights for practitioners, policymakers, and researchers grappling with the complexities of integrating advanced AI technologies into 
financial risk management practices. 

2. Literature Review 

The integration of artificial intelligence in the financial sector has been a topic of growing interest in academic literature over the past 
decade. This section provides a comprehensive review of the existing research on AI applications in finance, with a particular focus 
on the emerging roles of generative AI and large language models in risk management. 

The use of AI in finance has evolved significantly since its initial applications in the 1980s. Early research by Tam and Kiang (1992) 
explored the use of neural networks for bank failure prediction, demonstrating the potential of AI in financial risk assessment. 
Subsequent studies, such as those by Altman et al. (1994), Min and Lee (2005) and Lagasio et al. (2022), further developed the 
application of AI techniques in credit scoring and bankruptcy prediction. 

As AI technologies advanced, their applications in finance expanded. Bahrammirzaee (2010) provided a comprehensive review of AI 
techniques in financial markets, banking, and insurance, highlighting the growing use of expert systems, neural networks, and fuzzy 
logic across various financial domains. The advent of big data and increased computational power led to more sophisticated AI 
applications, as discussed by Buchanan (2019) in his analysis of AI and big data in corporate financial management. 

Machine learning, a subset of AI, has gained particular prominence in financial risk management. Kou et al. (2014) surveyed the use 
of machine learning methods in financial risk analysis, emphasizing their effectiveness in credit risk assessment and fraud detection. 
Leo et al. (2019) further explored the application of machine learning in systemic risk assessment, demonstrating how these techniques 
can enhance the prediction of financial crises. 

In the realm of market risk, Sezer et al. (2020) provided an extensive review of deep learning models for financial time series 
forecasting, showcasing the potential of these advanced AI techniques in predicting market movements and managing investment 
risks. 

The development of generative AI and large language models represents a significant leap in AI capabilities. While these technologies 
are relatively new, their potential applications in finance have already garnered attention from researchers and practitioners alike. 

Generative AI, particularly in the form of Generative Adversarial Networks (GANs), has shown promise in financial applications. 
Wiese et al. (2020) demonstrated the use of GANs for generating synthetic financial time series data, which can be valuable for risk 
modeling and stress testing. Similarly, Fu et al. (2019) explored the application of GANs in credit card fraud detection, showcasing 
how generative models can enhance the identification of fraudulent transactions. Large language models, exemplified by OpenAI's 
GPT series and Google's BERT, have primarily been studied in the context of natural language processing tasks. However, their 
potential applications in finance are beginning to emerge. Araci (2019) investigated the use of BERT for financial text mining and 
sentiment analysis, demonstrating how these models can extract valuable insights from unstructured financial data. 

The adoption of advanced AI technologies in finance has raised significant regulatory concerns. Danielsson et al. (2022) examined 
the implications of AI for financial stability, highlighting both the potential benefits and risks associated with widespread AI adoption 
in financial services. They emphasized the need for regulatory frameworks that can adapt to the rapid pace of technological change. 
Fligstein et al. (2017) explored the challenges of regulating algorithms in financial markets, arguing for increased transparency and 
accountability in algorithmic decision-making processes. This work laid the groundwork for discussions on the regulation of more 
advanced AI systems, including generative AI and LLMs. 

The issue of model interpretability, particularly relevant to complex AI systems, has been addressed by several researchers. Bracke et 
al. (2019) discussed the importance of explainable AI in financial services, proposing methods to enhance the interpretability of 
machine learning models used in credit risk assessment. 

The potential for AI systems to perpetuate or amplify biases has been a growing concern in financial applications. Fuster et al. (2022) 
examined the impact of machine learning on mortgage lending, finding that these technologies can affect the distribution of credit and 
potentially exacerbate existing inequalities. Their work underscores the importance of considering fairness and equity in the 
deployment of AI systems in finance. 

While the literature on AI in finance is extensive, there is a notable gap in research specifically addressing the integration of generative 
AI and large language models in financial risk management. This paper aims to fill this gap by providing a comprehensive analysis 
of the potential applications, technical challenges, and regulatory implications of these advanced AI technologies in the context of 
financial risk management. 

3. Methodology 

To comprehensively analyze the integration of generative AI and large language models (LLMs) in financial sector risk management, 
we employ a multi-faceted methodological approach. This approach combines theoretical analysis, technical examination, and policy 
evaluation to provide a holistic understanding of the subject matter. 

Our research employs an integrated methodological framework that combines theoretical analysis, technical examination, and policy 
evaluation to comprehensively analyze the integration of generative AI and large language models (LLMs) in financial sector risk 
management. 
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This framework operates across three interconnected layers: theoretical foundation, technical implementation, and regulatory 
compliance, creating a cohesive approach to understanding and evaluating AI integration in financial risk management. 

The foundation of our methodology rests on the synthesis of three primary components that work in synergy: 

�x Theoretical foundation: The literature review was conducted using Google Scholar to avoid arbitrarily selecting a single 
repository of academic papers. Given the cross-field nature of this topic�² spanning economics, finance, mathematics, and 
computer science�² this approach ensures a broader and more comprehensive selection of relevant studies. 

�x Technical implementation: We analyzed the methodologies proposed in recent studies and applied them to relevant financial 
datasets. The study focuses on AI architectures, training processes, and implementation challenges, including computational 
constraints and data security concerns. 

�x Regulatory compliance: Our policy analysis begins with a review of financial sector regulations on risk management, including 
Basel III and GDPR, and extends to emerging frameworks such as the European AI Act. This ensures that AI adoption aligns 
with established and forthcoming regulatory guidelines. 

Our research employs an integrated methodological framework that combines theoretical analysis, technical examination, and policy 
evaluation to comprehensively analyze the integration of generative AI and large language models (LLMs) in financial sector risk 
management. This framework operates across three interconnected layers: theoretical foundation, technical implementation, and 
regulatory compliance, creating a cohesive approach to understanding and evaluating AI integration in financial risk management. 

The foundation of our methodology rests on the synthesis of three primary components that work in synergy. The theoretical 
foundation layer is grounded in established theories of financial risk management, artificial intelligence, and regulatory economics. 
This layer provides the conceptual basis for understanding the role of generative AI and LLMs in financial risk management and 
enables the development of theoretical models that explain the interaction between AI systems and financial risk. 

The technical implementation layer focuses on the practical aspects of implementing AI systems in financial risk management. This 
includes the analysis of AI architectures, training processes, and deployment strategies, along with the evaluation of computational 
requirements and technical constraints. This layer bridges the gap between theoretical understanding and practical application. 

The regulatory compliance layer addresses the regulatory implications and compliance requirements, ensuring alignment with existing 
financial regulations and guidelines while developing frameworks for responsible AI adoption in financial contexts. This layer serves 
as a crucial interface between technological innovation and regulatory requirements. 

Our methodology encompasses comprehensive data collection and analysis approaches that span across all three layers. The primary 
research component includes technical analysis of state-of-the-art models such as GPT-3, GPT-4, and BERT, along with evaluation 
of implementation challenges and solutions. This includes detailed assessment of computational resources, data requirements, and 
model interpretability issues. 

The secondary research component involves an extensive literature review of academic publications, industry reports, regulatory 
documents, and case studies. This comprehensive review ensures that our framework is built upon a solid foundation of existing 
knowledge while identifying gaps and opportunities for innovation. 

We map technical capabilities to regulatory requirements, identify potential conflicts between technical optimization and regulatory 
compliance, and develop solutions that balance technical efficiency with regulatory constraints. This integration process ensures that 
our framework addresses the complex interplay between technical innovation and regulatory requirements. 

Our synthesis approach combines insights from different layers to develop a comprehensive understanding of AI integration in 
financial risk management. Through careful analysis of patterns and relationships between technical, theoretical, and regulatory 
aspects, we create unified frameworks that address all aspects of AI implementation. 

The development of our integrated framework follows a structured process beginning with theoretical analysis. This involves a 
thorough review of fundamental theories in financial risk management, analysis of AI principles and methodologies, and integration 
of regulatory economic theories. The theoretical foundation is then expanded through technical examination, including detailed 
analysis of AI architectures such as GPT-3 (Brown et al., 2020), GPT-4 (Kalyan et al., 2023; Niszczota and Abbas, 2023), and BERT 
(Devlin et al., 2018). 

The regulatory evaluation phase examines existing regulations, including the Basel III framework (Basel Committee on Banking 
Supervision, 2017) and the European Union's General Data Protection Regulation (GDPR). This evaluation ensures that our 
framework aligns with current regulatory requirements while anticipating future regulatory developments. 

We acknowledge that our methodology faces several limitations. The rapid pace of technological change may outpace research 
findings, and there is limited availability of real-world implementation data. The complexity of integrating multiple methodological 
approaches and the challenges in balancing competing priorities across layers also present ongoing challenges that must be carefully 
managed. 

The resulting framework is designed for practical application in risk assessment and management processes, technical implementation 
projects, regulatory compliance programs, and policy development initiatives. This comprehensive approach ensures that our research 
not only advances theoretical understanding but also provides practical guidance for the implementation of AI systems in financial 
risk management. 

Through this integrated methodological approach, we ensure comprehensive coverage of all aspects related to AI integration in 
financial risk management while maintaining logical connections between different components of the research. The framework 
provides a structured way to understand, implement, and regulate AI systems in financial risk management, while acknowledging the 
dynamic nature of both technology and regulatory requirements. 
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4. Technical Foundations of Generative AI and Large Language Models 

To fully appreciate the potential applications and implications of generative AI and large language models (LLMs) in financial risk 
management, it is crucial to understand their technical foundations. This section provides a detailed examination of the underlying 
technologies, their architectures, training processes, and key capabilities. 

4.1 Generative Adversarial Networks (GANs) 

Generative Adversarial Networks, introduced by Goodfellow et al. (2014), represent a significant advancement in generative AI. 
GANs are based on a game-theoretic framework where two neural networks, a generator and a discriminator, are pitted against each 
other in a minimax game. 

The GAN architecture consists of these two key components: the generator network learns to create synthetic data samples, while the 
discriminator network attempts to distinguish between real and generated samples. The objective of this adversarial setup is for the 
generator to produce data that is indistinguishable from real data, as judged by the discriminator. 

In the training process, the generator takes random noise as input and produces synthetic data samples. The discriminator then 
evaluates both real data samples and the generator's synthetic samples, attempting to classify them as real or fake. The generator aims 
to maximize the probability of the discriminator making a mistake, while the discriminator aims to minimize its classification error. 

This process can be conceptualized as a minimax game where the generator tries to minimize a certain objective function, while the 
discriminator tries to maximize it. The training continues until an equilibrium is reached, ideally resulting in a generator that produces 
highly realistic synthetic data and a discriminator that can no longer distinguish between real and synthetic samples with certainty. 

In the context of financial applications, the architecture of GANs allows for the generation of high-dimensional, complex data 
distributions, making them particularly suitable for modeling financial markets' intricate dynamics. For instance, in generating 
synthetic financial time series, the generator might be structured as a deep convolutional neural network or a recurrent neural network 
(such as LSTM), capable of capturing temporal dependencies in the data. 

However, training GANs can be challenging due to issues such as mode collapse and training instability. Mode collapse occurs when 
the generator produces a limited variety of samples, failing to capture the full diversity of the true data distribution. This is particularly 
problematic in financial applications where capturing the full range of market behaviors is crucial. 

To address these challenges, several variants of GANs have been proposed. Wasserstein GANs (WGANs), introduced by Arjovsky et 
al. (2017), use the Wasserstein distance as a measure of the difference between the real and generated data distributions. This approach 
provides more stable gradients during training and helps alleviate the mode collapse problem to some extent. 

Another notable variant is the Progressive Growing of GANs, proposed by Karras et al. (2017). This technique involves growing both 
the generator and discriminator progressively, starting from low-resolution representations and adding new layers that introduce 
higher-resolution details as training progresses. While originally developed for image generation, this concept can be adapted to 
financial time series by progressively increasing the temporal resolution or the number of financial features considered. 

Conditional GANs, introduced by Mirza & Osindero (2014), extend the GAN framework by conditioning both the generator and 
discriminator on additional information. In financial applications, this could involve conditioning on economic indicators or market 
events, allowing for more controlled generation of synthetic financial data. 

In financial applications, GANs have shown promise in several areas. Wiese et al. (2020) demonstrated the use of GANs for generating 
realistic financial time series data. Their approach, QuantGAN, uses a temporal convolutional architecture for both the generator and 
discriminator, capable of capturing long-range dependencies in financial time series. This has significant implications for stress testing 
and scenario analysis in risk management. 

GANs can also be used to create realistic but anonymized customer data, which is particularly valuable in financial services where 
data privacy regulations (such as GDPR) place strict limitations on data sharing and usage. This application of GANs enables privacy-
preserving analytics, allowing financial institutions to share and analyze data without compromising individual customer privacy. 

In the realm of fraud detection, Fu et al. (2019) applied GANs to augment datasets for improving the performance of fraud detection 
models. By generating synthetic examples of fraudulent transactions, GANs can help address class imbalance issues common in fraud 
detection tasks. This application demonstrates the potential of GANs to enhance the robustness of risk management models in 
scenarios where real-world data may be limited or imbalanced. 

Furthermore, GANs can be employed to generate diverse economic scenarios for stress testing financial models. This can help risk 
managers assess model performance under a wide range of potential future conditions, including tail events that may be 
underrepresented in historical data. The ability to generate realistic, diverse scenarios is crucial for comprehensive risk assessment 
and management in the financial sector. 

The application of GANs in financial risk management represents a significant advancement in our ability to model complex financial 
systems. However, it also introduces new challenges, particularly in terms of model interpretability and the potential for generating 
misleading or biased synthetic data. 

As such, the use of GANs in financial applications must be accompanied by robust validation procedures and careful consideration of 
their limitations and potential biases. 

The development of interpretable GANs and methods for detecting and mitigating biases in GAN-generated data remain active areas 
of research with significant implications for the responsible use of these models in financial risk management. 
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4.2 Variational Autoencoders (VAEs) 

Variational Autoencoders, introduced by Kingma and Welling in 2013, represent another powerful approach to generative modeling, 
offering a probabilistic perspective on the challenge of data generation. The VAE architecture comprises two primary components: 
an encoder network and a decoder network. The encoder, often referred to as the recognition model, is tasked with compressing input 
data into a lower-dimensional latent space representation. Conversely, the decoder, or generative model, aims to reconstruct the 
original data from this latent representation. 

The training objective of VAEs is twofold: minimizing the reconstruction error while simultaneously ensuring that the latent space 
exhibits certain desirable properties, chief among them being continuity and completeness. This dual objective is achieved through 
the optimization of a variational lower bound, which balances the reconstruction quality against the Kullback-Leibler divergence 
between the encoded latent distribution and a prior distribution, typically chosen to be a standard normal distribution. 

The probabilistic nature of VAEs stems from their encoding of inputs not as single points in the latent space, but as probability 
distributions, usually parameterized as multivariate Gaussians. This probabilistic encoding allows VAEs to capture uncertainty in the 
input data and generate diverse outputs by sampling from the latent space. 

In the realm of financial applications, VAEs have demonstrated significant utility across various domains. In the domain of anomaly 
detection, VAEs can be employed to model the distribution of normal transaction data. Transactions that deviate significantly from 
this learned distribution, as measured by their reconstruction error or likelihood under the model, can be flagged as potential anomalies. 
This approach has shown promise in detecting fraudulent transactions and other financial irregularities. 

VAEs have also proven valuable for dimensionality reduction of complex financial datasets. By encoding high-dimensional financial 
data into a lower-dimensional latent space, VAEs can uncover latent factors driving financial phenomena, aiding in risk factor 
identification and analysis. This capability is particularly valuable in the context of systemic risk assessment, where understanding 
the underlying drivers of market behavior is crucial. 

Furthermore, the generative capabilities of VAEs make them well-suited for scenario generation in risk assessment and stress testing. 
By sampling from different regions of the latent space, risk managers can generate a diverse array of potential future scenarios, 
including rare but plausible tail events. This approach, as demonstrated by Fortuin et al. (2019), allows for more comprehensive stress 
testing than traditional historical simulation methods. 

The probabilistic nature of VAEs makes them particularly adept at modeling uncertainty in financial data, a crucial aspect of risk 
management. Unlike deterministic models, VAEs can provide not just point estimates but entire probability distributions over potential 
outcomes. This probabilistic output aligns well with modern risk management practices, which emphasize the importance of 
understanding the full distribution of potential outcomes rather than focusing solely on expected values. 

Despite their power, VAEs face challenges in financial applications. The assumption of a simple prior distribution in the latent space 
may not always align with the complex, multi-modal nature of financial data. Advanced variants of VAEs, such as conditional VAEs 
and hierarchical VAEs, have been proposed to address these limitations, offering more flexible modeling capabilities for complex 
financial datasets. 

4.3 Transformer Architecture and Large Language Models 

The Transformer architecture, introduced by Vaswani et al. in 2017, has revolutionized the field of natural language processing and 
serves as the foundation for state-of-the-art Large Language Models (LLMs). The Transformer's key innovation lies in its reliance on 
attention mechanisms, eschewing the recurrent and convolutional structures that had previously dominated sequence modeling tasks. 

At the heart of the Transformer architecture is the self-attention mechanism, which allows the model to weigh the importance of 
different elements in the input sequence when processing each element. This mechanism enables the model to capture long-range 
dependencies in the input, a crucial capability when processing complex financial documents or long time series of market data. 

The Transformer employs multi-head attention, an extension of the basic attention mechanism that allows the model to attend to 
different aspects of the input simultaneously. This multi-head structure enables the model to capture various types of relationships 
within the data, from local correlations to global trends, making it particularly suited for analyzing complex financial systems with 
multiple interacting factors. 

Following the attention layers, the Transformer incorporates feed-forward neural networks that process the outputs of the attention 
mechanisms. These feed-forward layers allow the model to learn non-linear transformations of the attended information, enabling it 
to capture complex patterns in the data. 

To maintain information about the sequence order in the absence of recurrence, the Transformer employs positional encodings. These 
encodings provide the model with information about the relative or absolute position of elements in the input sequence, crucial for 
understanding the temporal aspects of financial data or the structure of financial documents. 

This architecture has proven highly effective in capturing long-range dependencies in text, making it particularly suitable for 
processing and generating complex language structures often found in financial documents. Its ability to parallelize computations also 
allows for efficient training on large datasets, a key consideration in the data-rich domain of finance. 

Large Language Models leverage the Transformer architecture at an unprecedented scale. These models are typically developed 
through a two-stage process: pre-training and fine-tuning. During pre-training, the model is exposed to a vast corpus of text data from 
diverse sources, learning general language patterns and knowledge. This stage allows the model to develop a broad understanding of 
language and general knowledge, which can then be leveraged for specific tasks. 
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The fine-tuning stage involves further training of the pre-trained model on domain-specific data to adapt it for particular tasks or 
industries. In the context of financial risk management, LLMs can be fine-tuned on regulatory documents, financial reports, risk 
assessment guidelines, and historical market commentary. This domain-specific training allows the models to develop a deep 
understanding of financial language and concepts, making them powerful tools for tasks such as regulatory compliance, risk reporting, 
and market analysis. 

The massive scale of modern LLMs, with models like GPT-4 boasting hundreds of billions of parameters, presents both opportunities 
and challenges for financial applications. Research by Kaplan et al. (2020) has demonstrated that the performance of these models 
improves predictably with scale, following power-law relationships between model size, dataset size, and computational resources. 
This scaling behavior has important implications for financial applications, potentially allowing for more nuanced understanding of 
complex financial concepts and relationships. 

However, the scale of these models also raises concerns about computational resources and accessibility. The training and deployment 
of such large models require significant computational power, potentially limiting their use to the largest financial institutions. This 
scale disparity could lead to new forms of competitive advantage in the financial sector, with implications for market dynamics and 
regulatory oversight. 

Moreover, the complexity of these large models poses challenges for interpretability and explainability, crucial considerations in the 
highly regulated domain of financial risk management. As these models are increasingly employed in decision-making processes, 
developing methods to understand and explain their outputs becomes a critical area of research and development. 

In conclusion, the Transformer architecture and the Large Language Models built upon it represent a significant leap forward in our 
ability to process and generate complex textual data. Their application in financial risk management offers exciting possibilities for 
enhancing regulatory compliance, improving risk assessment, and generating more comprehensive market analyses. However, 
realizing these benefits while addressing the associated challenges of scale, interpretability, and fairness will require ongoing research 
and careful consideration of their implementation in financial contexts. 

4.4 Diffusion models 

Diffusion models represent a significant advancement in generative AI, offering a novel approach to modeling complex distributions 
with applications that extend to financial risk management. First introduced by Sohl-Dickstein et al. (2015) and further developed by 
Ho et al. (2020), diffusion models have gained prominence due to their ability to generate high-quality samples and their tractable 
learning process. 

At their core, diffusion models operate on the principle of gradually adding Gaussian noise to data and then learning to reverse this 
process. This approach can be formalized as a Markov chain of diffusion steps. The forward process, �M�:�T�ç���T�ç�?�5�;, progressively adds 
noise to the data, while the reverse process, �L�� �:�T�ç�?�5���T�ç�;, learns to denoise the data. The objective is to train the reverse process to 
match the true posterior of the forward process. 

This is typically accomplished by training a neural network to predict the noise component, which can then be used to estimate the 
clean data. 

In the context of financial risk management, diffusion models offer several advantages. First of all, diffusion models can generate 
synthetic financial data with a high degree of realism, preserving complex dependencies and distributions present in real financial 
time series. This capability is crucial for scenario generation in stress testing and risk assessment. Unlike GANs, diffusion models 
allow for tractable likelihood computation, which is essential for many risk management applications, including anomaly detection 
and probability density estimation of rare events. Furthermore, diffusion models can be easily conditioned on various inputs, allowing 
for the generation of financial scenarios under specific conditions or constraints. This is particularly useful for stress testing under 
different macroeconomic scenarios. Lastly, diffusion models tend to be more stable during training compared to GANs, which can 
suffer from mode collapse and training instability. This reliability is crucial in financial applications where model consistency is 
paramount. 

Recent advancements in diffusion models, such as the score-based generative modeling approach introduced by Song and Ermon 
(2019), have further enhanced their capabilities. This approach frames the generative process as a sequence of denoising score 
matching problems, allowing for even more flexible and powerful models. 

In financial applications, diffusion models can be adapted to handle the unique characteristics of financial data. For instance, to model 
the non-Gaussian nature of financial returns, one can modify the noise distribution in the forward process to better match empirical 
observations. Additionally, incorporating temporal dependencies through techniques like conditional diffusion models (Nichol and 
Dhariwal, 2021) allows for the generation of coherent time series data, crucial for many financial modeling tasks. 

The computational complexity of diffusion models, particularly during inference, has been a concern for real-time applications in 
finance. However, recent work on accelerating sampling in diffusion models, such as the Denoising Diffusion Implicit Models 
(DDIMs) proposed by Song et al. (2020), has significantly reduced the number of steps required for high-quality sample generation, 
making these models more viable for time-sensitive financial applications. 

Moreover, the interpretability of diffusion models, while still an active area of research, offers promising avenues for addressing 
regulatory requirements in financial risk management. The step-by-step denoising process provides a natural framework for 
decomposing the generative process, potentially allowing for more transparent explanations of model outputs compared to other deep 
generative approaches. 

As the field of diffusion models continues to evolve, their application in financial risk management is likely to grow. Future research 
directions include adapting diffusion models to handle mixed data types common in finance (e.g., continuous returns alongside discrete 
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event data), incorporating structural financial knowledge into the diffusion process, and developing methods for conditional generation 
that respect complex financial constraints and relationships. 

The integration of diffusion models with other AI techniques, such as reinforcement learning for optimal decision-making in risk 
management, also presents an exciting frontier. As these models become more sophisticated and tailored to financial applications, 
they have the potential to significantly enhance our ability to model, predict, and manage complex financial risks in an increasingly 
uncertain and interconnected global economy. 

4.5 Technical Challenges and Limitations 

While generative AI and LLMs offer powerful capabilities, they also face several technical challenges that are particularly relevant in 
the context of financial risk management. 

One of the first challenges pertains to model Interpretability. The complex nature of these models, particularly deep learning-based 
architectures, often makes it difficult to interpret their decision-making processes. This "black box" problem is particularly concerning 
in financial applications where model decisions need to be explained to regulators, auditors, and customers. Techniques being 
developed to address this include LIME (Local Interpretable Model-agnostic Explanations) (Ribeiro et al., 2016) and SHAP (SHapley 
Additive exPlanations) (Lundberg and Lee, 2017). However, these methods often provide only partial insights into model behavior 
and may not be sufficient for all regulatory requirements. 

Furthermore, AI models, including generative models and LLMs, can inadvertently learn and amplify biases present in their training 
data. In financial risk management, this could lead to unfair or discriminatory outcomes in areas such as credit scoring or insurance 
pricing. Addressing this challenge requires careful curation and balancing of training datasets, implementation of fairness constraints 
in model training, and ongoing monitoring and auditing of model outputs for bias (Mehrabi et al., 2021). 

The large-scale data requirements of these models raise significant privacy concerns, especially when dealing with sensitive financial 
information. Training LLMs on confidential financial data could potentially lead to information leakage through the model's outputs. 
Approaches to mitigate these risks include federated learning techniques that allow model training without centralizing data (Yang et 
al., 2019), differential privacy methods to add noise to training data or model outputs (Dwork and Roth, 2014), and secure multi-party 
computation for privacy-preserving model training and inference (Zheng et al., 2019). 

Another issue is related to potential adversarial attacks. Generative AI models and LLMs can be vulnerable to adversarial attacks, 
where small, carefully crafted perturbations to inputs can cause significant changes in model outputs. In financial contexts, this could 
be exploited to manipulate risk assessments or evade fraud detection systems. Research in this area focuses on adversarial training to 
improve model robustness (Madry et al., 2018), detection methods for identifying adversarial inputs (Metzen et al., 2017), and formal 
verification techniques to prove model behavior under certain conditions (Katz et al., 2017). 

Lastly, the massive scale of state-of-the-art generative AI and LLMs requires substantial computational resources for both training 
and inference. This has implications for the economic feasibility of deploying these models in financial institutions, the environmental 
impact of energy-intensive AI computations, and the potential concentration of AI capabilities in large, well-resourced organizations. 
Efforts to address these issues include the development of more efficient model architectures and training techniques (Fedus et al., 
2021), research into specialized hardware for AI computations (Jouppi et al., 2017), and exploration of carbon-aware computing 
practices in AI development (Lacoste et al., 2019). 

5. Applications of Generative AI and LLMs in Financial Risk Management 

The integration of generative AI and large language models (LLMs) into financial risk management offers transformative potential 
across various domains. This section explores the practical applications of these technologies in key areas of financial risk 
management, discussing both current implementations and future possibilities. Table 1 summarizes the main findings. 

Table 1. Applications of Generative AI and LLMs in Financial Risk Management 

Risk Area AI Methodology Current Implementations Future Possibilities 
Credit Risk 
Assessment 

LLMs for credit analysis, GANs for 
synthetic credit histories 

LLMs used for analyzing unstructured credit 
data; GANs generating synthetic credit histories 
for better risk profiling. 

Integration of multimodal AI models combining 
structured and unstructured data for enhanced 
credit risk prediction. 

Market Risk 
Management 

GANs and diffusion models for 
market simulations and tail risk 
modeling 

GANs and diffusion models applied in market 
risk simulations; used for tail risk modeling in 
VaR calculations. 

Use of diffusion models for more precise market 
shock simulations and cross-asset risk 
interactions. 

Operational Risk 
Management 

Autoencoders and GANs for 
anomaly detection in fraud and 
operational risk 

Autoencoders and GANs improving fraud 
detection; anomaly detection for operational risk 
monitoring. 

Advanced AI-powered fraud detection adapting to 
new fraud patterns in real-time, improving risk 
mitigation. 

Regulatory 
Compliance & 
Reporting 

LLMs for regulatory interpretation, 
generative AI for compliance 
automation 

LLMs assisting in regulatory compliance 
automation; generative AI streamlining 
regulatory report generation. 

Fully automated AI-driven compliance monitoring 
systems capable of real-time regulatory 
adaptation. 

Liquidity Risk 
Management 

LLMs for early liquidity stress 
indicators, generative AI for scenario 
simulation 

LLMs analyzing liquidity risk indicators from 
market news; generative AI used for liquidity 
stress scenario modeling. 

Dynamic liquidity stress testing leveraging AI-
driven macroeconomic forecasting and 
sentiment analysis. 

Systemic Risk 
Assessment 

Generative AI for systemic risk 
simulations, LLMs for regulatory 
analysis 

Generative AI used for systemic risk modeling; 
LLMs supporting early warning system 
development for regulators. 

AI-driven financial network modeling for real-
time systemic risk assessment and automated 
crisis simulations. 
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Climate Risk 
Assessment 

LLMs for climate risk analysis, 
GANs for climate scenario modeling 

LLMs evaluating climate risk disclosures; GANs 
generating climate-adjusted financial scenarios. 

Real-time climate risk stress testing incorporating 
policy changes and evolving environmental 
factors. 

Cybersecurity Risk 
Management 

GANs for cyberattack simulation, 
LLMs for real-time threat intelligence 

GANs simulating cyberattacks to strengthen 
defenses; LLMs analyzing security reports for 
threat intelligence. 

AI-powered self-learning security models 
providing predictive threat assessment and 
autonomous cyber defenses. 

Model Risk 
Management 

LLMs for model documentation, 
generative AI for model validation 
and stress testing 

LLMs automating model documentation; 
generative AI enhancing stress testing and 
validation of financial models. 

Hybrid AI-human frameworks for explainable AI 
in risk modeling; AI-assisted model governance 
and audit systems. 

Conduct Risk 
Management 

LLMs for misconduct detection, 
generative AI for conduct risk 
scenario generation 

LLMs monitoring communication for 
misconduct detection; generative AI creating 
conduct risk training scenarios. 

Proactive AI-driven ethics monitoring detecting 
potential misconduct before regulatory breaches 
occur. 

 

5.1 Credit Risk Assessment 

Credit risk assessment, a cornerstone of financial institutions' risk management practices, involves evaluating the likelihood of 
borrower default on debt obligations. The integration of Generative AI and Large Language Models (LLMs) into this process offers 
significant enhancements to traditional methodologies. 

One of the primary advantages of these advanced AI technologies is their ability to expand the scope of credit assessment beyond 
conventional structured data points. LLMs, in particular, can analyze vast amounts of unstructured textual data from diverse sources 
such as social media posts, news articles, and customer interactions. This capability allows for a more comprehensive view of a 
borrower's creditworthiness, capturing nuances that might be missed by traditional credit scoring models. The approach aligns with 
research by Berg et al. (2019), which demonstrated that digital footprints can significantly improve the predictive power of credit 
scoring models. 

Generative Adversarial Networks (GANs) offer another powerful tool in credit risk assessment through their ability to generate 
synthetic credit histories. This capability is particularly valuable for augmenting limited datasets, especially for underrepresented 
groups. By creating realistic, synthetic data, GANs can help address the challenge of inadequate historical data for certain population 
segments, a common issue in credit risk modeling. The work of Xu and Veeramachaneni (2018) has shown the effectiveness of GANs 
in generating synthetic tabular data for various machine learning tasks, including credit scoring. 

The dynamic nature of these AI models also enables more responsive risk profiling. By continuously analyzing real-time data, these 
models can provide up-to-date credit risk assessments, a crucial capability in rapidly changing economic environments where static 
credit scores may quickly become outdated. This approach builds upon the work of Khandani et al. (2010), who demonstrated the 
value of dynamic consumer credit risk models. Generative AI further enhances this approach by incorporating a wider range of data 
sources and more complex temporal patterns. 

In the realm of financial statement analysis, LLMs offer significant advantages. These models can be trained to rapidly process and 
extract relevant information from lengthy financial reports, ensuring consistent application of assessment criteria across all borrowers. 
Moreover, advanced language models can identify subtle linguistic cues in financial narratives that may indicate potential risks. This 
application extends the research of Loughran and McDonald (2011), who showed that the language used in financial reports can 
provide valuable insights into a company's financial health. LLMs have the potential to capture even more nuanced linguistic patterns 
and their relationship to credit risk. 

Generative models also excel in stress testing and scenario analysis for credit portfolios. GANs and Variational Autoencoders (VAEs) 
can generate a multitude of plausible economic scenarios, including extreme but rare events. These models can be fine-tuned to 
generate scenarios specific to particular industries or geographic regions, and their ability to continuously learn from new data allows 
for the adaptation of stress scenarios to reflect evolving economic conditions. This application extends traditional approaches to stress 
testing, such as those outlined in the Basel Committee on Banking Supervision's guidelines (BCBS, 2018), by allowing for more 
diverse and tailored scenario generation. 

5.2 Market Risk Management 

Market risk management, which involves assessing and mitigating potential losses due to changes in market factors such as interest 
rates, exchange rates, and commodity prices, can be significantly enhanced through the application of Generative AI and LLMs. 

In the domain of advanced market modeling, generative models demonstrate a remarkable ability to capture complex, non-linear 
relationships in market data. GANs and diffusion models can generate synthetic market data that accurately reflects the intricate 
dynamics of real financial markets. This capability aligns with research by Wiese et al. (2020), who demonstrated the use of GANs 
for generating realistic financial time series. 

These models are particularly adept at modeling extreme events, crucial for assessing tail risks in market movements. This capability 
addresses a significant limitation in traditional Value at Risk (VaR) models, which often struggle to accurately capture tail risks, as 
noted by Embrechts et al. (2005). Furthermore, generative models can capture intricate dependencies between multiple asset classes, 
providing a more holistic view of market risks. This multi-asset modeling capability is particularly valuable in the context of portfolio 
management and systemic risk assessment. 

Generative AI also offers opportunities to enhance the accuracy and robustness of key risk metrics. Synthetic data generated by GANs 
can augment the statistical power of VaR and Expected Shortfall calculations, particularly beneficial for new or illiquid financial 
instruments where historical data may be limited. Moreover, generative models enable more flexible, non-parametric estimations of 
VaR, potentially capturing risk dynamics that parametric models might miss. This approach builds on non-parametric VaR estimation 
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techniques, such as those proposed by Cai and Wang (2008), but leverages the power of generative models to capture more complex 
data distributions. Additionally, these models can generate scenarios conditional on specific market events or macroeconomic 
conditions, allowing for more nuanced risk assessments. 

In the realm of market sentiment analysis, LLMs offer powerful capabilities for real-time insights. By processing vast amounts of 
textual data from news articles, social media posts, and other sources, LLMs can quickly assess the potential market impacts of 
breaking news. This extends traditional sentiment analysis approaches, as discussed by Nassirtoussi et al. (2014), by leveraging the 
more sophisticated language understanding capabilities of LLMs. These models can generate quantitative sentiment indicators based 
on qualitative information, potentially enhancing existing market sentiment indices by capturing more nuanced linguistic cues. 
Furthermore, by detecting subtle changes in market narratives, LLMs could potentially provide early warnings of impending market 
shifts, aligning with research on using textual analysis for predicting financial crises, such as the work by Nyman et al. (2018). 

5.3 Operational Risk Management 

Operational risk management, which focuses on mitigating risks arising from internal processes, people, systems, and external events, 
can be significantly enhanced through the application of Generative AI and LLMs. 

In the domain of fraud detection, generative models, particularly autoencoders and GANs, offer advanced capabilities for anomaly 
detection. These models can learn normal patterns in transaction data without requiring labeled examples of fraudulent activities, a 
particularly valuable feature given the evolving nature of financial fraud and the scarcity of labeled fraud data. By continuously 
learning from new data, these models can adapt to evolving patterns of fraudulent behavior, addressing a key challenge in fraud 
detection where static rules-based systems often struggle to keep pace with new fraud techniques. Some generative models not only 
detect anomalies but also generate counterfactual examples to explain why a transaction is flagged as anomalous, aligning with 
regulatory requirements for explainable AI in financial services, as discussed by Bracke et al. (2019). 

LLMs demonstrate significant potential in process mining and optimization. By analyzing unstructured data from various sources 
such as logs, emails, and other documents, LLMs can map out complex operational processes and identify potential bottlenecks or 
risk points. This capability extends traditional process mining techniques, as described by van der Aalst (2016), by incorporating 
unstructured textual data. LLMs can also continuously monitor communications and process logs to ensure adherence to operational 
procedures and regulatory requirements, helping financial institutions maintain compliance with complex regulatory frameworks such 
as Basel III (BCBS, 2017). In the event of operational incidents, LLMs can analyze diverse data sources to identify root causes and 
suggest preventive measures, enhancing traditional root cause analysis methods by incorporating a wider range of data sources and 
identifying more subtle causal relationships. 

Generative models offer powerful capabilities for scenario generation in operational risk assessment. GANs and other generative 
models can simulate rare but high-impact operational risk events, crucial for comprehensive risk assessment. This addresses a key 
challenge in operational risk modeling, where historical data on extreme events is often limited. These models can generate scenarios 
that capture the complex interdependencies between different operational risks, providing valuable insights into systemic operational 
risks that may not be apparent when analyzing individual risk factors in isolation. Furthermore, models can be fine-tuned to generate 
scenarios specific to particular business units or operational processes, allowing for more targeted and relevant risk assessments. 

5.4 Regulatory Compliance and Reporting 

The complex and ever-changing nature of financial regulations presents significant challenges for financial institutions. Generative 
AI and Large Language Models (LLMs) offer powerful tools to navigate this complexity. In the realm of automated regulatory 
intelligence, LLMs can process and interpret vast amounts of regulatory text, providing real-time alerts on relevant regulatory changes. 
This capability is particularly valuable given the rapid pace of regulatory change in the financial sector. For instance, in the aftermath 
of the 2008 financial crisis, the Dodd-Frank Act alone resulted in over 22,000 pages of rules and regulations, as noted by Batkins and 
Brannon (2013). 

LLMs can also perform cross-jurisdictional analysis, comparing and contrasting regulations across different jurisdictions. This 
application is crucial for global financial institutions operating in multiple regulatory environments, helping them navigate complex 
cross-border regulatory landscapes such as those created by the interplay between the EU's Markets in Financial Instruments Directive 
II (MiFID II) and the U.S. Dodd-Frank Act, as discussed by Chlistalla (2018). Furthermore, these models can analyze new regulations 
in the context of an institution's existing processes and suggest necessary adaptations, significantly reducing the time and effort 
required to assess regulatory impacts and implement changes. 

In the domain of regulatory reporting, generative AI and LLMs can streamline processes by automating report generation. LLMs can 
compile relevant data and narratives to produce draft regulatory reports, significantly reducing manual effort. This application 
addresses the growing regulatory reporting burden faced by financial institutions, exemplified by a Chartis Research (2018) study 
which found that some global banks were spending over $1 billion annually on regulatory reporting. These models can also ensure 
consistency across different regulatory reports, flagging potential discrepancies - a valuable feature given the complex web of 
overlapping regulatory requirements faced by many financial institutions. Moreover, LLMs can generate explanatory notes for 
regulatory reports, providing context and justification for reported figures, aligning with regulatory expectations for transparency and 
explainability in financial reporting as outlined by the Financial Stability Board (2020). 

Generative models excel in regulatory scenario analysis, particularly for stress testing exercises mandated by regulators. These models 
can generate a wide range of plausible economic and financial scenarios that align with regulatory requirements, extending beyond 
traditional scenario analysis methods. By leveraging historical data and regulatory guidelines, generative AI can create scenarios that 
are both realistic and sufficiently severe to meet regulatory expectations. This capability enables institutions to respond more 
effectively to evolving regulatory focus areas, such as climate-related financial risks, as highlighted by the Network for Greening the 
Financial System (2020). 
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In the context of model risk management, a critical regulatory concern as financial institutions increasingly rely on complex models 
for decision-making, generative AI and LLMs offer significant enhancements. LLMs can assist in documenting model methodologies 
by generating comprehensive descriptions of model architectures, assumptions, and limitations. This facilitates the model validation 
process, ensuring that model documentation meets regulatory standards for transparency and completeness, as outlined in guidelines 
such as SR 11-7 from the Federal Reserve (2011). Generative models can create synthetic datasets for model testing and validation, 
designed to stress test models under a wide range of conditions, including edge cases rare in historical data. This approach helps 
identify potential model weaknesses and biases that might not be apparent under normal conditions. Furthermore, generative AI 
contributes to ongoing model performance monitoring by analyzing patterns in model errors and deviations from expected behavior, 
providing early warnings of potential model drift or degradation. This proactive approach aligns well with regulatory expectations for 
ongoing model monitoring and validation, as outlined by the Office of the Comptroller of the Currency (2011). 

5.5 Liquidity Risk Management 

Liquidity risk management, crucial for ensuring that financial institutions can meet their financial obligations as they come due, can 
be significantly enhanced through the application of generative AI and LLMs. Advanced language models can analyze a wide range 
of unstructured data sources, including news articles, social media posts, and corporate announcements, to provide early indicators of 
potential liquidity stresses. By identifying subtle changes in market sentiment or early signs of financial distress in counterparties, 
these models can alert risk managers to emerging liquidity risks before they become apparent in traditional quantitative metrics. 

Generative models excel in simulating a wide range of liquidity scenarios, encompassing both idiosyncratic and market-wide stress 
events. These simulations can capture complex interactions between various factors affecting liquidity, such as changes in market 
conditions, customer behavior, and regulatory requirements. By generating a large number of plausible scenarios, these models provide 
a more comprehensive view of potential liquidity risks than traditional scenario analysis techniques. 

Moreover, generative AI can optimize liquidity management strategies by simulating the outcomes of different liquidity management 
actions under various scenarios. This capability helps institutions identify optimal strategies for maintaining adequate liquidity buffers 
while minimizing the opportunity cost of holding liquid assets. LLMs further enhance liquidity risk reporting by generating narrative 
explanations to accompany quantitative liquidity metrics. These narratives provide context and interpretation for complex liquidity 
measures, making reports more accessible to a wide range of stakeholders, including senior management and board members who 
may not have deep technical expertise in liquidity risk management. 

5.6 Systemic Risk Assessment 

Systemic risk, referring to the risk of collapse of an entire financial system or market, is a major concern for regulators and 
policymakers. Generative AI and LLMs provide valuable tools for assessing and monitoring these risks. Large language models can 
analyze vast amounts of financial news, research reports, and regulatory filings to identify emerging trends and potential systemic 
vulnerabilities. By processing and synthesizing information from diverse sources, these models offer a more holistic view of the 
financial system than traditional quantitative models alone. 

Generative models excel in simulating complex financial networks and their behavior under stress. These simulations can capture 
intricate interdependencies between financial institutions, including those arising from complex financial instruments and 
interconnected trading strategies. By generating a wide range of scenarios, including low-probability but high-impact events, these 
models help regulators and risk managers better understand potential systemic vulnerabilities. 

LLMs play a crucial role in interpreting complex systemic risk metrics. Many systemic risk measures, such as CoVaR or SRISK, can 
be challenging to interpret, especially for non-technical audiences. LLMs can generate clear, concise explanations of these metrics 
and their implications, facilitating more effective communication of systemic risk assessments to policymakers and the public. 

Furthermore, generative AI contributes to the development of early warning systems for systemic risk. By analyzing patterns in 
historical data leading up to previous financial crises, these models can identify subtle indicators of building systemic stress. When 
applied to current data, they can flag potential warning signs that might be missed by traditional monitoring approaches. 

5.7 Climate Risk Assessment 

As climate change increasingly impacts financial markets and institutions, the ability to assess and manage climate-related financial 
risks has become a critical concern. Generative AI and LLMs offer powerful tools for addressing this complex and evolving area of 
risk management. Large language models can process and synthesize vast amounts of climate-related information from scientific 
reports, policy documents, and corporate disclosures. This capability allows for a more comprehensive assessment of both physical 
risks (such as those arising from extreme weather events) and transition risks (such as those associated with the shift to a low-carbon 
economy). 

Generative models excel in creating detailed climate scenarios for use in stress testing and long-term risk assessment. These models 
can generate plausible pathways for key climate variables, such as temperature changes, sea level rise, and carbon prices, taking into 
account complex interactions between physical, economic, and policy factors. By producing a wide range of scenarios, including tail 
risk events, these models help financial institutions and regulators better understand potential climate-related financial risks. 

LLMs assist in the analysis of climate-related disclosures from companies and financial institutions. As regulatory requirements for 
climate risk disclosure evolve, these models help assess the completeness and consistency of reported information, flagging potential 
gaps or inconsistencies for further investigation. Generative AI also contributes to the development of climate-adjusted financial 
models. For instance, these models can generate synthetic data that incorporates climate factors, allowing traditional risk models to 
be tested and calibrated under various climate scenarios. This approach helps financial institutions develop more robust risk 
management practices that account for the potential long-term impacts of climate change. 
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5.8 Cybersecurity Risk Management 

In an increasingly digital financial landscape, cybersecurity has become a critical aspect of risk management. Generative AI and LLMs 
offer several applications that can enhance cybersecurity risk management practices in financial institutions. Large language models 
can analyze vast amounts of cybersecurity-related data, including threat intelligence reports, system logs, and dark web forums, to 
identify emerging cyber threats and attack patterns. By continuously processing and synthesizing this information, these models 
provide real-time threat intelligence, allowing institutions to proactively adapt their defenses. 

Generative models, particularly GANs, excel in simulating cyberattacks, helping institutions test and improve their defenses. These 
models can generate a wide range of attack scenarios, including novel attack vectors that may not have been observed in the wild. 
This approach allows for more comprehensive penetration testing and can help identify potential vulnerabilities before they can be 
exploited by real attackers. 

LLMs enhance incident response capabilities by quickly analyzing and contextualizing security alerts. These models can process 
complex log data and provide clear, actionable summaries of potential security incidents, allowing security teams to respond more 
quickly and effectively to threats. Furthermore, generative AI contributes to the development of more sophisticated anomaly detection 
systems. By learning the normal patterns of network traffic and system behavior, these models can identify subtle deviations that may 
indicate a security breach. This approach is particularly effective in detecting advanced persistent threats (APTs) that may evade 
traditional signature-based detection methods. 

In the realm of user authentication, generative models can create more robust behavioral biometrics systems. These systems analyze 
patterns in user behavior, such as typing rhythms or mouse movements, to continuously authenticate users and detect potential account 
takeovers. 

5.9 Model Risk Management 

As financial institutions increasingly rely on complex models for decision-making across various domains, model risk management 
has become a critical concern. Generative AI and LLMs offer several applications that can enhance model risk management practices. 
Large language models assist in the documentation of model methodologies by generating clear, comprehensive descriptions of model 
architectures, assumptions, and limitations. This facilitates the model validation process, ensuring that model documentation meets 
regulatory standards for transparency and completeness. Moreover, these models help maintain consistency across model 
documentation, flagging potential discrepancies or gaps in the documentation of related models. 

Generative models excel in creating synthetic datasets for model testing and validation. These synthetic datasets can be designed to 
stress test models under a wide range of conditions, including edge cases that may be rare in historical data. This approach helps 
identify potential model weaknesses and biases that might not be apparent under normal conditions. Furthermore, by generating 
diverse datasets, these models help assess the robustness and generalizability of risk models across different market conditions and 
scenarios. 

LLMs enhance the model review process by analyzing model code, documentation, and validation results to identify potential issues 
or inconsistencies. These models can flag areas that may require further investigation, such as unusual parameter choices or potential 
violations of model assumptions, thereby assisting human reviewers in conducting more thorough and efficient model validations. 

Generative AI contributes to the ongoing monitoring of model performance. By analyzing patterns in model errors and deviations 
from expected behavior, these systems provide early warnings of potential model drift or degradation. This proactive approach to 
model risk management aligns well with regulatory expectations for ongoing model monitoring and validation. 

In the context of machine learning models, which are increasingly being adopted in various risk management applications, generative 
AI plays a crucial role in explaining model decisions. By generating counterfactual examples or identifying key features that 
influenced a particular decision, these models help address the "black box" problem often associated with complex machine learning 
models. 

5.10 Conduct Risk Management 

Conduct risk, which refers to the risk of inappropriate, unethical, or unlawful behavior on the part of an organization's management 
or employees, is an area of growing concern for financial institutions and regulators. Generative AI and LLMs offer powerful tools 
for managing and mitigating conduct risk. Large language models can analyze vast amounts of communication data, including emails, 
chat logs, and recorded phone conversations, to identify potential indicators of misconduct. These models can be trained to recognize 
subtle linguistic patterns that may be associated with inappropriate behavior, such as attempts to manipulate markets or mislead 
customers. By flagging suspicious communications for further review, these systems help compliance teams more effectively monitor 
conduct across the organization. 

Generative models excel in creating realistic scenarios for conduct risk training and testing. These models can generate a wide range 
of situations that employees might encounter, allowing for more comprehensive and engaging training programs. These scenario-
based training exercises help employees better understand and internalize conduct risk principles, potentially reducing the likelihood 
of misconduct. 

LLMs assist in the development and maintenance of conduct risk policies. By analyzing regulatory documents, industry best practices, 
and internal incident reports, these models help identify areas where policies may need to be updated or clarified. Furthermore, they 
can generate clear, concise summaries of complex policies, making them more accessible to employees across the organization. 

Related to customer interaction, generative AI analyzes customer complaints and feedback to identify potential conduct issues. By 
processing unstructured data from various sources, including social media and customer service logs, these models help institutions 
proactively address conduct-related concerns before they escalate into more serious issues. 
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Generative models contribute to the development of more sophisticated insider threat detection systems. By analyzing patterns in 
employee behavior, including system access logs, file transfers, and communication patterns, these models can identify anomalies that 
may indicate potential misconduct or data breaches. 

Moreover, LLMs enhance the effectiveness of whistleblowing systems by providing natural language interfaces that allow employees 
to report concerns more easily and anonymously. These models also assist in the initial triage and analysis of reported issues, helping 
compliance teams prioritize and respond to potential conduct risks more efficiently. 

6. Regulatory Challenges and Framework for Responsible Adoption 

The integration of generative AI and large language models (LLMs) into financial risk management practices presents significant 
opportunities for enhancing risk assessment and mitigation strategies. However, it also raises important regulatory challenges that 
must be carefully addressed to ensure the stability and integrity of the financial system. This section explores these challenges and 
proposes a framework for the responsible adoption of these technologies in financial risk management, with particular attention to 
recent regulatory developments such as the European AI Act. 

The European Union's Artificial Intelligence Act, adopted in December 2023, represents a significant milestone in the comprehensive 
regulation of AI systems. This legislation establishes a risk-based approach to AI regulation, which is particularly relevant to the 
financial sector given the high-stakes nature of financial risk management. The Act categorizes AI systems into four risk levels: 
unacceptable risk, high risk, limited risk, and minimal risk. Many AI applications in financial risk management are likely to fall under 
the "high risk" category, which includes credit scoring systems and AI used for essential private and public services (European 
Parliament and Council, 2023). 

One of the primary concerns addressed by the European AI Act, and which is particularly pertinent to financial risk management, is 
the issue of model interpretability and explainability. The Act requires that high-risk AI systems be designed and developed to allow 
for human oversight, including the ability to understand the system's output and intervene when necessary. This aligns with the broader 
challenge of the "black box" nature of advanced AI models, particularly deep learning-based systems, which often makes it difficult 
to understand and explain their decision-making processes. As Rudin (2019) has argued, this lack of transparency can be especially 
problematic in high-stakes decision-making contexts such as financial risk assessment. 

The European AI Act also places significant emphasis on data governance and quality, which is crucial in the context of financial risk 
management where AI and LLMs often require vast amounts of sensitive personal and financial data. The Act mandates that training, 
validation, and testing data sets be relevant, representative, free of errors, and complete. This requirement aligns with the need for 
clear data governance standards in AI-driven financial risk management, including requirements for data quality, privacy protection, 
and security measures. These standards must be harmonized with existing data protection regulations such as the General Data 
Protection Regulation (GDPR), as discussed by Voigt and Von dem Bussche (2017). 

Addressing algorithmic bias and ensuring fairness is another key aspect of the European AI Act that has significant implications for 
financial risk management. The Act requires that high-risk AI systems be designed and developed to avoid unfair bias and 
discrimination. This is particularly relevant in the context of financial services, where AI models could potentially perpetuate or 
amplify existing biases in areas such as credit scoring or insurance pricing. The Act's requirements align with broader discussions 
about fairness in machine learning, as explored by Mehrabi et al. (2021), and the potential for AI to exacerbate existing inequalities 
in financial services, as highlighted by Fuster et al. (2022). 

The European AI Act also introduces requirements for ongoing monitoring and reporting of high-risk AI systems, which is crucial for 
addressing the dynamic nature of AI models in financial risk management. This aligns with the need for robust model governance and 
validation processes, extending beyond existing guidelines such as the Federal Reserve's SR 11-7 (2011), which were not designed 
with the dynamic nature of advanced AI systems in mind. 

In terms of systemic risk, while not explicitly addressed in the European AI Act, the potential for widespread adoption of similar AI 
models across multiple financial institutions to introduce new forms of systemic risk remains a significant concern. Regulators need 
to consider the broader systemic implications of AI adoption in risk management and develop approaches to monitor and mitigate 
potential systemic risks. This challenge relates to ongoing discussions about the impact of algorithmic trading on market stability, as 
explored by Kirilenko et al. (2017), and the potential for AI to create new forms of interconnectedness in the financial system, as 
noted by the Financial Stability Board (2017). 

The European AI Act's extraterritorial scope, which applies to providers placing AI systems on the EU market or putting them into 
service in the EU, regardless of whether those providers are established within the EU or in a third country, highlights the need for 
international cooperation in AI governance. This aligns with the challenge of ensuring consistent regulatory approaches across 
different jurisdictions, given the global nature of many financial institutions and the borderless nature of AI technologies. 

Addressing these regulatory challenges requires a comprehensive framework for the responsible adoption of generative AI and LLMs 
in financial risk management. This framework should incorporate a risk-based approach similar to that of the European AI Act, where 
regulatory oversight is proportionate to the potential risks posed by the AI systems. Explainability requirements should be a key 
component, potentially leveraging techniques such as LIME (Ribeiro et al., 2016) or SHAP (Lundberg and Lee, 2017) to provide 
insight into model decisions. 

The framework should also include robust data governance standards, comprehensive model development and validation processes, 
and mechanisms for ongoing monitoring and reporting. Fairness and bias mitigation should be central concerns, with regular audits 
and the use of fairness-aware machine learning techniques. To address systemic risk, the framework should include stress testing 
exercises that consider the potential for synchronized behaviors across multiple institutions using similar AI models. International 
cooperation will be crucial in developing and implementing this framework. Regulatory bodies should work towards greater 



 
 

 
RISK MANAGEME NT MAGAZINE �± Volume 20, Issue 1 �± Page 42 

 

harmonization of AI governance frameworks, building upon existing international regulatory cooperation frameworks, such as those 
facilitated by the Basel Committee on Banking Supervision (2017). 

Capacity building within regulatory bodies is essential to ensure effective oversight of AI systems in finance, as highlighted by the 
Financial Stability Board (2020). The development of ethical guidelines, aligned with efforts such as the IEEE Global Initiative on 
Ethics of Autonomous and Intelligent Systems (2019), should be a collaborative effort between regulators and industry stakeholders. 

The use of regulatory sandboxes, as discussed by Zetzsche et al. (2017), could allow for controlled testing of innovative AI applications 
in risk management. Given the rapid pace of AI development, the regulatory framework should be designed to be flexible and 
adaptable, with regular reviews and updates. 

In conclusion, while the adoption of generative AI and LLMs in financial risk management presents significant regulatory challenges, 
the European AI Act provides a comprehensive framework for responsible adoption. By addressing key issues such as model 
interpretability, data governance, and algorithmic fairness, this legislation sets a global standard for AI regulation that can help ensure 
AI enhances rather than undermines the stability and integrity of the financial system. As financial institutions and regulators 
worldwide adapt to this new regulatory landscape, continued collaboration and innovation will be essential to harness the benefits of 
AI while effectively managing its risks. 

7. Potential Impacts of AI Adoption on the Financial Sector 

The widespread adoption of generative AI and large language models (LLMs) in financial risk management has the potential to 
fundamentally transform the financial sector. This technological shift presents both opportunities and challenges for financial 
institutions, markets, and the broader economy. At the core of this transformation is the enhancement of risk management capabilities 
across the financial sector. 

Generative AI and LLMs offer the potential for more comprehensive, nuanced, and real-time risk assessments. By enabling financial 
institutions to identify and mitigate risks more effectively, AI could contribute to greater overall financial stability. The ability to 
detect emerging risks early and respond quickly to changing market conditions could help prevent or mitigate financial crises. This 
aligns with the goals of macro-prudential regulation, which aims to enhance the resilience of the financial system as a whole, as 
discussed by Hanson et al. (2011). 

This enhanced risk assessment capability has far-reaching implications. It could lead to more accurate pricing of risk across various 
financial products and services, which in turn could result in more efficient allocation of capital throughout the economy. Philippon 
(2019) argues that this improved efficiency in capital allocation could have significant positive impacts on economic productivity. 
Moreover, improved risk pricing could lead to a more diverse and resilient financial system, as institutions may be better able to 
manage exposures to a wider range of assets and counterparties. 

The personalization of financial services is another significant outcome of AI adoption in risk management. AI technologies could 
enable more tailored approaches, allowing financial institutions to customize their products and services to the specific risk profiles 
of individual customers or businesses. This could lead to more inclusive financial services, as institutions may be better equipped to 
serve customers who might have been considered too risky under traditional assessment methods. However, as Fuster et al. (2022) 
point out in their study on the effects of machine learning on credit markets, this personalization also raises important questions about 
fairness and privacy that regulators will need to address. 

The competitive landscape of the financial sector is likely to be significantly reshaped by AI adoption. Financial institutions may find 
themselves in an AI arms race, with significant investments required to develop and maintain cutting-edge AI capabilities. This could 
potentially widen the gap between large, well-resourced institutions and smaller players. Zetzsche et al. (2020) discuss this potential 
concentration of AI capabilities and its implications for market structure and systemic risk in their analysis of artificial intelligence in 
finance. 

Paradoxically, while creating potential barriers, AI could also lower entry barriers in some areas of financial services. This could 
enable new fintech companies to compete with established institutions, potentially leading to increased competition and innovation in 
the sector. However, as Vives (2019) points out, the data advantages of incumbent firms may still pose significant barriers to entry. 
This tension between concentration and democratization of financial services is likely to be a key dynamic in the AI-driven future of 
finance. 

The workforce implications of AI adoption in financial risk management are substantial and multifaceted. There will likely be 
increased demand for professionals with skills in AI, data science, and related fields. Conversely, some traditional risk management 
roles may become automated or require significant reskilling. This shift aligns with broader trends of technological change in the labor 
market, as analyzed by Acemoglu and Restrepo (2018) in their work on artificial intelligence, automation, and work. 

New job roles are likely to emerge, such as AI ethicists, model risk managers specializing in AI, and professionals focused on the 
intersection of AI and regulatory compliance. These roles reflect the need for specialized expertise to manage the unique challenges 
posed by AI in finance, as highlighted in the AI Talent Report by Tencent (2020). The rapid pace of AI development will necessitate 
a culture of continuous learning and adaptation within financial institutions, aligning with broader trends towards lifelong learning in 
the face of rapid technological change, as discussed in the Future of Jobs Report by the World Economic Forum (2020). 

The regulatory landscape will inevitably evolve in response to AI adoption in financial risk management. New regulatory frameworks 
will need to be developed to address the unique challenges posed by AI in finance. This could lead to a period of regulatory uncertainty 
as these frameworks are developed and implemented. The development of these frameworks will likely draw on emerging approaches 
to AI governance in other sectors, as discussed by Cath et al. (2018) in their comparative analysis of AI governance approaches. 

Simultaneously, AI is likely to transform the practice of regulation itself. The use of AI in regulatory compliance and supervision, 
often referred to as RegTech, is likely to grow. This could potentially make regulatory processes more efficient and effective, but will 
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also require regulators to develop new skills and capabilities. Arner et al. (2017) analyze this trend in their work on FinTech, RegTech, 
and the reconceptualization of financial regulation. 

Given the global nature of financial markets and AI technologies, there will likely be increased pressure for international coordination 
on AI governance in finance. This could lead to the development of new international standards or regulatory bodies focused on AI 
in finance, building on existing frameworks for international financial regulation, as discussed by Brummer (2015) in his analysis of 
soft law and the global financial system. 

Innovation in financial products and services is another key area of impact. AI could enable the creation of highly personalized 
financial products tailored to individual risk profiles and preferences, ranging from customized insurance policies to personalized 
investment strategies. While this personalization could lead to more efficient risk-sharing, it also raises concerns about privacy and 
potential discrimination, as highlighted by O'Neil (2016) in her critique of algorithmic decision-making. 

Generative AI could facilitate the development of new financial instruments for transferring and managing risk. For example, AI could 
enable the creation of more sophisticated derivatives or insurance products designed to hedge against complex, multi-faceted risks. 
This could lead to more complete markets but may also introduce new complexities and potential sources of systemic risk, as discussed 
by Battiston et al. (2016) in their analysis of the price of complexity in financial networks. 

The potential for AI to enable more dynamic, real-time pricing of risk in various financial products is particularly noteworthy. While 
this could lead to more efficient markets, it might also increase volatility in some areas. Kirilenko et al. (2017) highlight the need to 
carefully consider the implications of such high-frequency risk pricing for market stability and liquidity in their study of the flash 
crash and high-frequency trading. 

While AI has the potential to enhance risk management capabilities, its widespread adoption also introduces new considerations for 
systemic risk. If many financial institutions adopt similar AI models or approaches, it could lead to homogeneity in risk assessments 
and decision-making across the sector. This could potentially amplify market movements and increase systemic risk, similar to 
concerns raised about the widespread use of VaR models prior to the 2008 financial crisis, as discussed by Danielsson et al. (2022) in 
their analysis of artificial intelligence and systemic risk. 

The increased complexity and interconnectedness that AI systems might bring to financial markets could make the overall system 
opaquer and more difficult to regulate. This increased complexity could make it more challenging to identify and mitigate sources of 
systemic risk, as argued by Battiston et al. (2016) in their work on the complexity of financial networks. Moreover, the reliance on AI 
systems could introduce new forms of systemic risk, such as the potential for cascading failures if widely used AI models malfunction 
or are compromised. 

The adoption of AI in finance will have significant implications for data economics and privacy. As AI models rely heavily on data 
for training and operation, the value of financial and customer data is likely to increase. This could lead to new business models 
centered around data aggregation and analytics. However, it also raises concerns about data monopolies and the potential for anti-
competitive behavior, as discussed by Zuboff (2019) in her analysis of surveillance capitalism. 

The use of vast amounts of potentially sensitive data in AI models will heighten concerns about data privacy and security. Financial 
institutions will need to navigate complex trade-offs between leveraging data for improved risk management and protecting customer 
privacy. This challenge is particularly acute given regulations like GDPR and increasing public awareness of data privacy issues, as 
analyzed by Voigt and Von dem Bussche (2017) in their comprehensive guide to GDPR. 

The trend towards data sharing between financial institutions to improve the performance of AI models could accelerate trends towards 
open banking and data portability. While this could lead to increased competition and innovation, it also raises questions about data 
ownership and consent, as discussed by Zachariadis and Ozcan (2017) in their analysis of open banking and digital transformation in 
financial services. 

The ethical and societal implications of AI in financial risk management are profound and multifaceted. While AI has the potential to 
enable more inclusive financial services, there are also risks that it could perpetuate or amplify existing biases. Ensuring fairness in 
AI -driven financial decisions will be a crucial challenge, particularly given the potential for AI to exacerbate existing inequalities in 
access to financial services, as highlighted by O'Neil (2016) in her critique of algorithmic decision-making. 

The complexity of AI systems could potentially reduce transparency in financial decision-making, potentially eroding public trust in 
financial institutions and markets. Maintaining public trust will require careful communication about the use of AI and robust 
governance frameworks, as argued by Pasquale (2015) in his analysis of the black box society. As AI systems take on greater roles in 
risk assessment and decision-making, questions of accountability for AI-driven decisions will become increasingly important, 
including both legal liability and ethical responsibility, as discussed by Doshi-Velez and Kortz (2017) in their analysis of 
accountability of AI under the law. 

The potential for AI adoption in finance to widen the digital divide is a significant concern. Those who have access to AI-powered 
financial services may gain advantages over those who do not, potentially exacerbating existing inequalities. This raises important 
questions about financial inclusion, as analyzed by Barocas and Selbst (2016) in their study of big data's disparate impact. 

The environmental impact of AI adoption in finance is an emerging area of concern. Training and operating large AI models can be 
energy-intensive. As AI adoption in finance grows, managing the energy consumption and carbon footprint of these systems will 
become increasingly important. This aligns with growing concerns about the environmental impact of AI more broadly, as highlighted 
by Strubell et al. (2019) in their analysis of the energy and policy considerations for deep learning in NLP. 

On a more positive note, AI could significantly enhance the ability of financial institutions to assess and manage climate-related risks, 
potentially playing a crucial role in the transition to a low-carbon economy. This aligns with increasing regulatory focus on climate-
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related financial risks, as discussed in the guide to climate scenario analysis by the Network for Greening the Financial System (NGFS, 
2020). 

The economic impacts of widespread AI adoption in financial risk management are likely to be far-reaching. Improved risk 
management and capital allocation could lead to greater economic efficiency and potentially higher economic growth. More accurate 
risk assessment could lead to better allocation of resources across the economy, as argued by Philippon (2019) in his analysis of the 
FinTech opportunity. 

However, while AI has the potential to enhance financial stability through improved risk management, it could also introduce new 
sources of instability if not properly managed. The net impact on financial stability will depend on how effectively the challenges and 
risks associated with AI adoption are addressed, as discussed by the Financial Stability Board (2017) in their analysis of artificial 
intelligence and machine learning in financial services. 

The impact of AI on financial services could have significant implications for wealth distribution, potentially exacerbating or 
mitigating existing economic inequalities depending on how it is implemented and regulated. This relates to broader concerns about 
the potential for AI to contribute to income inequality, as analyzed by Korinek and Stiglitz (2017) in their study of artificial intelligence 
and its implications for income distribution and unemployment. 

In conclusion, the adoption of AI in financial risk management represents a complex and multifaceted transformation of the financial 
sector. While offering significant opportunities for enhanced efficiency, improved decision-making, and more robust risk 
management, it also presents substantial challenges in terms of regulation, ethics, privacy, and systemic risk. Navigating this 
transformation will require ongoing collaboration between financial institutions, regulators, technology providers, and other 
stakeholders to ensure that the benefits of AI are realized while potential risks are effectively mitigated. 

8. Conclusion and Future Directions 

The integration of generative AI and large language models (LLMs) into financial risk management represents a significant 
technological leap with far-reaching implications for the financial sector and the broader economy. Our analysis has revealed the 
transformative potential of these advanced AI technologies in various aspects of financial risk management, from credit risk 
assessment and market risk modeling to regulatory compliance and emerging risk identification. 

These technologies promise more comprehensive, nuanced, and real-time risk assessments, thus offering the possibility of 
significantly improving financial stability and market efficiency. However, their adoption also presents substantial regulatory 
challenges, particularly in areas such as model interpretability, data privacy, algorithmic fairness, and systemic risk management. 
Addressing these challenges will require the development of new regulatory frameworks and approaches that balance innovation with 
consumer protection and financial system stability. 

The adoption of AI is likely to reshape competitive dynamics within the financial sector. On one hand, it could lead to a technological 
arms race among established institutions, with significant investments required to develop and maintain cutting-edge AI capabilities. 
On the other hand, it could create opportunities for new entrants, potentially democratizing access to advanced financial services. This 
transformation of the competitive landscape is inherently linked to the anticipated changes in workforce composition and skill 
requirements, with increasing demand for AI and data science expertise. 

While AI has the potential to enhance risk management capabilities, its widespread adoption also introduces new considerations for 
systemic risk. The potential homogeneity of AI models used by different financial institutions could amplify market movements and 
increase interconnectedness, raising concerns similar to those raised about the widespread use of VaR models prior to the 2008 
financial crisis. Moreover, the use of AI in financial risk management raises important ethical questions related to fairness, 
transparency, accountability, and the potential widening of the digital divide. 

Based on these findings, several key areas emerge as priorities for future research. Firstly, there is a pressing need to develop more 
effective methods for explaining and interpreting the decisions of complex AI models in financial contexts. This is crucial not only 
for meeting regulatory requirements but also for building trust in AI-driven risk management systems.  

Secondly, more comprehensive studies are required to understand the potential systemic risk implications of widespread AI adoption 
in finance. This includes developing new models for assessing and monitoring AI-related systemic risks, which may differ 
significantly from traditional systemic risks. 

Another critical area for future research is the development of robust methods for detecting and mitigating biases in AI models used 
in financial risk management. This should include both technical approaches to bias mitigation and studies on the societal implications 
of AI-driven financial decision-making. Such research is fundamental to ensuring that AI adoption in the financial sector promotes 
financial inclusion rather than exacerbating existing inequalities. 

Given the growing importance of climate-related financial risks, research into how AI can enhance climate risk assessment and 
management in finance is a crucial area for future work. AI could potentially revolutionize how financial institutions assess and 
manage climate-related risks, contributing to the transition to a low-carbon economy. 

Studies on how to effectively combine human expertise with AI capabilities in financial risk management could yield important 
insights for maximizing the benefits of AI while mitigating potential risks. This research is particularly important given the critical 
role that human judgment will continue to play in financial risk management, even in an era of advanced AI. 

For financial institutions, our findings underscore the importance of developing comprehensive strategies for AI adoption in risk 
management. This should include investments in AI capabilities and data infrastructure, as well as efforts to build organizational 
cultures that can effectively integrate AI into existing risk management processes. 
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For regulators, this paper highlights the need for adaptive and forward-looking approaches to overseeing AI use in finance. This may 
involve developing new supervisory techniques, building internal AI expertise, and fostering closer collaboration with the industry 
and academia. The complexity and rapid evolution of AI technologies in finance require regulators to be proactive and agile in their 
approach. 

For policymakers, the potential impacts of AI on financial stability and the broader economy suggest a need for coordinated policy 
responses that balance innovation with risk mitigation. This could include initiatives to address potential workforce disruptions and 
efforts to ensure that the benefits of AI in finance are broadly distributed. 

In conclusion, the integration of generative AI and LLMs into financial risk management represents both a significant opportunity and 
a complex challenge for the financial sector. While these technologies offer the potential for more sophisticated, efficient, and effective 
risk management practices, they also introduce new risks and ethical considerations that must be carefully navigated. 

As the financial industry continues to evolve in the age of AI, it will be crucial to maintain a balance between leveraging the power 
of these technologies and ensuring the stability, fairness, and trustworthiness of the financial system. This will require ongoing 
collaboration between financial institutions, regulators, technology providers, academics, and other stakeholders. 

The journey of integrating AI into financial risk management is still in its early stages, and the full implications of this technological 
shift are yet to be fully understood. However, by proactively addressing the challenges and thoughtfully harnessing the opportunities 
presented by AI, the financial sector can work towards a future where advanced technologies enhance financial stability, promote 
economic growth, and contribute to a more inclusive and resilient financial system. 
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Abstract  

The EU Corporate Sustainability Reporting Directive (CSRD) presents both challenges and criticisms, but it will also offer more ESG 
information for financial institutions' investments and exposures. Banks and investors are realizing that addressing the supervisory 
expectations about non-financial disclosure and risk management represents a significant challenge. This article starts by briefly 
exploring the regulatory requirements for the thematic areas covered by the European Sustainability Reporting Standards (ESRS). 
Next, we present �D���V�Q�D�S�V�K�R�W���R�I���6�L�J�Q�L�I�L�F�D�Q�W���,�W�D�O�L�D�Q���E�D�Q�N�V�¶��awareness and coverage of ESRS-related topics, by conducting a content 
analysis focused on their non-financial reporting. We also outline some major governance and risk assessment actions that banks 
should take with regard to the CSRD. These insights can provide valuable considerations and guidance for financial institutions 
navigating the complex terrains of ESG risk management and reporting. 

Keywords: CSRD, ESG, banks, double materiality, reporting, risk management 

 
Introduction  

As ESG issues and initiatives become more ingrained in corporate operations, the need for a clearer evaluation of their benefits 
and risks becomes crucial, especially for the risk management perspective of investors, insurers or lenders. 

Financial institutions are moving from a purely financial risk assessment to a broader approach that also considers emerging non-
financial risks, through measurement tools and metrics to assess them. For instance, several banks are dedicating ad hoc sections to 
assessing credit risk under the climate risk dimension regarding counterparty and collateral evaluation (AIFIRM, 2021; AIFIRM, 
2022). 

Besides, the European Authorities (e.g. the European Central Bank and the other national central banks) have been increasingly 
focusing on emerging risks in the last few years, pushing on its integration in the business model and governance framework of 
financial operators (ECB, 2020; EBA, 2021). Governments are introducing new regulations that require banks to improve their risk 
management procedures and data gathering process.  

In addition, in an increasingly intricate global business landscape, firms are addressing a convergence of climate and environmental 
responsibility (including biodiversity risks)���� �V�R�F�L�D�O�� �U�H�V�S�R�Q�V�L�E�L�O�L�W�\���� �D�Q�G�� �F�R�U�S�R�U�D�W�H�� �J�R�Y�H�U�Q�D�Q�F�H�� �F�K�D�O�O�H�Q�J�H�V���� �7�K�H�� �(�X�U�R�S�H�D�Q�� �8�Q�L�R�Q�¶�V��
Corporate Sustainability Reporting Directive - adopted by the EU Parliament in November 2022 and entered into force in January 
2023 - represents a critical moment. It emphasizes the significance of sustainability reporting and underscores the critical need for a 
robust Governance, Risk Management, and Compliance (GRC) framework with reinforced fundamentals. 

The CSRD is poised to revolutionize sustainability reporting for approximately 50,000 companies, including EU-listed entities, 
large EU companies, and non-EU companies with significant EU operations. This directive goes beyond conventional financial 
reporting, mandating comprehensive disclosures on environmental, social, and governance matters, not without some painpoints. 
Similarly to the common standards for financial reporting, the introduction of standardized European Sustainability Reporting 
Standards further standardizes these disclosures, aiming to guarantee consistency and openness. The reporting obligation for 
companies is being implemented gradually and proportionally in the EU between 2024 and 2026: from January 1, 2024 the first large 
public-interest companies have to comply (for reports published in 2025) if meeting two of the following three criteria: (1) Balance 
sheet total of at least 25 million euros, (2) net sales of at least 50 million euros, (3) number of employees more than 250.  

The main focus of the CSRD is the concept of "double materiality." On the one hand, companies (including banks) are required 
to report on how sustainability issues affect their business because external factors such as ecological diversity and global warming 
will have a long-term impact on cash flow and, therefore, on any company's ability to operate (Outside-in perspective, or Financial 
Materiality). From the Impact Materiality perspective (Inside-out perspective), companies also have to disclose their impact on 
sustainability issues, by considering the external impacts their business operations have, including impacts on society and the 
environment. These include, for example, their contributions to pollution or their emissions of greenhouse gases (GHGs). This dual 
focus requires a challenging understanding of both internal operations and the broader value chain. 

�)�U�R�P���W�K�H���I�L�Q�D�Q�F�L�D�O���L�Q�V�W�L�W�X�W�L�R�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H, it is acknowledged that ESG factors should be considered in the credit analysis and 
�W�K�H���F�U�H�G�L�W�Z�R�U�W�K�L�Q�H�V�V���H�Y�D�O�X�D�W�L�R�Q���R�I���E�R�U�U�R�Z�H�U�V���E�H�F�D�X�V�H���W�K�H�\���D�I�I�H�F�W���E�R�U�U�R�Z�H�U�V�¶���F�D�V�K���I�O�R�Z�V���D�Q�G���W�K�H���O�L�N�H�O�L�K�R�R�G���R�I���G�H�I�D�X�O�W���R�Q���W�K�H�L�U debt 
obligations. Findings suggest that credit markets should reflect the ESG practices of firms and sectors: lenders and investors may 
improve credit risk management by considering the ESG performances of firms they finance and/or invest in. Consolandi et al. (2022) 
show that not only do ESG rating changes (ESG momentum) have a consistent impact on equity performance, but also that the market 
seems to reward those companies operating in industries with a high level of concentration of ESG materiality. 

In this vein, an important concern is about ESG data: scholars as well as practitioners expect an increasing availability of ESG 
data in the future to reduce possible biases and to enhance the comparison between ESG-rated and non-ESG-rated firms and between 

 
1 The views eventually expressed are those of the author and do not reflect those of any other organization. 
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�³�J�R�R�G�´�� �D�Q�G�� �³�E�D�G�´�� �(�6�*�� �E�H�K�D�Y�L�R�U�� And the CSRD will push companies to provide detailed (and assured) information about 
sustainability strategies, risks and progress. 

The structure of this article includes three sections. The analysis begins with a review of the regulatory framework, followed by 
recent insights into the �,�W�D�O�L�D�Q���E�D�Q�N�V�¶���H�[-ante awareness of ESRS topics in their non-financial reporting and risk governance. Finally, 
it discusses some major governance and risk management challenges and opportunities that banks have with regard to CSRD 
requirements. 

 Through an exploratory analysis of these themes, we gain insights into the evolving landscape of internal control challenges 
among financial institutions. The insights gained can be useful in understanding the link between CSRD and other operational impacts 
(such as risk governance) and recognizing that further investigation and developments are needed. 

 

CSRD and ESRS requirements in a nutshell 

The regulatory ESG landscape has accelerated since the Paris Agreement in 2015, with an inevitable impact on financial 
institutions, mainly concerning the environmental sphere. 

With reference to the European context, many countries in this region pioneered sustainability practices, with EU banks leading 
compared to those located elsewhere (Ho et al., 2012; Chiaramonte et al., 2022; Agnese et al., 2023; Bruno & Lombini, 2023). From 
�D���U�H�J�X�O�D�W�R�U�\���S�H�U�V�S�H�F�W�L�Y�H�����(�X�U�R�S�H���F�D�Q���E�H���F�R�Q�V�L�G�H�U�H�G���³an entity different from other countries when talking about climate regulation�´��
(Bua et al., 2024): in particular, major steps have been taken to enhance the non-financial disclosure to increase transparency and data 
�D�Y�D�L�O�D�E�L�O�L�W�\���D�V���Z�H�O�O���D�V���W�K�H���F�O�L�P�D�W�H���D�Q�G���H�Q�Y�L�U�R�Q�P�H�Q�W�D�O�����&�	�(�����U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���W�R���L�Q�F�U�H�D�V�H���E�D�Q�N�V�¶���D�Z�D�U�H�Q�H�V�V���D�E�R�X�W���W�K�H��connected risks 
and opportunities (ECB, 2020; Bruno & Lagasio, 2021). In this regard, several national central banks and financial authorities are 
�S�U�R�J�U�H�V�V�L�Y�H�O�\�� �F�R�Q�G�X�F�W�L�Q�J�� �D�Q�G�� �H�Q�K�D�Q�F�L�Q�J�� �F�O�L�P�D�W�H�� �V�F�H�Q�D�U�L�R�� �D�Q�D�O�\�V�H�V�� �D�Q�G�� �V�W�U�H�V�V�� �W�H�V�W�� �H�[�H�U�F�L�V�H�V�� ���D�P�R�Q�J�� �W�K�H�� �³�I�L�U�V�W�� �P�R�Y�H�U�V�´���� �W�K�H�� �'�H��
Nederlandsche Bank; the Autorité de Contrôle Prudentiel et de Résolution and Banque de France).  

In this vein, the EU is aiming to accelerate regulatory momentum by introducing obligations on disclosure, which encompass 
mandatory reporting standards and external assurance to create transparency and harmonization of sustainability disclosure. As a 
recent report from Boston Consulting Group (2023) highlights, while CSRD extends the Non-Financial Reporting Directive (NFRD), 
compelling more companies to disclose ESG criteria and policies, ESRS addresses and formulates CSRD requirements for in-scope 
entities. Given the high complexity and the amount of ESG-related information requirements, these commitments will pose huge 
challenges for financial institutions and non-financial corporates. 

That said, this new framework requires more than 100 ESG key performance indicators (KPIs): financial institutions are urged not 
only to adjust reporting processes, but also to update their ESG governance and data capabilities. On the one hand, the required 
implementation regards multiple stages �± first focusing on large public interest entities, and later covering SMEs. On the other hand, 
the disclosure requirement goes beyond the Environmental dimension of sustainability, covering Social and Governance dimensions 
too. The first set of ESRS has been adopted in 2023 (EU Commission Delegated Regulation 2023/2772) and comprises 10 topical 
standards covering the various dimensions and sub-dimensions of environmental sustainability (ESRS E1 to E5), social sustainability 
(ESRS S1 to S4) and governance (ESRS G1), and every standard includes other sub-topics and sub-sub-topics: 

1. E1 Climate change, which entails the following sub-topics: Climate change adaptation; Climate change mitigation; 
Energy; 

2. E2 Pollution, with the following main sub-topics: Pollution of air; Pollution of water; Pollution of soil; Pollution of 
living organisms and food resources; Substances of concern; Microplastics; 

3. E3 Water and marine resources, whose main sub-topics are: Water consumption and extraction and use of Marine 
resources; 

4. E4 Biodiversity and ecosystems, which encompasses the direct and indirect drivers and impacts of biodiversity loss (e.g. 
land-use change); 

5. E5 Circular Economy, related to resource use and waste management; 

6. S1 Own workforce, regarding working environment and conditions (e.g. health and safety, adequate wages, social 
dialogue, skills development); 

7. S2 Workers in the value chain 

8. S3 Affected communities, whose main sub-topics concern communities�¶ economic, social, and cultural rights; 

9. S4 Consumers and end-users, whose main sub-topics concern information-related impact for customers (e.g. privacy 
issues);  

10. G1 Business Conduct, which primarily regards corporate culture, management, corruption, and bribery. 

The related granular KPIs that financial institutions need to submit across all dimensions follow a certain detail - including 
descriptions of policies, targets, action plans, transition plans and potential financial impact (see Figure 1).  

The Delegated Act published by the European Commission also includes some areas of flexibility:  for instance, to apply standards 
effectively all institutions may phase-�L�Q�� �F�H�U�W�D�L�Q�� �U�H�T�X�L�U�H�P�H�Q�W�V�� �D�I�W�H�U�� �W�K�H�� �I�L�U�V�W�� �\�H�D�U�¶�V�� �G�L�V�F�O�R�V�X�U�H���� �V�X�F�K�� �D�V�� �G�D�W�D-points related to own 
workforce. For companies with less than 750 employees other indicators can be omitted in the first two years. In addition, some 
reporting areas will be voluntary: disclosure about biodiversity transition plans or indicators concerning workforce in the value chain, 
just to make few examples, will not be mandatory.  
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Furthermore, the CSRD has introduced an audit requirement, in order to guarantee assurance on sustainability information 
disclosed. Among the main challenges for financial institutions, many reports argue that these requirements have been written with 
corporates in mind (BCG, 2023): EFRAG has decided to postpone sector-specific standards. Perhaps, future bank-specific standards 
will require other additional KPIs and guidance on existing standards. Consequently, financial institutions should start preparing their 
data capabilities and develop their initial reporting.  

 

 

Fig. 1 KPI Type vs. ESG topic areas from CSRD/ESRS �± Source: BCG (2023) 

 

�%�D�Q�N�V�¶���H�[-ante awareness about CSRD-related issues: a snapshot and future prospects 
Given the complexity of the CSRD/ESRS regulations and ambiguity of individual value-chain KPIs and disclosure requirements, 

several financial institutions have started thinking about ESG risk reporting and management, especially engendered by supervisory 
guidelines and initiatives (e.g., European Banking Authority, 2019, 2021; European Central Bank, 2020, 2021, 2023).  

The European Central Bank (ECB) has reiterated the paramount importance of risk governance and disclosure, by recommending 
large financial institutions to enhance climate and environmental governance structures and capabilities within the organization. This 
would ensure successful project management and prepare the ground for the challenging evolution of the frameworks. 

On the other hand, the ECB expectations timidly claim that the climate and environmental (C&E) transition provokes social and 
governance implications. According to the concept of just transition2, banks have the opportunity to develop financial services that 
contribute to net-zero goals in a socially inclusive way, by setting a clear action plan that covers organizational culture, governance, 
risk, compliance, and enhancing sector-specific expertise (Robins et al., 2020). 

However, as also argued by recent academic research, some �V�R�F�L�D�O���D�V�S�H�F�W�V���D�U�H�����R�Q���D�Y�H�U�D�J�H�����Q�R�W���U�H�I�O�H�F�W�H�G���L�Q���E�D�Q�N�V�¶���F�O�L�P�D�W�H-related 
behavior (Robins et al., 2020; Boni & Scheitza, 2024). This fact may be linked to the current regulatory pressure that primarily seeks 
to mobilize finance towards a more environment-friendly economy (e.g., the EU Action Plan and EU Taxonomy), while the social 
dimension is somewhat overlooked. All these considerations seem to be confirmed by our exploratory analysis of the main Italian 
Significant Institutions (SIs). 

Based on the debate above, in the framework of our research, we resorted to content analysis methodology (La Torre et al., 2024), 
assessing the presence (or absence) of disclosure related to ESRS concepts by examining their publicly available sustainability 
reports3, Task Force on Climate-Related Financial Disclosures (TCFD) reports and other related publications (Appendix).  

 
2 The just transition argument was included in the Paris Agreement adopted in 2015, to emphasize the interests of workers and communities in the 
shift to a low-emissions economy. Since then, recognition has grown that climate success will be contingent on designing a transition that is both 
fair and seen to be fair across the socioeconomic spectrum (see, among others, Robins et al., 2020; UNEP FI, 2023; Monasterolo et al., 2024). 
3 �³Dichiarazione consolidata di carattere Non Finanziario ai sensi del D.lgs. 254/16� .́ 
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�,�Q���G�H�W�D�L�O�����Z�H���F�R�Q�V�L�G�H�U�H�G���E�D�Q�N�V�¶���G�L�V�F�O�R�V�X�U�H���D�W���W�K�H���H�Q�G���R�I����������. The Appendix reports the full list of the analyzed banks. Since the 
nature of this preliminary examination is purely explorative and aims to pave the wave for future research4, we focused on the Italian 
Significant Banks. As highlighted by various scholars, larger banks may be able to engage more resources and sophisticated 
knowledge-based management tools to address related concerns and disclose them (see, among the others, Drempetic et al., 2020; 
Bolibok, 2024). They are also usually under more pressure from stakeholder groups to comply with ESG management standards to 
legitimize their strategies and business operations. According to the organizational legitimacy theory, companies may voluntarily 
disclose ESG-related information to address the expectations of their major �V�W�D�N�H�K�R�O�G�H�U�V���D�Q�G���W�K�X�V���D�F�K�L�H�Y�H���D���V�R�U�W���R�I���³license to operate�  ́
(Adams et al., 1998). Moreover, in 2014 the European Union adopted the Non-Financial Reporting Directive (2014/95/EU) that 
required large banks to disclose information on the way they operate and manage social and environmental challenges (Chiaramonte 
et al., 2022). 

Since banks�¶ non-financial information is disseminated in various reports, the following research material was included in the 
analysis: (1) Sustainability Report / Non-Financial Report (Dichiarazione Non Finanziaria), (2) Pillar 3 Disclosure, (4) TCFD / Climate 
reports, (5) information from thematic sections/tabs �R�Q�� �W�K�H�� �E�D�Q�N�V�¶�� �Z�H�E�V�L�W�H�V�� ��for example Sustainable Finance, Risk Management, 
Governance sections). Insights from this analysis consider double materiality trends, reporting formats, and depth of disclosures, 
which are important beyond the CSRD evolution and EU regulatory discussions on global competitiveness �D�Q�G���³Omnibus�  ́efforts.  

Table 1 reports each standard's Mean Disclosure Coverage (as a ratio between ESRS Standard Topics addressed by the Bank and 
ESRS Standard Topics required). 

 

 

Table 1 ESRS and Disclosure Coverage �± �6�R�X�U�F�H�����$�X�W�K�R�U�¶�V���H�O�D�E�R�U�D�W�L�R�Q���I�U�R�P���E�D�Q�N�V�¶���G�D�W�D 

 

As expected, Table 1 highlights that banks have been primarily focusing on Climate & Environmental dimension. Least disclosed 
topics include Water and Marine Resources (ESRS E3) and Pollution (ESRS E2).  These findings confirm the recent results of the 
Nasdaq CSRD Insights Tracker. Schimperna and Loizzo (2022) note that a part of the ESRS E1 required quantitative information is 
already available to banks through the non-financial reports of the financed counterparties. In particular, the following list summarizes 
primary information that banks are expected to be able to retrieve from the non-financial reports of their counterparties (as a 
commonality with EBA disclosure requirements):  

- GHG emissions (Scope 1, 2 and 3) [EBA Pillar 3 Template 1]; 

- Exposures subject to acute/chronic physical risk [EBA Pillar 3 Template 5]; 

- Taxonomy-eligible (or aligned or enabling) exposures [EBA Pillar 3 templates 7 and 8];  

- Exposures towards activities contributing to climate change mitigation and / or adaptation [EBA Pillar 3 templates 
              1, 4, 7, 8].  

In recent years, the majority of banks have participated to national and international initiatives of supervisory dialogue and thematic 
reviews, strengthening the relevance of climate risks and opportunities. 

However, financial institutions experience several difficulties in retrieving information that is not publically available, such as the 
amount of exposure towards companies excluded from EU Paris-aligned Benchmark. In addition, as shown in several Pillar 3 
documents, retrieving ESG quantitative information could be more complicated when related to unlisted SMEs and listed micro-
enterprises, for which there is currently no mandatory ESG disclosure. Within the Environment sphere, banks in our sample are 
progressively gaining more awareness �± and, subsequently, reporting and disclosure capabilities �± about Biodiversity (ESRS E4) and 
Circular Economy (ESRS E5), whereas Pollution (ESRS E2) and Marine resources (ESRS E3) are almost neglected by most of them. 

Within the Social pillar, the Italian banks in our sample exhibit a certain degree of awareness and reporting, especially concerning 
topics related to Own Workforce (ESRS S1) and Affected Communities (ESRS S3). We cautiously interpret these findings since our 
�V�D�P�S�O�H���L�Q�F�O�X�G�H�V���F�R�R�S�H�U�D�W�L�Y�H���E�D�Q�N�L�Q�J���J�U�R�X�S�V���K�L�V�W�R�U�L�F�D�O�O�\���O�L�Q�N�H�G���W�R���D���³�V�R�F�L�H�W�D�O���U�R�O�H�´�����&�R�Q�G�R�V�W�D�����������������5�H�O�D�Q�R���	���3�D�X�O�H�W�����������������%roccardo 
et al., 2016; Schroder, 2021). 

 
4 As data availability and standardization will improve, due to the evolving regulatory landscape and the growing �E�D�Q�N�V�¶���D�Z�D�U�H�Q�H�V�V���D�Q�G���P�D�W�X�U�L�W�\����
further research shall be conducted. 

ESRS Disclosure Coverage

E1 Climate change 80%

E2 Pollution 20%

E3 Water and marine resources 10%

E4 Biodiversity and ecosystems 50%

E5 Circular Economy 40%

S1 Own workforce 60%

S2 Workers in the value chain 47%

S3 Affected communities 60%

S4 Consumers and end-users 45%

G1 Business Conduct 40%
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Interestingly, topics related to ESRS G1 Business conduct are, on average, not covered in depth. 

These preliminary findings suggest that banks are struggling to cover all topics required by the European Sustainability Reporting 
Standards but, especially in some areas, are proceeding in the proper manner. In particular, some banks have tried to anticipate on a 
best-effort basis the evolving intricacy of several regulatory requirements, by applying a range of risk management tools, including 
engagement with counterparties and development financial institutions (DFI, e.g. the European Investment Bank). 

As concerning the so-called Impacts, Risks and Opportunities (IROs)5, several institutions are developing a process to determine 
which sustainability risk drivers and to which extent could potentially have a material impact on their risk profile and operations (for 
instance, in terms of financial losses, business continuity issues or legal and reputational events). Following the initial identification 
of risk drivers, several institutions use heat mapping to assess the severity level of each of the identified risk drivers for each of the 
sectors in which it is active (using the NACE sector classification). Each driver �± for example, flood risk, resource scarcity, or 
biodiversity loss �± receives a severity level for each sector onto which it is mapped. The outcome of the heatmap exercise informs the 
�L�Q�V�W�L�W�X�W�L�R�Q�V�¶�� �I�R�O�O�R�Z-up actions in terms of measuring the materiality of the risks and allocating relevant resources within the 
organization. Depending on the type of exposure and risk driver in scope, institutions use qualitative and quantitative approaches to 
assess the risk materiality. Only some institutions use scenario analyses to assess the impact on either probability of default (e.g. 
through changes in client revenues/costs subject to transition path) or loss given default (e.g. through changes in the value of collateral) 
for exposures with credit risk or loss estimates for exposures with market risk and operational risk.  

 

Discussion and conclusive remarks  
Forward-looking, under the forthcoming Corporate Sustainability Reporting Directive (CSRD) and Corporate Sustainability Due 

Diligence Directive (CSDDD), firms �± including banks - will be mandated to address and disclose social issues, such as social 
dialogue, human rights, and community relations. Moreover, this attention to social issues and to the concept of just transition is 
steadily intensifying among the policymakers and academics debates (Robins et al., 2020; Boni & Scheitza, 2024). 

In essence, CSRD regards ESG reporting requirements. However, behind its basic definition, it encompasses several considerations 
with different degrees of complexity concerning sustainability strategy, accounting, risk management, and transparency of firms. 
Hence, financial institutions (Fis) should consider at least the following issues: 

- They fundamentally differ from non-financial firms as they interact with multiple industries through their financing and 
investing activities, exerting only indirect control over their �F�X�V�W�R�P�H�U�V�¶ operations. It is standard practice for FIs to 
diversify lending and investment portfolios toward a broad set of industries and asset classes, creating a complex value 
chain. 

- EFRAG is yet to release financial sector-specific guidance, and indications suggest further guidance will not be received 
within the next 1-2 years6. This lack of guidance from EFRAG leaves the financial industry in a tricky position as each 
bank has the autonomy to choose its own approach, potentially resulting in a wide range of not-so-comparable outputs. 
This could, in turn, result in various �F�R�P�S�D�Q�L�H�V�¶��data requests from different investors and lenders. 

- The necessity to collect data from borrowers and investees to conduct Double Materiality Assessment (DMA) and 
counterparty ESG risk assessment is a severe challenge. As mentioned, the data requirements for CSRD reporting are 
extensive and, due to the breadth of sectors covered, data collection is a particularly difficult process for FIs. They should 
have plans in place to engage with clients over CSRD topics.  

On the other side, financial institutions could, in principle, benefit from enhanced disclosure requirements involving non-financial 
firms. While reaching out to every client/investee company is impossible, over the coming years, there will be a wave of incoming 
data from companies that will be available for FIs to process: CSRD seeks to improve ESG data accessibility, trust, and transparency, 
as well as better represent the �³financial value�  ́of sustainability information. Firms must present this information in a standardized 
format that enables investors and lenders to assess and compare �F�R�X�Q�W�H�U�S�D�U�W�L�H�V�¶��ESG efforts and risk profiles. 

Thus, as lenders and investors, FIs are arguably among the most significant users of �R�W�K�H�U�� �I�L�U�P�V�¶��sustainability disclosures. 
Enhanced reporting by borrowers and investee companies could benefit FIs in some critical areas: 

�x Reduce greenwashing and reputational risks - information provided under ESRS will increase transparency in financial 
markets and potentially reduce the risk of using inaccurate and/or not detailed disclosures by clients and counterparties. 

�x Lower cost of data and analytics - accessing standardized and externally verified information from clients will cut �)�,�V�¶ costs 
in sourcing relevant and accurate sustainability information. Furthermore, banks will be able to gain more investigation about 
�F�O�L�H�Q�W�V�¶��key environmental performance ratios based on turnover, CapEx and OpEx under the EU Taxonomy Regulation. 
These are essential indicators for banks and financial intermediaries in examining and approving sustainable financing. 

�x ESG risk management �± ESG risks of financial firms are on the rise, as are regulatory expectations and requirements, 
especially in the EU (ECB, 2020; AIFIRM, 2022; EBA, 2025). To effectively assess complex climate, nature-related and 
social risks across their value chains, banks and other FIs can leverage more granular and accurate sustainability analysis 
disclosed by their CSRD-filer customers. As recently highlighted by the EBA (2025), while progress has been made in 

 
5 The CSRD also requires companies to report on their impacts, i.e., effects, both positive and negative, that a company could have on the environment 
and stakeholders, and risks, i.e., potential negative consequences that a company could face as a consequence of sustainability issues, and 
opportunities, i.e., potential benefits by addressing sustainability topics, including financial gains, improved reputation, and increased innovation. 
This must be done through a double materiality assessment (DMA), which considers both impact and financial materiality. Banks are referring to 
frameworks from other standards, such as Global Reporting Initiative, for broader guidance. 
6 https://www.efrag.org/en/sustainability-reporting/esrs-workstreams/sectorspecific-esrs  
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analyzing ESG risks, there is still insufficient evidence on the impact of ESG factors on credit risk. Granular and comparable 
data that should become available based on fully implemented CSRD could allow sound advancements for corporate 
exposures in the coming years. Further, the feasibility of introducing a standardized methodology for identifying and 
qualifying ESG risks is expected to increase after the full implementation of the disclosure regulations. However, should 
these efforts be pursued, the Authority suggest a sequenced approach, starting with climate risks related to exposure classes 
for which best practices are advanced, such as large corporates, before potentially extending the approach to other exposures 
and other pillars of ESG risks. Looking at proactive practices, beyond regulatory compliance, a Global Systemically 
�,�P�S�R�U�W�D�Q�W�� �%�D�Q�N�� �K�D�V�� �U�H�F�H�Q�W�O�\�� �S�X�E�O�L�V�K�H�G�� �D�� �³�1�H�W�� �=�H�U�R�� �7�U�D�Q�V�L�W�L�R�Q�� �3�O�D�Q�´7 disclosing in detail the integration of climate 
considerations into its business operations and risk management frameworks, aiming for net zero targets across its financing 
activities. This plan comes after the other global significant FIs are reevaluating their climate plans. This Bank is developing 
�D���F�H�Q�W�U�D�O���G�D�W�D���D�Q�G���U�H�S�R�U�W�L�Q�J���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���D�L�P�L�Q�J���W�R���D�G�Y�D�Q�F�H���W�K�H���L�Q�W�H�J�U�D�W�L�R�Q���R�I���Q�H�W���]�H�U�R���W�U�D�Q�V�D�F�W�L�R�Q�D�O���L�P�S�D�F�W�����D���³�6�X�V�W�D�L�Q�D�E�Llity 
�$�O�L�J�Q�P�H�Q�W�� �7�R�R�O�´�� �O�H�Y�H�U�D�J�H�V�� �W�K�H�� �F�R�U�H�� �Q�H�W�� �]�H�U�R�� �F�D�O�F�X�O�D�W�L�R�Q�� �H�Q�J�L�Q�H and includes simulation reports, client insights and 
dashboards that can be used by Relationship Managers and Risk Management teams to simulate financed emissions for deals 
/transactions, thus aiding capital allocation and credit risk decision making. In this vein, machine learning models also may 
be useful to capture the relationship between ESG scores and credit risk or detect ESG-related misconduct risk, as they can 
capture nonlinearity. Furthermore, ensemble machine learning models could mitigate the lack of standardization by providing 
model averaged estimates, as shown in Agosto et al. (2023), Gabbi et al. (2024), Lagasio (2024), Giudici & Wu (2025).  

All in all, our paper is intended to stimulate an initial reflection on the refinement of a sustainable business strategy, identifying crucial 
aspects that can be considered in harmonizing the bank's transition path to sustainability and ESG risk management. Despite recent 
political debates, financial institutions have to integrate CSRD/ESRS requirements into their existing operations and internal control 
systems. This involves not only the disclosure sphere but also governance and risk management practices. The financial sector plays 
a pivotal role in the transition, not just through their capital provision but also in their influence and steering over the real economy. 
Using the CSRD as a strategic tool alongside ensuring reporting compliance is essential in allowing FIs to support the Green 
Transition. Furthermore, the European Banking Federation (EBF)8 is recently warning that the proposed rollback of the EU ESG rules 
could make it harder for lenders to assess credit risk. European banks have been waiting for years for their clients to provide data 
points under ESG reporting rules. But as the European Union looks set to dramatically water down planned regulations (Omnibus 
Package), banks fear they will lose some necessary tools to conduct proper ESG-related credit risk analyses, according to the EBF. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
7 https://av.sc.com/corp-en/nr/content/docs/Transition-plan.pdf  
8 https://finance.yahoo.com/news/europe-banks-warn-hidden-credit-050000027.html  

https://av.sc.com/corp-en/nr/content/docs/Transition-plan.pdf
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Appendix 

 

List of banks analysed:  
 

1. Unicredit S.p.A. 
2. Intesa Sanpaolo S.p.A. 
3. Banca Nazionale del Lavoro S.p.A. 
4. Banco BPM S.p.A. 
5. Iccrea Banca S.p.A 
6. Banca Monte dei Paschi di Siena S.p.A. 
7. BPER Banca S.p.A 
8. Credito Emiliano S.p.A. 
9. Banca Popolare di Sondrio S.p.A. 
10. Mediobanca Banca di Credito Finanziario S.p.A. 
11. Crédit Agricole Italia S.p.A. 
12. Banco di Desio e della Brianza S.p.A. 
13. Cassa Centrale Banca - Credito Cooperativo Italiano S.p.A. 
14. Banca Mediolanum S.p.A.  
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Abstract 

The  aim of the study was to develop an enterprise risk management framework for Ethiopian commercial banks. This approach 
is undertaken to enhance the risk management systems and practices and foster the soundness and stability of the Ethiopian banking 
system. The study employed a multi-stage mixed methods research design that includes content analysis, survey study and Delphi 
techniques. The study established an enterprise risk management framework that comprises seventy-one constructs and seven factors. 
The factors include Vision, mission, core values and strategy, Risk management environment, Risk management function, Risk 
Management tools and process, Risk appetite and tolerance limit, Alignment and integration, and Enhanced value. 

Keywords: Enterprise Risk Management; commercial banks; risk management framework; Ethiopia 

JEL Classification: G21; G32; G34 

1. Introduction  
Commercial banks collect funds from depositors and allocate to borrowers as a financial intermediation (Rundassa & Berta, 

2016:108; Mutava & Ali, 2016:15). Increasing the sophistication of the banking business and the mutable working environment makes 
the task of risk management a vital function of organisations (Abdullah, Abdul-Shukor & Rahmat, 2017:2). The 2007-2009 global 
�I�L�Q�D�Q�F�L�D�O���F�U�L�V�L�V���D�Q�G���W�R�G�D�\�¶�V���Y�R�O�D�W�L�O�H���H�F�R�Q�R�P�L�F���F�R�Q�G�L�W�L�R�Q���P�D�N�H���D���F�R�P�S�H�O�O�L�Q�J���F�D�V�H���I�R�U���H�I�I�H�F�W�L�Y�H���U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���S�U�D�F�W�L�F�H�V���L�Q���W�Ke banking 
industry (Olayinka, Emoarehi, Jonah & Ame, 2017:938). 

The Banking industry has begun to expand and diversify rapidly and has been showing a significant improvement in innovation 
and quality of performance. The increasing competition in different aspects, the introduction of innovative products, and increasing 
deregulation have underlined the need for banks to improve their risk management practices (Attarwala & Balasubramaniam, 
2015:10). 

In 2006, the Basel II Accord was promulgated and entailed provisions designed to enhance risk management for banks (Chisasa 
& Young, 2013:603). Later in 2010, Basel III was developed to deal with the limitations of the pre-crisis regulatory frameworks. It 
also serves as a guideline for a resilient banking system (Basel III, 2017:1). Due to the sophistication of the Basel framework, banks 
in Africa find it difficult to comply with the set of rules and standards as prescribed by the Basel accords (Nyantakyi & SY, 2015:14) 
and to enhance their risk management based on these frameworks. The rules suggested by the Basel Committee are also less relevant 
for African banks due to their low integration into global financial business. 

Risk management is a vital function for financial institutions. Various institutions have started employing ERM function to 
establish a harmonised and integrated enterprise-wide approach to manage risks. Ethiopian financial institutions also need to have a 
vibrant ERM functions to manage their risks and achieve objectives in the most economical way (Tamiru & Singla, 2019:5290). 
However, the main activity of risk management function in the Ethiopian banking industry is compliance with standards instead of 
focusing on creating strategic advantage and enhancing firm value. ERM is not yet fully understood by Ethiopian financial institutions 
since ERM is a strategic imperative to enhance firm value (Bisrat, 2018:71). 

The banking business in Ethiopia started during the reign of Emperor Menelik II in 1905. The Bank of Abyssinia, the first bank in 
Ethiopia, stared its operation on February 17, 1905, to issue currency notes and engage in commercial banking (Alemayehu & 
Teklemedhin, 2012:1; Chanie, 2015:130). Even though the banking business has a long history in Ethiopia, it is still in its infancy, 
has emerging intermediary sector and the financial system is underdeveloped (Fanta & Makina, 2016:152; Fanta, 2016:310). It is not 
yet competitive and efficient, nor is it capable of accelerating the economic growth of the country, which remains marginal (Dido, 
2020:60). 

The implementation of ERM in Ethiopian financial institutions is quite inadequate and is in its infant stage having less developed 
ERM practices compared to international organisations (Tamiru & Singla, 2019:5289). The risk management function of Ethiopian 
financial institutions has a weakness in defining a clear risk appetite that is aligned with the strategic objective of the institutions. In 
addition, there is a lack of skill and experience specific to risk management in Ethiopian financial institutions (Bisrat, 2018:71). The 
major challenges facing Ethiopian banks in managing their enterprise-level risks are weak ton at the top and less attention from top 
management, absence of workable environment, absence of qualified staff and lack of advanced risk management software (Yetayew, 
2020:49). 

Regulators are responsible for ensuring the existence of a strong risk management systems and practices in banks to enhance 
reliance on the banking industry. The National Bank of Ethiopia (NBE) conducted its first bank risk management survey in 2009 to 
evaluate the risk management practices of Ethiopian banks and to resolve challenges and fill gaps. The survey result epitomises the 
existence of poor risk management systems and practices in Ethiopian banking industry (NBE, 2009:15-16). Based on the result of 
the survey and following the significant expansion of the banking system in Ethiopia, the NBE has revised the Bank Risk Management 
Guidelines, which was established in 2003. In the revised guideline, the NBE requires all banks operating in Ethiopia to establish a 
comprehensive risk management programme by focusing on credit, liquidity, market and operational risks (NBE, 2010). However, 
most of the banks are either did not establish the programme at all or failed to establish a comprehensive risk management programme 
(Samuel, 2015:3). 
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Overall, the risk management function of Ethiopian banks did not provide relevant and timely information to the management and 
board of directors that can help to make informed decisions. In addition, it is not integrated with other functions within the banks, and 
risk appetites and tolerances are not properly defined (Asfaw & Veni, 2015:2). Background has established that it is important to 
manage all risk types within banks holistically by integrating them with other banking functions. These issues point to the fact that 
there is no structured approach to ERM in Ethiopian banks. 

2. Literature R eview 
Risk management is a key concern of governance, which comprises a major function of control. It is an integral part of policy and 

strategy setting, assisting the management of organisations in setting objectives, assessing and identifying opportunities and risks, and 
ultimately achieving their goals (Braumann, 2018:241). Identifying and mitigating risks is also a challenging task for organisations. 
Due to this fact, many insurance and contract agreements entail concrete evidence of a sound risk management function (ISO 31000, 
2018:1). The formation of risk management initiatives should consider the expected values in advance, when it stands to enhance the 
performance of risk management in the organisations. The result of a sound risk management programme comprises assurance, 
compliance and improved decision-making (AIRMIC, Alarm & IRM, 2010:2). 

The failure of some big corporations in the USA during the early 1990s and its flush forwards gave a message and a warning signal 
for regulatory bodies and investors to pay attention to the enhancement of risk management functions (Khan et al., 2016:1886). 
Financial institutions have been badly affected by the 2007 global financial and economic crises and the COVID-19 pandemic (Agnese 
& Capuano, 2021:302). Ahmad, Ng, and McManus (2014:541) argued that one of the main triggers for the 2008 global financial crisis 
was the failure of risk management in financial institutions. The traditional risk management (TRM) approach has deficiencies in 
managing enterprise-level risks. Therefore, the concept of enterprise risk management has been developed to manage a group of risks 
with the enterprise in a holistic manner, which is a gap of TRM (Shad & Lai, 2015:1; Soomro & Lai, 2017:329). According to Berry-
Stolzle and Xu (2018:159), ERM is a method of dealing with all enterprise-level risks in a holistic and integrated approach by 
managing and coordinating any offsetting risks within organisations. 

Khan et al. (2016:1886) noted that ERM is a risk management approach that invites integration of all enterprise-wide risks and 
conducts a portfolio perspective of corporate risk management. ERM involves all types of risks, whether external or internal, integrated 
and considers at all risks comprehensively. It builds enterprise-wide awareness for protecting, creating, and maximising the value of 
shareholders by managing risks and taking opportunities in a continual practice (Mardessi & Arab, 2018:444). Ahmad, Ng, and 
�0�F�0�D�Q�X�V�� ���������������������� �G�H�V�F�U�L�E�H�G�� �W�K�D�W�� �(�5�0�� �L�V�� �D�Q�� �D�S�S�U�R�D�F�K�� �W�K�D�W�� �K�H�O�S�V�� �P�L�W�L�J�D�W�H�� �W�K�H�� �F�R�P�S�O�H�[�� �D�Q�G�� �Y�D�U�L�R�X�V�� �U�L�V�N�V�� �I�D�F�H�G�� �L�Q�� �W�K�H�V�H�� �G�D�\�V�¶��
businesses. It is an enterprise-wide process that identifies the possibility of negative events and delivers mitigation mechanisms for 
those risks. 

ERM enables the creation of economies of scale and synergies by sharing information and exploiting natural hedges or balancing 
firm risks that minimise overall risk management expenses. ERM may be highly successful by supporting organisations to avert highly 
damaging cash shortfalls that need high costs of capital acquisition or the loss of valuable investment opportunities (Prewett & Terry, 
2018:17). The integrated approach of ERM supports the management to identify all risks that the organisation is exposed to and 
develop effective strategies to mitigate risks and manage within its risk appetite (Anju & Uma, 2017:194; Jivaasha, 2021:32). 
Accordingly, ERM is linked to organisational performance that is expected to lead to sustainable growth in the end (Olayinka et al., 
2017:938). 

The ERM system consists of risk appetite, control environment, risk management framework, and controlling activities (Angeline 
& Teng, 2016:155). The ERM framework guides organisations to provide appropriate investment within the given risk tolerance limit. 
It also helps organisations to confirm that the risk-adjusted return is effectively managed for the sustainability of the organisation 
(Lanz, 2018:10). A comprehensive and successful ERM framework covers all the relevant risks exposed to an organisation, such as 
financial, strategic, operational, IT, regulatory, and reputational risks (Tuten, 2018:3). 

The board of directors strives to realise a risk oversight role by formulating high-level objectives, setting an internal framework, 
and approving broad-based resource allocations. The senior management is accountable to the board of directors for the sound 
execution of each ERM component. To implement this appropriately, it is important to recognise the relationships within specific 
ERM components (Braumann, 2018:241). 

The speedy growth of ERM thought indicates that the concern of risk management has to move from the usual financial and 
operational risk to further strategic analysis of risks for business success (Woon et al., 2011:26). The development of risk models and 
enterprise-wide approaches to risk management promotes the function of risk management to broaden enterprise-wide, across all 
business lines and different types of risks (Bessis, 2012:43). A familiar model in the private sector, particularly in financial institutions, 
insurance, and banking sectors, ERM had received special attention following the Enron scandal and the passage of Sarbanes-Oxley 
(Brandt, 2018:28). 

The ERM framework proposes perfect guidance to handle enterprise risks and help organisations reduce losses and risks. In view 
of that, it becomes the main issue within companies. ERM intends to integrate risk management into organisational strategy and 
corporate governance (Heong et al., 2108:84). Anton (2018:152) also noted that the ERM framework helps organisations to identify 
and measure all of their exposures and handle them in a comprehensive, ongoing, and widely intensive way. 

A number of principles-based ERM frameworks have been developed to encourage the implementation of ERM and to support 
organisations in designing and implementing ERM processes (Beasley, Branson & Pagach, 2015:220). The development of literature 
related to ERM has increased, and ERM implementation frameworks have been broadly introduced. The purpose of ERM-focused 
risk management is to create value for organisations (Silva et al., 2019:687). Different institutions, such as COSO, ISO 31000, 
FERMA, and Sarbanes-Oxley Act (SOX) in the US, have each developed worldwide-accepted ERM frameworks. The following four 
non-regulatory ERM frameworks and standards are frequently adopted by corporations: 
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�ƒ The Committee of Sponsoring Organisations of the Treadway Commission (COSO) Enterprise Risk Management 
Integrated Framework (revised in 2017);  

�ƒ ISO 31000: 2009 Risk Management Principles and Guidelines on Implementation of Enterprise Risk Management 
(revised in 2018); 

�ƒ AS/NZS 4360:2004: Risk Management Standard (it was superseded by the ISO 31000 at the end of 2009); and 

�ƒ Federation of European Risk Management Associations (FERMA). A Risk Management Standard. 

After the publication of the ISO 31000 and COSO ERM frameworks, ERM is embedded in vibrant processes set and implemented 
by firms that contain particular steps to manage the risks at an acceptable level. These stages involve setting a framework for 
organisational risk management, identifying risks, analysing risks, treating risks, monitoring and reviewing (Mardessi & Arab, 
2018:445). Various ERM frameworks provide guidance for organisations on ERM implementation. However, the definition and 
number of components identified by each framework are different. Due to this fact, the list of core components of ERM is debatable 
(Braumann, 2018:241). 

Both ISO and COSO use an integrated and formal approach that can be applicable to any firm consistent with its sector, business 
size, or activity. By embracing a contingency approach to ERM implementation, organisations can avoid proposing a universal risk 
management process that could be operational in different conditions. The suitable ERM process is different among organisations 
(Mardessi & Arab, 2018:445). The ERM frameworks involve a risk management policy, risk process, risk tolerance, risk appetite, 
risk governance, strong risk culture, and integrated decision-making (Tuten, 2018:6). 

2.1 COSO ERM Frameworks 

The COSO released its first broad ERM guideline, Enterprise Risk Management-Integrated Framework, in 2004. According to 
Prewett and Terry (2018:16), this framework was similar in tone and structure to the 1992 Internal Control Framework, but the latest 
framework was mainly focused on and expanded on the risk assessment part of the foremost framework. The ERM framework released 
by COSO overcomes the TRM approach and instantly becomes a reference guide for risk management programmes (Florio & Leoni, 
2017:59). 

The TRM framework for organisations is not different from the following five steps: risk identification, risk evaluation, risk 
�P�H�D�V�X�U�H�P�H�Q�W�����U�L�V�N���W�U�H�D�W�P�H�Q�W�����D�Q�G���U�L�V�N���P�R�Q�L�W�R�U�L�Q�J�����:�K�L�O�H���W�K�H���&�2�6�2���(�5�0�¶�V���I�U�D�P�H�Z�R�U�N���H�Q�F�R�P�S�D�V�V�H�V���H�L�J�K�W���H�O�H�P�H�Q�W�V�����R�E�M�H�F�W�L�Y�H���V�H�W�W�L�Qg, 
internal environment, risk assessment, event identification, control activities, information and communication, risk response, and 
monitoring (Woon et al., 2011:26). 

Figure 1: COSO 2004 ERM Framework 

 
Source: COSO (2004:5) 

The COSO-ERM Enterprise-Wide Integrated Risk Management Framework is the most widely accepted ERM framework. Most 
organisations are inclined towards this framework when they look for guidance in implementing ERM (Raschke & Mann, 2017:57; 
Shad et al., 2019:417). The COSO model for ERM consists of the overall approach and structure of ERM that recognises the interest 
of companies to modify and adopt it in the environments in which they undertake their business (Brandt, 2018:28). It is important to 
ensure its alignment, analyse prospects, examine all risks, focus on strategic risks, and evaluate alternative strategies, looking within 
the business context and interconnectedness of risks for using the COSO-ERM framework effectively (Walker, 2018:1). 

In June of 2017, COSO released a new, complex, and more detailed ERM framework named Enterprise Risk Management-
Integrating with Strategy and Performance. The emphasis of the 2017 framework is on the integration of ERM with strategy-setting 
and performance. It also gives high acknowledgement for the contribution of culture and governance to embedding a comprehensive 
framework and encourages organisations to be aware of integrating these key components (Prewett & Terry, 2018:16). The shift of 
the COSO framew�R�U�N���W�L�W�O�H���W�R���W�K�H���Q�H�Z���³�(�Q�W�H�U�S�U�L�V�H���5�L�V�N���0�D�Q�D�J�H�P�H�Q�W-�,�Q�W�H�J�U�D�W�L�Q�J���Z�L�W�K���6�W�U�D�W�H�J�\���D�Q�G���3�H�U�I�R�U�P�D�Q�F�H�´���I�U�R�P���W�K�H���S�U�H�Y�L�R�X�V��
�³�(�Q�W�H�U�S�U�L�V�H���5�L�V�N���0�D�Q�D�J�H�P�H�Q�W-�,�Q�W�H�J�U�D�W�H�G���)�U�D�P�H�Z�R�U�N�´���O�R�R�N�V���O�L�N�H���D���V�L�P�S�O�H���D�F�W���R�I���F�K�D�Q�J�L�Q�J���W�L�W�O�H�����Z�K�L�O�H���L�W���V�L�J�Q�L�I�L�H�V���D���S�D�U�D�G�L�J�P���V�K�L�I�W���L�Q��
approach. COSO understands that the dynamic and comprehensive behaviour of ERM stands with the vision, mission, and core values 
of firms through enhanced value creation (Fox, 2018:6). 



 

RISK MANAGEME NT MAGAZINE �± Volume 20, Issue 1 �± Page - 60 - 
 

Figure 2: COSO 2017 ERM Framework 

 
Source: COSO (2017:6) 

Different from the 2004 simplified ERM cube, the 2017 framework is more complex. The 2017 COSO framework includes more 
focus on strategy setting, corporate governance, and culture. The new framework includes five components and 20 principles. The 20 
principles are included to clearly explain the five components embedded in the framework (Prewett & Terry, 2018:17). 

2.2 ISO 31000: Risk Management Frameworks 

The global financial crisis in 2008 signified that building a sound risk management function is important for organisations. 
Following the crisis, a number of new international risk management standards have been developed, including ISO 31000: Risk 
management-Principles and guidelines. This standard plays a significant role in the enhancement of risk management functions and 
provides a structured approach for ERM implementation (AIRMIC, Alarm & IRM, 2010:2). ISO published its first risk management 
document �L�Q�������������� �Q�D�P�H�G���³�5�L�V�N���P�D�Q�D�J�H�P�H�Q�W-�3�U�L�Q�F�L�S�O�H�V���D�Q�G���J�X�L�G�H�O�L�Q�H�V�´���� �7�K�H���G�R�F�X�P�H�Q�W���L�Q�Y�R�O�Y�H�V���W�K�H���U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���S�U�L�Q�F�L�S�O�H�V����
framework, and processes (ISO 31000, 2009). The ISO 31000 definition of risk shifts focus to the probability of an effect, specifically 
an effect of objectives, from the previous preoccupations with the possibility of an event or something happening (Purdy, 2010:882). 

Figure 3: Risk management principles, framework and process 

 
Source: ISO 31000 (2009:VI) 

After evaluating various alternatives, ISO 31000:2009 established an extensive process for managing risk. The process is mainly 
step-like, and practically there is a significant iteration among the steps and the continuously functional features of communication 
and consultation, and monitoring and review. Both elements of the process can be taken as a continuous process (Purdy, 2010:883). 
�7�K�H���L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���R�I���U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���G�H�S�H�Q�G�V���R�Q���H�D�F�K���V�H�F�W�R�U���R�U���L�Q�G�L�Y�L�G�X�D�O���I�L�U�P�¶�V���V�S�H�F�L�I�L�F���L�Q�W�H�U�H�V�W�V�����S�D�U�W�L�F�L�S�D�Q�W�V�����S�H�U�Feptions, and 
�F�U�L�W�H�U�L�D�����%�\���F�R�Q�V�L�G�H�U�L�Q�J���W�K�L�V���I�D�F�W�����W�K�H���,�6�2�������������������������U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���I�U�D�P�H�Z�R�U�N���L�Q�F�O�X�G�H�V���³�H�V�W�D�E�O�L�V�K�L�Q�J���W�K�H���F�R�Q�W�H�[�W�´���D�V���D���I�X�Qction 
�D�W�� �W�K�H�� �E�H�J�L�Q�Q�L�Q�J�� �R�I�� �I�L�U�P�V�¶�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �S�U�R�F�H�V�V�H�V�� ���,�6�2�� �������������� �������������������� �7�K�H�� �F�R�U�H�� �S�D�U�W�� �R�I�� �W�K�H�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W��process is 
concentrated on establishing a context and then performing risk assessment, leading to risk treatment. The process begins by defining 
what the firm desires to realise and the internal and external causes that could affect the successful accomplishment of those objectives. 
This process is known as establishing the context and is an important pioneer in risk identification. 

Under ISO 31000 (2009:17), risk assessment encompasses the stages of risk identification, risk analysis, and risk evaluation. Risk 
identification needs the presentation of an organised process to recognise what could happen, how, when, and why. Risk analysis, in 
the ISO 3100 framework, is focused on creating an understanding of all risks, their results, and the probability of those outcomes. 
Then risk evaluation entails deciding on the degree of risk and the priority for attention over the implementation of the measures 
established when the framework is developed. Risk treatment is focused on altering the scale and probability of outcomes, both 
negative and positive, to realise the net growth of values. The result of risk treatment is control, and its objective is to modify risks 
(Purdy, 2010:882). ISO31000 (2009:19) provides a set of overall alternatives that should be taken into consideration during risk 
treatment. The list of priorities shows a preference, and notably, the alternatives address both risks that have upside and/or downside 
consequences. 

Recently, in 2018, the ISO published a revised version of its risk management guidelines. ISO (2018:3) contended that the ISO 
31000:2018 gives more strategic guidance than the ISO 31000:2009 and provides a high focus on both the participation of senior 
management and the incorporation of risk management within the enterprise. The guidance also recommended that organisations 
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develop a risk management policy or statement confirming that the essential resources are allocated to managing risk. The statement 
or policy should ensure that the assigning authorities, risk management commitment, responsibilities and accountabilities are 
established at an appropriate level within the institution. 

Figure 4: Risk management principles, framework, and process 

 

Source: ISO 31000 (2018:V) 

Fox (2018:6) argued that the 2018 revised version of the ISO 3100 risk management standard presents a simpler and clearer 
framework than the previous version of 2009 for anyone who needs to protect and create value for a firm. The newly introduced 
standard also endorses the risk management function as part of organisational strategy, structure, objectives, processes, and activities. 
It gives more focus on value creation as the main driver of risk management and other features related to value, such as the enclosure 
of stakeholders, continual enhancement, being customised to the firm, and understanding of cultural and human factors (ISO 31000, 
2018:3). 

The 2018 version of the ISO 31000 risk management standard recognises that firms may have previously established a set of 
frameworks, principles, and processes for risk management. Due to that, the focus of the revised document is on the significance of 
customising and enhancing under-established functions to better support firms in strategy setting, making informed decisions, and 
achieving objectives (Fox, 2018:6). 

Overall, the concept of ERM has developed to fill the gaps in traditional risk management. Various institutions, such as COSO 
and ISO, have adopted various ERM frameworks. The COSO ERM framework is the most widely accepted ERM framework. Recent 
developments in ERM frameworks are focused on the alignment of risk management functions with strategy setting and performance. 
Overall, establishing a comprehensive risk management function enables organisations to increase their growth and profitability, 
particularly, and to create sustainable economic growth entirely. 

3. Methodology 
The objective of the study is to develop a workable ERM framework for Ethiopian commercial banks, aiming to enhance the risk 

management function within the Ethiopian banking industry. In order to achieve the objectives of the study, the researcher has adopted 
a multi-stage mixed methods design consisting of content analysis, a survey, and a Delphi study. 

The first stage of the study was content analysis, which is qualitative. The content analysis includes the thematic analysis of the 
Bank Risk Management Guidelines developed by NBE and the internationally most accepted ERM frameworks, namely the COSO 
ERM framework and the ISO:31000 risk management framework. The key themes were identified from these documents, and the 
draft questionnaire was revised based on themes developed through the content analysis. 

The second phase of the study was a collection of quantitative data using a questionnaire and analyse the data. The questionnaire 
developed from the content analysis was administered to risk managers and risk management officers of Ethiopian commercial banks. 
The questionnaire was distributed to respondents through email. The researcher applied the e-mail survey method and used the Lime-
�6�X�U�Y�H�\���W�R���U�H�D�F�K���R�X�W���W�R���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V���Y�L�D���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶���H�P�D�L�O���D�G�G�U�H�V�V�H�V�����7�K�H���T�X�D�Q�W�L�W�D�W�L�Y�H���G�D�W�D���Z�H�U�H���F�R�O�O�H�F�W�H�G���I�U�R�P���U�L�Vk managers 
and risk management officers. The results of the descriptive and statistical analysis of the survey study were used to develop a draft 
ERM framework. 
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The third phase was the Delphi technique. The Delphi technique process of this study consists of identifying bank risk management 
experts and collecting opinions of the experts on the developed ERM framework. This method was used to remove some grey areas 
�W�K�D�W���Q�H�H�G���H�[�S�H�U�W�V�¶���R�S�L�Q�L�R�Q�V���D�Q�G���W�R���Y�D�O�L�G�D�W�H���W�K�H���G�U�D�I�W���(�5�0���I�U�D�P�H�Z�R�U�N���W�K�D�W���Z�D�V���G�H�Y�H�O�R�S�H�G���I�R�U���(�W�K�L�R�S�L�D�Q���F�R�P�P�H�U�F�L�D�O���E�D�Q�N�V�����7�K�H���'�Hlphi 
interview mainly included open-ended questions that could invite the participants to give their opinions on the draft ERM frameworks 
and the measures that could be taken by Ethiopian banks to establish a mature risk management culture. 

4. Data and Results 

4.1 Content Analysis 

The purpose of the content analysis was to develop the main themes of ERM frameworks from internationally accepted ERM 
frameworks, namely COSO Framework-ERM Integrating with Strategy and Performance (2017), ISO Risk Management Guidelines 
(2018), and the NBE Bank Risk Management Guidelines (2010). The three documents were inserted into the Atlas-ti version 9 
software and qualitative data analysis was conducted by employing the thematic data analysis technique. The documents were coded 
using Atlas-ti Software and 460 codes were developed. From the total 460 codes, 108 sub-groups were created. From 108 categories, 
30 themes that were used to develop the conceptual framework of the study were developed. The themes were summarised under 7 
(seven) ERM-pillars. The themes, which were developed from risk management standards, were also used to improve the draft 
questionnaire of the survey study. 

4.1.1 Factor 1: Vision, Mission, Core values and Strategy  

From the total 460 codes that were developed through thematic analysis, twenty-six (26) codes that related with vision, mission, 
core values and strategy were categorised into seven sub-groups. As stipulated in Table 1 below, the sub-groups were mission and 
vision, core values, strategy setting, strategy to manage risks, strategy implementation, strategy review, and objective setting. 
Furthermore, these seven sub-groups were summarised under three themes: Vision, mission and core values, Strategy and Business 
objective. 

Table 1: Vision, Mission, Core Values and Strategy 

Sub-group Theme Factor 
Vision and Mission Vision, mission, and core 

values 

Vision, Mission, Core 
Values, and Strategy 

Core values 
Strategy Setting  

Strategy 
Strategy to manage risks 
Strategy implementation 
Strategy Review  
Objective setting Business objective 

Finally, the three themes were combined and constructed as one of the pillars or factors for the ERM framework of Ethiopian 
commercial banks, namely: Vision, Mission, Core Values, and Strategy (VMCS). The factor explained that the risk management 
function of an organisation needs to emanate from its vision, mission, and core values and should align with its strategy (COSO, 
2017:2). 

4.1.2 Factor 2: Risk Management Environment 

Forty-nine (49) codes that were related to risk management environment were categorised under seventeen (17) sub-groups and 
the groups were categorised under four themes as illustrated in Table 2 below. The themes were internal and external context, 
governance and culture, board risk oversight roles, and management risk management roles. 

Table 2: Risk Management Environment 

Sub-group Theme Factor 
Internal context 

Internal and external context 

Risk Management 
Environment 

External context 
Culture 

Governance and culture 
Governance 
Approving strategy and policy 

Board risk oversight roles 

Ensuring development of procedures 
Understanding the risk level/profile of the bank 
Ensuring all risks are properly managed 
Setting risk limits 
Providing risk guidance 
Board risk oversight 
Senior Management roles 

Management risk management 
roles 

Establishing a risk management system 
Managing all risks properly 
Capacity to manage risks 
Commitment to implement ERM 
Involving all management in risk management 
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Finally, the four themes were combined and constructed as the second factor of the ERM framework of Ethiopian commercial 
banks, namely: Risk Management Environment (RME). The factor explained that the risk management environment involves the 
setting that needs to be considered to establish an effective ERM function. It includes external and internal context, governance and 
culture, board risk oversight, and management risk management roles. 

4.1.3 Factor 3: Risk Management Tools 

From the total codes developed under the thematic analysis, sixty-three (63) codes related to risk management tools were 
categorised under fourteen (14) sub-groups and the sub-groups were summarised under four themes, as outlined under table 3 below. 
The themes were resources for risk management, risk management policies and procedures, risk exposure limits, and clearly defined 
risk management authority. 

Table 3: Risk Management Tools 

Sub-groups Theme Factor 

Resources for risk management 
Resources for risk 
management 

Risk Management 
Tools 

Risk philosophy 

Risk management policies 
and procedures 

Establishment of policies 
Risk management policies 
Review of risk management policies 
Development of risk management procedures 
Risk taking guidance 
Risk controlling and monitoring procedure 
Credit concentration 

Risk exposure limits 
Risk exposure limits for all risks 
Risk tolerance limits 
Risk appetite 
Clear level of delegation with risk management functions Clearly defined risk 

management authority Segregation of duties for risk management 

Overall, the above four themes were combined to construct the third factor of the ERM framework of Ethiopian commercial banks, 
namely: Risk Management Tools (RMT). Risk management tools are the resources and systems required to establish a sound risk 
management function. It comprises resources, policies and procedures, risk exposure limits, and clearly defined risk management 
authorities. 

4.1.4 Factor 4: Risk Management Function 

Sixty-one (61) codes that describe the risk management function of firms were categorised under thirteen (13) sub-groups. The 
thirteen sub-groups were summarised under five themes as shown in Tables 4. The themes were independent risk function, internal 
control, internal audit of risk management activities, MIS, and ERM function. 

Table 4: Risk Management Function 

Sub-group Theme Factor 
Independent risk review 

Independent risk function 

Risk Management 
Function 

Independent risk reporting 
Internal control of risk management 

Internal control 
Internal control authority 
Internal audit of risk management activities Internal audit of risk management activities 
MIS for risk management activities 

Management information systems MIS for risk exposure 
Accurate and timely information 
Risk management framework 

ERM function 
Comprehensive risk management approach 
Comprehensive risk management programme 
Risk management principles and processes 
ERM practice 

Finally, the five themes combined and constructed the fourth factor of the ERM framework of Ethiopian commercial banks, 
namely: Risk Management Function (RMF). The factor explained that the requirement of the risk management function comprises 
independent risk function, internal audit of risk management activities, internal control, MIS and ERM framework. 

4.1.5 Factor 5: Risk Management Process 

One hundred sixty-four (164) codes dealing with risk management processes were summarised under thirty-seven (37) sub-groups 
and six themes, namely, risk identification, risk measurement, risk controlling, risk monitoring, information, communication and 
reporting, and regular review and revision. 
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Finally, the six themes were combined and constructed the fifth factor of the ERM framework of Ethiopian commercial banks, 
namely: Risk Management Process (RMP). The factor underscored that the risk management process is the core component of the 
ERM function. The risk management process includes risk identification, measurement, controlling, monitoring, information, 
communication and reporting, and regular review and revision.  

 

Table 5: Risk Management Process 

Sub-group Theme Factor 
Risk identification policy and procedure 

Risk identification 

Risk Management 
Process 

Identify the risk profile of the bank 
Identify all risks 
Identify risks in all functional areas 
Assess interdependency of risks 
Risk anticipation 
Continuous risk identification 
Assess risks on new products 
Risk measurement policy and procedure 

Risk measurement 

Accurate and timely measurement 
Measuring all risks 
Stress testing 
Risk measurement methods 
Internal risk rating 
Risk measurement dimension 
Measure cash flows 
Estimate potential loss 
Measure adequacy of capacity to absorb losses 
Risk measurement techniques 
Control all risks 

Risk controlling 

Risk mitigation mechanism  
Risk avoidance 
Risk controlling strategy, policy, and procedure 
Regular control of activities 
Mitigate risks 
Provision for losses 
Credit management 

Risk monitoring 
Monitoring all risks 
Monitoring changes in risk profile 
Measures for effective risk monitoring 
Information Information, 

communication and 
reporting 

Communication 
Reporting 
Periodic review of risk management strategies, policies and 
procedures 

Regular Review and 
revision 

Regular review of risk limits 
Review of major operations/activities 
Continual improvement 

4.1.6 Factor 6: Comprehensiveness, Integration and Alignment 

Forty-four (44) codes that present the comprehensiveness, integration, and alignment of risk management activities were 
catagorised under  eight (8) sub-groups and summarised under three themes: comprehensiveness of risk management function, 
integrating risk management activities, and alignment of risk management, strategy, and performance. 

Table 6: Comprehensiveness, Integration, and Alignment 

Sub-group Theme Factor 
Addressing all types of risks Comprehensiveness of 

risk management 
function 

Comprehensiveness, 
Integration and 
Alignment 

Addressing all functional areas/managing risks at all activities 
Addressing all factors leads to risk/risk sources 
Addressing interrelated risks 

Integrating risk 
management activities 

Integrating risk management function in all organisational activities 
Integrating risk management with strategy and performance 
Alignment of risk management with strategy and performance Alignment of risk 

management, strategy 
and performance 

Alignment of strategy with Vision, mission and core values, and 
performance enterprise-wide 
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The three themes were summarised and constitute the sixth factor of the ERM framework for Ethiopian commercial banks. The 
factor is termed as Comprehensiveness, Integration and Alignment (CIA). This factor explains that the main principle of the ERM 
approach is undertaking risk management activities comprehensively. It stresses the necessity of integrating the risk management 
function into all organisational activities and functions. Further, the risk management function of organisations should align with their 
vision, mission, core values, and strategy.  

4.1.7 Factor 7: Enhanced Value 

Fifty-three (53) codes that present the impact of ERM on the enhancement of organisational values were catagorised under twelve 
(12) sub-groups and summarised under five themes: informed decision-making, responding to change, performance, compliance with 
procedures, directives and regulations, and value creation. 

Table 7: Enhanced Value 

Sub-groups Theme Factor 
Informed decision making 

Informed decision making 

Enhanced Value 

Strategic decision making 
Accommodate change 

Responding to change Contingency planning 
ERM future consideration 
Improve performance Performance improvement 
Compliance with risk management legislations 

Compliance Compliance with NBE directives 
Compliance with procedures 
Create value 

Value creation Enhance value 
Reduce adverse effects 

Finally, the five themes were synthesised and constructed as the last and seventh factors of the ERM framework for Ethiopian 
commercial banks and the factor is named as Enhanced Value (EV). The factor explained that the main objective of the risk 
�P�D�Q�D�J�H�P�H�Q�W���I�X�Q�F�W�L�R�Q���L�V���W�R���H�Q�K�D�Q�F�H���W�K�H���I�L�U�P�¶�V���Y�D�O�X�H and protect it from decline 

 ERM enhances firm value by supporting the board and management to make informed decisions. It also helps to make proactive 
responses to adverse changes. ERM supports firms to comply with their own policies and procedures and relevant laws and legislation.  

Overall, thirty (30) themes and seven (7) factors were developed from the thematic analysis of ERM standards. Based on the seven 
factors developed from the content analysis of ERM frameworks and NBE guidelines, the factors of the ERM framework for Ethiopian 
commercial banks are presented in Figure 5 below. 

Figure 5: Pillars for ERM Framework for Ethiopian commercial banks 

 

4.2 Survey Study 

The objective of the survey study was to identify the important factors that could be considered in developing an ERM framework 
for Ethiopian banks. The constructs and factors proposed in the draft questionnaire were derived from the main themes developed in 
the conceptual framework of the study. 

In addition, the draft questionnaire was revised based on the themes developed by the thematic analysis and improved in a manner 
that enabled to development of an ERM framework for Ethiopian commercial banks. 

The result of the survey study allowed for the development of the draft ERM framework for Ethiopian commercial banks. The 
proposed items/variables for the ERM framework of Ethiopian commercial banks were rated by the study participants.  
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4.2.1 Reliability Statistics 

To test the internal consistency of items, a �&�U�R�Q�E�D�F�K�¶�V���$�O�S�K�D���W�H�V�W���Z�D�V���F�R�Q�G�X�F�W�H�G���E�H�I�R�U�H���W�K�H���I�D�F�W�R�U���D�Q�D�O�\�V�L�V�� 

As can be displayed in Table 8 below, the result of the rating scale measurement of the ERM framework of commercial banks in 
�(�W�K�L�R�S�L�D�����W�K�H���&�U�R�Q�E�D�F�K�¶�V���$�O�S�K�D���I�R�U���H�D�F�K���G�L�P�H�Q�V�L�R�Q���Z�D�V���J�U�H�D�W�H�U���W�K�D�Q�������������D�Q�G���W�K�H���J�U�R�V�V���F�R�U�U�H�O�D�W�L�R�Q���F�R�H�I�I�L�F�L�H�Q�W���L�V���D�O�V�R���D�E�R�Y�H����.9, which 
is well above the acceptable level of 0.7. 

�7�K�H�U�H�I�R�U�H�����W�K�H���U�H�O�L�D�E�L�O�L�W�\���R�I���W�K�H���U�D�W�L�Q�J���V�F�D�O�H���Z�D�V���I�R�X�Q�G���W�R���E�H���D�F�F�H�S�W�D�E�O�H�����)�R�O�O�R�Z�L�Q�J���W�K�H���&�U�R�Q�E�D�F�K�¶�V���$�O�S�K�D���W�H�V�W�����W�K�H���U�H�V�X�O�W�V���Rbtained 
from the summary of 152 respondents were used as input variables for Principal Component Analysis (PCA) to extract factors. 

Table 8: Reliability Statistics Result 

Sub-sections No. of Items �&�U�R�Q�E�D�F�K�¶�V���$�O�S�K�D 
Vision, mission, core values and strategy 16 0.963 
Risk management environment 18 0.959 
Risk Management tools 13 0.956 
Risk management function 19 0.971 
Risk management process 42 0.990 
Comprehensiveness, integration and alignment 12 0.964 
Enhanced value 14 0.968 

Total 134 0.995 

4.2.2 Principal Component Analysis Results 

The study employed principal component analysis to identify the significant factors needed to establish an ERM framework for 
Ethiopian commercial banks and verify and validate the factors. Principal component analysis (PCA) is a technique used to reduce 
the number of variables in big data models, thereby reducing the curse of dimensionality. This is achieved by identifying the principal 
components that explain the most variation in the data, creating a set of uncorrelated components. Overall, PCA is a valuable tool for 
addressing the challenges of dimensionality in big data analysis. This includes computing the reliability coefficients of the scales using 
�&�U�R�Q�E�D�F�K�¶�V���D�O�S�K�D�����L�G�H�Q�W�L�I�\�L�Q�J���O�R�Z���L�W�H�P-total correlation values, retaining the significant components, varimax rotation, the KMO test, 
and finally defining the factors. 

�,�Q���W�K�H���I�L�U�V�W���V�W�H�S�����W�K�H���F�R�Q�V�W�U�X�F�W�¶�V���G�R�P�D�L�Q���L�V���G�H�I�L�Q�H�G�����D�Q�G���V�D�P�S�O�H���L�W�H�P�V���W�K�D�W���U�H�S�U�H�V�H�Q�W���W�K�H���Q�R�W�L�R�Q���X�Q�G�H�U���L�Q�Y�H�V�W�L�J�D�W�L�R�Q���D�U�H���F�U�H�Dted. In 
the present study, perceived ERM dimensions were defined using the COSO ERM framework (2017), ISO Risk Management 
Guidelines (2018), and the NBE-Bank Risk Management Guidelines (2010). This definition is important to delimit the domain of risk 
management and determine relevant literature from which the researcher can generate sample items from the ERM constructs. Overall, 
based on the review of the academic articles, relevant trade press articles, and guidelines, one hundred fifty-nine (159) representative 
items were identified and categorised in seven (7) dimensions of ERM and thirty (30) sub-sections. 

The sample items were initially assessed by risk management experts to test their content validity. Three risk management experts 
were asked to evaluate the items and make changes to eliminate repetitive items, technical/non-user-oriented items, and sub-attributes 
of higher-level attributes. Subsequently, some irrelevant and repeated items were deleted, and one hundred thirty-four (134) attributes 
remained in the list. The 134-item instrument was administered to the Ethiopian commercial banks risk managers and risk management 
officers. A total of 152 staff members fully completed the survey of the study. The collected data was screened by discarding items 
that showed low corrected item-total correlations. After discarding seventeen (17) items with an item-total correlations value of 0.70 
and below, one hundred seventeen (117) items remained in the pool of items.  

Next, the 117-item instrument was factor-analysed to examine the dimensionality of the constructs. In the quest for a stable factor 
structure, the study followed an iterative procedure that began with submitting the items to a factor analysis procedure with varimax 
rotation. There are no accepted or absolute standards for the cut-offs; the choice is based on judgement, the purpose of the study, and 
prior studies. Since the objective of this study is to examine the most significant loadings in interpreting the factor solution, the 
researcher decided to use a cut-off point of 0.50 for item loadings and a factor of seven, based on the recommendation of Fabrigar et 
al. (1999). After the iterations, the researcher examined item loadings and eliminated items that did not meet the loading cut-off level. 
A total of seventy-one (71) items remained at the end of the factor analysis procedure. 

There is no direct statistical test for sample adequacy specifically in Principal Component Analysis (PCA). However, several 
indirect methods and general guidelines can help assess the suitability of sample size. As a rule of thumb, a minimum of 150 cases or 
a ratio of 5 to 10 cases per variable is often suggested. To confirm whether the data from the measurements was sufficient for factor 
analysis, the KMO test (Lorenzo-�6�H�Y�D���� �7�L�P�P�H�U�P�D�Q�� �	�� �.�L�H�U�V���� ������������ �D�Q�G�� �W�K�H�� �%�D�U�W�O�H�W�W�¶�V�� �6�S�K�H�U�L�F�L�W�\�� �7�H�V�W�� ���+�D�L�U�� �H�W�� �D�O������ ������������ �Zere 
performed and tested for validity. The Kaiser-Meyer-Olkin (KMO) Measure is an indirect method for assessing sample size adequacy. 
While it is primarily used for factor analysis, a high KMO value (closer to 1) can also indicate a reasonable sample size for PCA, as 
it suggests that there are adequate correlations among variables (Pallant, 2016:187). 

�7�D�E�O�H���������.�0�2���D�Q�G���%�D�U�W�O�H�W�W�¶�V���7�H�V�W 

Kaiser-Meyer-Olkin Measure of Sampling Adequacy .839 
�%�D�U�W�O�H�W�W�¶�V���7�H�V�W���R�I��Sphericity Approx. Chi-Square 28488.490 

Df 6786 
Sig. 0.000 
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Bartlett's Test of Sphericity is the other indirect measure of sample size adequacy. A significant result (p-value < 0.05) indicates 
that the variables are correlated, which is a prerequisite for principal component analysis. Hence, the KMO test results, with a value 
�R�I�����������������D�E�R�Y�H���W�K�H���U�H�F�R�P�P�H�Q�G�H�G���P�L�Q�L�P�X�P���Y�D�O�X�H���R�I�����������D�Q�G���F�O�R�V�H�U���W�R���������D�Q�G���%�D�U�W�O�H�W�W�¶�V���7�H�V�W���R�I���6�S�K�H�U�L�F�L�W�\�����Z�L�W�K���D���V�L�J�Q�L�I�L�F�D�Q�F�H��value 
of 0.000 (below the recommended threshold of P < 0.05), indicate that the sample size is adequate for PCA. 

As can be seen in Table 10 below, the PCA results indicate that the first seven components explain approximately 75.33% of the 
total variance in the data, while the eleven components account for 79.5%. Parallel analysis is a technique used to determine the 
optimal number of components to retain in a PCA. All components from 1 to 7 have eigenvalues significantly larger than their 
corresponding random data eigenvalues. Therefore, based on the parallel analysis, it is recommended to retain the first 7 components. 
This suggests that these components are meaningful and should be retained for further analysis and . capture a substantial portion of 
the information in the dataset. To fully understand the components, the component loadings are examined. These loadings reveal the 
relationship between the original variables and the extracted components. By interpreting these loadings, meaningful names are 
assigned to the components, providing insights into the underlying structure of the data. 

Table 10: Total Variance Explained 

Component 
Initial Eigenvalues 

Extraction Sums of Squared 
Loadings 

Rotation Sums of Squared 
Loadings 

Total 
% of 

Variance 
Cumulative 

% 
Total 

% of 
Variance 

Cumulative 
% 

Total 
% of 

Variance 
Cumulative 

% 
1 76.393 65.293 65.293 76.393 65.293 65.293 17.352 14.831 14.831 
2 2.478 2.118 67.411 2.478 2.118 67.411 15.754 13.465 28.296 
3 2.170 1.855 69.266 2.170 1.855 69.266 15.737 13.451 41.746 
4 2.000 1.709 70.975 2.000 1.709 70.975 10.789 9.221 50.967 
5 1.874 1.602 72.577 1.874 1.602 72.577 10.603 9.062 60.029 
6 1.701 1.454 74.031 1.701 1.454 74.031 10.050 8.590 68.619 
7 1.520 1.300 75.331 1.520 1.300 75.331 7.852 6.711 75.331 
8 1.409 1.204 76.535       
9 1.313 1.122 77.657       
10 1.175 1.005 78.661       
11 1.031 0.881 79.542       
12 0.977 0.835 80.377       
13 0.933 0.798 81.175       
14 0.895 0.765 81.940       

The factor loadings are examined to understand the relationship between the original variables and the components. High absolute 
values indicate strong relationships. Meaningful names were also assigned to the components based on the variables with high 
loadings. As can be seen in Table 10, the seven (7) factors with the gross variance extracted equal to 75.3%, meaning that these 7 
factors can attribute to the 75.3% of the ERM in Ethiopian commercial banks. The calibration model comprises of 7 factors that have 
�D�Q���L�P�S�D�F�W���R�Q���W�K�H���(�5�0�����I�D�F�W�R�U���Q�R�����������Z�K�L�F�K���L�V���U�H�I�H�U�U�H�G���W�R���L�Q���W�K�H���V�W�X�G�\���D�V�����5�L�V�N���0�D�Q�D�J�H�P�H�Q�W���7�R�R�O�V���D�Q�G���&�D�S�D�E�L�O�L�W�L�H�V�´�����5�0�7�&�������I�D�Ftor 
�Q�R���������W�H�U�P�H�G�����5�L�V�N���0�D�Q�D�J�H�P�H�Q�W���(�Q�Y�L�U�R�Q�P�H�Q�W�������5�0�(�������I�D�F�W�R�U���Q�R���������W�H�U�P�H�G�����(�Q�K�D�Q�F�H�G���9�D�O�X�H�´�����(�9�������I�D�F�W�R�U���Q�R���������W�H�U�P�H�G�����,�Q�G�H�S�H�Q�Gent 
�5�L�V�N���5�H�Y�L�H�Z���)�X�Q�F�W�L�R�Q�������,�5�5�)�������I�D�F�W�R�U���Q�R���������W�H�U�P�H�G�����9�L�V�L�R�Q�����0�L�V�V�L�R�Q�����D�Q�G���6�W�U�D�W�H�J�\�������9�0�6�������I�D�F�W�R�U���Q�R���������W�H�U�P�H�G�����5�L�V�N���$�S�S�H�W�L�W�H�´��(RA) 
and the final factor termed "Integration and alignment" (IA). The rotated component matrix structure is presented in the Annex.  

From the seventy-one (71) items that were proposed to measure the ERM function of Ethiopian commercial banks, seventeen (17) 
were grouped under component one, the rotated factor analysis output of the risk management tools and capabilities. The factor 
loadings for all items were 0.508 and above. These were greater than the recommended value of 0.50, as suggested by Hair et al. 
(2006). An eigenvalue greater than 76.39 was established in this factor explaining the 65.29% of the variance in the data. Therefore, 
sufficient evidence of convergence validity was provided for the factor. The reliability values were above the recommended value of 
0.70, as considered by Hair et al. (2006). The result implies that risk management tools and capabilities are a reliable and valid factor 
for the ERM practice of the Ethiopian commercial banks. 

Fourteen (14) items were grouped under component two, termed  Risk Management Environment, follwing the rotataed factor 
analysis output. The factor loading for all items were 0.51 and above, and an eigenvalue greater than 2.47 was established in this 
factor, which explains 2.12% of the variance in the data. Therefore, sufficient evidence of convergent validity was provided for the 
factor. It can be inferred that establishing a sound risk management environment is a valid and reliable factor for ERM practice in the 
Ethiopian banking sector. 

Among the seventy-one (71) items that were proposed to measure ERM, fifteen (15) variables having greater than 0.5 factor 
loading were retained under component number three, which is named as Enhanced Value. The factor loadings surpassed the 
acceptable valaue of 0.50, and demonsitated an eigenvalue of greater than 2.17, explaining 1.86% of the variance in the data. These 
findings provide sufficient evidence of convergent validity, indicatied that enhanced value is a reliable and valid way to measure the 
ERM practices in commercial banks that are operating in Ethiopia. 

In addtion, eight items expected to measure risk management loaded together on an independent risk review function factor. These 
items exhibited factor loadings of 0.520 and above, surpassing the recommended threshold. An eigenvalue of 2.0 was established, 
which explains 1.71% of the variance in the data. It can be suggested that the independent risk review function is a reliable and valid 
ERM construct for the Ethiopian banking sector. 



 

RISK MANAGEME NT MAGAZINE �± Volume 20, Issue 1 �± Page - 68 - 
 

Futhermore, from the seventy-one (71) items that were proposed to measure ERM, ten variables, having greater than 0.5 factor 
loadings, were retained under component number five, named vision, mission, and strategy. An eigenvalue greater than 1.87 was 
established in this factor explaining the 1.60% variance in the data. Therefore, sufficient evidence of convergent validity was provided 
for the factor, indicating indicating that vision, mission, and strategy are reliable and valid to measure the ERM function in the 
Ethiopian commercial banks. 

Moveover, from the total of seventy-one (71) items that were proposed to measure the ERM function of Ethiopian commercial 
banks, four were retained under component six, named risk appetite. These items exhibted factor loading of 0.504 and above, with an 
Eigenvalue greater than 1.70 was established, explaining 1.45% of the variance in the data, thus providing sufficient evidence of 
convergent validity. The result infers that risk appetite is a reliable and valid practice for ERM in Ethiopian commercial banks. 

Simliarly, four variables, having factor loading greater than 0.5, were retained under component number seven, named integration 
and alignment of risk management activities. The items provide sufficient evidence of convergent validity with an Eigenvalue of 
gerater than 1.52, it can be postulated that integration and alignment are a reliable and valid factors for Ethiopian commerc�L�D�O���E�D�Q�N�V�¶��
ERM practices. Based on the result of the factor analysis and as described in the above section of the study, the researcher developed 
the draft ERM framework for Ethiopian commercial banks, as depicted in Figure 6. 

Figure 6: Draft ERM Framework for Ethiopian Commercial Banks 

 

4.3 The Delphi Interview 

The Delphi interview comprised questions inviting participants to validate the constructs and factors developed by the survey 
study, and seeking their practical views on enhancing ERM implementation in Ethiopian commercial banks. This part of the study 
helped validate the constructs and factors, revise the draft ERM framework, and develop a structured approach to ERM for Ethiopian 
banks. Furthermore, it facilitated the identification of measures that could enhance the ERM function of the banks. The Delphi 
participants of the study were selected from Chief Risk Officers and Risk Management Directors at Ethiopian commercial banks. 
Eight participants were selected based on their educational background, work experience in the risk management department, and risk 
management-related certifications. 

4.3.1 Validate the Constructs of Framework 

The Delphi interview participants were asked the following questions to validate the representativeness of the constructs developed 
under each factor: Are the constructs developed under each factor (sub-section) representative of the factors, which can constitute an 
ERM? Which constructs are irrelevant under each factor (if any)? Most of the Delphi interview participants have supported the 
relevance of the constructs and their alignment with the respective factors. They confirmed that all factors are well represented by the 
corresponding constructs and that all constructs are relevant to the respective factors. 

The Delphi interview participants were also given comments on the constructs included in the proposed factors. The constructs 
under the factor Risk Management Tools and Capabilities, noted that risk identification involves the identification of risk causes and 
potential consequences suggested to revised as Risk identification involves the identification of risk sources, areas of impact, events, 
their causes, probability of occurrences, and potential consequences since risk identification activity involves the probability of 
occurrence of an adverse event. In addition, the constructs that stated ERM aligns strategy with the vision and mission of the 
organization suggested to include the concept of business objectives and revise as ERM aligns strategy with the vision, mission, and 
core values of the banks. 

A construct under the factor RME stated that risk identification should be a continuing process was suggested to revise as All risk 
management processes should be countiniug practices, as the whole risk management activity is a countinuing process. Further, the 
Delphi participant argued that the construct under factor Enhanced Value noted about increasing volatility, complexity, and ambiguity 
�L�V���E�H�W�W�H�U���W�R���U�H�Y�L�V�H���W�K�H���F�R�Q�V�W�U�X�F�W���E�\���L�Q�F�O�X�G�L�Q�J���W�K�H���Z�R�U�G���µ�X�Q�F�H�U�W�D�L�Q�W�\�¶���D�V���W�K�H���F�R�Q�F�H�S�W���U�H�O�D�W�H�G���W�R���W�K�H���9�8�&�$���Z�R�U�O�G���G�H�I�L�Qition. Moreover, 
�W�K�H���S�D�U�W�L�F�S�D�Q�W���K�L�J�K�O�L�W�H�G���W�K�D�W���W�K�H���W�Z�R���F�R�Q�V�W�U�X�F�W�V���W�K�D�W���Q�R�W�H�G�����³�%�D�Q�N�V���V�K�R�X�O�G���K�D�Y�H���F�O�H�D�U�O�\���G�H�I�L�Q�H�G���S�R�O�L�F�L�H�V���I�R�U���O�L�P�L�W�L�Q�J���D�Q�G���F�R�Qtrolling 
�U�L�V�N�V�´�� �D�Q�G���³�$�� �E�D�Q�N���V�K�R�X�O�G���K�D�Y�H�� �D�Q���D�G�H�T�X�D�W�H�� �V�\�V�W�H�P�� �R�I�� �L�Q�W�H�U�Q�D�O���F�R�Q�W�U�R�O�V���R�Y�H�U���L�W�V���U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���S�U�R�F�H�V�V�´��seem redundant since 
policies are risk-control tools. 
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In addition, the Delphi participants commented to include some constructs under the factors. They argued that constructs related 
to risk registers and risk incidents should be included to produce an adequate ERM framework for Ethiopian commercial banks. 
Further, including a construct on the factor Risk Management Tools and Capabilities that could address risk management training and 
awareness creation programmes was recommended. One construct that notes the role of the first line of defence to own and mitigate 
risk based on the established policy under the factor Risk Management Environment and a construct or phase that notes the importance 
of periodic revision of risk appetite under the factor Risk Appetite was suggested to be added. 

The Delphi participants also recommend that some constructs move from one factor to the other. The participants recommend 
moving two constructs under the factor Risk Management Environment; Banks should have clearly defined policies for limiting and 
controlling risks; and Risk identification should be a continuing process for the factor Risk Management Tools and Capabilities. In 
addition, construct noted the ERM framework geared to achieve the organisational mission of the banks, is indicated, which the benefit 
of the ERM framework to achieve an organisations objective. The construct is more noted for the importance of ERM in achieving 
the banks mission and value realisation and suggested moving the construct to the factor Enhanced Value from Vision, Mission, and 
Strategy. 

Moreover, the Delphi participants argued that the notion of the two constructs VMS2 and VMS3 under the factor Vision, Mission 
and Strategy is more related to alignment, and it is better to move to the factor Alignment and Integration. In addition, constructs 
IRRF2 and IRRF4 under the factor Independent Risk Review Function are more representative of the factor Risk Management Tools 
and Capabilities and the construct IFFR6 is more related to the factor Vision, Mission and Strategy. The construct IRRF8 is also more 
representative of the factor of Alignment and Integration. Furthermore, from constructs under the factor Risk Management Function, 
RME2 and RME4 are related to Governance; RME5 is a risk appetite concept and deals with activities to be performed to control risk 
limits and related to the factor Risk Appetite. Moreover, the construct RMTC4 under the factor Risk Management Tools and 
Capabilities has a nature of risk appetite, and recommended moving to the factor Risk Appetite. Accordingly, based on the feedback 
of the participants, revisions of the notion and narration of some constructs were undertaken.   

4.3.2 Validate the Names of the Factors that Constitute the Framework 

Factors represent the underlying constructs that summarise the original set of observed variables. After an acceptable factor 
solution is obtained in which all variables have a significant loading on a factor, researchers attempt to assign some meaning to the 
pattern of the factors (Hair et al, 2014:136). The researcher identified variables with the greatest contribution to each factor and 
�D�V�V�L�J�Q�H�G���W�K�H�P���D���³�Q�D�P�H�´���W�R���U�H�S�U�H�V�H�Q�W���W�K�H���I�D�F�W�R�U�¶�V���F�R�Q�F�H�S�W�X�D�O���P�H�D�Q�L�Q�J�����7�R���Y�D�O�L�G�D�W�H���W�K�H���Q�D�P�H�V���R�I���W�K�H���I�D�F�W�R�U�V�����W�K�H���'�H�O�S�K�L���Sarticipants 
were asked to validate the names given to each factor that constitutes the ERM framework or to recommend alternative names for the 
factors. 

Most of the participants agreed on the names given to all the factors, and they validated that the factors are representative of the 
constructs grouped under each factor. However, the Delphi participants also commented on some revisions to the names of the factors. 
Accordingly, the subject of core values was added to the factor Vision, Mission, and Strategy, thereby revising it to Vision, Mission, 
Core values and Strategy (VMCS). In addition, the factor name of Independent Risk Review Function suggested to changed to Risk 
Management Function (RMF), considering independency issue could be addressed in the policy. Furthermore, the factor Risk Appetite 
is advised to modified as Risk Appetite and Tolerance Limit (RATL) and move the constructs related to Risk Tolerance that involved 
in Risk Management Tools and Capabilities. Moreover, the factor Risk Management Tools and Capabilities was adjusted to Risk 
Management Tools and Processes (RMTP) since the factor comprises variables related with risk identification, risk measurement, risk 
monitoring, and risk reporting processes.   

4.3.3 Validate the Adequacy of the Framework 

After validating the constructs and the factors with some revision comments, the Delphi participants were questioned to express 
their opinions on the adequacy of the draft ERM framework to establish a structured approach to ERM in Ethiopian commercial banks. 
Most of the participants agreed that, considering the context of the Ethiopian banking industry, the framework is adequate to establish 
a structured ERM function in Ethiopian commercial banks. 

Figure 7: Draft ERM Framework for Ethiopian Commercial Banks 
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However, some of the Delphi participants noted that some additional factors need to be considered to establish a robust ERM 
framework for Ethiopian commercial banks. The Delphi respondents recommended additional factors such as risk governance, 
governance and culture, risk culture, values and behaviours and key risk policies. Overall, the participants agreed that the attached 
framework (see Figure 7 above), the proposed factors, and the constructs under each factor (see the Annex) are adequate to establish 
a sound ERM function in Ethiopian commercial banks. 

4.3.4 Validate the Structure of the Framework 

Following the opinion of the participants on the adequacy of the draft ERM framework and their overall reflection on the 
framework, the respondents were asked to comment on the relationship of the factors and their opinions on the diagram of the draft 
ERM framework. Most of the participants agreed that the relationship between the factors is well represented by the draft ERM 
diagram. However, some participants commented on the interlink between the factors and the diagram of the proposed framework. 
The participants noted that the factor alignment and integration should be linked to only the three factors: vision, mission, and strategy; 
independent risk review function, and risk management environment. The participants also argued to set the factor risk management 
environment before the independent risk review function, to link the factor risk appetite with vision, mission, and strategy and risk 
management tolls and capabilities with both sides of the arrow and to remove the arrow that links vision, mission, and strategy with 
enhanced value. 

The interlinks between the factors were also revised based on the comments of the Delphi participants. Finally, the ERM 
framework that could help Ethiopian commercial banks enhance their risk management practices was developed as shown in Figure 
8 below. (Please see the Annex for the constructs included under each factor). 

Figure 8: ERM Framework for Ethiopian Commercial Banks 

 

4.3.5 Establishing a Mature Risk Management Function and culture  

Further from the validation of the ERM Framewrok by Ethiopian commecrcail banks, the responses of the Delphi participants on 
the measurs that colud be taken by the Ethiopian commercail banks to enhance thier risk function and to esablish a mature risk 
management culture were analysed. 

In order to enhance risk management within Ethiopian commercial banks, a range of potential measures have been suggested by 
the Delphi participants. These include establishing the right tone at the top, emanating from both the board and executive management 
levels. In addition, there is a call to strengthen risk management functions with adequate and qualified staff, including the appointment 
of a CRO. Training and development initiatives are recomendded to risk management staff to bridge any existing skill and knowledge 
gaps among the staff. Furthermore, creating awareness about risk management at all levels of the banks and furnishing the risk 
management function with MIS and risk management tools are highlighted as key measures. 

To establish a mature risk management culture within Ethiopian commercial banks, various approaches are recommended. This 
entails considering risk management as a vital function to enhance organisational value and get out of the compliance mentality. 
Setting the right tone at the top remains imperative, alongside establishing with a participatory risk management process. Create 
awareness about risk management and make everyone with the banks as a risk manager deemed essential. Integrating risk management 
practices into strategy setting, performance management systems and other key management functions is advised. Moreover, it is 
recommended that the risk management function should provide the board and executive management with accurate, reliable, and 
timely reports to support informed decision-making. 

Lastly, to enhance the risk management culture of Ethiopian commercial banks, specific actions were suggested by the Delphi 
participants. This includes setting the right tone at the top and ensuring that the risk management function actively engages in value 
creation activities to support management decisions. Incorporating risk management into both strategic and ongoing decision 
processes is highlighted. Establishing a comprehensive ERM program, setting clearly authority and responsibilities within the banks, 
creating awareness about risk management across work units, and facilitating a proper line of communication and information sharing 
channels are all considered integral components in fortifying the risk management culture. 
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5. Conclusions 
The main objective of this research was to develop an ERM framework for Ethiopian commercial banks to enhance their risk 

management functions and practices. To enhance the risk management of the banks, the study establishes an ERM framework that 
comprises seventy-one (71) items and seven factors. The factors include Vision, Mission, Core values, and Strategy (VMCS), Risk 
Management Environment (RME), Risk Management Function (RMF), Risk Management Tools and Process (RMTP), Risk Appetite 
and Tolerance Limit (RATL), Alignment and Integration (AI), and Enhanced Value (EV). 

Beyond that, the study identified measures that could be taken to enhance the risk management function and culture of Ethiopian 
�F�R�P�P�H�U�F�L�D�O���E�D�Q�N�V�����6�H�W�W�L�Q�J���W�K�H���U�L�J�K�W���W�R�Q�H���D�W���W�K�H���W�R�S�����H�Q�K�D�Q�F�L�Q�J���W�K�H���D�Z�D�U�H�Q�H�V�V���R�I���W�K�H���E�D�Q�N�V�¶���H�P�S�O�R�\�H�H�V���R�Q���U�L�V�N���P�D�Q�D�J�H�P�H�Q�W�����V�W�D�Ifing 
the risk management function with skilled and qualified staff, training risk management staff, using MIS and risk management tools, 
establishing ERM, and appointing a CRO for their risk management function are the main measures that could be taken to enhance 
the risk management function and culture of Ethiopian commercial banks. 
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ANNEX 

COMPOUNDED ROTATED MATRIX  

 

Rotated Component Matrixa 

 

Component 

1 2 3 4 5 6 7 
When designing the framework for managing risk, the organisation should examine and 
understand its vision, and the framework should align with the vision.     .513   

ERM enhances strategy selection by analysing risks and aligning resources with the 
vision of the organisation. 

    .557   

The ERM framework is geared to achieve the organisational mission of the banks.     .520   
When designing the framework for managing risk, the organisation should examine and 
understand its mission. 

    .624   

ERM enhances strategy selection by analysing risks and aligning resources with the 
mission of the organisation. 

    .600   

When designing the framework for managing risk, a bank should examine and 
understand its core values. 

    .580   

ERM and strategy should work together in the strategic planning process.     .522   
Considering ERM in strategy development allows banks to examine alternative 
strategies and consider these inputs to implement the selected strategy. 

    .614   

http://213.55.95.56/handle/123456789/13669
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Deploying ERM as part of selecting and refining a strategy helps to gain a better 
awareness of how the explicit consideration of risk may impact the choice of strategy. 

    .532   

ERM enriches management dialogue by adding perspective to the strengths and 
weaknesses of a strategy as conditions change and how well a strategy fits with the 
�R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V���P�L�V�V�L�R�Q���D�Q�G���Y�L�V�L�R�Q�� 

    .539   

ERM provides the right framework for boards to assess risk and embrace a mindset of 
resilience. 

 .542      

The board is responsible for understanding all the risks run by a bank and for ensuring 
that those risks are appropriately managed. 

 .553      

Management is responsible for implementing strategies in a manner that limits risks 
�D�V�V�R�F�L�D�W�H�G���Z�L�W�K���W�K�H���E�D�Q�N�¶�V���D�F�W�L�Y�L�W�L�H�V�� 

 .597      

�0�D�Q�D�J�H�P�H�Q�W�� �V�K�R�X�O�G�� �H�Q�V�X�U�H�� �W�K�D�W�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �L�V�� �L�Q�W�H�J�U�D�W�H�G�� �L�Q�W�R�� �D�O�O�� �W�K�H�� �E�D�Q�N�¶�V��
activities and functions and should demonstrate leadership and commitment. 

      .550 

The risk manager shall ensure that effective processes are in place for establishing 
policies, practices, and other control mechanisms to manage risks. 

 .541      

Banks should allocate appropriate resources for risk management.    .607    
�7�K�H�� �E�D�Q�N�V�¶�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �S�R�O�L�F�\�� �V�K�R�X�O�G�� �F�O�H�D�U�O�\�� �V�W�D�W�H�� �W�K�H�L�U�� �R�E�M�H�F�W�L�Y�H�V�� �I�R�U�� �D�Q�G��
commitment to risk management. 

.619       

Banks should have clearly defined policies and procedures for limiting and controlling 
risks.  .550      

Banks should ensure that risk management is integrated into all activities by issuing a 
policy that establishes a risk management approach, plan, or course of action. 

.540       

To ensure diversification, exposure limits are needed in all areas of the �E�D�Q�N�¶�V���D�F�W�L�Y�L�W�L�H�V��
that involve risks. 

.508       

Policies and procedures for controlling risks should reflect the tolerance limits for all 
risk types and identify quantitative parameters that define the acceptable level of risks. 

.545       

Banks need to determine if the strategy works in tandem with their risk appetite and 
how it will help drive the bank to set objectives. 

     .518  

Banks should establish clear responsibilities and levels of delegation within business 
units and risk management functions for the management and control of all risks. 

.584       

The risk management function should provide independent oversight of the 
management of risks inherent to the bank. 

   .564    

Banks should ensure that there is a periodic independent internal or external assessment 
of all their functions. 

   .520    

Banks should ensure that internal audits review their risk management functions, 
systems, processes, and significant business functions on an ongoing basis.  

.635       

The internal audit should ensure that the significant activities of the bank meet the 
necessary standards of accuracy, promptness, and completeness. 

.552       

A bank should have an adequate system of internal controls over its risk management 
process. 

.642       

Internal controls should be seen as the major tool for managing risks, and their value in 
mitigating risks is very critical. 

.573       

Banks must have adequate MIS and analytical techniques that enable measuring, 
monitoring, controlling, and reporting all types of risk exposures. 

.530       

Banks should establish MIS to monitor significant changes in risk profiles and evaluate 
�W�K�H���W�U�H�Q�G�V���L�Q���W�K�H���E�D�Q�N�¶�V���D�J�J�U�H�J�D�W�H���U�L�V�N���H�[�S�R�V�X�U�H�� 

     .516  

Banks should have the necessary risk management frameworks for managing risks. .629       
A bank should evaluate its existing risk management practices and processes, identify 
any gaps, and address those gaps within the framework. 

 .546      

Banks should establish their own comprehensive risk management programme and 
systems tailored to their needs and circumstances. 

 .534      

The risk management framework and the process should be customised and 
�S�U�R�S�R�U�W�L�R�Q�D�W�H���W�R���W�K�H���E�D�Q�N�¶�V���H�[�W�H�U�Q�D�O���D�Q�G���L�Q�W�H�U�Q�D�O���F�R�Q�W�H�[�W���U�H�O�D�W�H�G���W�R���L�W�V���R�E�M�H�F�W�L�Y�H�V��  .580      

The risk management framework is to assist banks in integrating risk management into 
significant activities and functions. 

 .640      

Criteria for identifying and reporting potential risks should be defined by procedures.      .506  
�,�Q�W�H�U�Q�D�O���D�Q�G���H�[�W�H�U�Q�D�O���H�Y�H�Q�W�V���D�I�I�H�F�W�L�Q�J���W�K�H���D�F�K�L�H�Y�H�P�H�Q�W���R�I���W�K�H���H�Q�W�L�W�\�¶�V���R�E�M�H�F�W�L�Y�H�V���P�X�V�W���E�H��
identified. 

 .611      

Risk identification should involve the identification of risk sources, areas of impacts, 
events, their causes, and their potential consequences. 

.536       

Banks should apply risk identification tools and techniques that are suited to their 
objectives, capabilities, and the risks they face.  

 .541      

Banks should establish effective processes for identifying the current and emerging 
risks in their products and activities, and risk should be understood at both the 
transaction and portfolio levels. 

.563       

Risk identification should be a continuing process.  .592      
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Products and activities that are new to the bank should be reviewed to ensure that their 
risk features are understood and can be incorporated into its risk management process. 

 .631      

Measuring risks requires both determining the probability of a loss event and the 
potential size of the loss.  

.629       

The risk measurement system should include estimating the potential risk levels by 
considering different worst-case scenarios and assumptions. 

.555       

Risk measurement provides input to decisions about whether the risk and/or magnitude 
are acceptable, need to be treated, the priority for treatment implementation, and the 
most appropriate treatment methods. 

     .587  

Banks should establish and communicate risk-control mechanisms that define 
responsibility, authority, and the parameters under which risks are to be controlled. 

 .511      

Banks need to establish MIS and reporting systems that identify and monitor significant 
changes in the risk profiles and monitor changes in controls that have been in place.    

.540       

Monitoring can be applied to a risk management framework, risk process, risk, or 
control, and its result should be recorded and used as input for review and improvement. 

.512       

Banks should periodically re-evaluate significant risk management policies as well as 
overall business strategies that affect their risk exposures. 

   .611    

Periodic reviews should be conducted to determine whether the organisation complies 
with its risk management policies and procedures.     .648    

Banks should review the alignment of strategy and business objectives with the �H�Q�W�L�W�\�¶�V��
stated mission, vision, and core values. 

   .621    

Periodic reviews of the risk management process should address a review of limits set 
on various risk exposures and any significant changes in limits. 

   .565    

Banks should periodically review risk management performance against indicators.    .543    
The risk management process should address all functional areas and all activities of 
the bank. 

  .540     

ERM aligns strategy with the vision and mission of the organisation.       .501 
�7�K�H�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �S�U�R�F�H�V�V�� �V�K�R�X�O�G�� �E�H�� �D�O�L�J�Q�H�G�� �Z�L�W�K�� �W�K�H�� �R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V�� �F�X�O�W�X�U�H����
processes, structure, and strategy.  

      .509 

ERM provides greater insight into the links between strategy, risk, and performance.       .511 
ERM helps banks comply with their own internal procedures.   .634     
ERM helps banks comply with regulatory directives and other legislations.   .696     
ERM provides a framework for banks to assess risk, embrace a mindset of resilience, 
and fashion their plan by seeing change more clearly.  

  .686     

Over the long term, ERM enhances enterprise resilience.   .658     
ERM helps banks manage and prosper in the increasing volatility, uncertainty, and 
ambiguity of the world by making them more change adoptive.  

  .627     

Banks should have contingency plans that address the strategy for handling unexpected 
problems. 

  .597     

Managing risk is iterative and assists organisations in setting strategy, achieving 
objectives, and making informed decisions. 

  .613     

ERM enhances strategy selection, helps to make well-informed choices, and helps to 
choose a strategy through structured decision-making that analyses risk and aligns 
resources with the mission and vision. 

  .618     

Demonstrating ERM practices throughout an entity helps to accelerate growth and 
enhance performance. 

  .556     

ERM helps to optimise outcomes by considering risks in the formulation of an 
�R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V���V�W�U�D�W�H�J�\���D�Q�G���E�X�V�L�Q�H�V�V���R�E�M�H�F�W�L�Y�H�V�� 

  .561     

ERM helps banks manage their risks in creating, protecting, and realising value.   .509     
Deploying ERM capabilities as part of selecting and refining strategy helps enhance 
�I�L�U�P�V�¶���F�R�P�S�H�W�L�W�L�Y�H���D�G�Y�D�Q�W�D�J�H�� 

  .549     

ERM can reduce the likelihood of adverse impacts and related costs or losses.   .614     
Extraction Method: Principal Component Analysis.  
 Rotation Method: Varimax with Kaiser Normalisation. 

a. Rotation converged in 15 iterations. 

 
The Factors and Constructs of the ERM Framework for Ethiopian Commcercail Banks 

 

Factor 1: Risk Management Tools and Processes (RMTP) 

The following seventeen items are proposed to measure risk management tools and process factor on the risk management 
practices of Ethiopian commercial banks.  
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Factor Item 

RMTC 1 
�7�K�H�� �E�D�Q�N�V�¶�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �S�R�O�L�F�\�� �V�K�R�X�O�G�� �F�O�H�D�U�O�\�� �V�W�D�W�H�� �W�K�H�L�U�� �R�E�M�H�F�W�L�Y�H�V�� �I�R�U�� �D�Q�G�� �F�R�P�P�L�W�P�H�Q�W�� �W�R�� �U�L�V�N��
management. 

RMTC 2 
Banks should ensure that risk management is integrated into all activities by issuing a policy that establishes 
a risk management approach, plan, or course of action. 

RMTC 3 �7�R���H�Q�V�X�U�H���G�L�Y�H�U�V�L�I�L�F�D�W�L�R�Q�����H�[�S�R�V�X�U�H���O�L�P�L�W�V���D�U�H���Q�H�H�G�H�G���L�Q���D�O�O���D�U�H�D�V���R�I���W�K�H���E�D�Q�N�¶�V���D�F�W�L�Y�L�W�L�H�V���W�K�D�W���L�Q�Y�R�O�Y�H���U�L�V�N�V�� 

RMTC 4 Policies and procedures for controlling risks should reflect the tolerance limits for all risk types and identify 
quantitative parameters that define the acceptable level of risks. 

RMTC 5 Banks should establish clear responsibilities and levels of delegation within business units and risk 
management functions for the management and control of all risks. 

RMTC 6 
Banks should ensure that internal audits review their risk management functions, systems, processes, and 
significant business functions on an ongoing basis. 

RMTC 7 
The internal audit should ensure that the significant activities of the bank meet the necessary standards of 
accuracy, promptness, and completeness. 

RMTC 8 A bank should have an adequate system of internal controls over its risk management process. 

RMTC 9 
Internal controls should be seen as the major tool for managing risks, and their value in mitigating risks is 
very critical. 

RMTC 10 
Banks must have adequate MIS and analytical techniques that enable measuring, monitoring, controlling, 
and reporting all types of risk exposures. 

RMTC 11 Banks should have the necessary risk management frameworks for managing risks. 

RMTC 12 
Risk identification should involve the identification of risk sources, areas of impacts, events, their causes, 
probability of occurrences, and their potential consequences. 

RMTC 13 
Banks should establish effective processes for identifying the current and emerging risks in their products 
and activities, and risk should be understood at both the transaction and portfolio levels. 

RMTC 14 Measuring risks requires both determining the probability of a loss event and the potential size of the loss. 

RMTC 15 
The risk measurement system should include estimating the potential risk levels by considering different 
worst-case scenarios and assumptions. 

RMTC 16 
Banks need to establish MIS and reporting systems that identify and monitor significant changes in the risk 
profiles and monitor changes in controls that have been in place. 

RMTC 17 
Monitoring can be applied to a risk management framework, risk process, risk, or control, and its result 
should be recorded and used as input for review and improvement. 

Factor 2: Risk Management Environment (RME)  

The following fourteen items are proposed to measure risk management environment factor on the risk management practices of 
Ethiopian commercial banks.  

 
Factor Item 
RME 1 ERM provides the right framework for boards to assess risk and embrace a mindset of resilience. 

RME 2 
The board is responsible for understanding all the risks run by a bank and for ensuring that those risks are 
appropriately managed. 

RME 3 
Management is responsible for implementing strategies in a manner that �O�L�P�L�W�V���U�L�V�N�V���D�V�V�R�F�L�D�W�H�G���Z�L�W�K���W�K�H���E�D�Q�N�¶�V��
activities. 

RME 4 
The risk manager shall ensure that effective processes are in place for establishing policies, practices, and 
other control mechanisms to manage risks. 

RME 5 Banks should have clearly defined policies and procedures for limiting and controlling risks. 

RME 6 
A bank should evaluate its existing risk management practices and processes, identify any gaps, and address 
those gaps within the framework. 

RME 7 
Banks should establish their own comprehensive risk management programme and systems tailored to their 
needs and circumstances. 

RME 8 
�7�K�H�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �I�U�D�P�H�Z�R�U�N�� �D�Q�G�� �W�K�H�� �S�U�R�F�H�V�V�� �V�K�R�X�O�G�� �E�H�� �F�X�V�W�R�P�L�V�H�G�� �D�Q�G�� �S�U�R�S�R�U�W�L�R�Q�D�W�H�� �W�R�� �W�K�H�� �E�D�Q�N�¶�V��
external and internal context related to its objectives. 

RME 9 
The risk management framework is to assist banks in integrating risk management into significant activities 
and functions. 

RME 10 �,�Q�W�H�U�Q�D�O���D�Q�G���H�[�W�H�U�Q�D�O���H�Y�H�Q�W�V���D�I�I�H�F�W�L�Q�J���W�K�H���D�F�K�L�H�Y�H�P�H�Q�W���R�I���W�K�H���H�Q�W�L�W�\�¶�V��objectives must be identified. 

RME 11 
Banks should apply risk identification tools and techniques that are suited to their objectives, capabilities, and 
the risks they face. 

RME 12 Risk management processes should be continuous practices. 

RME 13 
Products and activities that are new to the bank should be reviewed to ensure that their risk features are 
understood and can be incorporated into its risk management process. 

RME 14 
Banks should establish and communicate risk-control mechanisms that define responsibility, authority, and 
the parameters under which risks are to be controlled. 
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Factor 3: Enhanced Value (EV) 

The following twelve items are proposed to measure enhanced value factor on the risk management practices of Ethiopian 
commercial banks.  

 
Factor Item 
EV 1 ERM helps banks comply with their own internal procedures. 
EV 2 ERM helps banks comply with regulatory directives and other legislations. 

EV 3 
ERM provides a framework for banks to assess risk, embrace a mindset of resilience, and fashion their plan 
by seeing change more clearly.  

EV 4 Over the long term, ERM enhances enterprise resilience. 

EV 5 
ERM helps banks manage and prosper in the increasing volatility, uncertainty, complexity, and ambiguity of 
the world by making them more change adoptive.  

EV 6 Banks should have contingency plans that address the strategy for handling unexpected problems. 

EV 7 
Managing risk is iterative and assists organisations in setting strategy, achieving objectives, and making 
informed decisions. 

EV 8 
ERM enhances strategy selection, helps to make well-informed choices, and helps to choose a strategy 
through structured decision-making that analyses risk and aligns resources with the mission and vision. 

EV 9 Demonstrating ERM practices throughout an entity helps to accelerate growth and enhance performance. 

EV 10 
ERM helps to optimise �R�X�W�F�R�P�H�V���E�\���F�R�Q�V�L�G�H�U�L�Q�J���U�L�V�N�V���L�Q���W�K�H���I�R�U�P�X�O�D�W�L�R�Q���R�I���D�Q���R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V���V�W�U�D�W�H�J�\���D�Q�G��
business objectives. 

EV 11 ERM helps banks manage their risks in creating, protecting, and realising value. 

EV 12 
Deploying ERM capabilities as part of selecting and �U�H�I�L�Q�L�Q�J�� �V�W�U�D�W�H�J�\�� �K�H�O�S�V�� �H�Q�K�D�Q�F�H�� �I�L�U�P�V�¶�� �F�R�P�S�H�W�L�W�L�Y�H��
advantage. 

Factor 4: Risk Management Function (RMF) 

The following eight items are proposed to measure risk Management Function factor on the risk management practices of 
Ethiopian commercial banks.  

 
Factor Item 
IRRF 1 Banks should allocate appropriate resources for risk management. 

IRRF 2 
The risk management function should provide independent oversight of the management of risks inherent to 
the bank. 

IRRF 3 Banks should ensure that there is a periodic independent internal or external assessment of all their functions. 

IRRF 4 
Banks should periodically re-evaluate significant risk management policies as well as overall business 
strategies that affect their risk exposures. 

IRRF 5 
Periodic reviews should be conducted to determine whether the organisation complies with its risk 
management policies and procedures. 

IRRF 6 
�%�D�Q�N�V���V�K�R�X�O�G���U�H�Y�L�H�Z���W�K�H���D�O�L�J�Q�P�H�Q�W���R�I���V�W�U�D�W�H�J�\���D�Q�G���E�X�V�L�Q�H�V�V���R�E�M�H�F�W�L�Y�H�V���Z�L�W�K���W�K�H���H�Q�W�L�W�\�¶�V���V�W�D�W�H�G���P�L�V�V�L�R�Q�����Y�L�V�L�R�Q����
and core values. 

IRRF 7 
Periodic reviews of the risk management process should address a review of limits set on various risk 
exposures and any significant changes in limits. 

IRRF 8 Banks should periodically review risk management performance against indicators. 

Factor 5: Vision, Mission, Core Values, and Strategy (VMCS) 

The following ten items are proposed to measure Vision, mission, core values, and strategy factor on the risk management practices 
of Ethiopian commercial banks.  

 
Factor Item 

VMS 1 
When designing the framework for managing risk, the organisation should examine and understand its vision, 
and the framework should align with the vision. 

VMS 2 ERM enhances strategy selection by analysing risks and aligning resources with the vision of the organisation. 
VMS 3 The ERM framework is geared to achieve the organisational mission of the banks. 

VMS 4 
When designing the framework for managing risk, the organisation should examine and understand its 
mission. 

VMS 5 
ERM enhances strategy selection by analysing risks and aligning resources with the mission of the 
organisation. 

VMS 6 When designing the framework for managing risk, a bank should examine and understand its core values. 
VMS 7 ERM and strategy should work together in the strategic planning process. 

VMS 8 
Considering ERM in strategy development allows banks to examine alternative strategies and consider these 
inputs to implement the selected strategy. 

VMS 9 
Deploying ERM as part of selecting and refining a strategy helps to gain a better awareness of how the explicit 
consideration of risk may impact the choice of strategy. 
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VMS 10 
ERM enriches management dialogue by adding perspective to the strengths and weaknesses of a strategy as 
�F�R�Q�G�L�W�L�R�Q�V���F�K�D�Q�J�H���D�Q�G���K�R�Z���Z�H�O�O���D���V�W�U�D�W�H�J�\���I�L�W�V���Z�L�W�K���W�K�H���R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V���P�L�V�V�L�R�Q���D�Q�G���Y�L�V�L�R�Q�� 

Factor 6: Risk Appetite and Tolerance Limit (RATL)  

The following four  items are proposed to measure risk appetite and tolerance limit factor on the risk management practices of 
Ethiopian commercial banks.  

 
Factor Item 

RA 1 
Banks need to determine if the strategy works in tandem with their risk appetite and how it will help drive the 
bank to set objectives. 

RA 2 
Banks should establish MIS to monitor significant changes in risk profiles and evaluate the trends in the 
�E�D�Q�N�¶�V���D�J�J�U�H�J�D�W�H���U�L�V�N���H�[�S�R�V�X�U�H�� 

RA 3 Criteria for identifying and reporting potential risks should be defined by procedures. 

RA 4 
Risk measurement provides input to decisions about whether the risk and/or magnitude are acceptable, need 
to be treated, the priority for treatment implementation, and the most appropriate treatment methods. 

Factor 7: Integration and Alignment  

The following four  items are proposed to measure integration and alignment factor on the risk management practices of Ethiopian 
commercial banks.  

 
Factor Item 

IA 1 
�0�D�Q�D�J�H�P�H�Q�W���V�K�R�X�O�G���H�Q�V�X�U�H���W�K�D�W���U�L�V�N���P�D�Q�D�J�H�P�H�Q�W���L�V���L�Q�W�H�J�U�D�W�H�G���L�Q�W�R���D�O�O���W�K�H���E�D�Q�N�¶�V���D�F�W�L�Y�L�W�L�H�V���D�Q�G��functions and 
should demonstrate leadership and commitment. 

IA 2 ERM aligns strategy with the vision and mission of the organisation. 

IA 3 
�7�K�H�� �U�L�V�N�� �P�D�Q�D�J�H�P�H�Q�W�� �S�U�R�F�H�V�V�� �V�K�R�X�O�G�� �E�H�� �D�O�L�J�Q�H�G�� �Z�L�W�K�� �W�K�H�� �R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V culture, processes, structure, and 
strategy.  

IA 4 ERM provides greater insight into the links between strategy, risk, and performance. 
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