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Abstract

From an Internal Audit perspective, the integration of Artificial Intelligence (Al) into credit risk modelling through Machine Learning
(ML) algorithms presents significant challenges due to the complexity and multidimensional nature of these models. While Al
enhances predictive performance and accuracy, its inherent lack of transparency and explainability increases the risk of control
deficiencies, potentially leading to financial losses, misrepresentation of information, unfair discrimination against debtors, and non-
compliance with EU regulations. This paper introduces a comprehensive audit framework designed to establish robust internal controls
over Al-driven credit risk models. Aligned with the Model Risk Management (MRM) lifecycle, we propose a structured set of audit
tests and controls, organized by thematic area, to assess key aspects such as model design and performance, governance, reliability,
and regulatory compliance. Additionally, we provide practical examples in emerging areas to illustrate their application. These audit
procedures aim to identify critical vulnerabilities while ensuring adherence to regulatory standards, including EBA/REP/2023/28 and
the evolving requirements of the EU Al Act.
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1. Introduction

In recent years, the banking system has recognized the need to improve creditworthiness evaluation in terms of precision, accuracy,
and responsiveness to detect credit distress, ensuring more efficient and controlled credit processes. A key advancement in addressing
this challenge has been the introduction of Machine Learning (ML) algorithms. ML has become an essential tool in credit risk
management, allowing banks to assess obligors more effectively throughout the entire credit lifecycle. Unlike traditional statistical
methods, ML enhances predictive accuracy, processes large volumes of data, identifies complex patterns, and quickly adapts to new
information. Notably, ML models leveraging high-frequency transactional data have demonstrated superior precision and
discriminatory power, even in cases with limited information (Moscatelli et al, 2019). Despite these advantages, integrating ML into
credit risk assessment introduces new challenges, especially when it comes to internal control framework and particular 3" level/audit
controls. The dynamic nature of ML models, which continuously learn from and adapt to new data, raises concerns about consistency
and reliability. Additionally, the complexity of these algorithms can lead to outcomes that are not always easily understandable,
earning them the label of “black-boxes” — models where the inputs and outputs are known, but the internal workings remain largely
opaque (Giudici and Gramegna, 2021). This poses a trade-off between increasing accuracy on the one hand, and interpretability on
the other, of predictions made by the model, which must be balanced according to the model purpose and the context in which it is
used. Finally, the regulatory landscape for credit risk management and the usage of Al techniques is stringent and constantly evolving,
with regulatory bodies like the EU Parliament and the European Banking Authority setting comprehensive standards. Compliance
with these regulations demands transparency, accountability, and rigorous validation of credit risk models, including evaluating the
impact of ML on the credit assessment process.

Consequently, the inherent complexity of ML models presents unique challenges in meeting the aforementioned requirements.
Effective audit controls must address not only the technical aspects of model assessment but also the governance framework and its
role within credit processes, particularly in relation to the parallel adoption of IRB/regulatory models. So far, banks’ Internal
Validation functions have primarily focused on assessing regulatory models due to the constraints imposed by regulatory validation
and maintenance requirements. Within this context, and given the currently limited oversight provided by the second-level control
function for ML credit risk models, the role of Internal Audit becomes crucial in mitigating residual risks. Therefore, it is essential to
establish a comprehensive audit framework capable of assessing the complexity of these models from multiple perspectives (e.g.,
quantitative, qualitative, etc.).

As reported by Clark (2018), various approaches exist for conducting a Machine Learning audit. These range from comprehensive
code reviews — involving an examination of underlying mathematical assumptions and relevant human interventions, constituting a
highly technical methodological evaluation of the ML algorithm — to approaches focused exclusively on assessing the ethical
implications of ML. For instance, one assessment framework evaluates the different stages defined in the CRISP-DM (Cross-Industry
Standard Process for Data Mining) model, a robust and systematic framework for data mining projects. This method enables
evaluation across six fundamental stages: Business Understanding, Data Understanding, Data Preparation, Modelling, Evaluation, and
Deployment. The depth of analysis at each stage may vary depending on the auditors' focus and expertise (%).

Another framework, known as SMACTR (Scoping, Mapping, Artefact Collection, Testing, and Reflection), is designed to assess
the compliance of Al algorithms with an organization's ethical values. This framework aims to ensure that Al systems are developed
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and implemented in alignment with ethical principles such as transparency, justice, fairness, and non-discrimination (Sandu et al,
2022; Inioluwa et al, 2020).

Despite their strengths, such approaches have significant limitations, as they primarily focus on specific aspects of Machine
Learning models. For instance, frameworks like CRISP-DM do not adequately address the risks associated with using these models
in the credit assessment process. Moreover, they often operate at too high level, concentrating solely on regulatory compliance without
offering detailed steps for auditing the algorithms or the processes they underpin. These shortcomings make such frameworks
insufficient for providing a comprehensive audit assessment that ensures compliance with the stringent requirements of the EU Al
Act.

For this reason, we propose, as outlined by Sandu et al (2022), an audit framework grounded in the phases of the credit model
lifecycle as defined in Model Risk Management. This approach facilitates a comprehensive evaluation of model risks, addressing both
errors inherent to the model—such as incorrect data or flawed design—and risks arising from the misuse or misapplication of the
model. It also includes an assessment of the key stakeholders within the Model Risk Management (MRM) framework, focusing on
their roles and responsibilities. Furthermore, as elaborated in the following paragraphs, this framework can systematically incorporate,
on top of already existing risks, the consideration of ethical risks—such as the potential for unfair discrimination—at every stage of
the model’s lifecycle (*).

It is important to note that the audit framework presented in this paper can be considered as a “baseline” to address the unique
characteristics of Al-driven credit risk models used for both regulatory and managerial purposes. Nevertheless, it is essential to
recognize that when Al and ML techniques are applied to regulatory models—such as Internal Ratings-Based (IRB) models used for
capital requirements calculation—the internal audit framework must include additional tests beyond those discussed in this paper.
These supplementary evaluations are necessary to ensure the compliance of such models with relevant regulatory requirements.
Moreover, this paper tackles the distinct challenges posed by Machine Learning, including model explainability, fairness,
performance, and regulatory compliance. It proposes a comprehensive framework for establishing robust audit controls. This
framework is specifically designed for banks and financial intermediaries, such as fintech firms, that utilize machine learning model
in the credit assessment. Given the growing reliance on ML algorithms in credit risk evaluation, defining a focused approach to
auditing these models is crucial. By addressing these challenges, financial institutions can maximize the potential of machine learning
while safeguarding the integrity and reliability of their credit risk assessment processes.

2. Regulatory requirements for Machine Learning in credit risk

In light of the widespread diffusion of Artificial Intelligence in recent years, regulators and policymakers across the globe have
tried, at different paces and with different levels of restrictiveness, to develop new regulatory frameworks with the aim of fostering
the diffusion of Al-based solutions while ensuring a correct use by companies and guaranteeing that customers and society as a whole
can benefit from fair and transparent Al technology.

At a global level, the European Union has acted as a pioneer in the regulation of Al, launching several years ago a regulatory
process aimed at promoting the safe and responsible development and diffusion of Al-based applications. This process culminated in
July 2024 with the publication of the final version of the so-called Al Act (%) in the official Journal of the EU. The Al Act defines a
risk-based approach to the regulation of Al, modulating its requirements on the basis of the level of risk posed by the specific Al
system and tailored to the role of the specific actor in the development/deployment/usage of the system. The regulation focuses on the
potential harmful impact that Al solutions might have on the fundamental rights of individuals, introducing the need for a thorough
risk assessment and ethical considerations in the development, deployment and usage of Al-based solutions. Following the risk-based
approach, the regulation identifies three different categories of Al systems:

1. Prohibited Al systems: these are Al systems characterized by an unacceptable risk, and which are therefore prohibited.
Such systems are banned as they contradict the values of the European Union, violating fundamental rights. This category
includes, among others, Al systems that can manipulate and distort a person’s behavior through subliminal techniques or
that exploit a person’s vulnerabilities related to age, disability or specific social or economic situation, and Al systems
for the evaluation or classification of natural persons and the related attribution of a social score.

2. High-risk Al systems: these are Al systems that pose a high-risk to health and safety or to the fundamental rights of
natural persons and are therefore subject to a specific set of requirements, though not being prohibited. The EU Al Act
identifies as high-risk systems, among others, the systems listed in Annex I11 of the Regulation, which include Al systems
used in the areas of biometrics, critical infrastructure, education and vocational training, employment and workers
management, access to essential private and public services (including healthcare services, credit, life and health
insurance), law enforcement, migration, administration of justice and democratic processes. According to this
classification, credit risk models which are used to assess the creditworthiness of potential borrowers for the purpose of
granting loans fall within the definition of high-risk Al systems and are therefore subject to the related requirements. The
Al Act requirements on high-risk Al systems will be summarized later in this paragraph.

3. Lowe-risk Al systems: these are Al systems that do not fall within the two above categories, and for which compliance
with minimum transparency standards is required, for example, concerning the need to inform users that they are
interacting with an Al system and, in the case of content generated by Al tools that may be misconstrued as authentic, to
disclose that the content has been manipulated or generated using Al tools.

4 A key component of the MRM framework is the structuring of roles, responsibilities, and accountabilities for decision making, risk control, and governance. There
are several ways in which an organization can setup roles. However, it is important that reporting lines and incentives are clear. In a typical MRM framework, the
“three lines of defense” model is widely adopted (Satish et al, 2016).

5 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence [...].

RISK MANAGEMENT MAGAZINE - Volume 20, Issue 1 — Page - 5 -




In addition, it should be noted that the application of the above requirements depends also on the specific role that the organization
(i.e., the bank in our case) plays with respect to the Al model. Indeed, the EU Al Act defines several key roles in the Al ecosystem:

e Provider: a natural or legal person, public authority, agency, or other body that is or has developed an Al system to place
on the market, or to put into service under its own name or trademark.

e Deployer: a natural or legal person, public authority, agency, or other body using an Al system under its authority.

e Importer: any natural or legal person within the EU that places on the market or puts into service an Al system that bears
the name or trademark of a natural or legal person established outside the EU.

e Distributor: any natural or legal person in the supply chain, not being the provider or importer, who makes an Al system
available in the EU market.

e Product manufacturer: a manufacturer of an Al system that is put on the market or a manufacturer that puts into service
an Al system together with its product and under its own name or trademark.

It is our understanding that the specific requirements applicable depend on the intersection between risk level of the Al system and
the role of the organization, as better described below.

Focusing on the high-risk systems the EU Al Act defines the following requirements:
1) obligations for providers:
a. General obligations:
i. “Effective data governance” (art. 10).

ii. “Maintaining appropriate technical documentation and record-keeping” (articles 11 and 12).
iii. “Transparency and provision of information to users” (art. 13).
iv. “Enabling and conducting human oversight” (art. 14).
v. “Compliance with standards for accuracy, robustness, and cybersecurity for the intended purpose” (art. 15).
vi. “Establishing and maintaining appropriate Al risk and quality management systems” (art. 17).

vii. “Registering high-risk Al systems on the EU database before placing them on the market” (art. 49); systems
used for law enforcement, migration, asylum and border control, and critical infrastructure will be registered
in a non-public section of the database.

In addition, a conformity assessment (check of compliance) should examine whether the requirements laid out above
have been met. In most cases, providers can self-assess. A third-party conformity assessment by an accredited body is
required if any of the following criteria apply:

o The Al system is part of a safety component subject to third-party assessment under sectoral regulations.
o The Al system is part of a biometric identification system.
o Harmonized standards are not used.
b. On-going performance and conformity checks:
i. “Maintaining logs generated by high-risk systems for a period of at least six months” (articles 9 and 19);

ii. “Immediately taking the necessary corrective actions for non-conforming systems already on the market and
informing other operators in the value chain of the non-conforming systems” (art. 20).

iii. “Cooperating with the national competent authorities or the Al Office” (art. 21).
iv. “Monitoring performance and safety of Al systems throughout their lifetime” (art. 72).

V. “Reporting to the appropriate authorities serious incidents and malfunctions that lead to breaches of
fundamental rights™ (art. 73).

vi. “Undergoing new conformity assessments for substantial modifications (e.g., changes to a system’s intended
purpose or changes that affect how it meets regulations)” (art. 43). For Al systems that are considered to have
limited or minimal risk, it will be important to check whether the original risk classification still applies after
any changes.

2) obligations for deployers (art. 26):

a. “Completing a fundamental rights impact assessments (FRIA) before putting the Al system in use (relevant for
public bodies and private entities providing services of general interest including banks, insurers, hospitals, schools,
which are deploying high-risk systems)”.

b. “Implementing human oversight by people with the appropriate training and competence.
Cc. “Ensuring that input data is relevant to the use of the system”.

d. “Suspending the use of the system if it poses a risk at a national level”.
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e. “Informing the Al system provider of any serious incidents”.
f.  “Retaining the automatically generated system logs”.
g. “Complying with GDPR obligations to perform a data protection impact assessment”.
3) obligations for importers and distributors (art. 23):
a. “Verifying the Al system is compliant with the Al Act and that all relevant documentation is evidenced”.
b. “Informing people that they might be subject to the use of high-risk AI”.

In the case of a bank developing Al models for credit risk, it would primarily fall under the role of a “provider” of a high-risk
system, as it develops and deploys the Al systems internally for its own use. As a provider, the bank would be subject to the regulatory
requirements outlined above in point 1) for the high-risk systems, including ensuring transparency, accountability, and conformity
with high-risk Al system assessments.

In addition to the general provisions provided by the Al Act for high-risk Al systems, in the context of ML-based credit risk models
relevant attention must be also paid to the expectations and requirements of banking Supervision Authorities. As a matter of fact, in
2021 the European Banking Authority (EBA) initiated a discussion about potential requirements for Al-based credit risk models used
for regulatory purposes (IRB models) (6). In 2023, the discussion was followed by the publication of the Follow-up Report on the use
of Machine Learning for IRB Models (EBA/REP/2023/28) (European Banking Authority, 2023), which defines some principle-based
recommendations to be followed by banks if they plan to adopt ML techniques for the purpose of IRB modelling. It should be noted
that, while the EBA recommendations specifically refer to IRB models used to calculate regulatory capital requirements, the EU Al
Act requirements in the context of credit risk models apply in principle only to models which are used for assessing the
creditworthiness of individuals for the purpose of granting loans. However, the “use test” requirements established by the Capital
Requirements Regulation (CRR) (7) and the ECB Guide to Internal Models (%) (European Central Bank, 2024) impose on banks the
use of estimates resulting from their IRB models within their risk management, decision-making and credit approval processes, thus
generating a potential overlap between IRB models and Al Act requirements that banks should carefully take into consideration.

Here follows a brief summary of the EBA recommendations related to the use of ML for IRB modelling:

1) All the relevant stakeholders, including the model Development Unit, the Credit Risk Control Unit and the Internal
Validation function, should have an appropriate level of knowledge of the model’s functioning. In addition, the
management body and the senior management should be in a position to have a good understanding of the model and the
underlying key drivers.

2) Banks should avoid unnecessary complexity and find an appropriate balance between model performance and
explainability of the results.

3) Banks should ensure that the model is correctly interpreted and understood, by analyzing the statistical relationship of
risk drivers with the output variable and ensuring that potential biases in the model are promptly detected.

4) Banks should ensure a proper level of understanding of the model by the relevant staff, especially when human judgement
and overrides are applied.

5) Banks should ensure a reliable in-depth validation of ML models, addressing overfitting issues, challenging the model
design, ensuring a sufficient level of representativeness and data quality and guaranteeing the stability of estimates.

As can be noted from the points above, both the EU Al Act and the EBA recommendations draw specific attention to the risks
produced by the Al system, related not merely to its “algorithmic” component, but also to its deployment, usage, and the related
governance and personnel involved in all stages of the model life cycle. Finally, additional guidelines on the adoption of AI/ML
techniques in credit risk models are expected to be included in the next update of the ECB Guideline on Internal Models, scheduled
for the first quarter of 2025.

The regulation of Al systems shares significant touchpoints with personal data protection regulation, such as the European Union's
General Data Protection Regulation (GDPR); such interdependencies and potential overlaps should be carefully taken into
consideration in the definition of an appropriate audit framework on Al-driven credit risk models.

The GDPR governs the processing of personal data of individuals in the EU, focusing on how such data is collected, stored, and
used. Consequently, any Al system that processes personal data must comply with GDPR provisions, particularly those related to
transparency regarding the use of such data.

For example, Articles 15 and 22 of the GDPR require that individuals subject to automated decision-making be provided with
meaningful information about the logic involved in these processes. This implies that, in the context of Al-based creditworthiness
assessment in loan application, a person whose request is denied can ask for information about the explanation of the decision (see
also section 3.3.3 for more details on this topic).

5 This discussion was launched with the publication of the EBA Discussion Paper on Machine Learning for IRB Models (EBA/DP/2021/04) (European Banking
Authority, 2021).

" Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential requirements for credit institutions and investment firms.
Art. 144(1)(b) of such regulation states that, among the minimum standards required for IRB approval, competent authorities should verify that “internal ratings and
default and loss estimates used in the calculation of own funds requirements and associated systems and processes play an essential role in the risk management and
decision-making process, and in the credit approval, internal capital allocation and corporate governance functions of the institution.”

8 Section 6.2 - Use test requirement.
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In consideration of what described in the previous parts of this chapter, it is deemed that an MRM-based framework for auditing
ML credit risk models is the best and most logical solution to effectively address the new challenges posed by these models while
ensuring compliance with relevant regulatory requirements.

3. Credit Risk Audit Framework

3.1 Model Risk Management perspective

According to Sandu et al (2022), existing frameworks for auditing Al algorithms primarily focus on assessing specific dimensions,
such as ethical risks, including potential discrimination based on protected or sensitive characteristics. However, as noted in the
previous paragraph, the new EU Al Act and EBA reports shift the focus toward risks of incorrect outcomes that could harm the rights
of individuals, especially for Al-based credit risk models. While these regulations continue to emphasize addressing ethical risks, they
also highlight the importance of managing risks from errors in Al algorithms, particularly those stemming from the complexity of Al-
based credit risk models.

In this context, it seems evident that in order to assess the risk of incorrect outcomes from credit risk models involving ML
technology, the concepts of model risk and Model Risk Management (MRM) process can be applied. Indeed, as defined by the Federal
Reserve System (2011), model risk is “the potential for adverse consequences from decisions based on incorrect or misused model
outputs or reports”. This concept is further reinforced by the European Central Bank (ECB) in its Guide to Internal Models (European
Central Bank, 2024), which states: “Effective model risk management allows institutions to reduce the risk of potential losses and
underestimation of own funds requirements due to flaws in model development, implementation, or use. To mitigate these risks,
institutions should have a model risk management framework in place that allows them to identify, understand, and manage their
model risk for internal models across the group.”

By aligning regulatory requirements for Al-based credit risk models with MRM principles, we can leverage the concept of the
model lifecycle, as defined in MRM, to systematically identify, measure, and address risks at every phase of the model's lifecycle (°).
This alignment supports the development of a robust audit framework for Al credit risk models, incorporating tests and controls aimed
at effectively mitigating all potential risks associated with these models.

These controls address not only technical risks, such as incorrect or misused model outputs—e.g., misclassifying obligors or
misapplying concepts critical to creditworthiness assessments—but also ethical risks specific to Al-based models, such as unfair
discrimination against certain groups of debtors.

In our opinion, by leveraging the Model Risk Management (MRM) approach as a starting point, and by integrating the ethical
risks dimension on top of risks already assessed by the MRM, we can:

e Effectively address all risk dimensions associated with the model lifecycle, from its initial development through to its
final application.

e Evaluate the governance of models and their role in the credit risk process.

e Account for controls implemented at different stages of the model lifecycle, wherever possible relying on analyses
conducted by other lines of defence, and focusing audit efforts on areas that provide added value and enhance the
organization’s operations.

By adopting this approach, we can strengthen the oversight and accountability of Al-based credit risk models, ensuring their
reliability, compliance, and ethical integrity across all operational stages.

3.2 Framework for Risk Assessment Across the Model Lifecycle

Our proposed framework divides the credit risk model lifecycle into four categories capable to cover all its phases (%), including
governance arrangements, development, implementation, validation, usage, review, and monitoring. Each of these areas aim to cover
specific risks embedded in the life cycle of the model:

1) Governance and Organization: this area covers the governance structures, policies, procedures, controls, and actors in
place to ensure that the model development, implementation, validation, and usage processes function as intended. Its
main risk is related to unclear and improper formalization of roles and responsibilities of the different stakeholders
involved.

2) Model Design and Application: this area gathers all information and evidence related to the model, including the business
need it addresses, the data used, the modelling techniques applied, model formalization, performance expectations, and
documentation (covering the model’s purpose, methodology, assumptions, and limitations). The main risk is the
inaccurate definition of the model design, leading to the risk of inappropriate performance of the model and, finally, to
the production of erroneous results, but also covering the assessment of ethical risks posed by the model.

3) Model Validation and Controls: this area includes all the information needed to verify that the model functions as
intended. It involves critically challenging the model through “analysis by objective, informed parties who can identify
model limitations and assumptions and recommend appropriate changes” (Federal Reserve System, 2011). The main risk
is that of an inappropriate validation and controls setup for the model under investigation.

® This approach is also proposed in Sandu et al (2022).
10 The MRM process can be divided into various areas of activity. In our framework, we identified four distinct areas; however, other authors may define a different
number of areas. For more details, refer to the International Professional Practices Framework (2018).
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4) Model Use, Monitoring and Review: this area gathers all information and evidence about how the model is used in the
credit processes. The main risk is that of an inappropriate use of model results, as well as that of an improper monitoring
framework that should ensure that the model works properly over time.

Each of the areas included in our framework and details of the related checks are summarized in the tables below. Again, as already
specified within the introduction, it should be noted that the audit framework presented below is intended to cover only the specific
peculiarities of Al-driven credit risk models, without encompassing additional areas of analysis that should be considered when dealing
with regulatory models used for capital requirements calculation.

In that case, the Internal Audit framework presented below should be integrated with additional tests aimed at assessing the
compliance of these models with relevant regulatory requirements, as already done when dealing with traditional statistical models.

Governance and Organization
Test Objective Test Description
Verify:

1) whether a clear definition and segregation of roles and responsibilities exists
across all functions involved and throughout every stage of the model lifecycle.

COMETEES 2) the compliance with internal rules and policies related to the development,
maintenance, and documentation of Machine Learning Models.
3) the existence of a clear strategy regarding ML credit-risk models and coherence
with such a strategy.
Compliance with Verify the alignment with EU Al Act requirements in terms of Model Governance,

EU Al Act Requirements including Information Obligation, Risk Assessment and Model Registry requirements.

Compliance with

GDPR Requirements Verify the alignment with EU GDPR requirements in terms of collection, processing, and
(only for Individuals storage of personal data.
models)

Table 1 - Audit tests in the area of Governance and Organization (source: elaboration of the Authors)

For more practical details on the execution of the checks on “Governance”, see section 3.3.1.

Model Design and Application
Test Objective Test Description
Verify:

1) the alignment of the model design with its intended purposes and objectives, also
considering internal and external factors that may influence its development and
performance.

Hlgels | D 2) the completeness of the model documentation, including description of model
parameters (e.g., hyperparameters), assumptions, and limitations (e.g., use cases
for the algorithms), and its coherence with the model development steps, ensuring
it complies with both internal policies and EU Al Act requirements.

3) whether expert-based choices are adequately justified.
Verify:
1) theadequacy of the estimation data perimeter and its consistency with the model's
Data Assessment objectlvgs. .
2) the quality of the data sources used, and the adequacy of the data quality checks
performed.

3) the alignment with the EU Al Act regarding the use of non-discriminatory and
representative input data.
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Data Processing &
Features Creation

Methodology

Model Performance,
Interpretability &
Fairness

Model Implementation

Verify the adequacy of the data processing (including sampling procedures, data treatment
and feature creation) with respect to the methodology used and the supporting rationales.

Verify:
1)
2)
3)

4)

5)
Verify:

1)
2)
3)
4)

5)

Verify:

1)

2)

3)

the alignment of modelling methodologies (e.g., input mapping, data treatment,
ML algorithms used) with industry best practices and relevant literature.

the consistency between the code workflows in model development and
corresponding documentation.

the methodology used for the feature selection and final model selection
(including module integration).

the presence and adequacy of human oversight in accordance with the EU Al Act
(such as the involvement of experts with independent feedback on the model
development steps and results).

the correctness and reproducibility of the model's results.

whether the model maintains adequate performance when applied to alternative
datasets (out-of-sample / out-of-time);

whether the model's specification remains stable under different distributional
assumptions.

whether the complexity of the trained model is justified by a greater performance
compared to simpler alternatives.

whether the model's results are clearly interpretable and aligned with business
sense, leveraging on interpretability techniques such as SHAP and LIME.
whether the results of the trained model do not discriminate against individuals
based on sensitive attributes.

whether the UAT activities performed ensure the alignment with business
requirements, if the IT documentation is complete to support correct
implementation, and the consistency between the code workflows of the model
in production and corresponding documentation.

whether the model's results in production are consistent with those obtained in
the development environment.

whether there is an appropriate level of human oversight (e.g., periodic
consistency checks evaluated by human beings on the outputs of the model in
production) and transparency during the model's production phase.

Table 2 - Audit tests in the area of Model Design and Application (source: elaboration of the Authors)

For more practical details on the execution of the checks on “Model Performance, Interpretability & Fairness”, see section 3.3.2 (for
tests 1), 2) and 3)), section 3.3.3 (for test 4) and section 3.3.4 (for test 5), while for details on the execution of the checks on “Model
Implementation” see section 3.3.5.

Test Objective

Validation & Controls

Verify:
1)
2)
3)

4)

Model Validation and Controls

Test Description

the adequacy of accuracy controls on data, IT processes and outputs related to the
model.

whether relevant internal regulation on ML credit risk model validation exists
and if the validation has been conducted in compliance with such regulations.
whether the validation results have been interpreted correctly and documented
comprehensively.

whether the findings align with identified gaps also in terms of severity, if a
timeline is set to address these gaps, and if there is a system for tracking the
resolution of findings.

Table 3 - Audit tests in the area of Model Validation and Controls (source: elaboration of the Authors)
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Model Use, Monitoring and Review

Test Objective Test Description

Verify whether adequate documentation supports the model's use, and whether the people
Model Use involved are properly trained to enable them to use the model effectively and implement
corrective actions in case of anomalies.

Verify:

1) whether there is an adequate framework for model monitoring and maintenance,
focusing on performance, stability, and interpretability, and ensuring compliance
with EU Al Act requirements (e.g., model fairness).

2) whether an appropriate records-keeping system is in place in accordance with the
EU Al Act requirements (e.g., maintaining logs for a period of at least six
months).

Model Monitoring

Model Review Verify whether there is an adequate framework for model review, update and discharging.

Table 4 - Audit tests in the area of Model Use, Monitoring and Review (source: elaboration of the Authors)
For more practical details on the execution of such checks, see section 3.3.6.

As previously stated, a key component of the Model Risk Management (MRM) framework is the structured definition of roles,
responsibilities, and accountabilities in decision-making, risk control, and governance for models. While organizations may adopt
different role structures, a typical MRM framework in financial institutions classifies stakeholders into three lines of defence, each
with distinct roles and responsibilities (*!). The first line of defence, primarily composed of model developers and business units, is
responsible for designing, developing, and using models, while actively managing associated risks. The second line of defence consists
of independent risk management functions, such as internal validation and compliance. This function ensures oversight by establishing
policies, validating models, and advising on model risk mitigation strategies, thereby maintaining risk control and regulatory
compliance. The third line of defence, Internal Audit, performs independent assessments to evaluate the effectiveness and soundness
of governance, risk management, and control processes related to model risk (*?).

Given these distinctions, our goal is to prevent overlapping lines of defence while ensuring that Internal Audit adds value through
independent assessments of governance, risk management, and control processes (*3). This also includes exploring innovative areas,
such as non-regulatory models, where Machine Learning techniques are increasingly adopted. In these areas, Internal Validation’s
role may be less extensive, as its focus remains primarily on regulatory models. Therefore, we propose defining control areas taking
into consideration the assessments already conducted by the first two lines, particularly the Internal Validation function. A structured
approach may consider:

e If Internal Validation has not assessed the Machine Learning model, Internal Audit could perform a deep-dive assessment on
all the areas represented before.

e If Internal Validation has instead performed an assessment of the Machine Learning model, the activity of Internal Audit
could be steered towards a challenging of the assessment performed by the Validation function on the most relevant areas
(as also described in the following chapter) or could be limited towards making reliance on Internal Validation outcomes. In
addition, it could also cover areas not assessed by the Internal Validation, such as governance topics.

It is noted that the activities of Internal Audit in this regard should not be considered a substitute for the proper performance of the
duties of the Internal Validation function, which are in any case aimed at ensuring a second level control presidium on internal credit
models to guarantee their soundness and robustness.

3.3 Main Building Blocks
In this paragraph we provide a detailed exploration of the potential assessments that Internal Audit could conduct, following the
previously summarized audit framework. The focus is to suggest a possible approach to conduct audit tests in more innovative areas,
with careful attention to fostering effective collaboration and avoiding overlap with Internal Validation activities, as previously
outlined.

UFor further details please see “Best Practices for Effective Model Risk Management”, Satish et al, 2016.
12 For further details please see “Time to audit your Al algorithms”, Sandu et al, 2022.
13 For further details please see the Institute of Internal Audit https://www.theiia.org/en/standards/what-are-the-standards/definition-of-internal-audit/.
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We believe that, compared to standard models, the most innovative areas of analysis that could benefit from an introduction of
standardized best practices are the following:

e Governance and Organization, focusing on aspects related to EU Al Act requirements.

e Model Design and Performance, focusing on particular dimensions of ML models, such as interpretability, fairness,
performance, overfitting, complexity and causality.

e Model Implementation, focusing on transparency and human oversight aspects.

e Model Use, Monitoring and Review, focusing on aspects related to human oversight and the appropriate training of model
users, as well as on an appropriate model monitoring and records-keeping.

While each aspect of these areas is analyzed in detail in the following sections, we here emphasize that machine learning (ML)
algorithms are not inherently resource intensive. Nevertheless, their true potential is unlocked when applied to large volumes of
heterogeneous data, including unstructured data (e.g. web data). Consequently, financial institutions seeking to enhance their credit
processes with Al must invest in advanced analytics platforms capable of handling vast data volumes and executing complex
computations efficiently. In this evolving landscape, Internal Audit, as an independent control function, must align with the Al
infrastructure used for model development. Operating within the same IT environment as the model development team ensures
consistency in software versions, computational resources, and data infrastructure. This alignment enables Internal Audit to accurately
replicate model outcomes, conduct unbiased testing, and provide objective feedback without being hindered by IT discrepancies. To
effectively oversee Al-driven credit processes, Internal Audit must also align its Al expertise through specialized training and hands-
on experience. By strengthening its technical capabilities, auditors can better monitor Al models, adapt to emerging technologies, and
maintain independence, transparency, and accountability. This, in turn, reinforces trust and validation in Al-based decision-making
for credit risk assessment. Therefore, a structured roadmap for adopting and scaling the proposed audit tests must be aligned with the
institution’s current Al infrastructure and its planned evolution, considering both IT resources and skill development.

3.3.1 Governance and Organization

Regarding the governance aspects of credit risk models, the audit framework should assess the governance structure supporting
the model’s development, implementation, usage, and monitoring. This includes evaluating compliance with internal policies and
organizational rules, as well as ensuring the clear and accurate formalization and effectiveness of roles and responsibilities and their
segregation throughout the model lifecycle.

Focusing on the innovative aspects of Machine Learning models, a new item of assessment emerges, that is compliance with the
EU Al Act requirements related to model governance. Indeed, as explained in section 2 regarding the general obligations for providers,
the EU Al Act establishes some specific requirements in this area, namely:

e Ensuring an appropriate risk assessment and risk-based classification of the Al system, including identifying relevant
requirements if it falls within the high-risk category.

e Providing an appropriate level of transparency and necessary information to deployers and users.
e Registering the system in the EU database for high-risk Al systems.

e Conducting a conformity assessment to verify compliance with general obligations for providers of models used in
creditworthiness evaluations.

Itis therefore important to ensure compliance with such requirements, where necessary establishing, as in our proposed framework,
appropriate audit checks on the compliance with EU Al Act model governance requirements for ML models falling into the high-risk
category.

It is important to note that the EU Al Act requirements for high-risk systems will take effect 24 months after the Regulation’s
publication (i.e., from August 2026). As such, compliance is not yet mandatory. However, during this transition period, we propose
evaluating whether effective initiatives are in place to ensure the future compliance of credit models with these requirements once
they become applicable.

3.3.2 Performance, Overfitting and Complexity

Performance

As already discussed in the introductory parts of this paper, one of the main drivers of the diffusion of ML techniques in several
fields, including risk management and credit risk modelling, is linked to their capacity to boost the performance of predictive models,
both in terms of increased accuracy and enhanced reactivity to credit deterioration signals compared to traditional models. Against
this assumption, it would be therefore useful to back-test such hypothetical increasing predictive capacity with respect to alternative
models. How to do so?

In this case, one possible check that we propose is the so-called “time-to-default” assessment. The idea underlying this assessment
is to verify, for a sample of counterparties that entered into default status, what is the “time-to-default”, meaning the time elapsed
between the first signal of creditworthiness deterioration detected by the model and the actual default of the counterparty, comparing
the Machine Learning model with an alternative benchmark model (possibly non-ML based). The objective of this test is to answer
to the following question: is the Machine Learning technology producing a tangible increase in model performance? The expectation
is therefore that the ML model is more responsive compared to the non-ML one, meaning that it would anticipate signs of deterioration
in creditworthiness in a more gradual manner, and as such it is expected to observe a greater “time-to-default” for the ML model.
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Before entering into details, looking at the following graph represented in Figure 1 helps to better explain the main idea underlying
the proposed test.

«Time-to-default» assessment for a single counteparty (illustrative)
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Figure 1 - Example of "time-to-default' assessment for a single counterparty (source: elaboration of the Authors)

The above chart shows, for a given counterparty which entered default status on 31/12/2022, the PD produced by the ML model
(yellow line), and the PD produced by the alternative, non-ML model (red line).

Looking at the lines, one notices that the yellow line anticipates the deterioration signals of the counterparty, showing an increase
of the PD since almost one year before the default (January 2022), while the red one exhibits a sudden increase only 2 months before
the default (October 2022).

In such a case, one can conclude that the ML model is indeed more reactive in detecting a deterioration of the creditworthiness of
the counterparties. It should be of course noticed that the proposed approach is intended to be a simple and intuitive method to test the
ML model, and more complex and sophisticated approaches can be implemented, also depending on the available data and
observations.

Here below we summarize the main steps to conduct such an assessment:

1. Identify the sample population of analysis, which should be a set of counterparties that have experienced a default, and
which are scored both by the ML model under investigation and by an alternative scoring model.

2. For each of these counterparties, calculate the monthly (or with different frequency, according to the time granularity of
data available) change in the score / PD calculated by each model m:

PD}" — PDI,

APDI = —
t-1

3. ldentify the widest change in the APD calculated above and assume that such maximum change corresponds to the first
signal of deterioration identified by the model.

4. Count the months elapsed between the moment when the signal of deterioration emerged, and the moment of actual
default of the counterparty. Such time elapsed is the “time-to-default".

5. Cluster the magnitude of PD / score changes, calculated as per point 2., into different risk buckets (e.g., deciles) to
calculate the average “time-to-default” for each bucket. It should be noticed that this last step allows the production of an
aggregate result taking into consideration the different risk profile of the counterparties analyzed; also in this case, more
advanced approaches can be conceived to effectively produce an aggregate outcome for the test.

An example of application of the above testing steps and related results is reported in Figure 2 below, where the sample population
has been clustered in 10 risk buckets by dividing it in deciles according to the value of monthly PD change.

The yellow line represents the average time-to-default per bucket based on the estimated PD of a Machine Learning model (in this
specific case the ML technique employed is an Extreme Gradient Boosting, XGBoost for short, but the proposed test is “model-
agnostic” and it can be applied independently of the modelling approach adopted), while the red line shows the average time-to-default
per bucket stemming by the application of a traditional (logistic) PD model.
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Time-to-default» assessment for a portfolio of counterparties (illustrative)
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Figure 2 - Example of ""time-to-default™ assessment for a portfolio of counterparties (source: elaboration of the Authors)

As it can be noticed, the yellow line is consistently above the red one across all buckets, providing supporting evidence for the
greater reactivity of the ML model in detecting signals of early distress for counterparties migrating to default. Additionally, it is also
interesting noting that the stronger is the PD variation (identified ascendingly by risk buckets) the earlier the Machine Learning PD
anticipates the result of the alternative model. This can be seen in the chart where the distance between yellow and red lines increases
as the deterioration signal gets more evident in terms of PD.

It is important to remark that the aim of the above represented example is only to illustrate in a practical way how the proposed
test could be employed to assess the predictive performance and reactivity of a Machine Learning model. The considerations and
conclusions drawn above should not be interpreted as a general statement of stronger ability of ML models in predicting the default
of a counterparty, compared to traditional models. As a matter of fact, the outcomes of the presented analysis might change from one
case-study to another, depending on several elements, such as the modelling techniques used, the characteristics of the portfolio
considered, etc.

Overfitting

Machine Learning models are prone to overfitting: this can happen when the model trains for too long and becomes too complex,
for example a decision tree with an excessive number of splits, which adapts too closely to the training data, and then underperforms
when applied to alternative datasets.

In contrast to the previous sub-paragraph, here we refer to performance as the accuracy of predictions provided by the model,
measured for instance by the Accuracy Ratio (AR) or Area Under the curve (AUC) in case of binary target variable (e.g., for a PD
model). This situation is known as overfitting and is surely an undesirable property for a predictive model.

Several techniques have been developed to mitigate the risk of overfitting. Indeed, in addition to the standard out-of-sample / out-
of-time testing, widely used also in the development and validation of traditional models, more advanced techniques, such as k-fold
cross validation are generally used when training ML models.

This involves splitting the dataset into (k) equally sized folds, and the model is trained (k) times, each time on (k-1) folds and tested
on the remaining fold. The final performance of the model is then calculated as the average of the performances obtained from all (k)
iterations. This method helps ensure that the model’s performance is robust and not dependent on a particular train-test split, allowing
a greater generalization power of the model when applied to different data.

A robust audit framework should include controls aimed at assessing the risk of overfitting, first by verifying whether an overfitting
assessment has been performed during the development phase or by the Internal Validation function.

In case such checks have not been performed, or to challenge them also when they have been executed, we propose two possible
controls:

e A “standard overfitting” test, based on the evaluation of the performance of the model when applied to an alternative
testing set, which could be a classical out-of-sample or, better, an out-of-time sample, with more recent observations,
allowing to make an assessment on the robustness of the model's performance over time. If the out-of-sample or out-of-
time performance does not show a significant decrease with respect to the in-sample performance, then the model does
not show overfitting issues.
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We report below a practical example of such assessment: the depicted table shows the performance (Area Under the
Curve, AUC) of a credit scoring model, trained for illustrative purposes (**), measured both on the training sample and
on the test sample (i.e., a portion equal to 20% of the original sample kept out of the training phase for testing purposes).

Sample AUC
In-sample 71.954%
Out-of-sample 69.295%
Delta -2.659%
Delta % -3.696%

Table 5 - Standard overfitting test: comparison between **in-sample’ and ""out-of-sample™ performance (source: elaboration of the Authors)

As it can be noticed, the performance measured “in-sample” stands at around 71.95%, while “out-of-sample” it is equal
to around 69.30%, suggesting a slight decrease, even though not extremely material, of the model’s discriminatory power.
As a best practice, thresholds for this test are usually set at -5%/-10%, meaning that relative drops of performance beyond
these levels should be carefully assessed and the underlying drivers investigated. Generally, real-life credit risk models
deployed in production might be supported by a “monitoring dashboard”, which periodically provides performance
metrics (such as AUC, stability indexes, etc.) updated to most recent data, allowing to continuously monitor and assess
the proper functioning of the model over time and promptly detect potential deterioration of its performance. In this
context, the first step of analysis for the Internal Audit function could be to analyze and assess the results of this periodic
monitoring, where necessary complementing it with specific deep-dive assessments (e.g., analyzing the performance of
specific model features, or investigating the performance of the model on specific sub-buckets of the population, etc.).

e A “robustness of performance” test, which could be carried out by assessing the performance of the model on a meaningful
set of alternative samples. This test has the aim to investigate the behavior of the model’s performance under a wide set
of possible scenarios. Considering that in practice it might be difficult to identify and define multiple test samples, the
idea is to leverage on the bootstrapping procedure to “build” a (potentially large) set of alternative sub-samples starting
from the testing sample at hand (possibly also allowing for different distributional properties, i.e. through simple random
sampling, without stratification).Then, test the model performance on each of these sub-samples, and verify if the
performance of the model measured on the training sample falls within a reasonable boundary (e.g., 5-95 or 10-90
percentile) of the “bootstrapped performances”. Such verification allows to get a sense on how reliable the prediction
model is and how it is expected to perform over time, subject to distributional changes in the application dataset.

As done for the previous test, we report below a practical example of such assessment performed on the same illustrative
credit scoring model described before. The test sample kept out of the training phase consists of 200 observations (20%
of the original sample): to conduct this assessment, we used simple random sampling (without replacement) to build 100
testing sub-samples (each of them with 100 observations) starting from the original testing set. Then the model is applied,
and its performance evaluated (in terms of AUC) on each of the sub-samples, constructing a distribution of “bootstrapped
performances”. Finally, it is evaluated how the model’s performance on the training sample behaves when compared to
such distribution, to assess whether it falls within a reasonable range of this distribution or if it rather positions at its the
extremes (i.e., beyond a certain percentile).

Here below a histogram depicting the distribution of the AUC measured on the set of 100 alternative testing sub-samples:

Distribution of AUC on bootstrapped test samples
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Figure 3 - Distribution of model's performance on bootstrapped testing samples (source: elaboration of the Authors)

4 For this paper, we developed a credit risk model using the publicly available “German Credit Data” dataset prepared by Prof. Hofmann. This dataset contains 1,000
records of individuals who received credit from a bank, each categorized as a "good" or "bad" credit risk based on various features.

After an initial data exploration phase, we conducted a features engineering step. This involved handling missing values and applying label encoding to categorical
features, such as "Housing", "Saving accounts" and “Checking account” to prepare the data for modelling.

Then, we selected LightGBM as the model due to its strong performance with structured data, as it can directly utilize categorical variables, allowing us to avoid One-
Hot Encoding and instead rely on label encoding. To optimize model accuracy, we fine-tuned hyperparameters using RandomizedSearchCV. Model performance was
evaluated primarily through accuracy to provide a reliable measure of predictive quality. For interpretability, we employed SHAP values and LIME analysis to better
understand the model’s predictions. For further details or the dataset please contact the authors.
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As it can be noticed, the distribution is centered around 70% (the median is 70.02%), and the 5™ and 95" percentiles equal
to 63.54% and 75.29%, respectively. Recall also that the model’s performance measured on the training sample is equal
to 71.95%, thus quite close to the center of the distribution. Also consider that, out of 100 testing samples, only 12 of
them exhibits an AUC below the relative threshold of -10% of the training AUC (64.76%), while 36 of them fall below
the -5% relative threshold (68.36%). Based on these results, there is no strong evidence of the model overfitting when
applied to a bunch of alternative testing samples. However, if the number of scenarios with performance under the defined
thresholds resulted to be higher, this could be a warning signal of potential overfitting issues which should be investigated,
for instance evaluating the model’s performance on more recent data to assess whether they could be an early warning of
performance deterioration over time.

Complexity

Another point of attention when dealing with Machine Learning models is complexity: it is without doubt that a ML model is more
complex, in terms of training procedures, debugging, features maintenance, interpretation and communication of results, than a
simpler, traditional, statistical or regression model.

Such increased complexity is justified, on the other hand, by greater predictive performance. But what if this is not the case? What
if a level of performance similar to that of our ML model can be achieved by a simpler model, which leverages on a less complex
modelling approach or less advanced and more interpretable variables?

To answer to these questions, we propose to introduce a test within the audit framework aimed at challenging the complexity-
performance trade-off of the model under investigation, by verifying if it is possible to achieve similar performances by means of a
simpler model. Also in this case, such checks could be possibly carried out also during the development stage of the model or by the
Internal Validation function during its assessment of the model. On the other side, whenever such controls are deemed to be not
exhaustive, Internal Audit could challenge them through a dedicated complexity assessment. To do so, we must first define what we
mean by “complexity” when speaking of a model. Here below we summarize some possible dimensions of model complexity and
propose specific checks to assess each of them:

Complexity dimension Description Audit check on this dimension

Complexity of the algorithm

An algorithm that is too complex (“black
box”) could lead to results that are not
easily interpretable and produce additional
costs in terms of development and
retraining

If made possible by the structure of the
training dataset and its features, train a
simpler model, such as a simple decision
tree or a logistic regression, and compare its
performance with that of the audited model

Complexity of the model
features

A model that relies on complex features
(e.g., advanced variables based on complex
mathematical transformations) could lead to

results that are difficult to interpret and

explain to relevant stakeholders

Train an alternative model based only on
the simplest and most interpretable
variables and compare its performance with
that of the audited model

Complexity of the model in
terms of number of features

A model that relies on a huge number of
features could determine additional costs in
terms of model maintenance (e.g., in terms

of data collection and storage) and
complicate the relationship between
independent variables and the target,
making it more difficult to interpret

Metrics such as the Akaike Information
Criterion (AIC) and the Bayesian
Information Criterion (BIC) can be used to
assess this dimension, as they penalize
models with an increasing number of
features. In addition, an alternative model
can be trained with a lower number of
variables, and its performance compared
with that of the audited model

Table 6 - Complexity dimensions and related possible audit checks (source: elaboration of the Authors)

For the sake of awareness, it is important to highlight that model complexity, particularly in terms of the number of features, can
be evaluated using metrics such as the Akaike Information Criterion (AIC) and the Bayesian Information Criterion (BIC). These
criteria are widely used in regression models, such as logistic regression, and probabilistic machine learning models, including
Bayesian Networks and Hidden Markov Models (HMMs). They help balance model fit and complexity by penalizing complex model,
ensuring a trade-off between overfitting and underfitting. However, in credit risk modelling, where machine learning techniques rely
heavily on ensemble methods based on decision trees, such as XGBoost, LightGBM, and CatBoost, AIC and BIC are not directly
applicable. These ensemble methods do not rely on probabilistic estimation, making traditional complexity measures unsuitable.
Instead, alternative approaches must be used to manage the number of features and control model complexity. Among the possible
approaches for limiting the number of features may use:
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e Recursive Feature Elimination (“RFE”) which iteratively removes the least important features and retrains the model to
identify an optimal feature subset (*°).

e  “Early-Stopping” methods, which means adding up features during the training until their marginal contributions can be
considered negligible in terms of discriminatory power according to some expert-based thresholds ().

e Additional regularization techniques can be applied through hyperparameter tuning to effectively control the number of
features used in tree-based ensemble methods. Specifically, it is possible to limit tree depth using parameters such as
max_depth and num_leaves, which constrain tree growth and reduce feature reliance. Furthermore, feature complexity
can be penalized through L1 regularization (reg_alpha), which encourages sparsity by eliminating less important features,
and L2 regularization (reg_lambda), which shrinks feature weights to reduce overfitting while maintaining generalization

(17) .

Finally, interpretability measures such as SHAP (SHapley Additive Explanations) and LIME (Local Interpretable Model-Agnostic
Explanations) can be leveraged to identify and eliminate weakly contributing features, thereby reducing model complexity without
sacrificing performance. These interpretability techniques are described in detail in the next section 3.3.3.

If the above-described analyses highlight that less complex models can provide comparable levels of performance (i.e., within a
sufficiently limited interval), then the complexity of the ML model is not justified, suggesting room for an improvement in
performance or, alternatively, a simplification of the modelling techniques.

3.3.3 Interpretability

The main advantage of machine learning models is that they are extremely powerful, as they are able to uncover complex non-
linear relationships between variables that are not identified by traditional, simpler, models. If on the one hand this feature increases
the accuracy of ML-based predictive models, on the other hand it could complicate the interpretation of the identified relationships,
making the model's results opaque and more difficult to explain. Different from traditional regression models, where regression
coefficients allow a direct grasp on what is the relative impact of a single model feature on the overall prediction, machine learning
models do not have explicit parameters and coefficients. To address this challenge, various interpretability techniques have been
recently developed, which allow the contribution of each model variable on its predictions to be assessed and identified.

Generally, the greater the complexity of the ML technique adopted, the lower the transparency of results; for instance, the outcomes
of a complex neural network are far less interpretable than those of a (rather simple) decision tree or a random forest (*%). It is important
to emphasize that there is a distinction between machine learning (ML) models and black boxes. Not all ML models are inherently
black boxes, even though there is no strict boundary between simple and advanced models. Generally, there is a heuristic trade-off
between interpretability and accuracy — more interpretable models tend to have lower accuracy, while highly accurate models are
often less interpretable. Figure 4 below provides a graphical representation of such trade-off:
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Figure 4 - The relationship between interpretability and accuracy (source: Hottenhuis (2022))

15 Leveraging on the “German Credit Data”, we implemented an example on Recursive Feature Elimination (RFE, using RFE method from python package
sklearn.feature_selection) to evaluate its effectiveness in feature selection. Specifically, we initialized an RFE object with a LightGBM classifier as the base model to
iteratively rank feature importance. At each step, the least important feature was removed until the number of remaining features matched n_features_to_select. The
names of the most important features were then retrieved for further analysis. However, it is important to note that the dataset used contained a limited number of
features, which may not provide significant improvements in model performance when applying RFE.

16 Leveraging on the same “German Credit Data”, we also combined Recursive Feature Elimination (RFE) with an early-stopping approach (using early_stopping
method from python package lightgbm.callback) to optimize feature selection and model performance. Specifically, we defined a validation dataset eval_set=[(x_valid,
y_valid)] to monitor model performance during training. The AUC score was used as the evaluation metric (eval_metric="auc"), and early stopping was configured
with callbacks=[early_stopping(50)]. This setup ensures that training automatically stops if the AUC score fails to improve for 50 consecutive iterations.

7 The previous hyperparameters (e.g., max_depth) are usually optimized before the final training phase using the RandomizedSearchCV function from python package
sklearn.model_selection, which searches for the best combination through randomized sampling and cross-validation.

18 1t should be noted that a model which is excessively complex can lead, in addition to interpretability issues, also to overfitting problems, which are described in
section 0.

RISK MANAGEMENT MAGAZINE - Volume 20, Issue 1 — Page - 17 -




The interpretability (or explainability, these two terms are usually used interchangeably) of ML models' results is then a key area
of concern, especially in a context, that of credit risk, where the ability to identify the key drivers behind a certain credit decision is
of utmost importance (e.g., explain why the loan application of a certain borrower has been refused). This is relevant also from a
regulatory perspective; indeed, art. 15(1)(h) of the European General Data Protection Regulation (GDPR) (*°) provides for the data
subjects (and thus customers) “the right to obtain from the controller confirmation as to whether or not personal data concerning him
or her are being processed, and, where that is the case, access to the personal data and the following information: [...] the existence
of automated decision-making and [...] meaningful information about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject”. According to Banca d’Italia (2022), this request for “meaningful information
on the logic involved” implies an “obligation for intermediaries to provide so-called “local” explanations to applicants, inclusive of
the details of the main variables that contributed to a specific outcome regarding the loan approval or denial”. In this regard, in a
recent case concerning fully automated credit scoring, the Advocate General of the European Court of Justice expressed its opinion
regarding the level of disclosure and transparency that should be guaranteed to customers in case of automated decision making.
According to this opinion, data subjects have the right to receive details about methods and criteria used, including information on the
parameters and input variables used in the determination of the rating and their influence on the calculated rating ().

To effectively understand and explain the relationships identified by a Machine Learning (ML) model, it is crucial to have suitable
explainability techniques available.

This requirement is integral to any audit framework, which should include controls to assess whether model developers have
applied appropriate explainability techniques. These techniques allow auditors and stakeholders to identify the variables that most
significantly impact the model's results and to check this estimated contribution against economic and business expectations.

We believe that the evaluation of model interpretability during audit activities can proceed along the following steps:

e Verify business relevance: ensure that explainability analyses conducted during the model development phase (or during
validation activities, if performed by the Internal Validation function) align with business logic and expectations.

o Assess the appropriateness of techniques: if the outcomes of the previous step align with expectations, verify that the
explainability methods used are suitable and consistent with established practices in the relevant literature. Consider the
previous discussion and any cited references to confirm methodological soundness.

e Monitor result stability: review whether the outcomes of explainability analyses have been consistently monitored and
documented. Assess the stability of these results over time during both the development and validation phases.

e Challenger model testing: Since post-hoc techniques are being used, consider testing a challenger model as a benchmark to
further validate the reliability of the explanations provided.

The explainability of Machine Learning models — commonly known as XAl (eXplainable Artificial Intelligence), XML
(eXplainable Machine Learning), and IML (Interpretable Machine Learning) — usually refers to model-agnostic post-hoc explanations
(Molnar, 2022). Two widely used explainability techniques, particularly relevant in credit risk modelling, are SHAP and LIME. These
techniques are both local, model-agnostic explainability methods. “Local” implies that they provide insights into individual predictions
for specific observations, while “model-agnostic” indicates they can explain predictions from any ML model type (e.g., random forest,
XGBoost, neural networks). Notably, SHAP can also be applied to global explainability, offering insights into how specific model
features influence predictions across a testing set.

SHAP

SHAP (SHapley Additive exPlanations) is a method to explain individual predictions, based on Shapley values. The theory
underlying Shapley values comes for coalitional game theory, which tells us how to fairly distribute the payout of a game (the
prediction of the model in our case) among the different players (the features). In the context of model interpretability, Shapley values
highlight how much each model's feature has contributed to the single (local) prediction compared to the average prediction. The
Shapley value of a specific feature of the model is the average marginal contribution of the feature value across all possible coalitions.
In pseudo-code it works as follows (?%):

1. Create the set of all possible feature combinations (called coalitions).
2. Calculate the average model prediction.

3. For each coalition, calculate the difference between the model’s prediction without the feature i and the average
prediction.

4. For each coalition, calculate the difference between the model’s prediction with i and the average prediction.

5. For each coalition, calculate how much i changed the model’s prediction from the average (i.e., step 4 — step 3). This
represents the marginal contribution of feature i.

6. Shapley value is equal to the average of all the values calculated in step 5 (i.e., the average of i’s marginal contributions).

19 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data [...] (General Data Protection Regulation).

20 See Opinion of Advocate General Richard De La Tour, delivered on 12 September 2024, Case C-203/22.

2L For further details on the pseudo code, please see the web resources Shapley Values - A Gentle Introduction | H20.ai.
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It should be noted that the exact calculation of the Shapley values for a feature i involves the evaluation of all possible coalitions
of feature values, with and without the i-th feature to calculate the exact Shapley value. For more than a few features, the exact solution
to this problem might become problematic as the number of possible coalitions exponentially increases as more features are added.
For this reason, in the most common packages used to calculate the Shapley values they are actually computed via approximation
(such as Monte-Carlo sampling).

More about the theoretical fundamentals of SHAP and Shapley values can be found in the Annex, as well as in Lundberg and Lee
(2017) and Molnar (2022).

Here below we propose a SHAP interpretability analysis, applied to an illustrative credit scoring model trained on the publicly
available dataset “German Credit Data” (%2).

Checking account
Duration

Credit amount
Saving accounts
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Job

Purpose
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mean(|SHAP value|) (average impact on model output magnitude)

Figure 5 - SHAP waterfall plot for the illustrative credit scoring model (source: elaboration of the Authors)

One of the features of SHAP is that it allows the assessment of the “global feature importance” of a model, i.e., to understand
which are the most important features that are driving the model’s prediction in a given testing set. The above chart presented in Figure
5 represents the variable impact sorted for importance within our illustrative model. As can be noticed, the variable importance has a
good level of business sense, as the most important variables appear to be “Checking account”, “Duration” and “Credit Amount”.
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Figure 6 - SHAP beeswarm plot for the illustrative credit scoring model (source: elaboration of the Authors)

In addition, SHAP allows an assessment of the estimated impact of each variable on the model prediction is coherent with economic
business sense. The above chart presented in Figure 6 visualizes the impact of each feature on the model’s prediction of the probability
of default in our illustrative model. In detail, the x-axis shows the SHAP values, which represent the influence each feature has on
pushing the prediction toward a higher or lower probability of default. Values to the left indicate a decrease in the probability of
default, while values to the right indicate an increase. As one can see:

e The "Checking account" feature appears to have a strong negative impact. This suggests that individuals with stable checking
accounts are perceived as lower risk.

e The "Duration" seems to have a moderate positive impact. An increase of the loan term might be associated with higher
default risk.

22 The credit scoring model considered is the same already described in the “Overfitting” section.
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e The "Credit amount" is a significant driver of the model's prediction. This aligns with intuition: larger loan amounts often
correlate with higher risk.

It is important to highlight that SHAP analysis could reveal some non-business sense effects in the variables, for example in the
variable “Credit amount” there is a mixing in the risk sense between “low” and “high” values. Situations like the previous one should
raise attention in the phase of feature creation, suggesting for instance the need for a better treatment of missing values.

LIME

Another technique that can be used for auditing ML model’s interpretability is LIME, which stands for Local Interpretable Model-
agnostic Explanations. The main idea behind LIME is to train a local interpretable model (for instance, a linear model) in proximity
of on observation of interest (local region), which acts as a simpler and explainable model (surrogate) to identify the features that
drive the prediction of the model for this observation, i.e., to get a local explanation. The explanation provided by the simpler model
does not represent a global explanation of the complex model predictions, but it represents a good explanation of the local prediction,
as it is trained on the local region in proximity of the observation of interest. How is the surrogate model trained? Data points around
the observation of interest are perturbed and weighted according to their proximity to it, then the original model's prediction on the
perturbed data points is used to train a simpler model that approximates the model accurately in the vicinity of such observation. Then,
the local explanation is obtained by interpreting the local model (e.g., in case of a linear regression model used as surrogate, by looking
at the fitted weights of the regression).

Below we provide the main steps for training a local surrogate model (%3):
1. Select the observation of interest for which you want to have an explanation of its black box prediction.
2. Perturb the dataset and get the black box predictions for these new points.
3. Weight the new samples according to their proximity to the observation of interest.
4. Train a weighted, interpretable model on the dataset with the variations.
5. Explain the prediction by interpreting the local model.

For further details about the theoretical foundations of the LIME approach, please refer to Ribeiro et al (2016), Molnar (2022) and
Juscafresa (2022).

To raise awareness, we conduct a LIME (Local Interpretable Model-agnostic Explanations) analysis based on the previous
illustrative credit scoring model (?*). The purpose of this analysis is to provide insights into the model's prediction by identifying the
features that contribute the most positively or negatively to the specific outcome. By highlighting these influential features, we aim to
enhance our understanding of how the model arrives at its decision for a given input data of the test sample.

Local explanation for class Default

0= CheCking ecount == 1001 _

2295.50 < Credit amount <= 3914.25 -

rousing <= 0081 -

0.00 < Saving accounts <= 1.00

T T T T T T T T
—-0.06 —-0.04 -0.02 0.00 0.02 0.04 0.06 0.08

Figure 7 - Example of local explanation with LIME (source: elaboration of the Authors)

In Figure 7 above, red bars represent features that push the “local” prediction (i.e., the prediction for a single observation of the
sample) toward “No-Default”, while green bars represent features that push the prediction toward "Default." The key features
influencing the prediction are as follows:

e “Checking Account” (green): This is the most influential feature (largest green bar). A low checking account value strongly
increases the likelihood of the individual being classified as “Default”.

e  “Credit Amount” (red): This feature has a significant negative impact, meaning individuals with credit amounts in this range
are less likely to be classified as Default.

2 For further details please see 9.2 Local Surrogate (LIME) | Interpretable Machine Learning.
2 For further details on LIME analysis please contact the authors.
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e  “Duration” (green): This feature has a positive effect, with longer loan durations increasing the likelihood of the individual
being classified as "Default.”

The results of the LIME approach, in terms of most important variables and the sign of their impact, are substantially aligned with
that resulting from the previous SHAP analysis, confirming the robust business sense of these model variables.

In this regard, empirical evidence showed that LIME can serve as a powerful tool for assessing the explanatory capabilities of an
audited model within specific data clusters. For example, consider a scenario in which a subset of customers characterized by outlier
data has been identified. In this case, it may be of interest to investigate whether LIME's explanations align with those provided by
SHAP. This comparison is particularly relevant to assess whether the model's predictors maintain an "explainable relationship" with
the target variable within specific subpopulations. Consequently, a meaningful approach could involve comparing global SHAP values
with LIME explanations calculated only for the target subpopulation. However, being LIME explanations calculated for each single
instance, to make the comparison consistent, results from these two XAl techniques must be ranked (%).

To operationalize this approach, one could extract, for each instance within the selected cluster, the top five variables with the
highest explanatory power according to LIME. By counting the frequency with which these variables appear in the top five rankings,
a ranking of variables based on their explanatory consistency across instances can be generated. If the frequency-based ranking derived
from LIME aligns with the ranking of average SHAP values calculated over the whole population, this would indicate that the model’s
explanatory capability remains stable and reliable within the specific cluster under analysis.

Feature SHAP value (average) LIME top 5 explainer

Checking account 0.37 85%
Credit amount 0.34 75%
Housing 0.32 69%
Saving accounts 0.22 62%
Duration 0.2 55%

Table 7 - Comparison between top 5 average SHAP values and top 5 frequency-based LIME explanations (source: elaboration of the Authors)

It is important to highlight that implementing the previously discussed metrics requires careful consideration of the computational
burden, especially when analyzing large datasets. To mitigate this challenge, both SHAP and LIME can be applied to subsamples,
reducing computational costs without compromising the robustness of the insights. For instance, SHAP values can be computed only
for the top percentage of predictors based on their discriminatory power, as well as on specific clusters/subsamples of the development
sample, without compromising the robustness of test information. Additionally, when applying these tools, it is crucial to recognize
their potential limitations and shortcomings, which may impact their reliability or even lead to misleading conclusions. Some of these
challenges include:

e For SHAP:

o The exact computation of SHAP is complex, therefore their calculation for many instances or for global
interpretability purposes might result time and computationally intensive.

o SHAP ignores feature dependence, as it replaces feature values with random instances, and therefore might lead to
misleading results in case of highly correlated variables.

e [or LIME:

o LIME calculation is computationally burdensome for large datasets, as it requires generating multiple perturbed
samples and making multiple predictions.

o LIME explanations are instable, thus hampering their reliability. As shown by Alvarez-Melis and Jaakkola (2018),
very small perturbations in the feature values, that have minimal or no effect on the underlying model’s predictions,
might produce significant effects on the explanations given by the surrogate model.

o LIME explanations heavily depend on the setting of LIME hyperparameters, i.e. the definition of the “local region”
(neighborhood), the surrogate model used, how the dataset is perturbed (sampling), etc.

For additional details on possible shortcoming of SHAP and LIME, see Molnar (2022) as well as the web resources referred to in
the footnote (%%). In conclusion, speaking more generally of post-hoc XAl techniques it is important to consider the following points:

e As acknowledged by EBA (2021), XAl typically offers only a partial understanding of a model. A potential solution is to
place greater emphasis on inherently interpretable models, also referred to in the literature as white box models, where
“explainability/interpretability” is designed in. At present, it appears that the financial industry is not considering white box
models for credit risk, instead focusing on tree ensemble models such as Random Forest and XGBoost.

e There is no established procedure to compare LIME and SHAP analyses. The proposed approach is an innovative
methodology introduced within a real audit engagement, marking the first instance in which interpretability issues in Al-
based models were addressed alongside computational challenges. A comparison between these two XAl approaches at the

% A similar approach based on rankings was proposed in Shi et al (2023). Our approach proposed in this paper does not aim to make LIME explanations global; rather,
it seeks a common-sense method for comparing the alignment of results from two different XAl techniques.
% From Opaque to Transparent: Understanding Machine Learning Models with LIME | Medium and What’s Wrong with LIME | Medium.
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local level was presented by Giudici and Gramegna (2021) using both an unsupervised approach (K-means clustering) and a
supervised approach, with the final result indicating that SHAP performs better.

3.3.4 Fairness
A widely discussed topic in the realm of Al-based decision-making applications with impact on individual persons is related to
ethical risks, i.e., the risk of discrimination against individuals or groups of individuals based on sensitive personal attributes (such as
age, disability, gender, sexual or political orientation etc.). The property of non-discrimination of outputs produced by ML models is
generally referred to as fairness.

One of the main causes of unfair outputs produced by Machine Learning models is bias, whose concept may be distinguished as:

e  Statistical or representation bias: this form of distortion arises when the data is not representative of the true population
it refers to. It can be caused by forms of selection bias, where the observations within the training data are not a random
selection of the true population. One example is that of data related to loan repayment capacity, which is observed and
available only for individuals who have actually been granted credit in the past, and therefore not representative of
individuals who have applied for credit but have been denied it.

o Historical or societal bias: even if the data is not affected by statistical bias, there may be a form of distortion in the data
reflecting distorted behaviors or decisions occurred in the past. This can happen when there is a bias in label assignment,
for instance when past decisions are systematically favorable/unfavorable towards certain groups of individuals, and such
labels are used to train a ML model.

Fairness is a widely and deeply discussed topic in the current literature concerning the ethical implications of Al-based models,
including credit scoring models.

The first step of analysis when dealing with ML-fairness is defining the characteristics for which a model can be deemed fair. As
reported in Hurlin et al (2024), the main definitions of fairness can be summarized as below:

o Demographic parity (also defined as independence or statistical parity): a model is said to satisfy this property if the
predicted outcome ¥ is independent of the sensitive attribute(s) D, i.e., if ¥ L D.
In the context of credit scoring, and considering gender as an example of sensitive protected attribute (e.g., D = 1 for
males, D = 0 for females), this property implies that all applicants should have an equivalent opportunity of obtaining a
good outcome (loan approval (%), ¥ = 1), regardless of their gender, i.e, Pr(¥ =1|p =1)=Pr(Y =1|D =0) =
Pr(7 =1).
Looking at the above definition, and its practical implications, it is quite straightforward to highlight its flaws, as it
imposes an equality of treatment for all individuals, thus not allowing to take into account their creditworthiness, which
a good credit scoring model should instead reflect.

e Conditional demographic parity: a model is said to satisfy this property if the predicted outcome ¥ is independent of the
sensitive attribute(s) D, conditional to the value of non-sensitive attributes (X.), i.e., if ¥ L D |X,. The conditioning
attributes, X, should be non-sensitive variables that have a direct impact on the creditworthiness of individuals, such as
their income. Practically, in the credit scoring-gender example, this definition implies that males and females with a
similar level of income (X, = x), should have an equivalent opportunity of obtaining a loan approval (¥ = 1), while
different outcomes between males and females should be justified by different level of incomes: Pr(Y =1 |D = 1,X,; =
x) =Pr(Y=1|D=0,X,=x) = Pr(Y =1|X; =x).

e Separation (also defined as equality of odds): a model is said to satisfy this property if the predicted outcome Y is
independent of the sensitive attribute(s) D, conditional to the value of the actual outcome Y, i.e., if ¥ L D |Y. This
definition implies that all applicants with similar credit standing (Y = y) should have the same opportunity of obtaining
a loan approval (Y = 1), regardless of their sensitive attribute characterisation; in other terms, it requires the model to
have equal True Positive Rates (TPR) and False Positive Rates (FPR) across sensitive groups: Pr(Y =1|D =1,Y =
y) =Pr(Y=1|D=0,Y=y) = Pr(Y =1|Y =y),withy €{0,1}.

e Sufficiency: a model is said to satisfy this property if the actual outcome Y is independent of the sensitive attribute(s) D,
conditional to the value of the prediction ¥ made by the model. In practice, this definition implies that all applicants
receiving the same prediction ¥ by the scoring model, should have the same probability of having a certain credit type
realisation (good/bad). From a rating model standpoint, this definition can be seen as requiring that individuals within the
same rating class (i.e., with predicted probability of default within a specific bound) have a similar level of observed
riskiness (e.g., in terms of default rate): Pr(Y =1|D=1,R=C(C,) = Pr(Y=1|D=0,R=C,) = Pr(Y=1|R =
Cy), where C,, defines the specific value of the attributed rating class R.

For a more extensive and deeper overview of fairness definitions and their practical implications, we refer to Hurlin et al (2024),
Barocas et al (2023), Adebayo (2012), Castelnovo et al (2021), Castelnovo et al (2022).

The integration of fairness into existing model development workflows requires a structured approach and involves a bias
assessment and mitigation across the entire machine learning modelling pipeline, i.e. from data pre-processing to the evaluation of the
model’s results. As a matter of fact, as also detailed in Castelnovo et al (2021), the bias mitigation and fairness assessment can be
embedded in each of the following stages of the model development workflow:

2" Here the focus is on the “equality of treatment”, for this reason the condition is imposed on the outcome of the loan approval process, rather than on the actual default
of the applicant.
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e  Pre-processing: methods that can be used in this stage of the modelling pipeline are based on the idea of removing
potential unfair biases directly from the training dataset. Among these methods, the simplest one is to remove possible
sensitive attributes from the dataset prior to the model training (so-called Fairness Through Unawareness).

e In-processing: methods used in this phase consist mainly in enforcing a model to produce fair outcomes by adding
constraints or penalties to its optimization problem (“fairness-aware cost functions”), thus imposing fairness at training
time.

e  Post-processing: these strategies are focused on mitigating potential unfair outcomes of a Machine Learning model which
has already been trained. This can be achieved by defining a new classifier as a function of the (potentially biased)
outcomes of the unmitigated model, optimizing some cost function over false positives and false negatives subject to
some fairness constraint.

It is important to highlight that the above-described stages of fairness assessment play a key role in the activities of model
development, while from an audit perspective, which by its nature is based on a downstream assessment of the model, the evaluation
of fairness aspects is more strictly oriented towards the final outputs produced by the model.

In this context, we believe that the most suitable definitions of fairness, to be assessed as part of a sound audit framework, are
those of separation or sufficiency, better if paired with a verification on the blindness of the model, i.e., ensuring that no sensitive
attributes are used as explanatory variables within the model, a situation which would lead to a direct risk of discrimination.

We summarize below the key steps to conduct an assessment on the model fairness from an audit perspective:

o Verify whether fairness was taken into account during the development phase, and if fairness assessments were conducted
during this phase (or during validation activities, if performed by the Internal Validation function).

e  Assess the appropriateness of the definitions and techniques applied, by verifying that they are aligned with business best
practices and suited for the model and the use case under analysis (e.g., statistical parity is not well suited for credit risk
models). In addition, verify if the list of sensitive attributes identified is in line with applicable regulatory requirements
and industry best practices.

e If possible or necessary, challenge the fairness assessment, for instance analyzing additional fairness metrics, or assessing
the non-discrimination properties of the model on specific sub-buckets of the population. If not done during the
development or the validation phase of the model, two useful fairness tests could be the following:

1. Blindness: verify that the model does not contain explanatory variables based on sensitive attributes or related direct
transformations.

2. Sufficiency (group fairness): verify that the individuals for which the model gives a similar prediction, are actually
similar in terms of observed riskiness. To do so, we propose the application of a two-sample Z-test for proportions,
a statistical test used to determine whether two proportions are different from each other, with the null hypothesis
that the two proportions are equal. Such a test is generally used for testing the homogeneity of individuals belonging
to different buckets within the same rating class, where the proportion of each bucket is represented by its default
rate. The formula for the two-sample Z-test for proportions is the following:

b — D2
.\ (1 1
\/P(l —P) (n—l + Tl—z)
where p;y is the proportion (the observed default rate) in the first sub-bucket and n; the related number of
observations, p is the proportion (the observed default rate) in the second sub-bucket and n, the related number of
observations, and p is the average proportion of the two sub-buckets (the observed default rate of the union of the
two sub-buckets). In practice, for each bucket of individuals which are similar in terms of model prediction (e.g.,
within the same rating class or within a limited bound of estimated PD values), we check that the actual riskiness of
such individuals is similar despite their characterization of the sensitive attributes. To give a more practical example,
suppose we have a model with N rating classes: for each class, split the borrowers between groups based on the
sensitive attribute (e.g., males vs. females) and verify that their riskiness, represented by the observed default rate,
is not statistically different, using the above defined Z-test. If the null hypothesis of “equality of default rates” within
a certain bucket is not rejected (i.e., the p-value associated to the Z-statistic is above the chosen significance level),

we can conclude that the model is “fair” for that bucket, as it treats similar individuals in a similar way, despite their
sensitive characterization.

7 =

Below we provide an example of practical application of the fairness assessment described above, based on a simple credit scoring
model trained for illustrative purposes (?®). For the considered model, the information about the borrower’s gender (male vs. female)
is available. We did not use this information as an explanatory variable for training the model, hence the property of blindness is
satisfied. However, we want to check also for sufficiency, that is we want to answer to the following question: is the model treating
similarly males and females in our sample, in relation to their observed riskiness?

To conduct such test, we clustered our testing sample in 2 buckets (classes): observations with a predicted PD above a certain cut-
off fall within a “bad” class, while below the PD cut-off they are assigned to a “good” class. We want to verify if males and females
inside each bucket are treated similarly; the Z-test allows us to assess if borrowers within each cluster are similar also in terms of

2 The illustrative credit risk model considered here is the same already described in the previous paragraphs regarding the overfitting and interpretability assessments.
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observed riskiness. We then split each of the two buckets in two sub-buckets, based on gender, distinguishing males from females,
and via the Z-test we verified if these two sub-buckets are homogeneous in term of default rate. The results of the assessment are
summarized in Table 8 below. As it can be noticed, for both buckets the p-value is above the level of confidence (set in our example
to 5%), therefore the null hypothesis of “equality of default rates” (?®) between sub-buckets of each bucket cannot be rejected. Based
on these results, we can conclude that our model is “fair”, as in addition to the blindness property it also satisfies the definition of
sufficiency.

Default Null
Count all Caumitell Avg. PD (L Dt Rate hypothesis
Class Gender [sub- [sub- Rate Z-score p-value _
[bucket] bucket] [bucket] bucket] [bucket] [sub- (DRv=DR¢)
bucket] )
Good Male 592 426 13.139% 13.086% 7.095% 7.217% 0.277 0.782 Heny
00! . A . .
Female 166 ° | 13.274% ’ 6.627% REJECTED
Bad Male 408 208 | 53030 2% | egpasgy |00000% | g 0.136 MONT
a . (1] . (1] -1, .
Female 144 55.903% 68.056% REJECTED
TOTAL 1,000 1,000 30.379% | 30.379% | 30.000% | 30.000%

Table 8 - Results of the fairness assessment on the illustrative credit scoring model (source: elaboration of the Authors)

In addition to what discussed above, when dealing with the fairness of Al-based credit risk models, a relevant point to be considered
is the trade-off between the model’s performance and the fairness of results that such model produces. As a matter of fact, it is
reasonable to expect that more complex models (31), which can ensure the achievement of higher levels of accuracy and performance,
might be more prone to exploit potential biases embedded in the training data, thus exacerbating the risk of producing discriminatory
results.

While this trade-off should be carefully evaluated during the modelling phase, we propose here a possible check that could be
performed from the audit standpoint to assess the balance between the two dimensions of performance and fairness. The idea of the
proposed test is to verify whether, given a specific model under assessment, it is possible to obtain an alternative challenger model
which ensures similar levels of accuracy but at the same time being “fairer” than the one under evaluation. This can be done by first
identifying possible sensitive features included in the current model, and then challenge it through an alternative model which does
not rely on such features.

To give a more practical example, we leverage on the same illustrative credit scoring model already considered above. Recall that
this model includes “Age” as an explanatory variable: even though such information has been so far widely considered and included
in credit risk models and rating systems, one could argue that its inclusion in the model specification might lead to potentially
discriminatory results against certain age groups of the population. In this context, our proposed test involves verifying if an alternative
model, equal to the audited one but with the exclusion of the “Age” variable, can achieve an accuracy which is sufficiently similar
(i.e. not too much lower) to that of the model under investigation.

Model specification AUC
Including "Age" 69.295%
Excluding "Age" 68.015%

Delta -1.280%

Table 9 - AUC (test sample) of the credit scoring model with and without the "*Age"* variable (source: elaboration of the Authors)

As it can be noticed from the table above, the exclusion of the sensitive variable “Age” leads only to a minor and surely negligible
drop in the model performance (measured by its AUROC, which slightly decreases from 69% to 68%). In this context, the audit test
would suggest refusing the original model specification and prefer the alternative one, as it reduces the risk of possible bias and,
eventually, discrimination, stemming from the reference to sensitive characteristics of the individuals such as their age.

3.3.5 Model Implementation
Model implementation is not a prerogative area of Machine Learning models, as Internal Audit checks on these aspects are
expected to be conducted also for models based on traditional statistical techniques.

When it comes to Machine Learning models, it should be noted that the implementation of such models (%) is usually done via a
dedicated Data Analytics platform, that allows the management of the comprehensive end-to-end process of model development,
testing, deployment and implementation within a unique platform. By leveraging specific and advanced data analytics platforms, it is
possible to deploy a model in a production environment without the need to refactor the entire model development code for the new
environment. Instead, a simple “dump” of the model can be performed, ensuring perfect alignment in the model’s functioning
operation across all environments (development, testing, and production). In light of this, the incisiveness of the audit controls required
on these aspects of model implementation is limited.

2 Similar to other validation tests that compare estimated PD and default rates, it is important to note that the estimated PD and corresponding rating classes are based
on data from time t-1, while the performance window for counterparties in a specific rating class spans from t-1 to t. This means that the test can only assess whether
the model was meeting the fairness condition 12 months ago.

30 When the number of observations within a class is low, it is advisable to also assess the power of the test. This ensures that, in case of failing to reject the null
hypothesis, the difference you are investigating does not actually exist (Type Il Error).

81 Complexity is intended here both as in terms of the algorithm employed as well as in terms of the explanatory variables considered for the model training.

32 This is primarily due to the complexity of ML/AI algorithms, such as ensemble tree methods, which rely on multiple decision trees and are therefore challenging to
deploy manually."
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Nevertheless, it should be taken into account that, as highlighted in section 2, specific requirements for the providers of high-risk
systems are foreseen by EU Al Act, covering also the area of model implementation. Indeed, in addition to the accuracy, robustness
and cybersecurity requirements set out by art. 15, the Regulation also provides the requirement of record keeping of logs issued by
the model over its lifetime (art. 12), to ensure the traceability of its functioning, as well as the obligation to report any serious incidents
regarding the high-risk system to market surveillance authorities (art. 73).

From an audit perspective, it is thus useful to introduce some audit checks on the implementation phase of the model, assessing
the level of technical robustness of the implemented model and the framework for record keeping and incidents reporting set out.

3.3.6 Model Use, Monitoring and Review
As depicted in Table 4, this area of our audit framework encompasses three phases, namely model use, model monitoring and
model review.

Each of these three phases is relevant from an audit perspective, especially when dealing with ML models, which introduce
elements of specificity within each of these stages.

Regarding model use, it is important that people involved in the final use of the model's outcomes within credit processes have
appropriate knowledge of how the model works, how it makes predictions and what these predictions are driven by. This is relevant
both from a regulatory compliance standpoint (in particular, art. 14 of the EU Al Act requires a sufficient level of human oversight
during the model functioning to ensure that the model is functioning as intended), but also from an internal one, as it ensures that the
model's results are used consciously and appropriately. In addition, it allows the detection of potential model malfunctions and
interventions with appropriate corrective actions in case of anomalous results.

It is therefore important, from an audit perspective, to check that all these elements are in place to allow for a correct and
responsible use of the model and an adequate level of human oversight. Practical audit checks on this aspect could include the
following controls:

e Is there a complete and transparent documentation in place that clearly describes the model functioning and its main
drivers?

e Does the documentation describe the limitations of the model, and/or situations where its outcomes should be considered
and used with a lower level of reliability?

e Isthere a well-defined framework of escalation / remediation in cases where the application of model’s outcomes in the
credit process has highlighted potential anomalies?

Model monitoring aims at ensuring that the model functions smoothly and correctly over time. To do so, it is important that there
is an adequate framework for the periodic monitoring and maintenance of the model, for instance with a periodic analysis and
assessment of its predictive performance and established thresholds to trigger model maintenance interventions. More practically, the
audit framework in this area could include the following checks:

e  Assess whether a structured monitoring framework has been defined to verify the adequate functioning of the model in
production over time. The monitoring framework should include at least tests in the areas of model performance, stability,
interpretability and fairness, with related thresholds to highlight potential anomalies and analyze their trend over time.

e  Assess whether the monitoring framework in place allows for a timely identification of malfunctioning and anomalies
(i.e., if the controls are executed over a short time frame after the periodic model runs), and if results of the monitoring
checks are interpreted correctly and communicated clearly to all relevant stakeholders.

An additional element to be considered in the model monitoring area is the presence of an appropriate log record-keeping system,
that allows to track and detect potential anomalies in the functioning of the system and ensure compliance with EU Al Act
requirements.

Lastly, concerning the model review, it is important that there is an adequate framework in place providing clear instructions in
terms of periodic model review and the conditions for a model update, as well as an ex-ante definition of the situations and conditions
that might lead to a decommissioning of the model. Examples of practical checks that could be performed in this area are the following:

e Verify if the development function has defined, also in conjunction with the framework for model monitoring, a set of
rules, metrics and thresholds to identify situations in which the review or the decommission of the model should be
evaluated, and if such rules, metrics and thresholds are sound and adequate.

o Verify if situations like those defined in the framework have occurred in the past and if the defined rules, metrics and
thresholds have been applied consistently.

4. Conclusions

In recent years, the increasing availability of IT resources capable of managing and analyzing massive amounts of data, along with
the potential consequences of Basel IV’s regulatory model rollback, has driven banks and financial institutions to develop and adopt
a new class of cutting-edge models based on machine learning technology. These models aim to enhance competitiveness and
efficiency in creditworthiness assessment. Furthermore, recent reports from the European Banking Authority (EBA) and the
announcement that the upcoming version of the ECB Model Guide will include specific supervisory expectations on the use of
machine learning highlight the growing regulatory focus on credit risk models incorporating Al techniques. These developments also
foresee a crucial role for audit functions in providing assurance on these models by ensuring their reliability, regulatory compliance,
and alignment with best practices in risk governance.
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In this light, this paper offers a structured audit approach for assessing and testing Al-based credit risk models, systematically
identifying model risks throughout the model life-cycle phases defined in Model Risk Management (MRM). This approach aligns
with both current and emerging regulations while integrating established methodological references. The proposed framework tries to
provide a comprehensive method for identifying risks associated with Machine Learning models, addressing both risks directly linked
to the credit risk model—such as obligor misclassification—and broader risks related to the model’s use, governance, monitoring, and
maintenance. Additionally, the framework incorporates considerations for ethical risks.

The proposed tests and their practical implementation present a potential approach for auditing Al-based credit risk models. While
not exhaustive or definitive, this approach aims to reflect the inherent complexity and multidimensional nature of the subject,
emphasizing the need for flexibility and adaptability, recognizing the evolving challenges in this area.

Moreover, the proposed framework is designed to accommodate potential future extensions to recognize emerging aspects; as a
matter of fact, Artificial Intelligence and Machine Learning science is continuously evolving, and this evolution can provide new
instruments to address challenges of Al-based credit risk models. An example of possible future extension of our framework is related
to causality, a prominent emerging topic in Machine Learning literature: causality, also known as Causal Inference or Causal Al,
consists of a set of techniques which reveal the causal relationships that are embedded in the data, making it possible to back-test
predictive ML models and analyze the robustness of causal relationship identified. Further detail on causality is presented in the
Annex.

A notable aspect of this framework is its consideration of future regulatory requirements, particularly those related to the
forthcoming EU Al Act. By integrating potential future obligations, the framework positions itself as forward-looking, helping
organizations stay compliant with evolving standards and best practices in Al governance. This proactive approach is crucial in an era
where regulations around Al and Machine Learning are becoming increasingly stringent and impactful. However, in our proposed
practical tests, we recommend evaluating a "transition period" prior to the full implementation of the EU Al Act.

Finally, itis important to emphasize that this work is intended as a starting point for further refinement and discussion. The dynamic
nature of both the regulatory landscape and advancements in Al technology means that ongoing development and adjustment will be
necessary. The aim here is to foster a broader dialogue on how to effectively manage model risk while balancing regulatory
compliance, ethical considerations, and technological innovation. Future research and industry input will be vital to expanding and
refining the approaches discussed in this paper.

5. Annex
Theoretical fundamentals on SHAP

SHAP and Shapley values allow to identify what is the contribution of a specific feature i for a specific prediction of our model.
To calculate the Shapley we first create all possible coalitions of the other features of the model, and re-calculate the model prediction
for every coalition, with and without the feature of interest, and calculate the difference between this prediction and the average
prediction. By comparing the change with respect to the average prediction, with and without the feature of interest, we get the
marginal contribution. The value of variables that are not in the coalition is replaced with a random value extracted from the available
dataset. This marginal contribution is then averaged across all possible coalitions to get the average marginal contribution.

In formulas:

1
¢ (N,v) = VT ISECANT=ISI = D! [v(S v i) — v(S)]
" SS\ N{i}

where:

e the symbol |. | is used to indicate the cardinality (i.e., the numerosity) of a set of features (it is therefore not to be intended
as the “absolute value”);

e N is the set of all features;
1

T Ysc\ngip identifies the average of the marginal contributions of feature i over all possible coalitions;

e S < \ N{i}isthe subset of features that does not include feature i;

o |S|'(IN| —|S] — 1)! identifies the weight, that is the product of the number of permutations of S and the number of
permutations of the complement of S, where S is a subset of features used in the model;

e [v(S U i) — v(S)]isthe marginal contribution of feature i to the subset S.

It should be noted that the exact calculation of the Shapley values for a feature i involves the evaluation of all possible coalitions
of feature values, with and without the i-th feature to calculate the exact Shapley value. For more than a few features, the exact solution
to this problem might become problematic as the number of possible coalitions exponentially increases as more features are added.
For this reason, in the most common packages used to calculate the Shapley values they are actually computed via approximation
(such as Monte-Carlo sampling).

More about the theoretical fundamentals of SHAP and Shapley values can be found in Lundberg and Lee (2017) and Molnar
(2022).
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Theoretical fundamentals on LIME

Here we briefly introduce with the mathematical details of LIME which, as we will see, also depend on the interpretable model
which is chosen as surrogate.

g =argminL(f, g, m,) + 2(g)
gEG

where:

f: the complex model being explained.

g: the interpretable model (e.g., a linear model) that approximates f locally around x.

G: the set of all possible interpretable models.

o L(f, g my): aloss function that measures the difference between f and g in the neighborhood of x, weighted by m,.
e m,:alocality measure, which assigns higher weights to data points closer to x.

e Q(g): aregularization term that enforces simplicity in g to ensure interpretability.

The goal of LIME is to minimize with an interpretable model g the loss function £ around x, with a penalty Q(g) that keeps g
simple and interpretable. For further details about the theoretical foundations of the LIME approach, please refer to Ribeiro et al
(2016), Molnar (2022) and Juscafresa (2022).

Causality

Machine Learning models leverage their power to recognize and exploit complex correlation patterns among variables and use
such correlations to make predictions.

However, as it is commonly said, correlation does not imply causation. Indeed, two variables that appear related based on their
observational data, might instead be the outcome of a confounding variable, that is a (usually unobserved) variable that influences
both observed features and leads to an apparent causal relationship that is actually spurious. Prediction models that leverage spurious
correlation relationships might provide poor performances and inaccurate predictions when such relationships shift or break down.

To mitigate this problem, a prominent area of analysis is currently being developed, known as Causal Inference or Causal Al.
Causal Al does not merely look at correlations, but it rather allows study of the causal relationships that are embedded in the data.
Leveraging these tools, it is possible to back-test predictive ML models analyzing the robustness of causal relationship identified.

An example of Causal Al is the usage of causal graphs, that represent graphically the assignment structure of a model, and allow
the identification of direct and indirect causal relationships in a model. With causal graphs, one can identify and visually represent
confounding variables, as well as mediator variables. An example of causal graphs for this type of analysis is reported in figures 8 and
9.

Figure 8 - Example of causal graph with a confounding variable (source: Barocas et al (2018))

Figure 9 - Example of causal graph with a mediator variable (source: Barocas et al (2018))

In Figure 8, we can see that variable Z acts as a confounder for the relationship between X and Y, as it produces a positive
correlation of X and Y which is a mere result of confounding, while X and Y are not linked by a causal relationship. A model that
draws conclusions on the X — Y relationship without considering the effect of the variable Z would most likely lead to inaccurate
predictions. A similar effect, but due to a different situation, is that of a mediator variable, represented in Figure 9: here we can notice
that the relationship between X and Y is two-fold: a direct relationship X — Y, and an indirect relationship X — Z — Y. Also in this
case, a model that attempts to model the relationship between X and Y and make related predictions, should appropriately capture the
effect of the mediator variable Z. For additional details on Causal Al theory, and on causal graphs, please refer to Barocas et al (2018).
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